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Abstract

:

This paper describes the steps involved in obtaining a set of relevant data sources and the accompanying method using software-based sensors to detect anomalous behavior in modern smartphones based on machine-learning classifiers. Three classes of models are investigated for classification: logistic regressions, shallow neural nets, and support vector machines. The paper details the design, implementation, and comparative evaluation of all three classes. If necessary, the approach could be extended to other computing devices, if appropriate changes were made to the software infrastructure, based upon mandatory capabilities of the underlying hardware.
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1. Introduction


Among our gadgets, smartphones are our closest companions. They provide the primary access into the Internet and modern amenities, they hold our private data and are becoming one of the primary means of attack against the user, be it through power viruses (or other means to consume resources) or more ordinary malware menaces (calling or texting tolled numbers, install unwanted software, send the attacker private information about the device or its owner, spy on the owner using the camera or microphone, etc.).



For our research we picked an Android smartphone over an iPhone, primarily due to the open access into its software stack. This open source stack, provided by Google for their devices via Android Open Source Project (AOSP), includes a high-level Android framework, and an open source kernel. This level of openness into the source code of the stack allows access into both public and non-public API information, allowing for the purpose of our research access into the smartphone sensors. It also consists of the basis of the infrastructure of data collection architecture (used to obtain the raw data behind the initial dataset for this paper) described in [1] with an application for malware detection [2], using measurable events collected for a set of Android applications including both samples obtained from scientists in the field (Malgenome application set described by the authors of [3]) as well as more recent Internet sources (including [4,5] and Google Play for benign Android samples).



The purpose of this study was to assess if anomalous behavior could be detected through machine-learning classifiers based on input data sources from a variety of sensors within the device. We took into consideration that the smartphone phone itself can provide a large pool of data sources about runtime behavior. Some of this data is accessible through public APIs and an additional set can become accessible by making suitable changes into the smartphone software stack. While typical developers do not have access to non-public APIs, such an approach could provide benefits for telecom or smartphone manufacturers which have access to the AOSP stack or its equivalent from the smartphone system-on-chip (SoC) manufacturers or similar providers. By adding such an application within their phone, smartphone manufacturers could increase the intrinsic value of their product.



Many recent papers are trying to tackle the problem of detecting anomalous behavior in modern smartphones using software sensors (measurable events). For modern smartphones approaches vary but usually involve a combination of static and dynamic behavioral extraction of interesting data pertaining to sensors of the target smartphone application.



The measurable sources of data used in static analysis fall into 4 categories according to a recent study of over 80 frameworks by Bakour et al. [6]: manifest-based, code-based, semantic-based, or application metadata-based. According to the same authors, using this data requires offline processing and is prone to weakness when obfuscation techniques are employed by the developers of malicious applications.



Recent frameworks use a combination of static [7,8,9] and dynamic [8,9] extraction of data from sensors before being processed through machine-learning techniques. SandDroid is a recent sandbox analysis project classifying Android applications on a set of features using both static and dynamic analysis [8].



Current anomaly-detection applications span a wide array of technical solutions, from traditional machine learning and statistics, to deep learning models for computer vision related tasks, with applications in virtually all fields of technology [10,11,12].



Gaussian Mixture Models (GMMs) are one of the traditional approaches to anomaly detection. Zong et al. [13] use a deep auto-encoder to generate a low-dimensional representation, which is further fed into a GMM for unsupervised anomaly detection in medical applications. Aljawarneh et al. [14] use a Gaussian dissimilarity measure for anomaly detection in Internet of Things (IoT) systems, while Li et al. [15] use GMM-based clustering for an application of early warning in civil aviation.



In viewing anomaly detection more as a classification problem, there are many options for the choice of classifier. Erfani et al. [16] use Support Vector Machines and Deep Belief Networks to mitigate the impact of high dimensionality in large-scale anomaly detection. Li et al. [17] use a modified Support Vector Machine (SVM) as an alternative to computer and information system security. The excellent surveys by Chalapathy [10] and Ye [11] give a detailed outlook of possible applications using deep learning and data mining solutions.



The literature involving detection of anomalies in modern smartphones usually focuses on centralized large-scale frameworks or collaborative efforts. Centralized frameworks are used for either static code analysis [7,8] or dynamic analysis using virtual machines on host systems [8], highly efficient in running Android apps in emulation. Collaborative efforts, such as Contagio [18] rely on a mix of online tools and offline community support. We considered the approach of running applications within an actual smartphone, as there are specific limitations (e.g., thermal throttling) or information (e.g., device identifiers) that do not appear in virtual machine simulation but make an impact on application behavior on real hardware (through metrics such as CPU load, network data frequency, and throughput of which we planned on measuring through our experiments). We used as starting points data acquired on actual smartphones, not via simulated/virtualized frameworks. In this way our environment also took into consideration the influence of additional constraint factors within the smartphone (such as thermal throttling, dynamic frequency changes and overall other types of computation throttling) which can modify an application resource requirements and through this means influence the collected raw data that are used as input for the machine-learning algorithms. Virtualized infrastructures do not simulate specific smartphone behavior such as thermal throttling, dynamic processor frequency changes etc.



Furthermore, the use of such methods, as described in the paper, is relatively limited in the context of smartphone technology. Most smartphone applications tend to veer towards classical anomaly detection and statistics, such as GMMs [13,14,15] or Hidden Markov Models (HMMs) [19], data mining and deterministic decision systems [20,21], or hybrid algorithms that incorporate learning classifiers (usually a version of SVMs) and belief networks [16,17,22,23]. An extensive literature review has found no comparative studies using the proposed methods on a challenging dataset, which is itself unique, as obtained through the methods described above, and very few instances of any one of the proposed methods being employed in anomaly detection on smartphones, despite their otherwise ubiquitous presence in machine-learning and anomaly-detection applications.



While all detections are aimed at malware applications, the detection itself is done through looking for patterns of anomalous behavior, as captured by the measurable sources of information (i.e., software sensors). The use of the proposed class of methods has to do with the way in which such potentially anomalous behavior could be learned, therefore it is intentionally modelled as a classification problem, rather than a standard anomaly-detection problem (for example through GMMs), due to the format of the data and the underlying assumptions of the learning model.



The choice of algorithm has very much to do with the available dataset. For the purposes of this paper, deep learning and some data mining solutions are not well suited to a small- to medium-sized dataset. In addition, GMMs are most frequently used when there is a large non-anomalous subset to train on, or when the dataset itself is imbalanced, and when it is thought that a classifier is unlikely to learn a coherent model for the positive (anomalous) samples, which is not the case here. As such, the paper investigates three types of classifiers for the machine-learning application: Logistic Regression, a shallow neural network for pattern recognition, and SVMs. The three are evaluated on several metrics, most important of which being the F1 score on the test set. The full details of the design, implementation, and evaluation of the learning algorithms are presented in their respective sections. Finally, the results show that all the three investigated algorithms perform reasonably well, with SVMs having a slight edge.



The remainder of the paper is divided as follows: Chapter 2 outlines the acquired data and the steps taken to curate the dataset, as well as giving a brief theoretical overview of the design of the classifier learning methods involved. Chapter 3 discusses the particulars of implementation and the obtained results for each model. Chapter 4 discusses the highlighted results and attempts to draw a conclusion based on the work reported. Opportunities and directions for future research are also discussed.




2. Materials and Methods


The general architecture, described in [1] includes measurable events as sources of data, extracted with a set of data collectors [1] into a server for further processing, as shown in Figure 1. The sources of data are made available through the Android framework or Linux user-space (via procfs virtual file system entries) and are provided originally by hardware sensors or software hooks added into the framework.



Synthesizing the information available in [1], Table 1 below shows the measurable events that were collected on a Nexus 4 smartphone running Android 4.2.2 JellyBean.



As said in [1] for the “SMS” event there are hooks for destination number and message content. For the “Call” event there is a hook for the destination number. For “WiFi”, “Camera”, “NFC”, as well as “Bluetooth” we get information about sensor activity (turning on/off). “Sensors” offer information about what peripherals are registered as sensors in the Android framework terminology as well as real-time data from them. “Camera” indicates if the application wishes to access the camera peripheral or photo content within the phone.



Through the data acquisition procedure, the smartphone remained mostly stationary, in an artificially lit room with weak GPS reception. As such, the device was not able to offer pertinent GPS or other motion (accelerometer, gyroscope, magnetometer) or lighting (ambient light) information for our experiments. We chose not to include in our smartphone a functionality (normally missing from commercial devices) that artificially injects GPS data, considering that by itself any additional GPS data injection component would represent an example of atypical application (hard to install by regular users) and behavior (and also being potentially hazardous if requiring administrative privileges into the phone in order to operate). For our research we focused on the scenarios that for malware applications the abnormal behavior would manifest primarily through disguising themselves as top (or banking) applications (for the purpose of extracting confidential login data) or by sending phone information to toll numbers or various URLs.



Another reason not to include GPS information was that for the majority of applications in our pool this information was not required, the main part of the experiments not including applications focused on user movement information (whether it is from GPS or other types of movement based sensors).



“App Install” detects the installation of a new application within the smartphone and it offers the app name for it. “Activity” intercepts information regarding the state of the Android application: “Create”, “Start”, “Stop”, “Pause”, “Resume” and “Destroy”. The “Runtime Crash” detects the similarly named event at runtime. The “ANR” intercepts “Application Not Responding” type events generated by the Android framework following an application entering a freezing/non-functioning state. These hooks were implemented in Java and they offer the ability to acquire data for the data collection server upon request, for the purpose of detecting anomalous behavior.



Due to the user experience oriented programming in modern smartphone apps, each feature is accessible within a short number of Graphical User Interface (GUI) interactions (for example in email apps you have login, message lists, folders/categories, individual email widows and a limited set of clicking and scrolling to do in each such window), in our case exposing behavior coded within Android applications to our software sensors. Empirically, as a trade-off between time spent collecting data for each target application and the implication on overall collecting time spent on the entire application pool we studied and collected data for, we found that approximately 5 min was considered enough to stop acquiring new types of events, and thus new type of behavior, from the application.



The final application set comprises 361 Android applications; however not all of them were installed at once, but consecutively during the experiments. For each sample application, during the dataset acquisition the procedure involved side-loading (installing Android applications in apk format via the adb interface), starting the sample application and monitoring its behavior while interacting with it manually (in foreground/background) for a short period of time (approximately 5 min), then uninstalling it.



The initial data was collected through the framework described in [1,2] which relies on a data collection framework within the smartphone and the installation of an additional application that performs the real-time monitoring while running in background (called AMDS in [2]). The application pool was built by using both reputable applications (the ones that the phone came with, top Google Play applications, or similar stores for other markets such as SlideMe [4]) as well as known malware applications. The data acquisition process involved installing new applications one by one, manually interacting with each in application-specific manner (e.g., clicking buttons, swiping) while also toggling between foreground/background for the duration of the experiment (around 5 min for each app). After this step the target application was uninstalled, to prevent both reaching lack of storage space during the experiment as well as preventing some applications from influencing one another and the next target application from the list was installed and experimented with. During the training phase a data of monitoring each target application was stored locally in the phone, and during testing phase a different pool of applications was used, each application installed, monitored, local data stored updated, while the real-time monitoring application described at large in [2], was running in background, and if abnormal behavior was detected this application would be prevented from running, it would be flagged to the user who would make the final decision (to continue preventing the application from running or allow it to continue) on a case by case basis.



The raw data obtained from the experimentation is organized as a set of unique application names, a set of labels for each application (clean or malware) and 19 sets of feature data, one for each investigated feature. Inside the feature data, there are multiple values for the same {application name; feature} pair, due to multiple sensor interrogations for the same feature on the particular application. Table 2 shows an example of the raw data obtained from the sensors.



Table 3 shows the investigated features for which sensor triggers were programmed and a short description, as detailed in [1,2].



We considered the possibility that while there is a usual correlation between the number of packets and bytes transferred via WiFi, in the case of applications disguising themselves as another application, there may be a difference in communication protocols between the fake and original application that could influence the correlation between number of packets and bytes transferred. Generally speaking, even if the two features were to be correlated, the presence of two correlated features among a total of 19 would not adversely affect the learning process to any significant extent. In this particular case, however, the possible lack of correlation could, potentially, in itself be a valuable learnable pattern for detecting behavior. Therefore, it was believed that including both features would result in new information being available to the model.



The measurable events pool provided by the infrastructure described in detail in [1] and used through the monitoring application described in [2] includes events collectable from Android (e.g., SMS, Bluetooth, Call etc.), events collectable from Linux user-space (e.g., via procfs, including CPU load, memory load etc.) and there were non-numerical metrics (e.g., app name, version) which were eliminated when we curated the data set. Features for which data was not available in all instances were then eliminated to preserve the integrity of the dataset, as a fully numeric, complete set of samples is required for the learning process.



As stated in [1,2] our collection infrastructure includes data collectors, a collection server, and an Android monitoring application. Data is acquired for both Android events (SMS, WiFi, and Bluetooth) as well as Linux user-space (CPU load, memory load, and network statistics) and kernel-space metrics (performance counters). The collection server maintains the list of running Android applications (and correlation with corresponding process identification numbers) and based on application state manages monitoring via the data collectors. The Android application usually resides in background and allows high-level user interaction and control (including picking the infrastructure operating mode: idle, training, testing on a system-wide and per application level). Furthermore, part of the initial pre-processing of the dataset is that clearly anomalous readings are eliminated as data-points. This is partly achieved in the initial composition of the dataset, and partly done automatically when processing the numerical data.



The ground-truth target labels were manually set. Applications downloaded from reputable sources (top Google Applications) were marked as clean, while applications from the known malware sources (e.g., applications from the Malgenome set) were considered malware.



The dataset is first processed by parsing the feature data and identifying all the values associated with a unique application name on a particular feature set. These values are then averaged to obtain a single value for the {application name; feature} pair. The average value is obtained by running a first pass on the values and calculating their mean and variance, after which a new mean is computed, taking into consideration only the values that fall within a 95% confidence interval from the natural mean. In the extreme case that no values fall within this range, the median value of the set is selected instead. This contributes to the rejection of extreme sensor values, which are thought to most likely be the result of erroneous momentary interrogation.



Once all unique {application name; feature} values are parsed for a particular feature, the application names are checked against the existing list and only the pairs for which the application name already exists are kept. This is done to ensure the integrity of the dataset, in which all samples (i.e., applications) must have existing values for all features. The end result is a dataset with 361 samples for 19 features, plus the target labels, which are the inputs to the learning algorithms.



The features are all numeric, so there is no need to apply any type of coding for categorical variables. The target class labels are either clean (coded to 0) or malware (coded to 1).



The final dataset has its features normalized. The value for each sample within a feature is updated by subtracting the mean (   μ j   ) and dividing by the standard deviation (   s j   ) of that feature (j), as shown below.


   x  i j   : =    x  i j   −  μ j     s j     



(1)







This ensures that all input features are of similar range and centered on zero, which helps the speed and convergence of the learning process, as well as removing potential biases caused by the varying magnitudes. A cross-section of the dataset is exemplified in Table 4. Notice that the unique application names have been removed and each sample is now uniquely identifiable only implicitly through its row number. The actual data used for training is structured with samples as rows and features as columns, but is shown here transposed, for readability. It also includes an intercept term, which is a column of 1-s, not shown here. The sample and feature labels are not present in the actual dataset and are shown in the table only for convenience.



The dataset is then split into three sets, for training, cross-validation, and testing. The training set is used to learn the optimized parameters of the prediction model, the cross-validation set is used to tune its meta-parameters, and the testing set is used exclusively to rate the model performance on data it had not previously seen. The parameters and meta-parameters differ for each learning model and are explained in their respective sections.



The split is done randomly each time the overall script starts, so the data is different for each complete run which learns and evaluates the three models, meaning the overall results differ slightly at each run. However, the same training, cross-validation, and test sets are used for learning and evaluation on each of the three learning models, within a complete run of the script, so that their performance can be properly compared.



The samples are split into 70% for the training set, 15% for the validation set and 15% for testing. This is done by generating a random index with the same length as the number of samples and then taking the appropriate percentage splits, using the index as the row number inside the dataset. In the context of 361 total samples, this works out to 253 samples for training, 54 samples for validation, and 54 samples for testing.



A True Positive (TP) is a sample correctly identified as malware, a True Negative (TN) is a sample correctly classified as clean, a False Positive (FP) is a clean sample misclassified as malware, and a False Negative (FN) is a malware sample misclassified as clean. A chart showing the number and rates of samples thus classified is called a Confusion Matrix. The results of each algorithm include such a chart for each sample set and for the overall set.



Two standard loss functions are used for the classification algorithms, Cross-Entropy Loss and Hinge Loss. Cross-entropy is the default loss function used for binary classification problems. It is intended for use with binary classification where the target values are in the set {0, 1}, as is the default coding in our dataset. It is used for the Logistic Regression and Pattern net learning algorithms [24]. Using Cross-Entropy Loss, the cost function to be minimized is shown below.    h θ   (   x i   )    is the hypothesis outputted by the model (see also Equation (5)) and    y i    is the ground-truth label for that sample.


  J  ( θ )  =  1 m    ∑   i = 1  m  [  y i   (  − l o g  h θ   (   x i   )   )  +  (  1 −  y i   )   (  − log  (  1 −  h θ   (   x i   )   )   )  ] +  λ  2 m     ∑   j = 1  n   θ j 2   



(2)




where    h θ   (   x i   )  =  1  1 +  e  −  θ T   x i       .



Hinge Loss is an alternative to cross-entropy for binary classification problems, primarily developed for use with SVM models. It is intended for use with binary classification where the target values are in the set {−1, 1}, which are set automatically by the learning algorithm. The Hinge Loss function encourages examples to have the correct sign, assigning more error when there is a difference in the sign between the actual and predicted class values [24]. The formula of the Hinge Loss function is shown below.


  J  ( θ )  = C   ∑   i = 1  m   [   y i  c o s  t 1   (   θ T   x i   )  +  (  1 −  y i   )  c o s  t 0   (   θ T   x i   )   ]  +  1 2    ∑   j = 1  n   θ j 2   



(3)




where   c o s t  ( x )  =  {      0 ,       1 − y ∗ k  ( x )  ,         y ∗ k  ( x )  ≥ 1       e l s e        ,   k  ( x )    being the similarity (kernel) function [25,26,27].



The following metrics are used for evaluation, as shown in Table 5.



Accuracy is the rate of correctly classified instances, irrespective of class. Precision is the fraction of relevant instances among the retrieved instances, i.e., the number of correctly predicted positives out of the samples that were predicted positive. Recall is the fraction of total relevant instances retrieved, i.e., the number of correctly predicted positives out of the samples that actually were positive. The F1 score is the harmonic mean of precision and recall [28].



Table 6 below gives an overview of the parameters and criteria used for optimization at each level of the training process.



Logistic Regression is used to obtain a model for the classification and prediction of a binary outcome from a set of samples, in the presence of more than one explanatory variable. The procedure is quite similar to multiple linear regression, with the exception that the response variable is binomial [29,30].



The optimization problem is described as    Y ^  =  θ ∗  X  , where X is the input data, namely the dependent variables, containing all data-points, plus an intercept term, which helps prevent overfitting. Y is the output data that the algorithm is trying to learn, and θ is the matrix of coefficients used to estimate Y from X. The challenge is finding the best coefficients, which minimizes the error between the actual Y and the estimate. This is obtained from    Y ^  =  θ  L R   ∗ X  , or, in extended form:


   [         y 1   ^           y 2   ^               y 3   ^       ⋮         y n   ^           ]  =  [       θ  11      ⋯     θ  1  (  m + 1  )         ⋮   ⋱   ⋮       θ  n 1      ⋯     θ  n  (  m + 1  )         ]   [       x 1         x 2           ⋮       x m        i n t          ]   



(4)







Once the best available set of coefficients (θ) is found, a prediction for a given sample is done using the function:


  p  ( x )  =  {      0 ,       1 ,            h θ   ( x )  < t h        h θ   ( x )  ≥ t h      



(5)




where    h θ   ( x )  =  1  1 +  e  −  θ T  x       and th is the prediction threshold.



The cost function, shown previously in Equation (2), is computed as a measure of the difference between estimated values and the ground truth for the input data. A visualization of the cost for a particular sample is shown in Figure 2, where y is the ground truth and    h θ   ( x )    is the hypothesis outputted by our model [25].



If there are too many features, the learned hypothesis may fit the training set very well, but fail to generalize to new examples, which is called overfitting [26]. Conversely, if there are not enough representative features or if the number of the training examples is not large enough to correctly create the model, it would underfit. Parameters such as alpha (α), the learning rate, or lambda (λ), the regularization parameter, must also be taken into account. The learning rate, α, should not be too large, because it could lead the algorithm to diverge, yet a value too small would cause slow learning and the cost function can get stuck in local minima [31]. Faster gradient descent can be obtained via an adaptive learning rate. Lambda (λ) is the regularization parameter and it determines how strongly a model is penalized for fitting too closely the learned features on the available data [25].



Gradient descent is an optimization algorithm where the potential solution is improved each iteration by moving along the feature gradient in the variable space. While it requires that the target function be differentiable and it is somewhat susceptible to local minima, gradient descent provides a stable and computationally inexpensive algorithm for function optimization. Figure 3 shows a visualization of the Gradient Descent algorithm, for two thetas [25]. This would correspond to a one variable learning problem, for which    θ 1    is the coefficient of the independent variable x, and    θ 0    is the intercept term.   J  (   θ 0  ,  θ 1   )    is the associated cost for each tuple of the two theta parameters, shown as the landscape on which the gradient descent algorithm searches for optima.



SVMs, also called Large Margin Classifiers, are supervised learning models used for classification and regression. The input data is classified by optimizing the hyperplane equation so that the distance to the data representing the classes is maximum [32]. In addition to performing linear classification, SVMs can efficiently perform a non-linear classification using kernels, implicitly mapping their inputs into high-dimensional feature spaces [25].



Having the training data, the problem is to determine the parameters of the hyperplane that best separates the data into classes. The cost function for SVMs was shown previously in Equation (3). The parameter C is important for the system because it is responsible for finding the minimum of the cost function, as well as providing regularization. If the value of C is too large then the SVM will change the decision boundary in an intent to integrate the outliers which produces overfitting, but if C is too small, there is a risk of high bias [25]. The similarity function, named kernel, is used by the SVM to draw the decision boundary. Kernels must be semi-positive and symmetrical. The paper investigates the use of three of the most common options: linear, polynomial, and Gaussian (Radial Basis Function), in order to find normally distributed features across the feature map, while also being able to find features that have unusual values [33]. Because of faster execution, an SVM with a Gaussian kernel might outperform Logistic Regression for a medium-sized dataset. SVM finds a solution hyperplane which is as far as possible for the two categories while Logistic Regression does not have this property. In addition, Logistic Regression is more sensitive to outliers than SVM, because the Logistic cost function diverges faster than Hinge Loss [33]. Figure 4 provides a visual representation of the difference between the two cost functions, using the notations of y and    θ T  x   discussed earlier in the paper [34].



Artificial neural network models are based on a layer of hidden features (i.e., neurons), which replace the specific features used in other models, and which control the classification. Neural networks have an input layer that matches the dimension of an input sample and an output layer which matches the target variable. The model is optimized by successively tuning the weights of these neurons, through a process called back-propagation. A standard neural network is exemplified in Figure 5 [35,36], where    x i    are the features of the input layer, i.e., the dataset features shown previously,    w  i j     are the weights associated with the transition of from the input layer to the hidden layer,    u j    are the artificial features of the hidden layer, the number of which is an important meta-parameter, to be chosen by the designer,    w  j k  ′    are the weights associated with the transition from the hidden layer to the output layer, and    u k ′    are the output features, or dependent variables, of which there is only one (y) in the case of binary classification, such as presented in this paper.




3. Results


3.1. Logistic Regression


The first learning algorithm investigated is Logistic Regression with polynomial features. The initial dataset is expanded by mapping the second- and third-degree polynomials of the original features, to allow the algorithm to better account for the nonlinearities in the dataset. This means that:


  X : =  [  X    X 2   X 3   ]   



(6)




for all training, cross-validation, and test sets. There are 57 resulting features, plus an intercept term (see also Equation (4)), used to model all other phenomena on which the target might be dependent, which also helps prevent overfitting. This comes out to 58 total features, training on 253 samples. The polynomial degree was chosen to provide a good equilibrium between accounting for nonlinearities and the risk of overfitting the dataset.



One training run of the algorithm takes place for up to 400 iterations, starting from an initial parameter vector (θ) of all zeroes. The decrease of the cost function in an example run using gradient descent is shown in Figure 6.



Cross-validation is done simultaneously for two meta-parameters, lambda (λ) and the prediction threshold (th). The ranges of values for the two meta-parameters are shown in Table 7.



There are therefore 40 combinations of possible {lambda; threshold} parameters. Each of these is used to perform a training run, for which the theta parameter vector is stored, and the F1 score of each resulting model is evaluated, with the best model being kept as the overall Logistic Regression model. Table 8 shows an example of the results obtained for a complete suite of training runs using Logistic Regression. For brevity, results are shown for each lambda, but with the threshold level set at the chosen best.



An alternative approach was explored, whereby cross-validation was done separately, first for the lambda (λ) parameter, using the evaluation of the cost function. The best lambda (λ) and its respective theta parameter vector were chosen, after which the best prediction threshold was evaluated based on the F1 score. However, this approach consistently obtained poorer results in terms of F1 score to the simultaneous cross-validation method mentioned earlier.



As can be seen from Table 8, the best F1 score on the validation set is 0.89, which leads to the choice of   λ = 10   and   t h = 0.5  . Depending on the initial dataset split, which is random, the results do have a slight variation, both in the actual best meta-parameters chosen, as well as the resulting best F1 score for the validation set. The results obtained in Table 8 are among the best recorded for Logistic Regression, after multiple runs, with the evaluation score on the validation set being about as high as can be expected. The final evaluation for the Logistic Regression algorithm is the F1 score of 0.84 recorded on the test set.



The Confusion Matrix for the chosen Logistic Regression model is shown in Figure 7, displaying the Confusion Matrices for each of the training, cross-validation, and test sets, as well as the overall Confusion Matrix, for the entire dataset.




3.2. Shallow Neural Network for Pattern Recognition


The following model is a shallow pattern recognition neural network (PatternNet), with a single hidden layer composed of 20 neurons. The indices for the training, cross-validation, and test sets were kept from the initial dataset split and provided to the pattern net, so that the same sets are used for training and testing, which allows a proper comparison of the results obtained by the models. Figure 8 shows the architecture of a PatternNet neural network, with w being the transition weights of the network and b being the weights of the bias, i.e., intercept, term, which is automatically added by the network upon initialization.



Training is performed using Scaled Conjugate Gradient, with a similar Cross-Entropy Loss function as the Logistic Regression. The point of cross-validation, in this case, is to supervise the performance of the network and prevent overfitting. Figure 9 shows the performance of the network on the three sets, with the set of weights chosen for best performance on the validation set, displaying the loss function value throughout the training iterations, i.e., epochs, for the training, cross-validation, and test sets.



The results of the PatternNet model are shown in Table 9.



After multiple runs, the best F1 score obtained by a PatternNet model on this challenging dataset is 0.86. The associated Confusion Matrix is shown in Figure 10 for each of the training, cross-validation, and test sets, as well as the overall Confusion Matrix, for the entire dataset.




3.3. Support Vector Machines


The SVM algorithm is trained using the same dataset split as for the other two models. Cross-validation is done on the choice of kernel, with the three possible hardcoded options of   K =  { ′  l i n e a  r ′   , ′  g a u s s i a  n ′   , ′  p o l y n o m i a l   ( 3 )  ′  }  . The maximum degree of the polynomial kernel was chosen to be comparable to the maximum degree of the feature mapping from Logistic Regression. An SVM model is trained for each of these kernel options and the best one is chosen, based on their respective F1 scores. The results are shown below in Table 10.



The associated Confusion Matrix is shown in Figure 11 below, for each of the training, cross-validation, and test sets, as well as the overall Confusion Matrix, for the entire dataset.





4. Discussion


Table 11 provides an overall comparison of obtained metrics on the training, validation, and test sets, for each proposed model, using the meta-parameter values selected during validation. The results show that all of the three investigated algorithms perform reasonably well on a challenging dataset, with SVMs having an edge in performance on the test set, as well as maintaining a good equilibrium between the training, cross-validation, and test results.



A Cochran’s Q test [37,38] was performed to evaluate the results, with the null hypothesis being that the three algorithms have similar performance in classification. The test obtains a p-value of   5.7268 ∗   10   − 10     and a Cochran Q value of 42.5614, for which the null hypothesis can be safely rejected at the   α = 0.05   significance level, providing proof that the SVM model significantly outperforms the others.



Furthermore, a comparative post-hoc analysis of the statistical significance of the results obtained through the three models was performed using three McNemar tests [39,40] for each of the three pairs of models. The tests are undertaken on pairs of models, since a McNemar Test can only be run on two models at a time. The first test (exact–conditional McNemar) compares the accuracies of the two models, while the second (Asymptotic McNemar) and third (Mid-p-value McNemar) tests assess whether one model classifies better than the other. The null hypothesis for the first test is that the two models have equal predictive accuracies. The null hypothesis for the second and third tests is that one of the models is significantly less accurate than the other. The comparison is not cost sensitive, i.e., it assigns the same penalty for different types of misclassification. Detailed descriptions of McNemar tests and the procedure used can be seen in [40,41]. Table 12 shows the results of the statistical significance tests, where h is the hypothesis test result (  h = 1   indicates the rejection of the null hypothesis, while   h = 0   indicates a failure to reject the null hypothesis), p is the p-value of the test, and e1 and e2 are the classification losses or misclassification rates of the respective two models (which are the same, irrespective of test).



The comparison between Logistic Regression and PatternNet is somewhat inconclusive. While the exact–conditional test cannot reject the null hypothesis, that the two methods have similar accuracies, neither can the other two tests reject the assumption that one test performs better than the other, although it should be noted that the p-value of the first test is twice as large as the values for the second and third tests. However, in the comparisons with the SVM model, both for Logistic Regression, as well as for PatternNet, the null hypothesis of the first test is rejected, meaning that the two methods have dissimilar accuracies. This is further collaborated by the second and third tests, where there is strong evidence that the null hypothesis cannot be rejected, meaning that the SVM model significantly outperforms both the Logistic Regression, as well as the PatternNet, models.



The obtained p-values of the exact–conditional McNemar tests are manually corrected using the Discrete Bonferroni–Holm Method for Exact McNemar tests [42,43,44]. As stated by Holm (1979) [42], “except in trivial non-interesting cases the sequentially rejective Bonferroni test has strictly larger probability of rejecting false hypotheses and thus it ought to replace the classical Bonferroni test at all instants where the latter usually is applied”. Table 13 shows the corrected p-values and the resulting decision on the significance of the test.



The corrected p-values are obtained as described in Westfall et al. [43] and implemented in [44]. For the test result to be considered significant, its corrected p-value should be below the   α = 0.05   threshold. The first test is evaluated as expected, since the initial series of McNemar tests showed that there is no statistical difference in the performance of Logistic Regression and PatternNet, by a very high p-value, in relation to the threshold. The second test is most interesting, as the hypothesis that the Logistic Regression model and the SVM model have significantly different performance is now rejected, upon strengthening the test. However, it should be noted that it is a borderline decision, and the test would have been accepted at a   α = 0.1   significance level. The third test reinforces the conclusion that the SVM model performs significantly better, this time compared to the PatternNet model, meeting the significance requirement by a wide margin.



However, all their performances are satisfactory and comparable on the initial metric used. The intention is that the dataset be expanded in the future, at which time further testing will be undertaken to evaluate the ability of each model to generalize, as well as the performance of various ensemble methods, possibly comprising two or more of these same models.



The literature review has yielded few comparable studies for the chosen methods on smartphone applications, without even taking into account the considerably different datasets, features, extraction techniques, etc. that other studies work with. Most papers discuss detection accuracy, with very few using the F1 score metric. The reported accuracy also varies considerably across methods and especially datasets. The final metric values, on the test set, for the linear kernel SVM, compare favorably with most papers in the literature review, for which similar metrics were available. The closest comparison is the application described in [2], which obtains slightly higher metrics on a previous version of the dataset.



While the final hard numbers of the F1 score metric and the statistical significance tests clearly favor the SVM implementation, the difference in performance is oftentimes a relatively small number of misclassified samples, which is one of the issues to keep in mind when working with a small number of data-points.



Therefore, one of the main directions for future research is expanding the dataset, both in terms of the number of data-points (samples), as well as the number of features, where applicable. This would be a great benefit to the ability to train and test the models, as well as allow the investigation of deeper and more complex model architectures, some of which were touched upon in the discussion on the state of the art.



Another interesting future option is ensemble learning, which leverages the positive results of having three good classifiers, whose outputs can then be composed into a final prediction. This is particularly appealing, given the comparatively small difference in accuracies of the three investigated models.



In addition, detection of anomalous behavior from the user’s interaction pattern standpoints could be a promising topic for further research, starting from the framework already described.



The obvious future step for the application is that of actual hardware implementation on a working prototype, through which future data can also be more easily gathered. The dataset split procedure, which was discussed at length throughout the paper, should give the model a good ability to generalize to as yet unseen data.







Author Contributions


Conceptualization, V.V., A.M.T. and V.L.; methodology, V.-G.V., L.R. and V.-A.G.; software, V.V. and A.-M.T.; validation, V.V., V.-G.V., A.-M.T., H.W. and V.-A.G.; formal analysis, H.Y., H.W.; investigation, A.-M.T., L.V. and H.Y.; resources, L.R.; data curation, A.-M.T., V.-G.V. and L.R.; writing—original draft preparation, V.V., V.-G.V. and A.-M.T.; writing—review and editing, V.V., L.V. and V.-A.G.; visualization, V.-A.G. and H.Y.; supervision, L.V., V.-G.V. and H.W.; project administration, V.-A.G. and L.V.; funding acquisition, L.V. and H.W. All authors have read and agreed to the published version of the manuscript.




Funding


The paper was funded by the European Commission Marie Skłodowska-Curie SMOOTH project, Smart Robots for Fire-Fighting, H2020-MSCA-RISE-2016-734875, Yanshan University: “Joint Laboratory of Intelligent Rehabilitation Robot” project, KY201501009, Collaborative research agreement between Yanshan University, China and Romanian Academy by IMSAR, RO, and the UEFISCDI Multi-MonD2 Project, Multi-Agent Intelligent Systems Platform for Water Quality Monitoring on the Romanian Danube and Danube Delta, PCCDI 33/2018, PN-III-P1-1.2-PCCDI2017-2017-0637. This work was supported by a grant of the Romanian Ministry of Research and Innovation, CCCDI-UEFISCDI, MultiMonD2 project number PNIII-P1-1.2-PCCDI-2017-0637/2018, within PNCDI III, and by the European Commission Marie Skłodowska-Curie SMOOTH project, Smart Robots for Fire-Fighting, H2020-MSCA-RISE-2016-734875, Yanshan University: “Joint Laboratory of Intelligent Rehabilitation Robot” project, KY201501009, Collaborative research agreement between Yanshan University, China and Romanian Academy by IMSAR, RO.




Acknowledgments


The authors gratefully acknowledge the support of the Robotics and Mechatronics Department, Institute of Solid Mechanics of the Romanian Academy.




Conflicts of Interest


The authors declare no conflict of interest. The funders had no role in the design of the study; in the collection, analyses, or interpretation of data; in the writing of the manuscript, or in the decision to publish the results.




References


	



Gheorghe, L.; Mogosanu, L.; Carabas, M.; Voiculescu, V.G.; Gibson, G. Infrastructure for Learning the Behaviour Of Malicious and Abnormal Applications. In The International Scientific Conference eLearning and Software for Education; Carol I National Defense University: Bucharest, Romania, 2015; Volume 1, p. 202. [Google Scholar]

	



Gheorghe, L.; Marin, B.; Gibson, G.; Mogosanu, L.; Deaconescu, R.; Voiculescu, V.-G. Smart Malware Detection on Android; SCN, Wiley: Hoboken, NJ, USA, 2015; Volume 8, pp. 4254–4272. [Google Scholar]

	



Zhou, Y.; Jiang, X. Dissecting Android Malware: Characterization and Evolution. IEEE Symp. Secur. Privacy 2012, 95–109. [Google Scholar] [CrossRef]

	



Slideme. Available online: Slideme.org (accessed on 20 March 2020).

	



42matters. Available online: https://42matters.com (accessed on 20 March 2020).

	



Bakour, K.; Ünver, H.M.; Ghanem, R. The Android malware detection systems between hope and reality. Sn Appl. Sci. 2019, 1, 1120. [Google Scholar] [CrossRef]

	



Li, C.; Millis, K.; Zhu, R.; Niu, D.; Zhang, H.; Kinawi, H. Android Malware Detection based on Factorization Machine. arXiv 2018, arXiv:1805.11843v2. [Google Scholar] [CrossRef]

	



Botnet Research Team. SandDroid—An Automatic Android Application Analysis System. Available online: http://sanddroid.xjtu.edu.cn:8080/# (accessed on 20 March 2020).

	



Qamar, A.; Karim, A.; Chang, V. Mobile malware attacks: Review, taxonomy & future directions. Future Gener. Comput. Syst. 2019, 97, 887–909. [Google Scholar]

	



Chalapathy, R.; Chawla, S. Deep learning for anomaly detection: A survey. Arxiv Prepr. 2019, arXiv:1901.03407. [Google Scholar]

	



Ye, Y.; Li, T.; Adjeroh, D.; Iyengar, S.S. A survey on malware detection using data mining techniques. ACM Comput. Surv. (Csur) 2017, 50, 1–40. [Google Scholar] [CrossRef]

	



Dumitrache, I.; Caramihai, S.I.; Moisescu, M.A.; Sacala, I.S.; Vladareanu, L.; Repta, D. A Perceptive Interface for Intelligent Cyber Enterprises. Sensors 2019, 19, 4422. [Google Scholar] [CrossRef] [PubMed]

	



Zong, B.; Song, Q.; Min, M.R.; Cheng, W.; Lumezanu, C.; Cho, D.; Chen, H. Deep Auto-Encoding Gaussian Mixture Model for Unsupervised Anomaly Detection. Available online: https://sites.cs.ucsb.edu/~bzong/doc/iclr18-dagmm.pdf (accessed on 20 March 2020).

	



Aljawarneh, S.A.; Vangipuram, R. GARUDA: Gaussian dissimilarity measure for feature representation and anomaly detection in Internet of things. J. Supercomput. 2018, 1–38. [Google Scholar] [CrossRef]

	



Li, L.; Hansman, R.J.; Palacios, R.; Welsch, R. Anomaly detection via a Gaussian Mixture Model for flight operation and safety monitoring. Transp. Res. Part C Emerg. Technol. 2016, 64, 45–57. [Google Scholar] [CrossRef]

	



Erfani, S.M.; Rajasegarar, S.; Karunasekera, S.; Leckie, C. High-dimensional and large-scale anomaly detection using a linear one-class SVM with deep learning. Pattern Recognit. 2016, 58, 121–134. [Google Scholar] [CrossRef]

	



Li, K.L.; Huang, H.K.; Tian, S.F.; Xu, W. Improving one-class SVM for anomaly detection. In Proceedings of the 2003 IEEE International Conference on Machine Learning and Cybernetics (IEEE Cat. No. 03EX693), Xi’an, China, 5 November 2003; Volume 5, pp. 3077–3081. [Google Scholar]

	



Contagio Mobile. Available online: http://contagiomobile.deependresearch.org/index.html (accessed on 20 March 2020).

	



Witayangkurn, A.; Horanont, T.; Sekimoto, Y.; Shibasaki, R. Anomalous event detection on large-scale gps data from mobile phones using hidden markov model and cloud platform. In Proceedings of the 2013 ACM Conference on Pervasive and Ubiquitous Computing Adjunct Publication, Zurich, Switzerland, 8–12 September 2013; pp. 1219–1228. [Google Scholar]

	



Isohara, T.; Takemori, K.; Sasase, I. Anomaly detection on mobile phone based operational behavior. Inf. Media Technol. 2008, 3, 156–164. [Google Scholar] [CrossRef]

	



Sanz, B.; Santos, I.; Ugarte-Pedrero, X.; Laorden, C.; Nieves, J.; Bringas, P.G. Anomaly detection using string analysis for android malware detection. In International Joint Conference SOCO’13-CISIS’13-ICEUTE’13; Springer: Cham, Switzerland, 2014; pp. 469–478. [Google Scholar]

	



Majeed, K.; Jing, Y.; Novakovic, D.; Ouazzane, K. Behaviour based anomaly detection for smartphones using machine learning algorithm. In Proceedings of the International conference on Computer Science and Information Systems (ICSIS’2014), Dubai, UAE, 17–18 October 2014; pp. 67–73. [Google Scholar]

	



Suarez-Tangil, G.; Tapiador, J.E.; Peris-Lopez, P.; Pastrana, S. Power-aware anomaly detection in smartphones: An analysis of on-platform versus externalized operation. Pervasive Mob. Comput. 2015, 18, 137–151. [Google Scholar] [CrossRef]

	



Brownlee, J. Better Deep Learning: Train Faster, Reduce Overfitting, and Make Better Predictions. Machine Learning Mastery, Blog Excerpt. 2018. Available online: https://machinelearningmastery.com/how-to-choose-loss-functions-when-training-deep-learning-neural-networks/ (accessed on 20 March 2020).

	



Arora, S.; Hazan, E. COS 402 – Machine Learning and Artificial Intelligence Fall 2016 Lecture Notes. Available online: https://www.cs.princeton.edu/courses/archive/fall16/cos402/lectures/402-lec5.pdf (accessed on 20 March 2020).

	



Ng, A. CS229 Machine Learning Lecture notes. Cs229 Lect. Notes 2000, 1, 1–3. Available online: http://cs229.stanford.edu/notes/cs229-notes1.pdf (accessed on 20 March 2020).

	



Gandhi, R.X. Support vector machine—Introduction to machine learning algorithms. Towards Data Science. 2018. Available online: https://towardsdatascience.com/support-vector-machine-introduction-to-machine-learning-algorithms-934a444fca47 (accessed on 20 March 2020).

	



Powers, D.M. Evaluation: From Precision, Recall and F-Measure to ROC, Informedness, Markedness and Correlation. J. Mach. Learn. Res. 2011, 2, 37–63. [Google Scholar] [CrossRef]

	



Cramer, J.S. The Origins of Logistic Regression. 2002. Available online: https://papers.tinbergen.nl/02119.pdf (accessed on 20 March 2020).

	



Sperandei, S. Understanding logistic regression analysis. Biochem. Med. Biochem. Med. 2014, 24, 12–18. [Google Scholar] [CrossRef] [PubMed]

	



Ravaut, M.; Gorti, S.K. Faster Gradient Descent via an Adaptive Learning Rate. Available online: http://www.cs.toronto.edu/~satyag/assets/final_report.pdf (accessed on 20 March 2020).

	



Cortes, C.; Vapnik, V. Support-vector networks. Mach. Learn. 1995, 20, 273–297. [Google Scholar] [CrossRef]

	



Ramo, K. Hands-On Java Deep Learning for Computer Vision: Implement Machine Learning and Neural Network Methodologies to Perform Computer Vision-Related Tasks; Packt Publishing Ltd.: Birmingham, UK, 2019. [Google Scholar]

	



freeCodeCamp Notes on Machine Learning–Support Vector Machine. Available online: https://guide.freecodecamp.org/machine-learning/support-vector-machine/ (accessed on 20 March 2020).

	



Melinte, O.; Vlădăreanu, L.; Gal, I.-A. NAO robot fuzzy obstacle avoidance in virtual environment. Period. Eng. Nat. Sci. 2019, 7, 318–323. [Google Scholar] [CrossRef]

	



Templeton, G. Artificial Neural Networks Are Changing the World. What Are They? Available online: https://www.extremetech.com/extreme/215170-artificial-neural-networks-are-changing-the-world-what-are-they (accessed on 20 March 2020).

	



de JP Marques, S. Applied Statistics: Using SPSS, STATISTICA, and MATLAB; Springer: Berlin/Heidelberg, Germany, 2003. [Google Scholar]

	



Jos (10584) COCHRAN Q TEST. MATLAB Central File Exchange. 2020. Available online: https://www.mathworks.com/matlabcentral/fileexchange/16753-cochran-q-test (accessed on 25 April 2020).

	



Agresti, A. Categorical Data Analysis; John Wiley & Sons: Hoboken, NJ, USA, 2003; Volume 482. [Google Scholar]

	



Fagerland, M.W.; Lydersen, S.; Laake, P. The McNemar test for binary matched-pairs data: Mid-p and asymptotic are better than exact conditional. BMC Med Res. Methodol. 2013, 13, 91. [Google Scholar] [CrossRef] [PubMed]

	



Mathworks, Matlab Documentation–Compare Predictive Accuracies of Two Classification Models (Testcholdout). Available online: https://www.mathworks.com/help/stats/testcholdout.html (accessed on 15 April 2020).

	



Holm, S. A simple sequentially rejective multiple test procedure. Scand. J. Stat. 1979, 6, 65–70. [Google Scholar]

	



Westfall, P.H.; Troendle, J.F.; Pennello, G. Multiple McNemar tests. Biometrics 2010, 66, 1185–1191. [Google Scholar] [CrossRef] [PubMed]

	



Bonferroni Holm Correction for Multiple Comparisons in Matlab. Available online: http://freesourcecode.net/matlabprojects/64176/bonferroni-holm-correction-for-multiple-comparisons-in-matlab (accessed on 28 April 2020).








[image: Sensors 20 02768 g001 550] 





Figure 1. General data collection architecture. 
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Figure 2. Logistic Regression cost function. 






Figure 2. Logistic Regression cost function.
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Figure 3. Gradient Descent algorithm. 






Figure 3. Gradient Descent algorithm.
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Figure 4. SVM and Logistic Regression cost functions. 
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Figure 5. Artificial neural network with one hidden layer. 
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Figure 6. Logistic Regression Cost Function over algorithm iterations. 
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Figure 7. Confusion Matrix for Logistic Regression. 
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Figure 8. PatternNet architecture. 
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Figure 9. PatternNet performance. 
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Figure 10. PatternNet Confusion Matrix. 
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Figure 11. SVM Confusion Matrix. 
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Table 1. Measurable events and description.
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	Event
	Intercepted Information





	SMS
	an SMS is sent, destination phone number, message content



	Call
	outgoing phone call takes place, destination phone number



	WiFi
	Wi-Fi state—enabled or not



	Bluetooth
	Bluetooth state—enabled or not



	App Install
	package installation/uninstallation and package name



	Sensors
	value information for registered sensors



	Camera
	Camera state—on or off



	NFC
	NFC state—on or off



	Activity
	current state of the Activity: Create, Start, Stop, Pause, Resume, Destroy



	Runtime Crash
	a runtime crash of the application is happening



	ANR
	Application Not Responding dialog box is being generated
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Table 2. Example of raw data obtained from software sensors.
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	Application Name
	sent_bytes_wifi_fore
	Application Name
	sent_bytes_wifi_fore





	air.CandyCatcher
	23461
	air.com.innmenu.free
	7293



	air.CandyCatcher
	23617
	air.com.innmenu.free
	9316



	air.CandyCatcher
	23825
	air.com.innmenu.free
	12354



	air.CandyCatcher
	23825
	air.com.innmenu.free
	13367



	air.CandyCatcher
	23825
	air.com.innmenu.free
	19440



	air.com.innmenu.free
	7293
	air.com.innmenu.free
	21469
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Table 3. Description of sensor data features.
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	No.
	Feature Name
	Description





	1
	SysCycles_subset
	System-wise CPU cycles collected via performance counters



	2
	Cycles_subset
	Application CPU cycles collected via performance counters



	3
	Load1_subset
	CPU load for 1 min collected via procfs (cat /proc/loadavg) in user-space



	4
	Load5_subset
	CPU load for 5 min collected via procfs (cat /proc/loadavg) in user-space



	5
	Load15_subset
	CPU load for 15 min collected via procfs (cat /proc/loadavg) in user-space



	6
	Total_occ_mem_subset
	Total memory information collected via procfs (cat /proc/meminfo) in user-space



	7
	Memory_subset
	VmSize memory information collected via procfs (cat /proc/$pid/status | grep VmSize) in user-space



	8
	RSS_memory_subset
	VmRSS memory information collected via procfs (cat /proc/$pid/status | grep VmRSS) in user-space



	9
	Threads_subset
	Number of threads collected via procfs (cat /proc/$pid/status | grep Threads) in user-space



	10
	Recv_bytes_wifi_back_subset
	Number of bytes, obtained using AOSP events and procfs stats, received via WiFi while the application is in background



	11
	Recv_packets_wifi_back_subset
	Number of packets, obtained using AOSP events and procfs stats, received via WiFi while the application is in background



	12
	Sent_bytes_wifi_back_subset
	Number of bytes, obtained using AOSP events and procfs stats, sent via WiFi while the application is in background



	13
	Sent_packets_wifi_back_subset
	Number of packets, obtained using AOSP events and procfs stats, sent via WiFi while the application is in background



	14
	Recv_bytes_wifi_fore_subset
	Number of bytes, obtained using AOSP events and procfs stats, received via WiFi while the application is in foreground



	15
	Recv_packets_wifi_fore_subset
	Number of packets, obtained using AOSP events and procfs stats, received via WiFi while the application is in foreground



	16
	Sent_bytes_wifi_fore_subset
	Number of bytes, obtained using AOSP events and procfs stats, sent via WiFi while the application is in foreground



	17
	Sent_packets_wifi_fore_subset
	Number of packets, obtained using AOSP events and procfs stats, sent via WiFi while the application is in foreground



	18
	CPU_usage_user_float_subset
	User-space CPU usage percentage



	19
	CPU_usage_system_float_subset
	Total CPU usage percentage
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Table 4. Example of dataset samples.
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	App 1
	App 2
	App 3
	App 4
	App 5
	App 6
	App 7
	App 8
	App 9





	Feat 1
	2.1260
	−0.2039
	−0.9102
	−1.0380
	−0.7869
	−0.4426
	−0.5818
	2.0124
	0.3142



	Feat 2
	1.5776
	0.2069
	−0.8571
	−0.8805
	−0.7298
	−0.8488
	−0.6119
	4.5156
	−0.2921



	Feat 3
	1.3070
	1.5609
	−0.9932
	−0.7135
	0.8064
	−1.4613
	−0.6617
	−0.0143
	1.9401



	Feat 4
	2.0614
	0.5280
	−0.5014
	−0.3219
	0.4668
	−0.7027
	−0.2998
	−0.3167
	0.6111



	Feat 5
	4.8613
	−0.0313
	−0.4700
	−0.3211
	1.4666
	−0.3339
	−0.4885
	−0.2823
	0.1868



	Feat 6
	1.6025
	−0.2129
	−0.4023
	0.7248
	1.3224
	−0.9621
	−1.3607
	1.0606
	0.5359



	Feat 7
	1.6277
	1.7521
	−1.1560
	−1.0896
	0.8968
	−1.1018
	−1.1545
	−0.7817
	0.3637



	Feat 8
	1.3134
	1.5573
	−1.0430
	−0.9086
	−0.0139
	−0.9776
	−0.9513
	−0.9219
	0.0963



	Feat 9
	0.9160
	2.1956
	−1.2540
	−1.1672
	0.9956
	−1.0804
	−1.0804
	−0.8200
	0.3952



	Feat 10
	−0.1558
	−0.1579
	−0.1550
	−0.1579
	−0.0435
	−0.1579
	−0.1579
	−0.0612
	−0.1579



	Feat 11
	−0.1674
	−0.1841
	−0.1590
	−0.1841
	0.0255
	−0.1841
	−0.1841
	0.0255
	−0.1841



	Feat 12
	−0.2925
	−0.3570
	−0.3128
	−0.3803
	0.6953
	−0.3803
	−0.3803
	0.5122
	−0.3803



	Feat 13
	−0.2251
	−0.2320
	−0.2182
	−0.2667
	0.2182
	−0.2667
	−0.2667
	0.3775
	−0.2667



	Feat 14
	−0.1042
	−0.1742
	−0.2019
	−0.1976
	−0.1635
	−0.2020
	0.3298
	−0.1763
	−0.1719



	Feat 15
	−0.1062
	−0.1707
	−0.2224
	−0.1955
	−0.1546
	−0.2245
	0.2975
	−0.1638
	−0.1750



	Feat 16
	0.0372
	−0.1001
	−0.4477
	−0.2964
	0.1316
	−0.4582
	−0.0927
	0.0206
	0.1077



	Feat 17
	−0.0349
	−0.2000
	−0.3626
	−0.2479
	−0.1387
	−0.3678
	0.2105
	−0.0466
	−0.2137



	Feat 18
	−0.0548
	−0.0547
	−0.0202
	−0.0548
	−0.0548
	0.0555
	−0.0548
	−0.0528
	−0.0548



	Feat 19
	−0.0660
	−0.0659
	−0.0323
	−0.0660
	−0.0660
	0.0497
	−0.0660
	0.0804
	−0.0660
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Table 5. Classifier metrics.






Table 5. Classifier metrics.





	Number of True Positives
	TP



	Number of True Negatives
	TN



	Number of False Positives
	FP



	Number of False Negatives
	FN



	Accuracy
	   A C C =   T P + T N   T P + T N + F P + F N     



	Precision (Positive Predictive Value—PPR)
	   P P R =   T P   T P + F P     



	Recall (True Positive Rate—TPR)
	   T P R =   T P   T P + F N     



	F1 Score
	   F 1 = 2 ∗   P P R ∗ T P R   P P R + T P R   = 2 ∗   p r e c i s i o n ∗ r e c a l l   p r e c i s i o n + r e c a l l     
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Table 6. Parameters, meta-parameters and criteria.






Table 6. Parameters, meta-parameters and criteria.





	

	
Training

	
Cross-Validation

	
Testing




	

	
Optimize

	
Evaluate

	
Choose/Test

	
Evaluate

	
Evaluate






	
Logistic Regression

	
Theta

	
Cross-Entropy

	
Lambda

	
F1 score

	
F1 score




	
Threshold




	
Support Vector Machine

	
Margin

	
Hinge

	
Kernel

	
F1 score

	
F1 score




	
Pattern net

	
Weights

	
Cross-Entropy

	
Weights

	
Cross-Entropy

	
F1 score
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Table 7. Ranges of values for lambda and threshold.






Table 7. Ranges of values for lambda and threshold.
















	Lambda
	0.1
	0.3
	1
	3
	10
	25
	50
	100



	Threshold
	0.1
	0.3
	0.5
	0.7
	0.9
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Table 8. Logistic Regression results on varying lambda.






Table 8. Logistic Regression results on varying lambda.





	
λ

	
Training Set

	
Cross-Validation Set

	
Test Set




	
Acc

	
Prec

	
Rec

	
F1

	
Acc

	
Prec

	
Rec

	
F1

	
Acc

	
Prec

	
Rec

	
F1






	
0.1

	
0.91

	
0.92

	
0.87

	
0.89

	
0.87

	
0.83

	
0.87

	
0.85

	
0.81

	
0.80

	
0.86

	
0.83




	
0.3

	
0.91

	
0.91

	
0.88

	
0.89

	
0.89

	
0.87

	
0.87

	
0.87

	
0.83

	
0.83

	
0.86

	
0.84




	
1

	
0.90

	
0.90

	
0.88

	
0.89

	
0.89

	
0.87

	
0.87

	
0.87

	
0.83

	
0.83

	
0.86

	
0.84




	
3

	
0.90

	
0.90

	
0.87

	
0.88

	
0.89

	
0.87

	
0.87

	
0.87

	
0.83

	
0.83

	
0.86

	
0.84




	
10

	
0.89

	
0.89

	
0.87

	
0.88

	
0.91

	
0.88

	
0.91

	
0.89

	
0.83

	
0.85

	
0.82

	
0.84




	
25

	
0.89

	
0.89

	
0.85

	
0.87

	
0.89

	
0.87

	
0.87

	
0.87

	
0.81

	
0.82

	
0.82

	
0.82




	
50

	
0.88

	
0.88

	
0.84

	
0.86

	
0.89

	
0.87

	
0.87

	
0.87

	
0.80

	
0.79

	
0.82

	
0.81




	
100

	
0.88

	
0.88

	
0.84

	
0.86

	
0.87

	
0.83

	
0.87

	
0.85

	
0.80

	
0.79

	
0.82

	
0.81
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Table 9. PatternNet results.






Table 9. PatternNet results.





	PatternNet
	Accuracy
	Precision
	Recall
	F1 Score





	Training Set
	0.88
	0.88
	0.84
	0.86



	Cross-Validation Set
	0.85
	0.88
	0.81
	0.84



	Test Set
	0.89
	0.95
	0.79
	0.86
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Table 10. SVM results on varying the kernel.






Table 10. SVM results on varying the kernel.





	
Kernel

	
Training Set

	
Cross-Validation Set

	
Test Set




	
Acc

	
Prec

	
Rec

	
F1

	
Acc

	
Prec

	
Rec

	
F1

	
Acc

	
Prec

	
Rec

	
F1






	
Linear

	
0.88

	
0.87

	
0.87

	
0.87

	
0.89

	
0.90

	
0.83

	
0.86

	
0.89

	
0.93

	
0.87

	
0.90




	
Gaussian

	
0.98

	
0.98

	
0.97

	
0.98

	
0.80

	
0.93

	
0.57

	
0.70

	
0.83

	
1.00

	
0.70

	
0.82




	
Polynomial

	
1.00

	
1.00

	
1.00

	
1.00

	
0.81

	
0.78

	
0.78

	
0.78

	
0.85

	
0.92

	
0.80

	
0.86
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Table 11. Overall comparison of model results.






Table 11. Overall comparison of model results.





	

	
Logistic Regression

	
PatternNet

	
SVM




	

	
    λ = 10    

	
20 Neurons

	
Linear Kernel






	
Training Set




	
Accuracy

	
0.89

	
0.88

	
0.88




	
Precision

	
0.89

	
0.88

	
0.87




	
Recall

	
0.87

	
0.84

	
0.87




	
F1 score

	
0.88

	
0.86

	
0.87




	
Cross-Validation Set




	
Accuracy

	
0.91

	
0.85

	
0.89




	
Precision

	
0.88

	
0.88

	
0.90




	
Recall

	
0.91

	
0.81

	
0.83




	
F1 score

	
0.89

	
0.84

	
0.86




	
Test Set




	
Accuracy

	
0.83

	
0.89

	
0.89




	
Precision

	
0.85

	
0.95

	
0.93




	
Recall

	
0.82

	
0.79

	
0.87




	
F1 score

	
0.84

	
0.86

	
0.90
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Table 12. McNemar tests for significance of model performance.






Table 12. McNemar tests for significance of model performance.





	

	
Exact–Conditional

	
Mid p-Value

	
Asymptotic






	
Logistic Regression vs. PatternNet




	
h

	
0

	
0

	
0




	
p

	
0.2295

	
0.1147

	
0.1103




	
e1

	
0.1108




	
e2

	
0.1274




	
Logistic Regression vs. Support Vector Machine




	
h

	
1

	
0

	
0




	
p

	
0.0488

	
0.9755

	
0.9761




	
e1

	
0.1108




	
e2

	
0.0720




	
PatternNet vs. Support Vector Machine




	
h

	
1

	
0

	
0




	
p

	
0.0041

	
0.9977

	
0.9976




	
e1

	
0.1274




	
e2

	
0.0720
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Table 13. Corrected exact McNemar tests for significance of model performance.






Table 13. Corrected exact McNemar tests for significance of model performance.





	

	
Test 1

	
Test 2

	
Test 3




	
LogReg vs. PatternNet

	
LogReg vs. SVM

	
PatternNet vs. SVM






	
Corrected p-value

	
0.2200

	
0.0800

	
0.0120




	
Significance

	
0

	
0

	
1
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