ﬁ Sensors

Article

Video Watermarking Algorithm Based on NSCT, Pseudo
3D-DCT and NMF

Di Fan !, Xiao Zhang !, Wenshuo Kang !, Huiyuan Zhao ! and Yingjun Lv 2*

College of Electronic and Information Engineering, Shandong University of Science and Technology,
Qingdao 266590, China; fadi_93@126.com or skd992372@sdust.edu.cn (D.E); ashley_zx25@163.com (X.Z.);
wenshuo99@126.com (W.K.); zhy1021196704@163.com (H.Z.)

Department of Electrical Engineering and Information Technology, Shandong University of Science and
Technology, Jinan 250031, China

*  Correspondence: skd992390@sdust.edu.cn or sdkdlyj@163.com

Abstract: Video watermarking is an important means of video and multimedia copyright protection,
but the current watermarking algorithm is difficult to ensure high robustness under various attacks.
In this paper, a video watermarking algorithm based on NSCT, pseudo 3D-DCT and NMF has been
proposed. Combined with NSCT, 3D-DCT and NMF, the algorithm embeds the encrypted QR code
copyright watermark into the NMF base matrix to improve the anti-attack ability of the watermark
under the condition of invisibility. The experimental results show that the algorithm ensures the
invisibility of the watermark with a high signal-to-noise ratio of the video, and meanwhile has
high ability and robustness against common single and combined attacks, such as filtering, noise,
compression, shear, rotation and so on. The issue that the video watermarking algorithm has poor
resistance to various attacks, especially the shearing attack, has been solved in this paper; thus, it can
be used for digital multimedia video copyright protection.
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1. Introduction

In recent years, the number of online videos has escalated, and it is very easy to publish
and obtain video resources. The ensuing digital video copyright issues and data security
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issues frequently occur, and illegal intruders use modern technical means to arbitrarily
access, copy, modify and disseminate media files, seriously threatening the legitimate inter-
ests of copyright holders, and even causing harm to personal and property safety [1-3]. As

an effective method for multimedia copyright protection, video watermarking algorithms
with better robustness and more comprehensive attack resistance are urgently needed; a
challenging task to combat the current pervasiveness of a large quantity of digital media
and tampering tools.

At present, the research of digital watermarking technology for video is mainly based
on spatial domain [4-6], compression domain [7-12] and transform domain [13-21]. The
principle of the video watermarking algorithm in the spatial domain is to embed watermark
data on the basis of a processing pixel value of a video frame image. For example, [4]
proposed a fragile watermarking algorithm based on the logic graph, which embeds the
watermark into the least significant components of the modified image pixels. However,
on the whole, the spatial domain watermarking algorithm has poor anti-attack ability
and a narrow application range [5,6]. The video watermarking algorithm based on the
compressed domain is a branch of video watermarking, which is usually combined with
video coding standards, including video watermarking algorithms based on MPEG-X [7,8],
Attribution (CC BY) license (https:// AVC (Advanced Video Coding)/H.264 standard [9,10] and HEVC/H.265 standard [11,12].
creativecommons.org/licenses /by / Transform domain video watermarking is also an important branch of video experi-
40/). ments, and has a vast range of transform and decomposition methods that can be applied,
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and that have better robustness. This kind of algorithm is designed to embed and extract
the watermark in the transform domain. DWT (Discrete Wavelet Transform) [13], DCT
(Discrete Cosine Transform) [14] and SVD (Singular Value Decomposition) [15] are com-
monly used to transform the image into the transformation domain, which then enables us
to embed the watermark in the transform domain. Combining graph-based transformation,
singular value decomposition and hyperchaotic encryption, Sharma et al. [16] proposed a
video watermarking algorithm, which can solve the address quality loss of data well; how-
ever, the algorithm is complex, and the anti-rotation attack performance is poor. Video is a
combination of two-dimensional space and one-dimensional time, and three-dimensional
transformation is more comprehensive and more suitable than two-dimensional trans-
formation. Fu et al. proposed a watermarking algorithm acting on the 3D-DCT domain.
Compared to the algorithm for embedding watermarks on the 2D-DCT coefficients, its ro-
bustness is better, but its computational complexity is higher and it takes a longer time [17].
The authors of [18,19] proposed a pseudo 3D-DCT (Pseudo Three-dimensional Cosine
Transform) domain video zero-watermarking algorithm; the algorithm performs pseudo
3D-DCT on the moving target centroid block of the keyframe image. The XOR operation of
the keyframe eigenvalue sequence is constructed by the AC coefficient, and the encrypted
watermark sequence generates a zero watermark, but the anti-rotation attack ability of
the algorithm needs to be improved. Li et al. proposed a watermarking algorithm based
on DWT and pseudo 3D-DWT, which improved the robustness of the algorithm and the
security of the watermark [20]. In addition to the classic transform domain, such as DCT,
the DWT and NSCT (Non-Subsampled Contourlet Transform) [21] with multiresolution,
and NMF (Non-negative Matrix Factorization) with good robustness against shearing, have
also been applied to digital watermarking.

The current transform domain video watermarking algorithm commonly uses 2D
transform, whereas the video sequence is a 3D signal; the 3D characteristics of the video
frame can be fully utilized to improve the robustness and real-time performance of the
algorithm. However, the current video watermarking algorithm based on 3D transform
needs a large amount of computation. It is complex, time-consuming, the anti-interference
ability is not comprehensive, and the robustness is not strong under certain attacks. A video
watermarking algorithm based on pseudo-3D-DCT, NSCT and NMEF, which is proposed in
this paper, is designed to embed the encrypted watermark into the NMF decomposition
of the 3D-DCT of the low frequency component of the NSCT of the keyframe set. The
experimental results show that the algorithm combines the advantages of three kinds
of changes, and has a good performance in invisibility and robustness. Compared to
similar algorithms, this algorithm has more significant advantages in anti-rotation and
anti-shearing attacks. On the whole, without increasing the amount of computation, this
algorithm takes into account the invisibility and robustness, realizes a more comprehensive
anti-jamming effect, and focuses on solving the issues of the poor robustness of most
algorithms against shearing and rotation attacks.

In comparison with existing transforms and combinations of transforms, the algorithm
suggested in this paper combines the features of three transforms; namely, pseudo 3D-DCT,
NSCT and NME, and is effective in terms of robustness and complete attack resistance.
Among these, the usage of pseudo 3D-DCT extracts the video’s temporal information,
and the computation is smaller and faster than other transformations, such as pseudo
3D-DWT and 3D-DCT. NSCT is utilized to synthesize the two-dimensional contour features
of the frame image in order to improve the resistance of the algorithm to translation and
rotation, reduce the number of operations, and enhance the robustness of the algorithm.
The dimensionality reduction effect of NMF and the partial perception of the whole are
utilized to improve the resistance of the algorithm to shearing attacks. The innovation of
this work lies in the effective selection and integration of three transformations as the core
of the algorithm, and the performance of the algorithm is tested through numerous exper-
iments, which better achieves the requirements of multimedia high-standard copyright
determination with high rapidity, high robustness and wide applicability.
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Section 2 focuses on the principles of the three transformations of pseudo 3D-DCT,
NSCT and NMF involved in the algorithm. Section 3 illustrates the video watermark
embedding algorithm proposed in this paper, containing the algorithm flowcharts, steps
and reference examples; in addition, the method of embedding intensity selection and opti-
mization results are given. Section 4 illustrates the video watermark extraction algorithm,
giving the algorithm flow, steps and examples as reference. Section 5, experimental results
and analysis, shows the anti-attack effect of the algorithm in this paper, and provides a
comparison with similar algorithms. From the experimental results, the algorithm in this
paper has advantages in terms of the robustness and comprehensiveness of its anti-attack
ability. Section 6 summarizes the contents of this paper, and explains the significance of our
findings for subsequent research, and the direction of optimization and improvement.

2. Related Theories

The algorithm proposed in this paper combines pseudo 3D-DCT, NMF and NSCT to
improve the robustness of the video watermarking algorithm. The basic principles of these
transformations are as follows.

2.1. Pseudo 3D-DCT of Images

DCT is a commonly used transformation in digital watermarking, but most of the
images used 2D-DCT to obtain their spectrum. Using 3D-DCT, the video stream can be
processed using DCT along the three dimensions (x, y, t) to obtain the spectral distribution
of the video in space and time. Fu et al. embedded the watermark into the feature matrix
after 3D-DCT, and the experimental data show that the 3D-DCT coefficient is more suitable
for watermark embedding than the 2D-DCT coefficient.

As for a video of the size M X N x K (image size is M x N, image frame is K), its
3D-DCT is shown in Equation (1).

NG M-1N-1K—-

1
F(u,0,w) = —~=—c(u)c(v)c(w) mEO HEO kgo f(m,n,k)

(2n+1)vr
2N

COs

COs

2m+1
( szrM) urm cos

(2k+1)wm
2K

M

1/vV2 u=00=0,w=0
c(w) =
1 others

whereu,m =0,1,... M—1,v,n=0,1,..., N—1L,w,k=0,1,..., K—1.

As a matter of fact, the 3D-DCT algorithm has a large complexity and calculation
amount. In this paper, pseudo 3D-DCT is adopted to replace 3D-DCT, which greatly
reduces the computational complexity and improves the real-time performance of the
algorithm. In this paper, the principle of pseudo 3D-DCT is to perform 2D-DCT on the
image first. Then, 1D-DCT is performed on the timeline [22]. The transform steps of the
pseudo 3D-DCT principle are as follows:

(1) Divide every four keyframes into a group, where each frame is a sub-block of 8 x 8,
and perform a 2D-DCT on each of these blocks.

(2) The DC coefficients of sub-blocks at the same position in each group are connected
along the time axis to form a sequence, upon which 1D-DCT is carried out. The result
is the pseudo 3D-DCT coefficient.

The pseudo 3D-DCT principle is shown in Figure 1. Every four keyframes were
divided into groups, and each keyframe was divided into 32 x 32 blocks to obtain
4096 sub-images. 2D-DCT was performed on each sub-image to obtain the DCT spec-
trum. Four DC coefficients of the DCT results of the sub-image at the same position were
arranged in chronological order and 1D-DCT was performed; that is, the pseudo 3D-DCT
was completed. Cox et al. [23] and Huang et al. [24] proposed that the embedding region of
the watermark should be the most important component of the visual system, namely the
low-frequency coefficient. The DC component of the DCT domain is robust and suitable
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Figure 1. Schematic diagram of the pseudo 3D-DCT principle.
2.2. NMF Decomposition of Images

NMEF is a non-negative matrix factorization proposed by Lee et al. [25] It decomposes
any non-negative matrix into two new non-negative matrices by dimensionality reduction.
According to NMF, any non-negative matrix B of M x N can be decomposed into the
product of the basis matrix W and the coefficient matrix H, as shown in Equation (2); that
is, the column vectors of matrix B can be regarded as the sum of all column vectors in W
multiplied by the corresponding column vectors in H.

Bmxn = merern (2)

where r represents the dimension of NMF decomposition, and satisfies ¥ < mn/(m + n).

The essence of non-negative matrix decomposition is a process of constrained opti-
mization solution [26], and the iterative rule can be used to solve the basis matrix W and
coefficient matrix H. The key to NMF decomposition is the selection of an objective function
and an iteration rule [27]. The objective function and iteration rule selected in this paper
are shown in Equations (3) and (4), respectively.

min || B—WH |> W,H>0 ®3)
WTB BHT

HH—— W+ W 4

~UWwa BTBH @)

where “T” represents the transpose.

When the video is subjected to a malicious shearing attack, the damage to watermark
information is irreversible; the dimension reduction effect achieved by NMF, and the feature
of partial perception of the whole, can be applied to the watermark technology to improve
its ability to resist shearing attack. Furthermore, its non-negative decomposition form and
decomposition result has practical and explicable physical significance.
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2.3. NSCT of Images

NSCT is a multiscale and multi-decomposition geometric analysis algorithm proposed
by da Cunha et al. [28]. It is mainly composed of an NSP (Non-Subsampled Pyramid) and
NSDEFB (Non-Subsampled Directional Filter Bank) [29]. The two-level NSCT block diagram

is shown in Figure 2.
1
I
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: NSDFB | o | 1
NSP ! > —2
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Figure 2. Two-level NSCT decomposition block diagram.

The multiscale characteristics of NSCT are realized by the NSP, and the direction
decomposition is based on the NSDFB. The two sets of two-channel filter banks remove
upsampling and subsampling from the decomposition process, and the direction sub-bands
at all scales are the same size as the original image, and translation invariance is obtained.
Applying the NSCT to the digital watermarking algorithm can improve the algorithm’s
ability to resist translation and rotation on the one hand, and guarantee the embedding
capacity of the watermark on the other hand [30].

3. Video Watermark Embedding Algorithm and Embedding Intensity Selection
3.1. Video Watermark Embedding Algorithm

The video watermark embedding algorithm framework flowchart based on the pseudo
3D-DCT proposed in this paper is shown in Figure 3. The algorithm combines private
copyright information with QR coding technology to generate a QR code watermark, and
then scrambles and encrypts the watermark by chaotic mapping to improve the robustness
and security of the watermark.

Embedding the watermark on the luminance component Y not only has good robust-
ness, but also has the smallest visual impact [31]; thus, the algorithm in this paper chooses
to embed the watermark in the Y component of the image. The embedding algorithm
first extracts the keyframes of the video and converts them from RGB to YCoCg color
space. The keyframes are grouped in units of four, and the Y components of each group are
decomposed by NSCT, pseudo 3D-DCT and NMF in turn, and the watermark is embedded
in the base matrix obtained by NMFE.

Figure 4 is an example of the video watermark embedding algorithm of the video
Foreman. Four images are obtained as a keyframes group. Both the process of obtaining W;
by NSCT, pseudo 3D-DCT and NMF, and the process of returning a watermarked image,
are operated. Finally, the watermarked video is produced, and the secret key and basis
matrix are saved in the third party.
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Figure 3. Video watermark embedding algorithm framework flowchart.
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The process of watermark embedding is as follows:

(1) Extract the keyframe of the video and save the frame number as the key.

(2) Transform the keyframe image into YCoCg color space, and group its Y components
into a group every four frames.

(3) Perform two-level NSCT on four Y-component graphs of the group, denoted as
Y; = {Yi1, Y, Y3, Yia}, and take their low-frequency sub-bands, denoted as
LL; = {LLj;,LLjp,LLj3,LL;y}, where LL;;, LLjp, LL;3, LL;y, respectively, are the low-
frequency sub-bands of the two-level NSCT of the four Y-component graphs.

(4) Inthe pseudo 3D-DCT of LL;, the DC coefficient matrix with the DC coefficient raised
dimension is denoted as B;.

(5) NMF with r = 31 was performed on the B; matrix of group i, and the basis matrix W;
was saved. The decomposition error is:

E; = B; — W;H; ®)

where E; is the error matrix; W; and H; are the basis matrix and coefficient matrix after
NME respectively.

(6) The encrypted watermark S is additive embedded into W; to obtain a new basis matrix
W/. The embedding method is:

W/ = W; + 45 (6)

where g is the embedding strength of the watermark.
(7)  Synthesize E;, Wi’ , H; into a non-negative matrix:

Bl/» = W{Hi + E; (7)

(8) Perform inverse pseudo 3D-DCT on the B; to obtain the low-frequency sub-band LL!
containing the watermark, and then perform inverse NSCT to obtain the brightness
component containing the watermark Y.

(9) Y/ is combined with Co and Cg components to obtain a watermarked keyframe image.

(10) Place the keyframe back into the video according to the frame number to obtain the
video sequence embedded with a watermark.

3.2. Watermark Embedding Strength Choice

The embedding strength of the watermark directly affects the performance of the
watermarking algorithm. The robustness of the watermark algorithm will increase with
increasing embedding strength, but its invisibility will decrease. The selection of embedding
strength should balance the robustness with the invisibility of the watermark.

We conducted multiple experiments on classic test videos (Bus, Claire and Akiyo),
and determined the embedding strength of watermarks according to the experimental
results. Experimental results show that when the PSNR value of the image containing the
watermark is above 40, the invisibility of the watermark is better; that is, the embedded
watermark has no obvious influence on the visual effect of the image. In the embedded-
strength test experiment, when the value is above 55, the video picture quality will be
significantly affected, which may be caused by uneven brightness and spots, etc., and the
greater the embedded-strength is, the more obvious the spots will be. Figure 5b,c are the
pictures of the Claire video when the imprint embedding strength is 65 and 110 respectively.
It can be seen from the partial enlargement that bright spots appear on the background
beside the host’s shoulder.

We further quantitatively evaluate the influence of embedding intensity on image
quality. Figure 6 shows the PSNR value of images under different embedding intensity. It
can be seen that when the embedding intensity is between 10-55, the PSNR values of the
images are all higher than 40, indicating good image quality. Therefore, we examine the
changes of watermark robustness in the range of 10-55, and determine the final embedding
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strength value. Generally, the robustness of video watermarking to shear, rotation and
noise attacks is poor. This paper focuses on the robustness of experimental algorithms for
these three attacks. Under the attack of Gaussian noise 0.2, central shear 1/4 and rotation
90°, the relationship between watermark embedding strength and watermark extraction
NC values are shown in Figure 7. On the whole, the NC values increase with the increase in
watermark embedding strength, but the video picture quality decreases with the increase in
embedding strength. In combination with the embedding strength, PSNR and robustness
relationship, the embedding strength is determined as 50.

(b)Embedding strengths q=65

(a)Original image

(c)Embedding strengths q=110

Figure 5. Video images under different embedding strengths.

62

60

56 [

PSNR

52

50

46

44 1 i I ’ 1 " L ’ 1
10 20 30 40 50

Embedded strength

Figure 6. Relationship between PSNR and embedded strength.
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Figure 7. Relationship between watermark NC values and embedding strength under different attacks.
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4. Video Watermark Extraction Algorithms
Video watermark extraction algorithm is the inverse process of watermark embedding,
and its process is shown in Figure 8. The specific steps of the algorithm are as follows:
(1) Find the video keyframe according to the frame number saved by the key.
(2) According to the video watermark embedding algorithm, the NMF of the B; of group

i is decomposed into:
B; = WiH; ®)

where W; and H; are the basis matrix and coefficient matrix of B;, respectively.
(38) Using the saved base matrix W;, extract watermark W; from S as:

§=(W;—W)/q ©)

(4) Decrypt S to obtain copyright watermark information 8, which can be used for copy-
right authentication.

Video to be detected
LTI T T t __________ ~< /7 - " AN
’/ | Keyframes }4_ N || Secretkey: the
| I | keyframe number

Groups every four frames |,

group number is 7, i=1
v

YCoCg — ¥,
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|
|
|
|
|
|
|
|
|
|
|
|
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|
|
|
|
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|
|
|
|
|
|
|
|
|
|
|
|
|
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Basis matrix W;
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y decode

Watermark Zi i
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Figure 8. Video watermark extraction flowchart.
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Figure 9 is an example of the video watermark extraction algorithm. Using a secret
key, keyframes are obtained from the video. Through the process of obtaining W; by NSCT,

pseudo 3D-DCT and NMF, one obtains matrix Wi . Via the basis matrix, which is saved in

the third party, the watermark is extracted.

Keyframes The process to get W,

) s s N W, S Watermark
t \ Il = 5 2 \
I N /| Groups every four frames, |
% group number is i, i=1 | . - .
. s
r \\ ||
i N > 2
\\\? k | YCoCg — ¥, | | q
i Dot EE Y twolevel NSCT— LL, | | —Jp» —»
¥ | g B n
ld|  [eowen] [ oo :
Video to be 5 m m [ ]
detected (m ) o B
Secret key: the keyframe number Basis matrix W;

Figure 9. An example of video watermark extraction.

5. Experimental Results and Analysis

The experiments in this paper were carried out on the platform of Matlab 2017b,
and the classic test videos (Foreman, Claire, Akiyo, Bus) were used as the experimental
videos. The video frame size of Foreman, Akiyo and Bus is 352 x 288, and the frame rate
is 29 fps; the frame size of Claire is 176 x 144, and the frame rate is 29 fps. Except for the
Bus video, which is 5 s, the other three videos are all 10 s. In order to unify the period,
the size of the video frame was first redefined as 512 x 512 in the experiment, and the
original size was restored after the watermark embedding was completed. The experiment
used ‘Shandong University of Science and Technology’ as copyright protection to generate
OR code watermark. The watermark size is 64 x 31, the parameters of logistic chaotic
encryption in the experiment are xg = 0.1, 4 = 4, and the watermark embedding strength
value is 50. The robustness and invisibility of the algorithm were evaluated by the PSNR
value and the NC value.

5.1. Invisibility Experiment Results and Analysis

Four classical test videos were embedded and extracted with watermarks. The number
of keyframes extracted by the algorithm and CPU running time are shown in Table 1.

Table 1. Watermark embedding extraction time of four classical videos.

Video Name Le;,igctll(:(:s) Emlljt:irf:ll:;rv:iftllfs\)l,:tr:x;rks CPU Time (5)
Akiyo 10 12 <75
Bus 5 16 <96
Claire 10 28 <103
Foreman 10 4 <25

Table 2 shows the PSNR value of the four experimental videos after embedding the wa-
termark and the NC value of the extracted watermark. It can be seen from the experimental
results that when the video is not attacked, the PSNR values of the watermarked keyframe
images are all close to 50, indicating that the algorithm in this paper has good invisibility;
alternatively, the NC value of the extracted watermark is 1, indicating that, using the
algorithm in this paper, the resulting watermark can be used for copyright protection.
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Table 2. Invisibility experiment results without attack.

Video Name

Foreman

Claire Aki

yo

Bus

Some video
frames with

é‘

watermark
[}
\ } 4 ,
PSNR 47.1679 48.1352 48.0193 49.0118
NC 1.0000 1.0000 1.0000 1.0000

5.2. Robustness of Experimental Results and Analysis

We used the video Akiyo as the test video, and carried out common attacks, such
as Gaussian noise, salt and pepper noise, shearing, scaling, rotation, JPEG compression,
Gaussian filtering, MPEG4 compression, H.264 compression, etc., and robustness tests
under various combined attacks, the results of which are shown in Table 3. From the
experimental data, in the case of being attacked, the NC values of the extracted watermarks
are all above 0.97, indicating that the algorithm has good robustness.

Table 3. Robustness experimental results of the algorithm.

Attack Attack
Attack Type Parameter PSNR NC Attack Type Parameter PSNR NC
Gaussian 0.01 20.4067 0.9968 10° 13.5621 0.9943
noise 0.05 14.2519 0.9950 rotation 20° 11.1896 0.9939
Salt and 0.01 24.7449 0.9978 45° 8.9730 0.9871
pepper noise 0.05 17.7592 0.9966 70 40.4686 0.9989
U}Il’perllfgt 7.1723 0.9921 JPEG 30 36.8852 0.9984
Shearing sheat compression
Dowll} ;hear 10.0480 0.9732 5 26.7172 0.9942
1/2 40.3844 0.9987 JPEGI0 + scaling 1/2 31.9584 0.9973
Scalin
& 2 47.9981 0.9996 Upper left shear 1/16+ 4, 540 0.9945
Gaussian noise 0.02
. 3%3 38.5250 0.9965 JPEG10+ 17.3147 0.9936
Gaussian ) salt and pepper noise 0.1
filtering Combined Median filtering + center
7 %7 36.5973 0.9958 attack 9.4794 0.9881
shear 1/4
Mpeg 40.978 0.9995 Gaussian filtering 3 x 35 5, 0.9902
R + Mpeg4 compression
H.264 39.5714 0.999 Scaling 2 20.4327 0.9923

+ H.264 compression

In order to further investigate the performance of the algorithm under attack, this
paper selected noise, rotation, shearing, filtering and combined attacks to conduct a large-
scale experiment, the results of which are shown in Figure 10.
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Figure 10. NC values of watermarks under noise, rotation, shear, filter attacks.
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Noise attack. The added attack intensity is Gaussian and salt and pepper noise in the
range of 0-0.1. The experimental results are shown in Figure 10a. It can be seen from
the results in the figure that, under the noise attack, the NC values of the watermark
extracted from the video keyframes are above 0.99, indicating that the algorithm has
strong anti-noise ability, especially under the salt and pepper noise attack, for which
the NC values are above 0.995. To a certain extent, it can be shown that the resistance
of the algorithm to salt and pepper noise is better than to Gaussian noise.

Rotation attack. The added attack is a rotation of 15° in the range of 10-180°, and the
result is shown in Figure 10b. It can be seen from the figure that even under a large
rotation attack, the NC value of most of the watermarks can still be maintained at
about 0.98, indicating that the algorithm has good robustness to rotation attacks.
Shearing attack. The added attack is to cut 1/16, 1/8 and 1/4 in the upper left and
upper right corners, and 1/4 in the center. The experimental results are shown in
Figure 10c. The experimental results show that, due to the characteristics of the
pseudo 3D-DCT and NMF algorithms, the algorithm also shows good robustness to
shearing attacks.

Filter attack. The added attack is Gaussian filtering with different window sizes and
scales of Sigma = 1 and Sigma = 5. The experimental results are shown in Figure 10d.
It can be seen from the figure that the mean values of the NC extracted from the
watermark are above 0.98, and the algorithm has strong robustness to filtering attacks
under various window sizes.

Combination attack. In this paper, three combined attacks of rotation plus salt and
pepper noise, JPEG compression plus cropping, and Gaussian filtering and Gaussian
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noise under different windows were selected for experiments, and the results are
shown in Figure 11. From the experimental results, for the first combined attack,
most of the watermark NC values extracted by the algorithm in this paper are above
0.90, which has a good anti-attack ability for the combined attack, and the algorithm
is more sensitive to rotation attacks than salt and pepper noise. For the second
combined attack, the algorithm in this paper has strong robustness under small-scale
cropping and JPEG compression attacks, the extracted watermark NC values can
reach more than 0.98, and the sensitivity to cropping attacks is higher than that of
JPEG compression. For the third combined attack, the NC values of the watermark
extracted by the algorithm in this paper under different window Gaussian filtering
and Gaussian noise attacks are all above 0.90, which indicates good resistance, and
that it is sensitive to both Gaussian filtering and Gaussian noise attack.
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Figure 11. Cont.
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Figure 11. NC values under different combined attacks.

5.3. Comparative Experimental Analysis

The algorithm in this paper is compared with two similar algorithms in the liter-
ature [32,33]. The algorithm in [32] is a video watermarking algorithm based on the
low-frequency sub-band of the Contourlet domain, which performs 1D-DCT on the time
dimension for the low-frequency part. For the study of [33], the researchers chose DC
coefficients and 2D-DWT low-frequency LL sub-bands for watermark embedding. The
watermarks used in the two methods are 32 x 32 binary images, and the algorithm used in
the two papers are a binary watermark based on QR coding.

In this paper, the same attack test was carried out on the literature-derived algorithms
together with the proposed algorithm. Table 4 lists the experimental results of the Foreman
and Bus videos. The table shows that the NC values of the watermark extracted by this
algorithm are above 0.9, and the robustness of the proposed algorithm against attacks
is better than that of the comparative algorithms. Compared with the literature-derived
algorithms, the robustness of the proposed algorithm under shearing, rotation and scaling
attack is better, especially for rotation and shearing attacks.

Table 4. Comparison of experimental results (NC value).

Experiment Algorithm [32] Algorithm [33] Proposed
Video Attack Type Algorithm Algorithm Algorithm
Rotation (10°) 0.8226 0.8209 0.9910
Rotation (30°) 0.8591 0.8096 0.9941
Rotation (45°) 0.8330 0.7992 0.9884
Scaling (1/2) 0.9757 0.9290 0.9992
Scaling (2) 0.6348 0.9041 0.9995
Foreman Rotation (10°) + 0.8591 0.8042 0.9803
Scaling (2)
Rotation (30°) +
Scaling (1,/2) 0.8435 0.7924 0.9909
Shearing (1/8) 0.9078 0.5292 0.9953
Scaling (1/4) 0.8070 0.3936 0.9913
Scaling (1/2) 0.6000 0.3235 0.9309

Median filtering 0.9965 0.9295 0.9972
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Table 4. Cont.

Experiment Algorithm [32] Algorithm [33] Proposed
Video Attack Type Algorithm Algorithm Algorithm
Rotation (10°) 0.8887 0.8562 0.9912
Rotation (30°) 0.7861 0.8208 0.9911
Rotation (45°) 0.7078 0.7961 0.9871
Scaling (1/2) 0.9843 0.9473 0.9991
Scaling (2) 1 0.9138 0.9996
Bus Rotation (10%) + 0.8904 0.8279 0.9817
Scaling (2)
Rotation (30°) +
Scaling (1,/2) 0.7809 0.7947 0.9851
Shearing (1/8) 0.9061 0.5945 0.9973
Shearing (1/4) 0.8157 0.4789 0.9894
Shearing (1/2) 0.5965 0.4560 0.9477
Median filtering 0.9826 0.9469 0.9965

6. Conclusions

The video watermarking algorithm presented in this paper combines the advantages
of NSCT, pseudo 3D-DCT and NMEF to achieve both invisibility and robustness, and can
be used in video copyright protection. It can be seen from the experimental results that
the algorithm in this research successfully achieves real-time performance and invisibility
of video watermarking, and shows high robustness against various attacks, such as noise,
shearing, filtering, JPEG compression, etc. Under all kinds of attacks in the experiment,
the average NC values of the extracted watermark were above 0.90. Compared with
the algorithm using 3D-DCT, the proposed algorithm has high real-time performance
and strong anti-attack ability, especially in anti-rotation and anti-shearing attacks. Under
rotation attacks in the range of 0-180°, the average NC values were about 0.98; under
shearing attacks, the average NC values were above 0.9. In addition, the anti-attack effect
under the other attacks also exhibited outstanding performance.

The algorithm presented in this paper improves upon existing approaches in terms of
robustness and comprehensive attack resistance. On the one hand, the algorithm presented
in this paper will serve as a copyright authentication basis for multimedia that is vulnerable
to most single or combined attacks, providing high robustness and comprehensive copy-
right protection for media publishers and organizations, as well as serving as a credential
source for authentication agencies to certify high trustworthiness. The ideas and innovation
of this algorithm, on the other hand, have implications for future research, and can be
utilized as a useful research direction for high-performance copyright protection algorithms
that can be further developed and optimized on this basis.

It should be noted that, with the development of society, researchers will have higher
requirements for the real-time performance, robustness, and invisibility of the algorithm.
Consequently, in future applications, there is a need to further improve the real-time and
robustness of the algorithm. An optional solution is to optimize the NMF and pseudo
3D-DCT algorithms. Beyond that, this algorithm is conditional for saving the secret key
and the basis matrix so that the algorithm can be improved in the future, to realize the
blinding or semi-blinding of the algorithm. Furthermore, the proposed algorithm is based
on the original video in an uncompressed format, but in some application scenarios, the
video needs to be compressed for storage and transmission. Therefore, the study of the
video watermarking algorithm, combined with the encoding format, is a research direction
that needs attention.
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