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Abstract: Social Networks (SNs) bring new types of privacy risks threats for users; which developers
should be aware of when designing respective services. Aiming at safeguarding users’ privacy more
effectively within SNs, self-adaptive privacy preserving schemes have been developed, considered
the importance of users’ social and technological context and specific privacy criteria that should
be satisfied. However, under the current self-adaptive privacy approaches, the examination of
users’ social landscape interrelated with their privacy perceptions and practices, is not thoroughly
considered, especially as far as users’ social attributes concern. This study, aimed at elaborating this
examination in depth, in order as to identify the users’ social characteristics and privacy perceptions
that can affect self-adaptive privacy design, as well as to indicate self-adaptive privacy related
requirements that should be satisfied for users’ protection in SNs. The study was based on an
interdisciplinary research instrument, adopting constructs and metrics from both sociological and
privacy literature. The results of the survey lead to a pilot taxonomic analysis for self-adaptive
privacy within SNs and to the proposal of specific privacy related requirements that should be
considered for this domain. For further establishing of our interdisciplinary approach, a case study
scenario was formulated, which underlines the importance of the identified self-adaptive privacy
related requirements. In this regard, the study provides further insight for the development of the
behavioral models that will enhance the optimal design of self-adaptive privacy preserving schemes
in SNs, as well as designers to support the principle of PbD from a technical perspective.

Keywords: social networks; self-adaptive privacy; privacy related requirements; users’ social land-
scape

1. Introduction

The ubiquitous prevalence of Social Networks (SNs) in modern societies, which consist
of the most preferable cloud computing services worldwide, has dynamically transformat-
ted not only the field of communication, but also many others socio-economical domains,
such as relationships maintenance, entertainment, social interaction, self-representation,
professional activities, and e-governance [1]. This intensification of individual and social
activities, in several domains within SNs, promotes complexity and it shifts the edges
among the determination and the activities of public and private life [2]. This occurs,
since, in order for SNs to be effectively utilized, users provide a great amount of personal
information, which is further analyzed and used by the SNs providers [3]. Furthermore,
taking into consideration that SNs overcome spatiotemporal boundaries as well, they lead
to a greater diffusion of users’ personal and sensitive information than other informational
systems [4]. As [5] maintain this ubiquity of information analyses and distribution impacts
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on users’ social norms of privacy. In this respect, [6] emphatically supports that a new bat-
tleground among individuals and service providers is indicated, concerning “a new kind
of information war” p. 64, regarding the access, collection, storage, processing and disclo-
sure of users’ personal information. SNs’ structure challenge the concept of privacy [7–9],
which, over the past years, has been determined under different, but often overlapping
frameworks and notions [10,11]. Therefore, they challenge users’ social privacy norms and
their respective practices. Thus, under this “war” and the privacy notion challenges, it
has been recognized that users’ privacy protection is not adequately achieved within SNs.
Furthermore, users’ complex privacy concerns and needs, under the different contexts that
they use SNs, are not respectively well-considered [12]. Additionally, despite the fact that
several privacy and security measures have been introduced by SNs providers in order to
provide users’ with the sense that they have control over their information, it is proved
that only providers have this ability [13].

Previous research has also highlighted that users differ significantly in their privacy
management strategies within SNs, raising questions for how to support such broad privacy
concerns and needs in a more user-centered way. In particular, in Europe, this is even more
immense, considering the enforcement of the General Data Protection Regulation (GDPR),
which promotes users’ privacy safeguard not only at a socio-legal oriented layer, but also
at a technical one, supporting the implementation of the principle of Privacy by Design
(PbD). PbD, introduced at first by [14], aims to be a holistic and human-orientated approach
for implementing technical privacy measures, offering realistic solutions [15]. According
to GDPR, the data controllers and processors, including SNs providers obviously, are
obligated to deploy the appropriate technical procedures in order to ensure the protection
of the data subjects’ rights [16]. In this regard, providing SNs users with the control over
their information could be a realistic solution to several privacy issues that derive from
users’ willing to disclose information, while preventing unauthorized access from third
parties. From a technical perspective, as [13] supports, either hosting user’s information on
a constantly available paid server or providing personal server for each user or a personal
virtual machine in a paid cloud, as well as the acting of personal mobile devices with
Internet connectivity as servers, could be effective solutions for users’ privacy protection.

To that end and towards to provide effective privacy protection schemes within
SNs, in a more user-centered way, several self-adaptive privacy approaches have been
developed [17]. Self-Adaptive privacy aims at protecting users’ privacy, through the
development of holistic user models that pay attention to their socio-contextual and tech-
nological frames of action [18]. For instance, [19] developed the user-tailored privacy by
design framework, aiming to address the types of privacy adaptations that should be im-
plemented, in order for Facebook users with different privacy management strategies to be
supported more personalized. However, as other previous ambitious self-adaptive privacy
schemes for SNs [20,21] that have been proposed, their work does not identify users’ social
categories and attributes in depth. These attributes affect their privacy norms, which is of
great importance for the developers and the design of adequate privacy solutions [2], in
order for instance to support users’ authentication, authorization and confidentiality of
personal information, which considered being of the most significant privacy challenges in
Internet of Things environments [22].

In our previous work [23], we have shown that, in particular for self-adaptive privacy
schemes, in order to be effectively designed and deployed, several criteria concerning
users’ social and technical context should be satisfied. Self-adaptive privacy systems
should be able to protect users’ privacy in changing contexts, either by providing users
with recommendations or by proceeding automated actions based on users’ decisions
for personal information disclosure or not, within their context. In this regard, specific
functions should be deployed, such as classified interaction strategies, which facilitate the
connection of the system and the user, providing privacy awareness, justification for each
privacy decision and control capabilities. To address that, monitoring, analysis, design, and
implementation of self-adaptive privacy systems should be performed through framework
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and behavioral models, which identify user’s environment and their interconnections with
each system. Furthermore, the systems should be adapted to the interoperability of the
used technologies and to the structure of the systems, such as SNs, so as to balance among
systems’ privacy choices automation and users’ choices. This reveals a number of criteria
that should be considered in order to reason about privacy under a socio-technical view.
These concern: (a) the identification of users’ privacy social needs in each context; (b) the
identification of all stakeholders’ privacy technical needs; (c) the identification of privacy
risks and threats; (d) the indication of users’ sensitive information in each context; (e) the
systems’ adaption to the interoperability of technologies; (f) the assessment of the best
options among users’ and systems’ privacy choices; and (g) an effective decision-making
procedure to be followed, which balances users’ social and privacy needs.

Among these criteria, the identification of users’ social characteristics and privacy
needs is crucial, since, in previous works regarding self-adaptive privacy schemes, these
were part-substantially or limited addressed. This identification will provide further pri-
vacy protection within SNs, enabling for instance the satisfaction of the privacy criteria
that [13] supported, such as the addition/removal of users from a SNs group, the efficiency
of a user key revocation, the encryption/decryption efficiency, the encryption header over-
head, the ability to encrypt for the conjunction/disjunction of SNs groups, the ability to
encrypt for a SNs a user which is not a group member. Therefore, to support this aim, the
investigation and the capturing of empirical data related to users’ social characteristics
specifically within SNs is required, since they affect their privacy management. For ex-
ample, users’ privacy safeguard, when they share information concerning multiple users,
is of major importance [24]. The lack of the empirically identified social parameters that
influence individuals’ privacy behaviors within SNs, highlights a major challenge in order
to address self-adaptive privacy under a systematic user-centric way. Since SNs, and cloud
services in general, are getting more customized and context-aware, there is a greater
necessity to understand which of the users’ social attributes are important regarding SNs
use, as well as which are their specific privacy behaviors.

In this regard, this paper, as a part of our study for the identification of the socio-
technical requirements for the design of self-adaptive privacy-aware cloud-based systems,
presents the crucial issues of leveraging knowledge about users’ specific individual and
social factors and of identifying relevant determinants of privacy practices within SNs.
We support that this identification will provide input for the design of usable and self-
adaptive privacy within SNs. To achieve that and to capture these data, a survey was
administrated to the academic and administrative staff of the University of the Aegean in
Greece. The survey was implemented by distributing an interdisciplinary measurement
instrument that we introduced in a previous work [25]. This embodies validated metrics
from both privacy and sociological literature. The instrument promotes the thoroughly
identification of users’ social landscape and privacy perceptions and behaviors within
SNs. The results of this examination provide the further understanding of users’ digital
and social privacy interests and boundaries, enabling future research for the meeting with
technical privacy affordances, so as to balance among users’ need for preserving personal
information and the need for disclosing such information within SNs. The rest of the paper
is organized as follows. Section 2 presents the methodology regarding our research, data
collection and sampling, as well as the instrument that was distributed and its measures.
Section 3 presents the results regarding users’ social attributes and privacy perceptions and
management within SNs, while Section 4 discusses the results. Finally, Section 5 concludes
our work and poses future research directions.

2. Materials and Methods

Privacy, as a multifaceted concept, presupposes different privacy perceptions and
management strategies for different users in SNs, which differentiate even more because
their diverse socio-contextual backgrounds. Due to this complexity, it is often difficult
to be measured, so as to reflect users’ social privacy norms and therefore to lead to the
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proper technical privacy measures development for managing privacy issues within social
networks in a self-adaptive way [26]. Despite the fact that users’ social landscape is of vital
importance for understanding their privacy perceptions and behaviors, most of previous
works, regarding users’ privacy management [27,28], fragmentary include social factors in
their measurement scales, addressing consequently privacy as a one-layered construct. To
meet that need, the measurement instrument that was developed, adopted constructs and
their respective metrics from both sociological and privacy literature, aiming at examining
multiple information about users’ social attributes and privacy management within SNs.
As far as the sociological literature concerns, it put special emphasis on social identity
theory metrics and social capital theory metrics, since both social identity and social
capital concepts have been highlighted by previous research to influence users’ privacy
management within SNs [29,30].

Social identity refers to the ways that individuals determine their attitudes and prac-
tices in each domain of activity, based on specific social attributes, which represent their
personal social categories and characteristics [31]. Furthermore, previous literature sup-
ports that there is a high possibility for individuals to gain more resources when they
belong to many groups [32], and in this sense, users’ social identity affects their social
capital. Social capital captures the gains and the advantages that individuals obtain by
participating in networks and social institutions [33]. Two types of social capital are referred
by previous literature to affect privacy management, the Bonding and the bridging one [34].
Bonding social capital concerns the development of coherent ties among individuals within
tight networks, experiencing similar situations and exchanging support and trust, such
as family or close friends. Bridging social capital refers to the development of connective
ties among individuals within vulnerable, heterogeneous, and diverse networks, experi-
encing different situations, without a common sense of belonging [33]. Consequently, in
contrast to previous research that has examined these social constructs separately, in our
work they are both examined, in order to provide further understanding of users’ social
landscape. Privacy literature was thoroughly investigated in order for the validated metrics
of previous works regarding privacy perceptions and management to be adopted in our
instrument. Since privacy, apart from the several definitions of its concept; it has specific
and very often descriptive and measurable interactive functions within a society [26], such
as privacy concerns, privacy risks, and privacy behaviors, it was important to incorporate
these measures in our instrument. Woo in [35], for instance, argues about individuals’
management strategy to remain anonymous and untraceable within SNs, not only by not
providing personal information at all, but also by providing untrue information in order
for not to be visible while online [36]. The specific privacy metrics are described in detail as
follows. Therefore, the questionnaire that was developed for the data collection, included
three wider sections, concerning users’ social identity, users’ social capital and users’ pri-
vacy management within social networks, along with their respective items. Furthermore,
a set of six questions to address participants’ socio-demographic characteristics, namely
gender, age, family form, educational level, professional experience, monthly income, were
included in the last part of the instrument, in order to take advantage of the beneficial time
that participants needed to complete it.

2.1. Social Identity

The five items of this section regarding the examination of users’ social identity were
adopted from [32] work, entitled Online Social Identity Mapping (oSIM), a tool that was
designed to assess the multifaceted aspects of individuals’ social identities. Participants
were firstly asked to indicate in which groups they belong within SNs, by using a social
identity taxonomy compatible with [31] work. This include groups, such as broad opinion-
based ones, leisure groups, family or friendship, community groups, sporting or well-being
ones, professional groups, health related ones or other users’ indicative groups. The item
high-contact groups concerns the frequency that users communicate with the members of
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the groups that they belong within SNs and by which participants rated this frequency on
a 5-Point Likert scale, ranging from “not often at all” to “every week”.

For the rest three items, positive groups, representative groups and supportive groups,
participants were asked to rate their agreement on a 5-Point Likert scale as well, declaring
of how much positivity they perceive for each one of their SNs indicated groups, of how
representative they feel due to belonging to each one of their SNs indicated groups and of
how much support they receive from each one of their SNs indicated groups.

2.2. Social Capital

In this section, the two constructs of Bonding and Bridging social capital are examined.
The five items that investigate users’ bonding social capital within SNs, by using a 5-Point
Likert system, are derived from Williams [37] Bonding Social Capital Scale and they are (a)
“If I needed 100 € urgently someone of my social network could lend me”, (b) “People of
my social network could provide good job references for me”, (c) “When I feel lonely there
are several people on SMs I could talk to”, (d) “There are several people on SMs I trust to
solve my problems”, and (e) “I do not know anyone well enough from my SMs network to
get him/her to do anything important”.

The Bridging social capital five items of our instrument have been incorporated
from [34] as well, as the most used and validated metrics in previous privacy research.
These, in particularly, are (a) “Interacting with people in my social network makes me want
to try new things”, (b) “I am willing to spend time on supporting community activities”,
(c) “I meet new people very often”, (d) “Interacting with people in my SMs network makes
me feel like a part of a larger community”, and (e) “Interacting with people in my SMs
network makes me realize that somehow we are all connected worldwide”.

2.3. Privacy Management

Considering that previous privacy metrics could be further exploited from expansion
in many ways [28], while the combination of their advantages may elevate the examination
of self- adaptive privacy within SNs, this section is consisting of nine sub-scales, adopted
from previous literature. It aims at including as much as possible privacy-related metrics,
in order to reflect users’ privacy context within SNs in depth. The participants were asked
to rate their agreement on a 5-Point Likert scale, ranging from “not at all” to “very much”,
for the following subscales and their specific items:

i. Beliefs in Privacy Rights: (a) Users’ right to be left alone, (b) users’ right to use
Internet anonymously, (c) no gathering of disclosed personal information without
users’ consent, and (d) users’ right control on their personal information [38].

ii. Privacy Concerns: (a) I am concerned about my online information being linked to
my publicly available offline one; (b) I am concerned that the information I submit
on SMs could be misused; (c) I’m concerned that too much personal information is
collected by so many SMs; (d) It usually concerns me when I am asked to provide
personal information on SMs; (e) I am concerned that others can find private
information about me online; and (f) I am concerned about providing personal
information on SMs, because it could be used in a way I did not forese. [28,39].

iii. Information Collection: (a) It usually bothers me when SMs ask me for personal
information, (b) When SMs ask me for personal information, I sometimes think
twice before providing it, and (c) It bothers me to give personal information to so
many SMs [40,41].

iv. Self-disclosure: (a) I frequently talk about myself online, (b) I often discuss my
feelings about myself online, (c) I usually write about myself extensively online,
(d) I often express my personal beliefs and opinions online, (e) I disclose my close
relationships online, and (f) I often disclose my concerns and fears online [42].

v. Trusting Beliefs: (a) SMs would be trustworthy in information handling, (b) SMs
fulfill promises related to the information provided by me, (c) I trust that SMs would
keep my best interests in mind when dealing with my provided information [41].
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vi. Privacy Control: (a) I have control over who can get access to my personal informa-
tion online, (b) I always optimize my privacy settings when I create an online profile,
(c) I consider the privacy policy of SMs where I give out personal information, (d) I
would opt out of a service due to privacy issues, and (e) I only upload information
online that is suitable for everyone that can see [27,28,39,42].

vii. Privacy Awareness: (a) Personal information is of value to SMs providers, (b) I am
aware of the privacy issues and practices in SMs, (c) SMs providers do not have
the right to sell users personal information, (d) I follow the developments about
privacy issues and violations within cloud, (e) I keep myself updated on privacy
solutions that law and SMs employ, and (f) I am aware of protecting my personal
information from unauthorized access [28,39].

viii. Collaborative privacy management: (a) Prior to disclosing content, my group
members and I discuss the appropriate privacy settings, (b) I ask for approval
before dis-closing content from those group members involved, and (c) My group
ask for approval before uploading content concerning myself [43].

ix. Self-disclosure/ Cost–Benefit: (a) The risk posed to me if personal information is
exposed outweighs the benefits of sharing it, (b) In general, my need to obtain SMs
is greater than my concern about privacy, and (c) I value the personalized SMs I
received from providing such personal information [39].

In general, most of previous works tend to focus on informational privacy concept,
while their metrics usually spotlight specific privacy constructs, such as privacy concerns,
risks, trust, data collection [28], neglecting users’ socio-contextual attributes. Therefore,
they do not provide a more socio-technical perspective, despite the fact that for SNs, security
and privacy is a major issue. [44], specifically, maintain that focusing on privacy requires
not only the security of users’ personal information and content, but also the security of
SNs communication channels from internal or external attacks, as well as the unauthorized
access to users’ communication by third parties, using access control mechanisms. In this
respect, [45] support that the following security and privacy requirements are immense,
namely, the identity privacy, the location privacy, the node compromise attack, the layer-
removing/adding attack, the forward and backward security, as well as the semi-trusted
and malicious cloud security. Considering these, in order to expand previous works and to
identify the adequate privacy-related requirements for a self-adaptive privacy protection
scheme within SNs, the key issue is to examine users social and privacy needs. To our
best knowledge, a measurement scale meeting these issues and focusing on self-adaptive
privacy management within SNs in particular has not been developed in previous literature.
To address that, taking into consideration that existing privacy scales could benefit from
expansion manifold, while the combination of the advantages of previous privacy metrics
may improve the level of privacy within cloud, we presented our scale. In the following
Table 1 the comparison with these previous measurement scales is presented, indicating
that social identity and social capital metrics are not included in other works.

Table 1. Comparison with previous privacy scales.

Privacy and Sociological Metrics [27] [28] [38] [39] [40] [41] [42] [43] Our Scale

Beliefs in Privacy Rights X X
Privacy Concerns X X X X

Information Collection X X X
Self-disclosure X X X
Trusting Beliefs X X
Privacy Control X X X X X

Privacy Awareness X X X
Collaborative privacy management X X

Self-disclosure/Cost–Benefit X X
Bonding Social Capital X
Bridging Social Capital X
Social identity metrics X



Future Internet 2021, 13, 23 7 of 24

2.4. Sample, Data Collection and Procedure

The academic and administrative staff of the University of the Aegean in Greece was
invited to participate in this survey, considering that adults are more likely to participate
in many social groups and to support, due to their age, plenty of social roles. The total
research population is consist of 747 members. In total, 123 members of the staff yielded the
questionnaire; thus, 10 cases were excluded. Therefore, a total sample of 113 participants
was included in our survey, giving a response rate of 15%. Before the distribution of the
questionnaire to the research population, the instrument was tested for its form, language,
clarity, difficulty and responsiveness to respondents’ interests in a pilot study addressed to
20 members of the staff, in order to identify possible design problems and to revise items
where it was necessary. The questionnaire was implemented through Google forms and
its link was sent in the professional e-mails of the staff of the University of the Aegean.
The procedure and the purpose of the survey were explained with clarity in the online
questionnaire’s introductory note, as well as ethics was plainly described. The instrument
was also tested for its validity and reliability (values of Cronbach’s Alpha index were >0.7
for each section).

3. Results
3.1. Sample Demographics

In our exploratory on line survey, the male and female gender, 48% and 50%, respec-
tively, are equally represented, while a small percent (2%) declares other gender, without
though of being self-determined rearding the kind of the gender. This finding indicates
that there is a percentage of the academic and administrative staff that it feels to belong
to another gender, besides the traditional biological ones. This participants’ declaration
may be recorded, since the University of the Aegean has establihed a Gender Equality
Committee in order to provide all genders, biological and social, rights. Considering
that the total research population is equally gender distributed, this was expected. In the
following Table 2 participants’ gender profile is fully presented.

Table 2. Gender.

Gender Value Percentage%

Male 54 48%
Female 57 50%
Other 2 2%

Most of the participants are belonging to the age group of 41–45 (31%), while other
ages groups were lower represented, 36–40 (20%) and 46–50 (23%). However, most of them
are older than 35 years old. Previous literature [28] has shown that the elder the users are
the more severe privacy rules they deploy, when on line, and therefore this argument is
considerable and for our sample as well. In the following Table 3 participants’ age profile
is fully presented.

Table 3. Age groups.

Age Groups Percentage%

26–30 4%
31–35 4%
36–0 20%

41–45 31%
46–50 23%
51–55 16%
55–60 2%
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Despite that nuclear family is the dominant form of family (67%), a 12% declares
to belong to a single-parent family. It is quite interesting that an 8% of the participants
declares “other form of family”, such as reorganized family or foster family, without though
indicating which one. Another 8% of them did not provide any response for its family form
at all. This was the only one socio-demographic item that a notable part of our sample
preferred not to give a specific answer, making indistinguishable this social characteristic,
which is of great importance, considering that the form of family consists a key source
of individuals’ social identity construction [46] and their social capital as well. In the
following Table 4 participants’ family profile is fully presented.

Table 4. Family Form.

Family Form Percentage%

Nuclear Family 67%
Large Family 5%

Single-Parent Family 12%
Other Form 8%
No answer 8%

The most of the responders are highly educated, having gained a Master Diploma
(75%), while only 2% does not hold a bachelor. These results indicate participants’ high
level of cultural capital, according to Bourdieu theory [34], which concerns the accumulated
human labor that institutionally takes form through the study evidence, such as diploma
degrees, while under certain conditions; it is convertible into financial capital. In the
following Table 5, participants’ educational profile is fully presented.

Table 5. Educational level.

Family Form Percentage%

ICD4 2%
Bachelor 14%

MSc 75%
PhD 9%

As far as the years of professional experience concerns, a great proportion of the
participants has been engaged in the professional field more than ten years, 11–15 (20%), 16–
20 (36%), and 21–25 years (20%) as well. Previous sociological literature has highlighted that
employment affects individuals’ lives regarding their priorities in several domains [47], and
therefore this factor considered important in relation with our sample’s privacy perceptions.
In the following Table 6, participants’ professional profile is fully presented.

Table 6. Years of professional experience.

Years of Professional Experience Percentage%

1 to 5 10%
6 to 10 7%

11 to 15 20%
16 to 20 36%
21 to 25 20%

>26 7%

Finally, for more than the half of the participants (55%), their monthly income ranges
among 1001–1500 €, while a 12% of them declares monthly income higher than 2000 €. This
indicates that for most of the participants’ cultural capital has been indeed transformed
to the financial one, especially when consider the economic crisis in Greece, the large
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unemployment figures and the low pay-rolls for a large part of the employees. In the
following Table 7, participants’ income profile is fully presented.

Table 7. Monthly Income.

Monthly Income Percentage%

301–800 € 7%
801–1000 € 19%
1001–1500 € 55%
1501–2000 € 7%
2001–3000 € 12%

3.2. Social Identity

In respect with privacy notion, social identity is also a complex and multifaceted
concept, due to the dynamic way that it is formed and redefined in space and time, as
well as due to the complexity that characterizes interpersonal interaction [48]. Previous
literature indicates that individuals are characterized by multiple social identities that
define their behaviors within a context of action [49,50] and respectively this procedure is
proved to be taken place for our sample within SNs, as findings indicate.

3.2.1. Belonging to SOCIAL Groups in SNs

Findings show that participants belong to several social groups in SNs and therefore
they formulate multiple digital social identities. All of the participants declare to belong to
more than five (5) social groups. Thus, the dominant social group in which respondents
declare to participate, concerns the “Friends” group (23%), while “Family” and “Com-
panionships” are also highly indicated, 17% and 15%, respectively. Nine percent of the
participants indicates its belonging to professional groups, while 6% of them declares and
a scientific group as well. Other groups that participants declare in a lower degree, concern
the following categories: Political groups, Trade union groups, Voluntary groups, Sport
groups, Leisure groups, Cultural groups, Human Support groups, Environmental Groups,
mutual Support groups, Technological Interest groups, and gender equality groups, high-
lighting a wide range of activities within their social networks. In the following Table 8,
participants’ declarations for belonging to social groups are fully presented.

Table 8. Belonging to Social Groups in Social Networks (SNs).

Group Percentage

Family 17%
Friends 23%

Companionships 15%
Professional Group 9%

Political group 3%
Trade union group 1%
Voluntary groups 4%

Sport groups 3%
Leisure groups 4%
Cultural group 6%

Human Support group 1%
Scientific group 6%

Environmental Group 3%
Mutual Support 1%

Technological Interest group 2%
Gender equality group 1%

3.2.2. Frequency of Communication with Social Groups within Social Media

Previous research has shown [51] that the determination and the public expression of
belonging to several collective groups—and respectively the formulation and recognition
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of individuals’ various social identities—takes place through communication. Our findings
indicate that participants communicate more often (every week) with the social groups
of Family (M = 4.8), Friends (M = 4.6), and Companionships (M = 4.4), compatible with
the groups that most of them declared to belong to. Thus, it is quite interesting that a
high frequency of communication is indicated regarding the Political group (M = 4.5).
Participants also declare that communication is quite often realized among the leisure
(M = 3.75) and cultural groups (M = 3.8) in their social networks. In the following Table 9,
participants’ declarations about how often they communicate with their social groups in
SNs are fully presented.

Table 9. Interaction with Social Groups within Social media.

Mean Mean Mean Mean Mean

Group Frequency of
Communication

Positive Impact
of Groups

Support from
Groups

Representativeness
through Groups

Importance of
Groups

Family 4.8 3.5 3.64 3 3.42
Friends 4.6 3.7 3.56 2.92 3.35

Companionships 4.4 3.3 3.06 2.60 3.06
Professional Group 3.2 3.33 2.5 2.33 2.77

Political group 4.5 3.5 3 4 5
Trade union group - 1 1.5 1 1.5
Voluntary groups 2.2 3 2.66 3.4 2.66

Sport groups 3 3.2 3 2.75 2.33
Leisure groups 3.75 2.66 2,5 3 3
Cultural group 3.8 3.66 3.57 3.5 3.71

Human Support group 3 4 2 - 2
Scientific group 2.66 3.2 3.16 1.83 3.28

Environmental Group 3 3.25 2.5 3.33 3
Mutual Support 2.5 4.5 3.5 2 3

Technological Interest group 2 3.33 2.33 2 3.33
Gender equality group 3 4 3 3 3

3.2.3. Positive Impact of Social Groups within Social Media

Most groups that individuals belong to, provide them with a positive social identity,
namely, the part of the development of a positive self-concept that results from this member-
ship [31]. It is quite interesting that our findings show that apart from the Mutual Support
Groups (M = 4.5) and the Gender equality and Human support groups (M = 4.5), no other
participants’ group was so highly rated, despite that family and friends’ groups have been
previously to be indicated as the most frequent groups to participate and communicate.
In the following Table 9, participants’ declarations regarding the social groups’ positive
impact in SNs are fully presented.

3.2.4. Support from Social Groups within Social Media

Despite the fact that previous literature maintains that the participation in a group
provides support to each one of its members individually and collectively, not only at
a practical dimension, but also at a symbolic one—a transaction that contributes to the
preservation of the membership, by providing the recognition of the proximity among
group-members [33,34], findings show that participants do not rate highly enough the pro-
vided support by their social groups. Thus, family, friends, and cultural groups (M = 3.64;
M = 3.56; M = 3.57, respectively) were the highly rated among the others. In the following
Table 9, participants’ declarations regarding their social groups’ support in SNs are fully
presented.

3.2.5. Representativeness through Social Groups within Social Media

Self-categorization through social groups has been recognized as a procedure that
can reduce individuals’ uncertainty, since it provides them with internalized prototypes in
order to formulate their identity and define their perceptions and behaviors in a predictable
way [31]. Surprisingly, participants, despite their participation in several social groups,
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rate most of the groups, quite low regarding of how much representativeness they perceive,
even the Family and the Friends groups. A higher rating concerns the political groups
(M = 4), the cultural groups (M = 3.5), the Voluntary groups (3.4) and the Environmental
Groups (M = 3.3). In the following Table 9, participants’ declarations regarding their
representativeness through their social groups in SNs, are fully presented.

3.2.6. Importance of Social Groups within Social Media

Participants finally were asked to rate the importance of each group they declared that
they belong within their social networks. Findings show that the political groups (M = 5)
and the cultural groups (M = 3.71) were more highly rated, despite the fact that the most
of the participants have declared to belong to Family and Friends groups more widely.
Therefore, it is indicated that how much is valued a social group does not depend on the
frequency of participation, communication or the support the user derives from it.

3.3. Social Capital

Users’ size of social capital is subject to the size of their network connections, namely,
the links with which he/se is connected and he/she can motivate effectively to gain benefits
(practical or symbolic) among them [34]. Findings indicate that users’ investment in social
capital concerns medium levels. The perceived bonding social capital (M = 2.92) is higher
than the bridging one (M = 2.61). These findings may be indicated due to the characteristics
of the Greek culture, where family ties are really strong. Thus, regarding the bonding
social capital, it is highligthed that participants assess that the most valued benefit concerns
the good job references (M = 3.46), which their connections can offer to them. However,
despite the fact that participants declare that in general they can share their loneliness
with other people within SNs (M = 3.12), the grade of their trust to other connections is
lower (M = 2.95). On the other side, as far as bridging social capital concerns, it is quite
interesting that participants rate very low the new conncetions and their activity to meet
people through their social networks (M = 1.87), indicating that their social groups within
them depend on their already known connections. Furthermore, they also provide a
medium rate for their willing to support community activities in SNs.

3.4. Privacy Management

Privacy, as a social phenomenon, is interpreted in several ways both individually and
collectively [52] Since privacy definitions are shaped in SNs accordingly with users’ societal
landscape and outlet, it is important to comprehend how users understand and perceive
privacy within them and which attitudes they enhance, in order to protect it. The following
findings indicate these perceptions and attitudes.

Under the light of GDPR, users’ privacy rights are getting to the forefront of the
discourse regarding privacy protection. From users’ perspective, previous research has
shown that the importance of privacy rights varies along with users’ personal and social
characteristics and along with the usage context [53]. In our case, findings indicate that par-
ticipants rate really highly the significance of privacy rights when utilizing SNs, especially
as far as the right to have control on their personal information (M = 4.73) concerns. The
least high-valued—but still high rated-users’ right, concerns their ability to use internet
anonymously (M = 3.9). The responses for all items concerning participants’ Beliefs in
Privacy Rights are fully presented in the following Figure 1.

Previous research has shown that privacy concerns are considered to be a highly
important issue among SNs users [54,55]. The findings of our survey support this previous
evidence. The participants rated highly enough their privacy concerns, especially regarding
the amount of personal information that is collected (M = 4.14) through social networks
and the ways that it can be misused (M = 4.14). This finding indicates some of the reasons
about their low investment on social capital, while previous literature has highlighted that
privacy concerns have a negative impact on users’ willing to throw themselves into social
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networks [56]. The responses for all items concerning participants’ Privacy Concerns are
fully presented in the following Figure 2.
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Compatibly with their responses for privacy concerns, participants declare to be a
lot of bothered, when they provide personal information to many social networks (M =
4.32), while they also rate highly enough their doubts to provide them, when they are
asked by the networks (M = 4.13). Ref. [57] support that the unwanted access to personal
information or the over-collection of personal information constitute important faces of the
online privacy issues that should be addressed in a more user-centric way.

Previous research indicates a privacy paradox behaviour of users when utilizing SNs,
since besides their concerns, they tend to disclosure personal information on their own [58],
while it supports that much more attention should be paid towards the privacy risks they
undertake their own due to this sharing information [59]. On the contrast, our findings
show that participants’ self-disclosure behaviors are consistent with their privacy concerns
and their perceptions for information collection within SNs, declaring that they disclose
information in a low level, with reference to their concerns and fears (M = 1.72), writing
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about themselves (1.95) and talking about themselves (M = 1.81), as well as their feelings
(M = 1.53). These are illustrated in the following Figure 3.
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The importance of users’ trust on the online environments is widely examined by
previous literature [60]. Especially as far as social networks concern, trust is related not only
with their engagement, but also with several privacy issues. Privacy concerns, in particular,
are highly influenced by users’ trust [61]. The participants in our survey, still consistent
with their previous responses, rate very low their trust about how their social networks are
handling their provided information, with special emphasis on the supporting of their best
interests (M = 1.93).

Despite the fact that participants have rated really highly their belief in their right
to control their privacy, findings indicate that they do not rate that high their practice of
considering social networks privacy policy (M = 2.9), while they declare of achieving a
medium level of the appropriateness of their uploaded information related to different
audiences (M = 3). Furthermore, they also rate low enough their ability to have control on
the audiences that have access to their information (M = 2.18). These indicate the necessity
for more effective privacy solutions within SNs that they will provide users with more
control on the handling of their information. The participants’ responses for privacy control
within SNs are fully presented in the following Figure 4.
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Previous literature has shown that users, due to gaining benefits from their social net-
works, do not weight considerably enough the privacy risks posed by information-sharing
activities [53], and therefore their privacy awareness should be enhanced. Findings show
that participants declare that they have a medium level of privacy awareness, especially
as far as the privacy solutions that law and social networks employ (M = 3.02). However,
it is encouraging that participants recognize and rate much higher that their personal
information has value for the providers of social networks services (M = 3.86).

This information sharing among users can be a cause of potential risks for each one
separately. Personal information disclosures of a user for other users, regardless other
users’ approval, are common practices within SNS [62]. Findings support this previous
knowledge, since participants rate highly enough (M = 3.69) only their own behaviour of
asking approval, before disclosing information of their group members. As far as their
group members concern, the rating is much lower. The participants’ responses regarding
the collaborative privacy management within SNs are presented in detail as follows in
Figure 5.
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Previous literature regarding Privacy Calculus [63] shows that users estimate the
information disclosure costs and benefits in social networks, indicating that the benefits
are constantly irresistible for most of the users. However, our findings highlight that
participants evaluate lower the services deriving from their participation in social networks
than their privacy concerns and the risks posed due to it.

Our results indicate that, in order to support the design of self-adaptive privacy
protection schemes within SNs, users’ privacy social and technological context should be
considered. SNs cause plenty of privacy concerns for users, while it is highlighted that
they do not fulfill their privacy needs or provide them with the adequate trust. Aiming to
support this design of self-adaptive privacy safeguard within SNs and the identification
of specific privacy related requirements, it is necessary to provide specific constructs that
reflect users, SNs and self-adaptive privacy protection schemes parameters in a pilot
taxonomic way, as follows.

The users within SNs:

i. Heterogeneous: The users are determined by several social identities, which reflect
not only their individual social norms that they are dynamic, but also their reciprocal
arrangements with the groups in which they belong within SNs.

ii. Social Interrelated: The users provide access and disclose their personal information
in order to gain plenty of symbolic benefits and resources, deriving from their online
social networks.

iii. Privacy oriented: The users value the significance of privacy rights on a high
level and they raise plenty of privacy concerns when utilizing SNs, while they are
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characterized by a minimum degree of trust regarding the use of their personal
information.

iv. Collaborative: The users co-manage their personal information with other users and
they disclose information concerning other users, without, in many cases, having
their approval.

The SNs environment:

i. Visible: SNs structure requires from users to provide several personal information
regarding their identity, which are visible to a large number of audiences.

ii. Communication varied: SNs structure enables users to communicate by using
several means of communication, as well as using many different devices.

iii. Interactive: SNs structure presupposes that users interact with other users, in
order to enhance their experiences within these environments and to adapt to the
environment context.

iv. Privacy Risky: SNs structure raises several privacy risks, deriving from unautho-
rized access to users’ personal information by unwanted audience or other third
parties.

Self-adaptive privacy protection schemes:

i. Context aware: Schemes should be able to identify users’ individual and collective
values, so as to provide them with the proper privacy choices.

ii. Selective disclosed information: Users should be provided with the opportunity to
disclose information in a selective way, depending on the context that they operate,
so as to adapt their behaviors accordingly.

iii. Privacy aware enhanced: Users should be informed for the diagnosed privacy risks
and be provided with the proper privacy justification for each context in which they
operate, in order for their decision-making procedure to be enabled.

iv. Privacy control enhanced: Users should be offered with the opportunity to have
control over their information and to decide which of them are willing to disclose
accordingly to their individual and social characteristics.

4. Discussion

Users’ privacy protection within SNs is an ongoing process, depending on social,
legal, and technical aspects [64]. However, their inadequate bridging arises difficulties for
an effective privacy protection solution [65], compliant to GDPR principles and rules as
well. Towards this, several self-adaptive privacy solutions under the differential privacy
scheme [66] or under the context-adaptive privacy scheme [67,68], have been introduced.
However, they were subsequent to many limitations, since they did not identify in depth
users’ social landscape and outlet, failing therefore to correlate them with the appropriate
privacy technical solutions [69]. Thus, as we, in detailed, have discussed in a previous work,
since self-adaptive privacy focuses on users’ integrated context, both social and technical, a
group of criteria should be satisfied for its optimal design. Among these, the thoroughly
investigation of users’ social norms is a focal one and the first step in order for the self-
privacy related requirements to be elicited. The determining of users’ social attributes will
provide developers with further knowledge so as to, not only to include social requirements
at their design, but also to build the appropriate technical privacy affordances. After all,
previous research for self-adaptive privacy has shown that not enough attention is paid on
eliciting requirements from the users’ perspective, in order for introducing flexibility in
the self-adaptive systems behavior at an early phase of requirements engineering [70], a
prerequisite for the implementation of PbD principle. In this regard, our survey highlights
the social attributes of a targeted research population within the academic community
of a Greek University, this of the academic and administrative staff of the University of
the Aegean. It should be noted that, although the utilization and the impact of social
networks is growing among the populations of the academic educational settings [71],
as far as the privacy issues concern in particular, most of previous research focus on
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students [52] and not on the adults. Under this, the findings of our survey indicate the
social landscape of adults SNs users, which is considerable different from this one of the
young adults. Our sample, at the majority, has been indicated to be over the 30 years
old, highly educated, with many years of professional experience, while keeping in mind
Greece’s financial situation, it has a descent monthly income. These entire social attributes,
examined separately by previous research, have been shown to influence users’ privacy
perceptions and behaviors [72,73], leading them to grow their privacy concerns and making
them to follow strict enough privacy management strategies when using SNs.

Our findings, while supporting previous evidence regarding privacy concerns and
self-disclosure practices, indicate that these attributes do not have the same effect as far as
the privacy control concerns, showing a low control level. Despite of the high cultural and
financial capital of the participants, privacy control remains an issue of great importance
for users and therefore an appropriate self-adaptive privacy scheme should provide users
with the control level over the information they want to reveal, as it was argued by [74].
Furthermore, participants in our survey, declare to belong to several social groups within
SNs, with most dominant the Friends and Family Groups. This indicates that they belong
to more than one social categories, which are significant parts of individuals’ self-concept.
This categorization enables them to distinguish their personal boundaries and these of their
memberships. Thus, participants several social categories create concentrations regarding
their “self-interestedness, self-reliance, self-realization and self-determination”, as it is
shown from their low or medium rates regarding the positive impact, the importance, and
the support that they receive from these groups in SNs. This leads to the development of
a particular privatism, which can be associated with plenty of personal perceptions and
practices in institutional forms of expression as [75] supported, such as the SNs engagement.
This privatism development is also indicative for the participants’ strong beliefs regarding
the necessity of the protection of users’ privacy rights, as well as of their annoyance to
provide personal information in SNs when is needed.

However, as in previous literature [30,76], privacy managing issues and several pri-
vacy implications arise from participants’ multiple identities, as it is indicated by fact that
the other members of their groups do not take their approval in order to upload their own
personal information. It has been already argued that family and close friends group mem-
berships, due to including the baring of emotional needs, enhance risking at various levels.
Therefore, this raise further questions regarding the disclosure of personal information
within undistinguishable private/public boundaries of contexts, such SNs. In this regard,
since self-adaptive privacy protection schemes should have the ability to maintain users’
privacy in changing contexts [77], they should provide users with recommendations about
their own decisions or of their family and friends group members specifically to disclose or
not information. The specification of these groups is of great importance, since [78] in a
previous work, attempting to identify distinct social requirements of privacy issues within
SNs by interviewing 15 adolescents (14–18) regarding their online behaviour on Facebook,
indicated the need to make more explicit which are the “real generalized others”. The
dominance of Family, Friends and Companionships groups characterizes the frequency of
participants’ communication within SNs, while it is quite interesting that a great amount
of communication takes place among the members of political groups. Especially as far
as the belonging to the political groups concerns, participants also declare a high level of
representativeness and importance. Therefore, the political social group is also indicated
among the social categories that should be taken under consideration, when designing
privacy adaptations. In general, the frequent communication contributes to the formulation
of a social identity, even though some identities might be more primary than others [79], as
it is observed in our case regarding the political group membership. As [80] argue, “medi-
ated groups can develop a meaningful and strong sense of identity through interaction”.
SNs provide multiple possibilities for interaction and communication. Thus, the technical
features of SNs not only alter users’ constructs for their functioning and purpose, but they
also alter how users actually employ these features for managing privacy, while interacting
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with other users [2]. The participants, regardless their group memberships, do not find
in majority SNs trustworthy enough when handling such information. In this respect,
self-adaptive privacy protection schemes should be adapted to the interoperability of SNs
technologies and the structure of their systems, considering users communication behavior,
in order to determine through these communications, the sensitive information that should
not be revealed, at a short time operational function. [78] research, which indicates that
a context collision deriving from SNs segments should be avoided, also supports this. In
addition to users’ social landscape and outlet in SNs, the thoroughly examination of users’
privacy perceptions, behaviors and personal information flow is needed. Investigating
these as well, since previous works have shown that they affect the identification of the
technical privacy requirements, is also a critical step for an adequate self-adaptive privacy
solution to be designed.

In our survey, as it was aforementioned, participants’ privacy concerns were highly
rated. Privacy concerns, among other privacy factors, affect not only users’ intentions, but
also their actual behaviors [57]. This indicates the reasons that participants invest low in
capturing of social capital within SNs through self-disclosing, in contrast with previous
findings [81], which show that users willingly provide this information in order to acquire
the perceived benefits resulting from their networks. As [82] argue, the interrelation among
disclosure attitudes and gaining benefits is not straightforward. Thus, participants rate
their privacy concerns higher their needs for SNs services, indicating that their privacy
calculus is not expected to change after a privacy violation, since they already respond
with mechanisms, such the ones [83] proposed, namely, refusal or negativism. Up to this,
considering that the relationship between self-disclosure and benefits is mediated by the
factor of control of information [84], it was not surprising that the participants indicate the
low degree of control on their information.

However, as results show, they still upload information, for which they are not sure if
it is proper for every audience to see or they do not take under consideration SNs privacy
policies. After all, previous literature has already highlighted that, while users perceive
highly their control over information, they usually ignore the control deriving by SNs
policies over the information [85]. With this respect, an effective self-adaptive privacy
scheme within SNs should provide users with plenty of control capabilities, enhancing their
cognitive processes for implementing their privacy strategies. [77] emphatically support
that self-adaptive privacy systems should provide users with adequate opportunities to
express preferences and give feedback in relation to the privacy decisions they have to
undertake. Nevertheless, ignoring privacy policies, a privacy risky behaviour, indicates
another crucial aspect for the participants of our survey, concerning the necessity of the
enhancing their privacy awareness. Participants estimate their privacy awareness in
medium levels and consequently, privacy aware increase is of great importance to be
provided by the designed self-adaptive privacy schemes. This becomes even more crucial,
since according to [30], SNs incorporate basic privacy technical features, meeting only
typically their responsibility for users’ privacy protection, failing to address their complex
privacy needs. Up to this, self-adaptive privacy schemes should provide users with the
proper classified interaction strategies, facilitating the connection of the systems with
them by proceeding to automated actions that enhance their privacy awareness and justify
the privacy choices or decisions. This will strengthen users’ privacy and it will enhance
not only their awareness, but also their knowledge regarding the accessibility and use of
information, deriving from SNs structure.

What is more, our survey indicates that participants’ information within SNs is co-
managed and disclosed by other members of the groups they belong to, leading to risky
behaviors, since the other group members do not take approval for disclosing information.
As [62] argues, it is often unclear who and how many people are included in the groups,
which disclose such information. Furthermore, it is also unclear who accesses and stores
users’ data, which are often analyzed by unauthorized parties [86]. Personal information
disclosures of a user for other users, regardless other users’ consent, like sharing friends,
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family, colleagues and other connections contact lists, enables SNs and third companies to
misuse such information and circumvent users’ privacy rights provided with GDPR, such
as to know, to restrict processing, to not be subject of automated decision-making, leading
to untrustworthy web services. Therefore, capturing the collaborative process of privacy
management within SNs should be a great deal for the design of self-adaptive privacy
schemes. The monitoring process of self-adaptive privacy systems should not focus only
to the user itself, but also to its social environment and its interconnections, in order to
provide the proper features, since privacy protection within SNs presupposes a group-level
coordination.

Drawing up, therefore, on the results of our survey regarding their social attributes,
privacy perceptions and management, indicatively the following privacy related require-
ments should be taken under consideration at the early design of self-adaptive privacy
schemes within SNs, in order to support effectively their operations for monitoring, analysis
and implementation:

i. Adults SNs users, with high cultural and financial capital, value privacy in a high
level and they indicate higher perceived privacy concerns regarding the ways of
their personal information is handled and they cannot foresee or of the ways these
can be misused. In this respect, self-adaptive privacy schemes should offer users
proper justification and awareness about the privacy decision that they undertake.

ii. Adults SNs users, despite their belonging to several social groups within SNs, they
more often participate and communicate with Family and Friends groups. Since the
belonging in these groups includes emotional involvement and a further level of
trust among the members, self-adaptive privacy preserving schemes should provide
users with the proper features that detect threats before disclosing information
based on this frequent communication and trust among the group members within
SNs.

iii. Adult SNs users perceive their belonging to political groups within SNs of great
importance. In this regard, self-adaptive privacy schemes should utilize framework
models to identify these users’ SNs environments and to provide the features that
determine the value of such groups, so as to diagnose the privacy related threats.

iv. Adults SNs users, despite the general low to medium level of social capital invest-
ment within SNs, give more emphasis in the bonding social capital and in particular
in the resources provided for job references. Consequently, when users disclose
information for such benefits, self-adaptive privacy schemes should provide them
with the possibility of selective information disclosure.

v. Adults SNs users find SNs untrustworthy and they perceive highly the value of their
information for these providers. In this regard, self-adaptive protection schemes
should be adapted to the interoperability of SNs technologies and the structure of
their systems, providing users with justifications regarding the SNs role on privacy
risks, in order to take the right privacy decisions.

vi. Adults SNs users perceive a low level of privacy control within SNs, and therefore
self-adaptive privacy preserving schemes should provide them with further control
capabilities and choices, in order to enhance their privacy awareness as well.

vii. Adults SNs users co-manage personal information with other users within SNs
due to belonging to multiple social groups, leading often to privacy implications.
Self-adaptive privacy schemes should be able to analyze this co-management and
to detect threats before information disclosure, calculating users’ benefits in com-
parison to information disclosure costs.

In the following scenario case, we may focus on an adult female user of Facebook,
which belongs in a Family group, in a Friends group, and in political group, while seeking
for a job and she has made a lot of applications. In that way, the user is characterized by
multiple social identities, such as being a Mother, a Wife, a Political party member, and
Unemployed. The user, despite of her privacy concerns, discloses personal information
during executing everyday tasks in her daily routine for each one of these identities in her
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profile, since she has a low degree of privacy awareness of how this information is used. In
some cases, other members of her groups disclose her personal information, uploading
her photos for instance. Since her profile is open to all, this indicates the revelation of her
privacy normativity within Facebook. Everyone is able to follow the user and to have
knowledge for her social places or backgrounds, such as her house, her leisure with friends,
her activities with the political party. Furthermore, everyone can pay special attention in
the way that her social identities are utilized or dropped accordingly.

Therefore, her privacy normativity can include all the anticipated activities, while
being present at a specific place, accordingly to the identity, such as eating or home keeping,
while using the Mother identity within the family group or her political activities (e.g.,
participating in a demonstration), while using her political identity. At the same time,
since she is seeking for a job, she has asked for job references from her groups’ members.
However, the direct or indirect disclosure of her information while online can lead to a
number of subsequent privacy implications. The privacy implications may happen, when,
for instance, an employer in which she has sent an application, will visit her profile and
through various ways of her communicating information in Facebook, such as posting
photographs, hash tagging places, time description of posts or check-ins, evaluates her
activities, and he/she decides not to hire her, because he/she disagrees with her political
action or because she has three children. Therefore, privacy implications may appear due
to users’ social need for sharing information and low privacy awareness that encourage
unveiling her identity along with additional information (photographs or hashtags) which
may lead to her detectability and observability by unwanted parties. Thus, since a self-
adaptive privacy protection scheme could be utilized by the user that has considered these
identified privacy related requirements, these implications can be prevented. In case the
user, under her Mother identity, is ready to disclose information about her home and
children or under her political identity is ready to disclose information for her political
action, the self-adaptive privacy scheme is able to indicate users’ environment and to
identify that she has asked for job references. Therefore, it provides her with the proper
justification and awareness about the privacy decision that she will undertake, since it
can detect the threats and the privacy implications, before she discloses information. It
can also provide user with justifications regarding the Facebook role on privacy risks,
since her profile is open, in order to offer her the ability to take the right privacy decision.
Furthermore, it is able to analyze the co-management of information sharing from other
group members and to detect threats before information disclosure, giving her specific
notifications. In this regard, it is of major importance that by identifying these privacy
related requirements, user is given with further control capabilities and privacy choices,
which, from our survey it is indicated that are lagging, while her privacy awareness is
enhanced as well.

Furthermore, considering these privacy related requirements at the early stage of the
self-adaptive privacy schemes design, will also enhance the implementation of the technical
perspectives of PbD approach. These will support the satisfaction of several technical
privacy requirements, such as Authentication, Authorization, Identification, Anonymity,
Pseudonymity, Unlinkability, Data Protection, Unobservability, Undetectability, Isolation,
Provenanceability, Traceability, Intervenability, and Accountability, which were introduced
by the extended PriS framework for cloud computing services [87]. It will also enable the
developers to support GDPR enforcement, e.g., by providing users the ability to assess
the options among their own privacy preferences and the systems’ choices, in order for an
effective decision-making procedure to be followed that respects subjects’ data rights and
satisfies their needs.

5. Conclusions

All Social Networks platforms and their functions nowadays are based on cloud
computing. Thus, privacy issues within SNs require specific attention, since they bring
new types of threats that designers should be aware of when designing respective services.
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Consequently, it is immense to further understand how technology and data collection,
storage, and usage might affect users’ security and privacy rights [88]. To that end, the
safeguarding of users’ privacy is realizing through the development of self-adaptive privacy
preserving schemes, which are supposed to consider users’ social and technological context.
In this regard, information about users’ social landscape within SNs allows a coherent
interrelation with their privacy perceptions and behaviors, enabling consequently, a further
investigation of the factors affecting self-adaptive privacy design. Up to this, our study,
indicates that a targeted research design in this area is required in order to examine these
factors under an interdisciplinary spectrum, so as to capture the relevant parameters that
affect self-adaptive privacy design and its requirements within SNs. Therefore, based on
an interdisciplinary research instrument that adopted constructs and metrics from both
sociological and privacy literature, our study identified users’ empirical social data, as
well as their privacy views and management within SNs, leading to a pilot taxonomic
analysis for self-adaptive privacy within SNs. Therefore, our study provides the ground for
the development of targeted research models on self-adaptive privacy within SNs, while
it allows a further understanding of how the self- adaptive related requirements can be
identified, in order for suitable self-adaptive privacy schemes to the openness and the
fluidity of SNs environments, to be designed.

The results of our survey, leveraging knowledge regarding users’ social attributes and
their perceived privacy management within SNs, led us to propose several privacy related
requirements for this domain. In order to further establish our interdisciplinary approach,
we formulated a case study scenario. In this case study scenario the user was presented to
utilise her Facebook account under her plausible social identities, while possible privacy
implications were identified. The importance of the identified self-adaptive privacy related
requirements is underlined, since their non-satisfaction can impose more serious privacy
implications, affecting user’s real life. In this regard, our study will contribute researchers to
provide insight for the development of the behavioral models that will enhance the optimal
design of self-adaptive privacy preserving schemes in SNs, as well as designers to support
the principle of PbD from a technical perspective. Despite the contribution of the study,
specific limitations should be referred. For instance, the sociological notion of identity can
prove to be even more multidimensional to identify, especially because different naming
is used by different authors in order to be analyzed. The interdisciplinary approach of
our research and case scenario could be expanded, including further technical constructs,
such as security. Furthermore, the implementation on a real case study or experiments
with volunteers could be very useful for conducting both a validating and testing process.
Future research on this topic will focus on interdisciplinary approaches combining social
attributes with technical privacy requirements, proposing a solid background towards
addressing users’ social context, and designing self-adaptive privacy protection schemes
within SNs. In this regard, future research aims at the development of a specific social
and technical privacy patterns in order for the operationalization of Self-Adaptive Privacy
Systems to be achieved.
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