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Abstract: In this paper, the physical-layer security for a three-node wiretap system model is studied.
Under the threat of multiple eavesdroppers, it is presumed that a transmitter is communicating with
a legitimate receiver. The channels are assumed to be following cascaded κ-µ fading distributions.
In addition, two scenarios for eavesdroppers’ interception and information-processing capabilities
are investigated: colluding and non-colluding eavesdroppers. The positions of these eavesdroppers
are assumed to be random in the non-colluding eavesdropping scenario, based on a homogeneous
Poisson point process (HPPP). The security is examined in terms of the secrecy outage probability,
the probability of non-zero secrecy capacity, and the intercept probability. The exact and asymptotic
expressions for the secrecy outage probability and the probability of non-zero secrecy capacity
are derived. The results demonstrate the effect of the cascade level on security. Additionally, the
results indicate that as the number of eavesdroppers rises, the privacy of signals exchanged between
legitimate ends deteriorates. Furthermore, in this paper, regarding the capabilities of tapping
and processing the information, we provide a comparison between colluding and non-colluding
eavesdropping.

Keywords: cascaded general fading channels; physical-layer security; probability of non-zero secrecy
capacity; secrecy outage probability

1. Introduction

This work is an extension for a previous paper that has been presented in 2020
International Conference on Communications, Signal Processing, and their Applications
(ICCSPA) [1]. Security is one of the fundamental challenges that must be addressed in all
types of networks, particularly with the tremendous number of connections and services
planned in 5G and beyond. In this context, physical-layer security (PLS) has emerged as
a critical and reliable approach to effectively addressing the security concern [2,3]. PLS
does not depend on the exchange of security keys between authorized endpoints since
there is no necessity for decryption and encryption operations, as in higher-layer security
techniques [4,5]. As a result, PLS is more suitable for use in 5G networks and beyond.
That is, there is no additional complexity introduced to the current complicated networks.
Shannon was the first to propose the notion of PLS [6], which was then expanded upon
by Wyner [7]. The PLS notion claimed that the confidentiality of private information
is assured when the main channel (the link between the transmitter and the legitimate
receiver) is more reliable than the wiretap channel (the one between the transmitter and
the eavesdropper) [8].

κ-µ fading model is one of the general fading distributions, which have been confirmed
by field measurement campaigns to better suit the experimental data compared to other
known distributions, such as Rayleigh, Rician, and Nakagami-m fading [9]. κ-µ distribution
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suits the line-of-sight (LOS) applications with the two physical parameters; κ and µ. κ > 0
is recognized as the ratio between the total power of the dominant components and the
power of the scattered waves, while µ > 0 demonstrates the number of the multipath
clusters. κ-µ fading channel includes some of the well-known channels as special cases,
which is a reason for its flexibility property, such as Rician (µ = 1 and κ = LOS component
in the Rician channel), Rayleigh (κ = 0, µ = 1), Nakagami-m ( κ = 0, µ = m), and the
one-sided Gaussian (κ = 0, µ = 0.5) distributions [9].

Recently, various forms of networks have been investigated under the premise of
cascaded channels rather than single regular channels. These channels presume that the
entities in the networks are moving or that they reside in dense scattering regions [10]. The
principle of cascaded channels suggests that the signal that leaves the transmitter does
not travel directly to the receiver without encountering objects and obstacles along the
way. In addition, the received signal is composed of the multiplication of multiple rays
reflected from the objects obstructing the path [11]. Cascaded channels have a variety
of applications, which has made them intriguing for recent research in signal propaga-
tion modeling. These applications include mobile-to-mobile/vehicle-to-vehicle commu-
nications (M2M/V2V) [12], the multi-hop relaying systems, and the keyhole channels in
multiple-input–multiple-output (MIMO) system models [13,14].

Physical-layer security performance over cascaded fading channels has recently been
thoroughly investigated. PLS was studied for a system model consisting of a transmitter,
a receiver, and one eavesdropper in terms of the secrecy outage probability (SOP) and
the strictly positive secrecy capacity (SPSC) over double Rayleigh fading channel in [15]
and over double Nakagami-m fading channel in [16]. Similar analyses were performed
in [17] over cascaded α − µ fading channel and in [12,18] over cascaded Nakagami-m
fading channel. In [18], the secrecy performance was explored for two scenarios of one
eavesdropper and two eavesdroppers. Secrecy was investigated over cascaded Fisher-
Snedecor F fading channels using stochastic geometry in [19] in the presence of randomly
distributed eavesdroppers. Intercept probability is evaluated in this model, where two
different cases are considered, which are the kth nearest and kth best eavesdropper. PLS
was studied over cascaded κ-µ fading channels over the main link only in [20].

To the best of the authors’ knowledge, no prior works studied the physical-layer
security (PLS) for a three-node wiretap system model over cascaded κ-µ fading channels at
the main and the wiretap links and under the threat of multiple eavesdroppers. Moreover,
no previous research has investigated the difference between colluding and non-colluding
eavesdroppers with multiple antennas. Therefore, in this work, we explore the PLS of
a system model consisting of a transmitter interacting with a legitimate receiver in the
presence of multiple eavesdroppers. In one scenario, these eavesdroppers are considered to
be colluding to intercept the information effectively, whereas in another, the eavesdroppers
are considered to be non-colluding and have random positions. In the case of colluding
eavesdroppers, it is assumed that each has a single antenna. These eavesdroppers can
be replaced by a single eavesdropper equipped with several antennas. This assumption
is valid since these colluding eavesdroppers can perform cooperative processing on the
gathered intercepted information by sending it to a centralized processor [21–25]. The
PLS is investigated in terms of the secrecy outage probability (OPsec), the probability of
non-zero secrecy capacity (Pnsc), and the intercept probability (Pint). Exact and asymptotic
equations for the OPsec and the Pnsc are derived. The results demonstrate the influence
of multiple eavesdroppers on information privacy. Moreover, the impact of the cascade
levels of the main and the wiretap channels over the security is addressed. This paper
also investigates the effect of distances on security. Finally, a comparison between the
two scenarios of the eavesdroppers’ capabilities on degrading the main channel’s privacy
is provided.
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2. Materials and Methods
2.1. Physical-Layer Security Analysis: Colluding Eavesdroppers

A three-node wiretap system model is shown in Figure 1. In the presence of an
eavesdropper (E) equipped with several antennas, it is assumed that the transmitter
(Alice) is communicating with a legitimate receiver (Bob) over the main channel. This
eavesdropper replaces the multiple colluding eavesdroppers, each equipped with a single
antenna [20,21,25]. Moreover, the eavesdropper utilizes the maximal ratio combining
(MRC) technique over the received messages to improve the received signal-to-noise ratio
(SNR). Through the wiretap channel, E is attempting to capture the messages conveyed
between Alice and Bob. Both the main and wiretap channels follow the cascaded κ-µ
fading model.

Figure 1. The system model.

The received signal at the legitimate receiver (Bob) is given by

ym =
√

PZN x + wm, (1)

where P is the transmit power. x is the transmitted symbol at Alice and wm is the additive
white Gaussian noise (AWGN) at the receiver with zero mean and variance N0. ZN is the

channel gain for the main link, which is defined by ZN =
N

∏
i=1

Xi. Xi is a set of independent κ-

µ random variables (RVs) with the parameters κi and µi (i ∈ {1, 2, · · · , N}). Therefore, ZN
follows cascaded κ − µ fading with the following probability density function (PDF) [20]

fZN (z) =
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

a1z2µ1+2v1−1G 0 N
N 0

(
ε
−

∣∣∣∣∣ 1
z2 ∏N

i=1 µi(1 + κi)

)
, (2)

where G m n
p q
( ar

bs

∣∣z) is the Meijer G-function defined in [26] (Equation 9-301), ε = µ1 − µ2 +
v1 − v2 + 1, · · · , µ1 − µN + v1 − vN + 1, 1, and

a1 = 2
N

∏
i=1

 [µi(1 + κi)]
µ1−µi+v1−vi µi(1 + κi)

µi+1
2

κ
µi−1

2
i exp(κiµi)Γ(vi + µi)

 N

∏
i=1


[
2µi
√

κi(1 + κi)
]2vi+µi−1

(vi)!22vi+µi−1

·
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The cumulative distribution function (CDF) of the RV ZN is given by [20]

FZN (z) =
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

a1

2
z2(µ1+v1)G N 1

1 N+1

(
1−µ1−v1

ρ

∣∣∣∣∣z2
N

∏
i=1

µi(1 + κi)

)
, (3)

where ρ = −µ1 + µ2 − v1 + v2, · · · ,−µ1 + µN − v1 + vN , 0,−µ1 − v1. The intercepted
message at E is given by

yE,k =
√

PZE,kx + wE,k, (4)

where wE,k is the AWGN at the kth antenna of E with zero mean and variance N0. ZE,k is
the channel gain for the wiretap link, which is the one between Alice and the kth antenna
of E for k = 1, 2, · · · , K. K is the total number of eavesdroppers, which also represents the

number of antennas at E. ZE,k is defined by ZE,k =
ne

∏
j=1

Y(k)
j . Y(k)

j is a set of independent

κ-µ RVs with the parameters κ
(k)
ej and µ

(k)
ej (j ∈ {1, 2, · · · , ne}) for the kth link. Hence, ZE,k

follows the cascaded κ − µ fading distribution with the following PDF

fZE,k (ze) =
∞

∑
r(k)1 =0

∞

∑
r(k)2 =0

· · ·
∞

∑
r(k)ne =0

a(k)2 z
2µ

(k)
e1 +2r(k)1 −1

e G 0 n(k)
e

n(k)
e 0

 β
(k)
e
−

∣∣∣∣∣∣∣
1

z2
e ∏n(k)

e
j=1 µ

(k)
ej

(
1 + κ

(k)
ej

)
, (5)

where β
(k)
e = µ

(k)
e1 − µ

(k)
e2 + r(k)1 − r(k)2 + 1, · · · , µ

(k)
e1 − µ

(k)
ene + r(k)1 − r(k)ne + 1, 1 and

a(k)2 = 2
n(k)

e

∏
j=1


[
µ
(k)
ej

(
1 + κ

(k)
ej

)]µ
(k)
e1 −µ

(k)
ej +r(k)1 −r(k)j

µ
(k)
ej

κ
(k)
ej

µ
(k)
ej −1

2 exp
(

κ
(k)
ej µ

(k)
ej

)
Γ
(

r(k)j + µ
(k)
ej

)


n(k)
e

∏
j=1


[

2µ
(k)
ej

√
κ
(k)
ej

(
1 + κ

(k)
ej

)]2r(k)j +µ
(k)
ej −1

(r(k)j )!22r(k)j +µ
(k)
ej −1



×
n(k)

e

∏
j=1

(1 + κ
(k)
ej

) µ
(k)
ej +1

2

·
The CDF of the RV ZE,k is expressed as

FZE,k (ze) =
∞

∑
r(k)1 =0

∞

∑
r(k)2 =0

· · ·
∞

∑
r(k)ne =0

a(k)2
2

z
2
(

µ
(k)
e1 +r(k)1

)
e G n(k)

e 1

1 n(k)
e +1

 1−µ
(k)
e1 −r(k)1
s(k)

∣∣∣∣∣∣z2
e

n(k)
e

∏
j=1

µ
(k)
ej

(
1 + κ

(k)
ej

), (6)

where s(k) = −µ
(k)
e1 + µ

(k)
e2 − r(k)1 + r(k)2 , · · · ,−µ

(k)
e1 + µ

(k)
ene − r(k)1 + r(k)ne , 0,−µe1 − r(k)1 . The

SNR at Bob is given by γB = |ZN |2 P
N◦ with the following being the PDF and the CDF of γB

fγB(γ) =
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

a1

2

(
∏N

i=1 E
[
X2

i
]

γ̄B

)µ1+v1

G 0 N
N 0

(
ε
−

∣∣∣∣∣ γ̄B

γ ∏N
i=1 E

[
X2

i
]
µi(1 + κi)

)
× γµ1+v1−1, (7)

FγB(γ) =
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

a1

2

(
γ

∏N
i=1 E

[
X2

i
]

γ̄B

)µ1+v1

×G N 1
1 N+1

(
1−µ1−v1

ρ

∣∣∣∣∣γ ∏N
i=1 E

[
X2

i
]
µi(1 + κi)

γ̄B

)
, (8)
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where γ̄B is the average received SNR at Bob. The eavesdropper utilizes the MRC on
the received messages. Hence, the received SNR at E is given by γE = ∑K

i=1 γE,i =

∑K
i=1|ZE,i|2 P

N0
. Using [27] and (5), the PDF of γE is given by

fγE(γe) =
∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cx,e

2

∏ne
j=1 E

[
X2

j

]
γ̄EK

µe1K+r1

γ
µe1K+r1−1
e

×G 0 ne
ne 0

 β′e
−

∣∣∣∣∣∣ γ̄EK

γe ∏ne
j=1 E

[
X2

j

]
µejKj

(
1 + κej

)
, (9)

where γ̄E is the average received SNR at E, β′e = µe1K − µe2K + r1 − r2 + 1, · · · , µe1K −
µene K + r1 − rne + 1, 1, and

cx,e =2
ne

∏
j=1


[
2µejKj

√
κej
(
1 + κej

)]2rj+µejKj−1

(rj)!2
2rj+µejKj−1

 ne

∏
j=1


[
µejKj

(
1 + κej

)]µe1K−µejKj+r1−rj

κ
µejKj−1

2
ej exp

(
κejµejKj

)


×
ne

∏
j=1

µejKj
(
1 + κej

) µejKj+1
2

Γ
(
rj + µejKj

)
·

Proving the accuracy of (9), the PDF of γE is plotted in Figure 2 with Monte-Carlo
simulations.
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Figure 2. The PDF of the received SNR at the eavesdropper (γE) for multiple values of cascade level
of the wiretap channel (ne) and multiple number of antennas at E (K). κe = 1 and µe = 2.

Using (9) and ([28] Equation (26)), the CDF of γE can be given by

FγE(γe) =
∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cx,e

2
G ne 1

1 ne+1

(
ε′
η′e

∣∣∣∣ Aγe

γ̄EK

)γe
∏ne

j=1 E
[

X2
j

]
γ̄EK

µe1K+r1

, (10)

where ε′ = 1− µe1K − r1, η′e = −µe1K + µe2K − r1 + r2, · · · ,−µe1K + µe′ne K − r1 + rne , 0,

−µe1K− r1, and A = ∏ne
j=1 E

[
X2

j

]
µejKj

(
1 + κej

)
.
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2.1.1. Secrecy Outage Probability

The secrecy outage probability (OPsec) is defined as the probability that the secrecy
capacity Cs is less than a predetermined threshold Cth. The secrecy capacity can be
expressed as [29]

Cs =

{
Cm − Ce, if γB > γE

0, if γB ≤ γE
, (11)

where Cm and Ce are the capacities of the main and the wiretap channels, respectively.
OPsec is expressed as

OPsec = Pr(Cs < Cth)

=
∫ ∞

0
fγE(γe)FγB

(
2Cth(1 + γe)− 1

)
dγe, (12)

Due to the complexity of the expression in (12), a lower bound for the secrecy outage
probability is obtained instead (OPL

sec). Hence, OPL
sec is given by [30]

OPL
sec =

∫ ∞

0
fγE(γe)FγB

(
2Cth γe

)
dγe· (13)

Using (8) and (9) with the help of ([31] Equation (2.3.31)) and ([26] Equation (7.813-1))
yields

OPL
sec =

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

caG N ne+1
ne+1 N+1

(
ξ
ρ

∣∣∣D), (14)

where ξ = 1− µ1 − v1, 1− µ1 − v1 − µe2K− r2, · · · , 1− µ1 − v1 − µene K− rne , 1− µe1K−
r1 − µ1 − v1, D =

2Cth γ̄EK ∏N
i=1 E[X2

i ]µi(1+κi)

γ̄B ∏ne
j=1 E[X2

j ]µejKj(1+κej)
, and

ca =
a1cx,e

4
2Cth(µ1+v1)

(
∏N

i=1 E
[
X2

i
]

γ̄B

)µ1+v1
(

∏ne
j=1 E[X2

j ]µejK
(
1 + κej

)
γ̄EK

)−µe1K−r1−µ1−v1

×
(

∏ne
j=1 E[X2

j ]

γ̄EK

)µe1K+r1

·

2.1.2. Asymptotic Secrecy Outage Probability as γ̄E → ∞

In this section, the asymptotic OPL
sec is evaluated when γ̄E → ∞. Rewriting (14) with

the help of ([32] Equation (2.2.1)) and ([32] Equation (3.11.3)) yields

OPL
sec =

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cacb H N ne+1
ne+1 N+1

( εd
ηd

∣∣D), (15)

where H m n
p q (

a
b |·) is the H-function defined in ([32] (Equation 3.11.1)), εd = {1, 1},

{1− µe2K− r2, 1}, · · · , {1− µene K− rne , 1}, {1− µe1K− r1, 1}, ηd = {µ2 + v2, 1}, · · · ,

{µN + vN , 1}, {µ1 + v1, 1}, {0, 1}, andcb =

(
γ̄B ∏ne

j=1 E[X2
j ]µejKj(1+κej)

2Cth K ∏N
i=1 E[X2

i ]µi(1+κi)

)µ1+v1

· Furthermore,

the H-function can be rewritten again using its integral representation. Hence, (15) is
given by

OPL
sec =

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cacb
2πi

×
∫

C

Γ[s]∏N
i=1 Γ[µi + vi − s]

Γ[1 + s]

ne

∏
j=1

Γ[µejK + rj + s]Dsds· (16)
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To obtain the asymptotic expression for OPL
sec, the residue method is utilized [33].

Hence, as γ̄E → ∞, D→ ∞ with the asymptotic expression of OPL
sec given by

OPL
sec,E ≈

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cacb
2πi

Res{g(s), 0}

≈
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cacb

N

∏
i=1

Γ[µi + vi]
ne

∏
j=1

Γ[µejK + rj], (17)

where g(s) is given by

g(s) = Ds
Γ[s]∏N

i=1 Γ[µi + vi − s]∏ne
j=1 Γ[µejK + rj + s]

Γ[1 + s]
·

It is evident from (17) that the diversity order is zero since the expression is inde-
pendent of γ̄. This implies that the secrecy is completely compromised when the wiretap
channel’s conditions are highly improved (γ̄E → ∞). In such circumstances, the confiden-
tial information can be overheard and decoded successfully by E.

2.1.3. Asymptotic Secrecy Outage Probability as γ̄B → ∞

In this section, we assess the impact of having very reliable conditions on the main
link in terms of the average received SNR over the security. That is, the asymptotic OPL

sec
as γ̄B → ∞ is evaluated. The secrecy outage probability in (14) can be rewritten as

OPL
sec =

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cac−µ1−v1
d
2πi

×
∫

C

∏N
j=1 Γ[µj + vj − s]Γ[s]∏ne

j=1 Γ[µejKj + rj + s]Γ[s]

Γ[1 + s]
Msds, (18)

where cd =
2Cth γ̄EK ∏N

i=1 E[X2
i ]µi(1+κi)

∏ne
j=1 µejKj(1+κej)

and M = cd
γ̄B

. Similar to the previous section, using the

residue method [33], the asymptotic secrecy outage probability can be finally given by

OPL
sec,B ≈

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cac−µ1−v1
d

N

∏
j=1,j 6=I

Γ[µj + vj − µI − vI ]}

×
ne

∏
j=1

Γ[µejKj + rj + µI + vI ]MµI+vI , (19)

where µI + vI = min µj + vj, for j = 1, 2, · · · , N, which represents the minimum pole at
which the residue method is evaluated.

2.1.4. Probability of Non-Zero Secrecy Capacity

The probability of non-zero secrecy capacity (Pnsc) is recognized as the probability
that the main channel’s capacity is larger than the wiretap channel’s capacity. This implies
that the main channel is more reliable than the wiretap channel. Mathematically, Pnsc is
expressed as

Pnsc = Pr(Cs > 0)

= 1− Pr(γB ≤ γE)

= 1−
∫ ∞

0
FγB(y) fγE(y), (20)
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Substituting (8) and (9) into (20) and with the help of ([34] Equation (2.24.1.1)), Pnsc is
solved as

Pnsc = 1−
∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

cx,ea1

4

(
∏N

i=1 E
[
X2

i
]

γ̄B

)µ1+v1
∏ne

j=1 E
[

X2
j

]
γ̄EK

µe1K+r1

×
(

∏N
i=1 E

[
X2

i
]
µi(1 + κi)

γ̄B

)−µ1−v1−µe1K−r1

G ne+1 N
N+1 ne+1

(
ψ

ψ′

∣∣∣∣∣ γ̄B ∏ne
j=1 E[X2

j ]µejKj
(
1 + κej

)
γ̄EK ∏N

i=1 E
[
X2

i
]
µi(1 + κi)

)
, (21)

where ψ = 1− µe1K − r1 − µ2 − v2, · · · , 1− µe1K − r1 − µN − vN , 1− µ1 − v1 − µe1K −
r1, 1− µe1K− r1 and ψ′ = −µe1K + µe2K− r1 + r2, · · · ,−µe1K + µene K− r1 + rne , 0,
−µe1K− r1.

2.1.5. Asymptotic Probability of Non-Zero Secrecy Capacity

To study the impact of enhancing the wiretap channel’s conditions over the privacy
of the shared information, asymptotic Pnsc is evaluated as γ̄E → ∞. Following the same
approach used to find the asymptotic secrecy outage probability, the asymptotic probability
of non-zero secrecy capacity is expressed as

Pnsc ≈ 1−
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

cx,ea1cc

N

∏
i=1

Γ[µi + vi]
ne

∏
j=1

Γ[µejK + rj], (22)

where cc =
∏ne

j=1 E[X2
j ]

4 ∏N
i=1 E[X2

i ]
(

∏ne
j=1 µejKj(1+κej)

)µe1K+r1(∏N
i=1 µi(1+κi))

µ1+v1
·

Equation (22) demonstrates that the eavesdropper taps the information and de-
codes it effectively since the characteristics of the wiretap channel are extremely strong
in terms of the average received SNR (γ̄E). A similar scenario is attainable when the
eavesdropper is relatively close to the transmitter, enabling it to effectively decode the
intercepted information.

2.1.6. Intercept Probability

The intercept probability (Pint) estimates the probability that the eavesdropper is able
to intercept the information. This occurs when the wiretap channel conditions are more
reliable than the main channel conditions. Mathematically, Pint is expressed as

Pint = Pr(Cs < 0) = Pr(γB < γE) = 1− Pnsc. (23)

Substituting (21) and (22) into (23) yields the exact and asymptotic intercept probability,
respectively. It is worth mentioning that while the probability of non-zero secrecy capacity
highlights the reliability level of the main channel, the intercept probability measures the
intercept capabilities of the eavesdropper instead. This aids in comprehending the security
implications of both channels.

2.2. Physical-Layer Security Analysis: Non-Colluding Eavesdroppers

This section considers the second scenario, in which the eavesdroppers are expected
to process the intercepted information independently without the messages being jointly
processed. In this context, the eavesdroppers’ locations are assumed to be random accord-
ing to a homogeneous Poisson point process (HPPP) with a density of λe. We assume that
the eavesdroppers are distributed in an unbounded Euclidean space of dimension U. The
eavesdroppers’ information regarding the positions related to Alice can be obtained by
assuming that the eavesdroppers are users in the network but are untrusted and do not
have the authorization to access the channel [35,36]. Our analyses are based on selecting
the ith closest eavesdropper to the transmitter Alice, once the distances between Alice and
the eavesdroppers have been ordered in an ascending manner [19].
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2.2.1. Probability of Non-Zero Secrecy Capacity

To explore the physical-layer security for the three-node wiretap system model under
the threat of non-colluding eavesdroppers, the probability of non-zero secrecy capacity is
utilized. From (20), the probability of non-zero secrecy capacity is expressed as

Pnsc = 1−
∫ ∞

0
FγB(y) fY(y)dy, (24)

where Y = γE
dα , in which d is the distance between the transmitter (Alice) and the ith closest

eavesdropper and α is the path loss exponent. The PDF of the path loss dα is distributed
as [37]

fdα(x) = exp
(
−Aexδ

) δAi
exδi−1

Γ(i)
, (25)

where Ae = πλe, δ = U
α , and Γ(·) is the gamma function. First, one needs to obtain the

PDF of Y as

fY(y) =
∫ ∞

0
yb fγE(yyb) fdα(yb)dyb· (26)

Substituting (9) and (25) and with the help of ([34] Equation (2.24.3.1)) yields

fY(y) =
∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

C1y−1−δiG 1 δne
δne 1

 F
F′

∣∣∣∣∣∣∣
Aeδδne(γ̄EK)δ

yδ
(

∏ne
j=1 E

[
X2

j

]
µejKj

(
1 + κej

))δ

, (27)

where

C1 =

∏ne
j=1 E

[
X2

j

]
γ̄EK

µe1K+r1

cx,e Ai
eδne(δi+µe1K+r1)+ρ∗

2Γ(i)(2π)
(δ−1)ne

2

∏ne
j=1 E

[
X2

j

]
µejKj

(
1 + κej

)
γ̄EK

−δi−µe1K−r1

,

F = 1−δi−µe2K−r2
δ , · · · , 1−δi−µene K−rne

δ , 1−δi−µe1K−r1
δ , F′ = 0, and ρ∗ = ∑ne

j=1 1− β′e + 1− ne
2 .

Using (8), (27), and ([34] Equation (2.24.3.1)), the probability of non-zero secrecy capacity
given in (24) is solved as

Pnsc = 1−
∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

C2G δne+δ δN+1
δN+1+δ δne+δ

(
ζ
ζ ′

∣∣∣φ), (28)

where

C2 =
C1a1

2

(
∏N

i=1 E
[
X2

i
]

γ̄B

)µ1+v1
δN(µ1+v1−δi)−1+q

(2π)
(δ−1)N

2

(
∏N

i=1 E
[
X2

i
]
µi(1 + κi)

γ̄B

)δi−µ1−v1

,

q = ∑N+1
j=1 ρ + µ1 + v1 − N

2 , ζ = 1, 1+δi−µ2−v2
δ , · · · , 1+δi−µN−vN

δ , 1+δi−µ1−v1
δ , 1+δi

δ , ζ ′ = 1−

F, i, and φ =

(
∏ne

j=1 E
[

X2
j

]
µejKj(1+κej)

)δ

Aeδδne (γ̄EK)δ(
∏N

i=1 E[X2
i ]µi(1+κi)

γ̄B

)δ .

2.2.2. Asymptotic Probability of Non-Zero Secrecy Capacity

In this section, the security is evaluated as the wiretap channel’s conditions are
extremely strong. Particularly, we evaluate the probability of non-zero secrecy capacity as
γ̄E → ∞. Hence, (28) is rewritten as
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Pnsc = 1−
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

C2ci
f

2π j

×
∫

C

∏δne
j=1 Γ

[
−i +

δi+µejKj+rj
δ − s

]
Γ[−s]∏δN

j=1 Γ
[
1 + i +

−1−δi+µj+rj
δ + s

]
Γ[i + s]

Γ
[

1
δ + s

] Tsds, (29)

where c f =

(∏ne
j=1 E[X2

j ]µejKj(1+κej))
δ

Aeδδne (γ̄EK)δ

(∏N
i=1 E[X2

i ]µi(1+κi))δ
and T =

c f

γ̄E
δ . Using the residue method [33], the probability

of non-zero secrecy capacity can be finally approximated as

Pnsc ≈ 1−
∞

∑
v1=0

∞

∑
v2=0
· · ·

∞

∑
vN=0

∞

∑
r1=0

∞

∑
r2=0
· · ·

∞

∑
rne=0

C2ci
f

N

∏
j=1

Γ
[

1− 1
δ
+

µj + vj

δ

]
}

×
δne

∏
j=1

Γ
[

µejKj + rj

δ

]
Γ[i]

Γ[1/δ]
. (30)

It is worth mentioning that according to (30), the security is independent of the average
received SNR at the eavesdropper (γ̄E). This indicates that the probability of achieving
a positive secrecy capacity under such conditions is extremely low. This represents the
scenario where the wiretap channel is very reliable and the eavesdropper has a very strong
reception level as opposed to the legitimate receiver reception quality.

2.2.3. Intercept Probability

Intercept probability is evaluated with the help of (28) as

Pint = 1− Pnsc. (31)

Moreover, the asymptotic Pint can be directly attained from (30) as γ̄E → ∞.

3. Results and Discussion

In this section, the results and Monte-Carlo simulations are given. The analytical
curves are plotted by truncating the infinite series summations (v and r) to the first
twenty terms.

Figure 3 shows the secrecy outage probability versus the average received SNR at Bob
(γ̄B). In this figure, setting the fading channel parameters for the main and the wiretap
channels to κ = 0 and µ = 1 results in the Rayleigh fading as a special case of the κ-µ
fading model. The impact of the cascade levels (number of keyholes) for the main channel
(N) and for the wiretap channel (ne) is provided in this figure. Indeed, privacy worsens
as the cascade level grows in the main channel or reduces in the wiretap channel. The
fact is that a greater N signifies a larger number of scatters and obstacles in the main
channel, resulting in a more severe fading. Additionally, it is noted that the probability
of an outage in the security of the transmitted messages is higher as the eavesdropper
channel’s circumstances improve by increasing the average received SNR (γ̄E). Moreover,
the figure includes the asymptotic secrecy outage probability derived in (17) as γ̄E becomes
very high. At the highest value of γ̄E, a zero slope appears, and a value of one for the
secrecy outage probability is provided. This demonstrates that for these parameters, the
secrecy is completely compromised and the information will be certainly intercepted by
E irrespective of the value of γ̄B. Finally, the results show that the information may be
delivered more securely regardless of the cascade levels as the main channel conditions
improve in terms of γ̄B. Finally, the asymptotic secrecy outage probability derived in (19)
as γ̄B → ∞ is included, and it is clear that it matches the results as γ̄B takes high values.
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Figure 3. The lower bound of the secrecy outage probability (OPL
sec) versus the average received

SNR at Bob (γ̄B). For the main channel, κ = 0, µ = 1, and for the wiretap channel, κe = 0, µe = 1
(Rayleigh). Cth = 1, K = 2, and γ̄E = 1 dB.

Figure 4 depicts the effect of varying the number of antennas at E (K) over the
security. It can be seen that increasing the number of antennas improves the eavesdropper’s
reception capabilities and aids in effectively decoding the tapped messages owing to the use
of the MRC method. Hence, the shared information’s privacy is compromised. Additionally,
the figure illustrates that improving the wiretap channel conditions in terms of the average
received SNR at E (γ̄E) will eventually result in an extremely low probability of non-zero
secrecy capacity. This indicates the Pnsc asymptotic case derived in (22). However, the
privacy of shared information may be enhanced by raising the value of γ̄B, which can be
achieved by having fewer scatters (N) obstructing the main channel path.
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1

Figure 4. The probability of non-zero secrecy capacity (Pnsc) versus the average received SNR at Bob
(γ̄B). For the main channel, κ = 1, µ = 2, and for the wiretap channel, κe = 1, µe = 2. γ̄E = 10 dB.

To take the path loss effect over the secrecy into considerations, Figure 5 shows a
two-dimensional (2D) graph where the transmitter Alice (A) is the reference location. That



Future Internet 2021, 13, 205 12 of 16

is, Alice is located at (0, 0) and the other receivers (B and E) have different distances from
Alice, and B stands for the legitimate receiver Bob. Assume d−β

XY = 1
2λJ

, where β is the

path loss exponent, X ∈ {A, p1, p2, · · · }, Y ∈ {B, E, p1, p2, · · · }, and J ∈ {B, E}. λJ =
1

2σ2
J

is the Rayleigh fading parameter, and σJ is the scale parameter of the distribution. dXY
represents the distance from node X to node Y in meters (m). pi (for i = 1, 2, · · · , N − 1)
are the locations of the obstacles in the main channel. This is to note the effect of the
cascade level between A and B. Figure 6 corresponds to the 2D graph and it indicates that
regardless of the number of antennas at E and the effectiveness of the MRC technique,
as the eavesdropper moves further away from the transmitter Alice, i.e., as dAE becomes
larger, the privacy of the transferred information improves. This can be interpreted by the
fact that as dAE rises, the wiretap channel’s conditions worsen and the received SNR at
E deteriorates accordingly. This graph demonstrates the importance of considering the
impact of distances between nodes on privacy.

Figure 5. The 2D graph.

0 10 20 30 40 50 60 70 80 90
10

-2

10
-1

10
0

Figure 6. The lower bound of the secrecy outage probability (OPL
sec) versus the distance between

Alice and E for different number of antennas K. For the main channel, κ = 0, µ = 1, and for the
wiretap channel, κe = 0, µe = 1. γ̄E = 1 dB, γ̄B = 10 dB, Cth = 1, N = 2, ne = 1, β = 3, dAp1 = 5 m,
and dp1B = 5 m.

Figure 7 illustrates the intercept probability (Pint) versus the density of eavesdroppers
(λe) for two different values of i, in which i represents the selection of the closest eavesdrop-
per. For example, i = 1 denotes choosing the first nearest eavesdropper to the transmitter,
and thus the wiretap channel will be the one between Alice and this selected eavesdropper.
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We assume a 2D area (U = 2), and we generate 105 realizations of the positions of the
eavesdroppers in a square area of 20 m2. The figure shows that the probability of the
information interception grows as the density of eavesdroppers increases. This is owing
to the fact that the probability of a more harmful eavesdropper is rising as the λe grows.
That is, as λe rises, there is a greater probability of having a closer eavesdropper to Alice.
Additionally, the privacy of the shared information is under a higher risk when selecting
the first closest eavesdropper (i = 1) as opposed to selecting the second closest one (i = 2).
The reason is that the first closest eavesdropper is more probable to have better channel
conditions compared to the other farther eavesdroppers. This figure proves the significance
of considering random locations for the eavesdroppers, rather than being fixed at specific
locations and distances from the transmitter.

0 0.5 1 1.5 2 2.5

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

Figure 7. The intercept probability (Pint) versus the density of E for different values of i. For the
main channel, κ = 1, µ = 1, and for the wiretap channel, κe = 1, µe = 1. γ̄E = 1 dB, γ̄B = 5 dB,
N = 2, ne = 2, α = 2, K = 1.

Figure 8 presents a comparison between colluding and non-colluding eavesdroppers
with a density of λe = 0.1. In the case of non-colluding eavesdroppers, the security
declines as the number of antennas rise. Moreover, comparing the case of non-colluding
eavesdroppers for K = 2 with the colluding eavesdroppers case, it is noted that although
the number of non-colluding eavesdroppers is greater, the interception and decoding
ability of the colluding eavesdroppers is stronger. Hence, the privacy of information is
more vulnerable when colluding eavesdroppers exist in the network. This leads to the
realization that further countermeasures should be adopted at the main channel in the
presence of colluding eavesdroppers.
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Figure 8. The intercept probability (Pint) versus the average received SNR at E. For the main channel,
κ = 1, µ = 1, and for the wiretap channel, κe = 1, µe = 1. γ̄B = 5 dB, N = 2, ne = 1, α = 2, λe = 0.1,
and i = 1.

As a final investigation, Figure 9 demonstrates the probability of non-zero secrecy
capacity for different values of the average received SNR at E (γ̄E) for the non-colluding
eavesdroppers case. The results clearly demonstrate how the system’s privacy behaves as
the eavesdroppers’ channel quality improves. Particularly, fixing the legitimate receiver
received SNR, the privacy of the shared information is severely compromised as γ̄E takes
high values. After a certain limit, the Pnsc approaches its asymptotic degree, i.e., lowest
value. That is, the curve reaches a value of zero as γ̄E → ∞. Indeed, this is in agreement
with the asymptotic results obtained in (30).
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Figure 9. The probability of non-zero secrecy capacity (Pnsc) for different values of the average
received SNR at E (γ̄E). For the main channel, κ = 2, µ = 2, and for the wiretap channel, κe = 0,
µe = 1. N = 2, ne = 1, K = 1, α = 2, λe = 0.1, and i = 1.
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4. Conclusions

In this paper, the physical-layer security for a three-node wiretap system model
with multiple eavesdroppers over cascaded κ-µ fading channels is investigated. The
secrecy was assessed in terms of the secrecy outage probability, the probability of non-zero
secrecy capacity, and the intercept probability. Two scenariosw were examined for the way
in which eavesdroppers tap and analyze the information: colluding and non-colluding
eavesdroppers. Results reveal that the cascade level has a significant impact over the
privacy of the shared information. In addition, the results show that the security can
be improved by enhancing the average received SNR at the main channel. However,
confidentiality is reduced by the increasing number of antennas for the two eavesdroppers’
scenarios. Additionally, the effect of the distances between the nodes is investigated,
suggesting that the privacy deteriorates significantly as the eavesdropper draws closer
to the transmitter. Moreover, our results prove that having colluding eavesdroppers in
the network is more threatening and challenging to combat than having non-colluding
eavesdroppers. This is maintained even when the density of non-colluding eavesdroppers
is larger.
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