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Abstract: The data market concept has gained a lot of momentum in recent years, fuelled by initiatives
to set up such markets, e.g., on the European level. Still, the typical data market concept aims at
providing a centralised platform with all of its positive and negative side effects. Internal data
markets, also called local or on-premise data markets, on the other hand, are set up to allow data
trade inside an institution (e.g., between divisions of a large company) or between members of a small,
well-defined consortium, thus allowing the remuneration of providing data inside these structures.
Still, while research on securing global data markets has garnered some attention throughout recent
years, the internal data markets have been treated as being more or less similar in this respect. In
this paper, we outline the major differences between global and internal data markets with respect
to security and why further research is required. Furthermore, we provide a fundamental model
for a secure internal data market that can be used as a starting point for the generation of concrete
internal data market models. Finally, we provide an overview on the research questions we deem
most pressing in order to make the internal data market concept work securely, thus allowing for
more widespread adoption.

Keywords: local data market; internal data market; on-premise data market; secure data market

1. Introduction

The topic of legally compliant and ethically correct trade with data has increasingly
moved into the focus of science and industry in recent years, especially with regard to the
increased use of machine learning. “Data markets”—trading platforms where companies
can offer their data (possibly also anonymised) and buy the data that they need—are seen
as the infrastructure of the future in the sector of data-driven business and research (see [1]
for one of the first platforms in this direction and [2] for an early modelling approach).
For many organisations, especially small and medium-sized enterprises but also various
research institutions, the design and implementation of their own data market is not
possible, both from the point of view of the required resources and the lack of know-how,
especially in the field of security. As a result, even very innovative companies are hindered
in their efforts to innovate, especially if they are actually dependent on cooperation with
others, e.g., external experts. For many of these companies, the currently very strongly
represented concepts of large data markets also play only a very minor role, as they have
several disadvantages. The most obvious of these is that the entire market does not run
internally on company systems, but is designed as an external platform. This is absolutely
unacceptable in many industries, especially in the field of medical products, but also in the
banking sector or in the processing of personal data. In addition, many of these companies
want to use a data market as a purely internal tool and do not want to have to offer the
data to external parties. This is especially important between different departments of
a company or in the environment of cooperative projects. Nevertheless, the currently
popular approaches and initiatives to establish data markets are very much aimed at an
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environment in which data are basically made available to everyone and, thus, follows a
“one size fits all” approach. In the novel basic model provided in this paper, we provide a
much more abstract view on the topic of internal data markets that allows specific tailoring
to the requirements of the companies in question. This can range from security- and
privacy-relevant aspects, such as data anonymisation stages, to issues of whether to charge
money for data transfers, to resort to a karma point system, or to even not charge anything.
In this paper, we provide the following contributions:

e A comparison of global and internal data markets with respect to security-relevant
parameters from a general perspective.

* A novel abstract basic model for a secure internal data market, including audit
and control.

¢  Flexible tailoring capabilities in the abstract model through the inclusion of pre- and
post-processing capabilities.

* A set of open research questions that need consideration in order to make internal
data markets work securely in environments with limited resources.

2. Background and Related Work

The collection and use of data have grown in popularity in recent years. While in the
past, technical data were typically collected in the context of decision-making processes,
e.g., in the context of predictive maintenance [3], in recent years, personal data have been
increasingly used, especially in the area of marketing. A few large companies in particular
control the entire market—above all, Google (or Alphabet). In recent years, there have
been some initiatives to enable small- and medium-sized companies to use their data
efficiently, especially to enable new products and services. In the health care sector, there
are a number of approaches (e.g., dedicated research servers as in [4]) to make meaningful
use of the data pools, whereby the involvement of external experts with all data protection-
related problems, but also the use of distributed data that may not be combined centrally
for legal or institutional reasons, repeatedly cause problems. In research, too, there are
always results that could be passed on by the surveyors to other institutions, whether
from research or industry, in order to, for example, be of use in other fields of application.
Data markets (see [5] for a formal description) seem to be the appropriate answer to these
needs. They allow the distribution of data, whether processed, anonymised or in raw
form, as well as the development of a business model based on the transfer of one’s own
data. Therefore, there are already some initiatives aiming at the establishment of data
markets; “Data Market Austria” [6] is a prominent example in which many national efforts
are bundled. Similar initiatives also exist internationally, such as the IOTA Marketplace [7],
the planned Food Data Market [8] or the targeted and GDPR-compliant search for patient
data in the H2020 project FeatureCloud [9]. All these initiatives and concepts are strictly
centralised and service oriented, i.e., a central operator operates a central market (also with
distributed evaluation via block chains or distributed payment via Smart Contracts [10]).
This does not necessarily mean that the data traded through these markets are stored on a
central location; some concepts let the data reside with the data owners, and solely provide
the brokering but, still, the service is centralised to some extent. In addition, services for
translation into uniform metadata schemas [11] and the like are offered. However, the
use case of these data markets always presupposes that organisations trade with other
external organisations (under certain conditions) ready-made data sets and a quasi-free
market is created in which services can be offered at a later stage. In [12], the authors also
formally described the different roles and trust relationships within such a data market
for the first time. The term “internal data market” was coined in [13] and provides a first,
basic idea on remunerating the provision of data inside a large company or institution.
Their definition of an internal data market is quite abstract and consists of three entities:
the infrastructure, a buyer and a seller. It must be noted that their concept is not derived
from global data markets, or any other form of data brokering with external partners,
but from an ERP (Enterprise Resource Planning) perspective, alongside other types of
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markets for services (e.g., marketing) inside companies [14]. Other authors [15] derive
the definition of an internal data market from the data-sharing perspective and make a
strong distinction between “external” and “internal” markets within an organisation, or,
more generally, within a narrowly defined and consolidated consortium. Especially in the
direction of the economic component of data markets, there are already some works on
pricing [16] and fairness [17] amongst others, as well as work on establishing data markets
for specific business models [18]. A somewhat dual concept to data markets, providing
machine learning as a service, is also proposed in the literature (see e.g., [19]). Additionally,
the topic of trading data independently from data markets has received some attention in
the last decade [20].

In traditional IT security, attention on data markets has so far mainly focused on
their usage for illegal deeds, particularly in the area of the Darknet and trading stolen
data [21]. The trade-off between privacy and the return on investment in business models
was also investigated in the past, as this is a field with huge potential for harm that also
saw many changes with respect to the GDPR [22,23]. Furthermore, works on security in
data markets, such as [24], typically focus on the privacy aspects of the people involved in
the traded data sets, which is, of course, an important topic but does not cover the whole
problem field of secure data markets. Other approaches focus more on the integrity of
the market and the involved data, proposing, for example, blockchain-based solutions
to the problem [10,25]. Related topics, such as data lakes [26], have been studied, for
example, with regard to counterfeit protection in the event of data being changed by
externally involved third parties [27]; however, these works relate more to global than
internal markets with respect to their setup and especially the security issues surrounding
them. Furthermore, the authors of [12] provided insight for general issues of data markets;
still, the model proposed in this work is rather general and does not focus on issues specific
to internal markets. The approach proposed in Section 4 differs thusly from this model in
many key aspects.

3. Security Issues of Internal Data Markets

In this section, we provide an overview of the differences between internal and
external data markets with respect to security issues. In order to identify the most pressing
issues, we analyse publications on global data markets, as well as concepts from the
implementation of such markets and transform them into an internal environment, i.e., all
the parties in the selected market are portrayed to be within the same company, belonging
to different divisions. Furthermore, we analyse the major issues of internal data sharing
platforms that we gathered from our experience in this field and re-visit them in the context
of an internal data market. While such an analysis is unlikely to be comprehensive, we do
believe that we are capable of covering the most important aspects with respect to security.
Table 1 provides an overview of the identified major differences, which are discussed in
detail later on in this section.

Several of the outlined differences between global and internal data markets are
directly based on the fact that internal data markets are typically an add-on and not the
core property of an institution; thus, they do not receive the same attention as global
markets by their respective system designers and administrators. In the following, we
discuss some details.

3.1. Security Personal

Large infrastructures handling potentially critical material, such as global data markets
that deal with valuable data and provide payment channels in order to reimburse for data
proliferation, typically have a team of security experts dedicated to monitoring the platform
and the surrounding ecosystem for (potential) threats and attacks, as well as constantly
improving the security measures of the platform. Internal data markets, on the other hand,
especially when introduced into smaller institutions, often do not have these resources.
There might be a security team on hand, especially when the internal data market is set



Future Internet 2021, 13, 208

40f13

up inside a larger company in order to handle data between different divisions; however,
the data market is not the focus of this team, being just another application that needs to
be handled.

Table 1. Security-related key differences between internal and global data markets.

Global Data Markets Internal Data Markets
Dedicated security personal Typically available Typically not available
System and Infrastructure Modelled after DM requirements  Already existing infrastructure
Management capabilities Can be patched/fixed /changed External software
Volume High Diverse
Data intelligence Little to none Can be high
Users Little control High level of control possible
Market model Generic Can be specifically tailored
Interfaces Control possible Typically no control
Data locality Typically low Typically high
GDPR responsibility None Can be fully responsible
Institutional attention DM is main focus DM is a side issue

3.2. Integration

In the case of a global data market, the whole infrastructure and the system environ-
ment is modelled in order to accommodate the market software. Contrastingly, when small
enterprises or small divisions inside a large company set up a data market, the market
software is integrated into an already existing ecosystem, i.e., the design decisions of the
surrounding system are not tailored for the market, but the market software will need to
fit in. This is not only a deployment issue, but can also cause a lot of problems from a
security perspective.

3.3. Market Management Capabilities

Global data markets typically develop their own software, which gives them great
capabilities in patching and improving the system in case of security-related incidents, and
lowers the response time to new threats. Internal markets are typically based on some
off-the-shelf data warehousing solution, or bought from an external consultant, as the data
market does not constitute the core business case of the company. Thus, like for every
external software, the reaction time relies a lot on the external vendor.

3.4. Data Volume

Global data markets are built to accommodate a high volume of diverse data sets and
have to be capable of managing large amounts of transactions. Internal data markets may
be built to completely different specifications, thus also changing the attack surface and
manageability of the system as a whole.

3.5. Knowledge on Data

Similar to the data volume, global data markets strive to be data agnostic, i.e., they
either simply broker the data without local storage (see data locality), or provide a data
storage engine that is as flexible as possible in order to be able to provide a wide variety of
data sets and sources. This also reduces the capabilities for sanity checks and other security
features on the data itself. This is especially reinforced in cases where the market only
handles the data in an encrypted form. Internal markets, on the other hand, often do not
need to be built as all-purposes markets, but only in order to deal with rather specific data
sets. Furthermore, encryption of the data might not be an issue, depending on the design
of the system and the entities involved. Thus, the platform could apply sanity checks
and detection mechanisms against manipulation attacks in order to, for example, thwart
adversarial machine learning [28].
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3.6. User Model

Again, the global market needs to provide a rather low-level and flexible user model.
Furthermore, it is outside of the control of the market, whether a user acts in different roles,
for example, by signing up with several user accounts, in order to carry out attacks. In
internal markets, depending on the setup and involved entities, access can be far more
strictly monitored, often being combined with the standard user management.

3.7. Market Model

The market model of a global data market needs to allow for very flexible behaviour,
which often includes the handling of complex policies and licenses. While this can also
be an issue in an internal market, the complexity can be reduced in many internal cases
of data exchange, e.g., by issuing company-wide policies outside the market system that
automatically apply for any data shared between divisions. This can greatly reduce the
complexity of the market and, thus, the attack surface. Furthermore, current data markets
have a money-based remuneration model at their cores, while internal data markets
could potentially be designed around alternative remuneration models, thereby omitting
the payment and billing issue, further reducing the attack surface. Still, even in cases
of monetary rewards for data sharing between divisions, this can be achieved outside
the market, i.e., it is not functionality that necessarily has to be provided by the market
software itself.

3.8. Interfaces

A global data market with a certain power, e.g., derived by its popularity, has some
benefits with respect to interfaces: since data providers want to use it for making profits,
it is likely that they will spent some efforts in order to provide the data in a form that is
processable for the market software. This might not be the case for an internal market that is
seen as an add-on with limited importance to the divisions that share the data—especially
in cases where there is no monetary reward for the division sharing the data. Thus,
the providers of an internal data market might need to develop their own interfaces to
the (proprietary) data interfaces, potentially introducing the whole set of security issues
surrounding data parsing [29]. On the other hand, depending on the data market use
case, the data interfaces might be far simpler than the general-purpose interfaces required
in global models, thus making it possible to apply such security measures as Language
Security [30].

3.9. Data Locality

Some global data markets store data locally on dedicated databases; others, such as
Data Market Austria (DMA), solely act as brokering platforms, i.e., they only store meta
information on the data that are required to handle the brokering. However, the data
transfer itself is completed outside of the market, basically leaving many issues, especially
those related to security, to the users. In an internal market, especially when considering a
small institution, data are typically local, regardless of whether the actual transfer function
is an integral part of the market software, or is simply done through other means. This also
opens up attack vectors through the database administrator responsible for the data store;
thus, measures that take malicious actions from this side into account need to be put in
place, including securing the Audit and Control mechanisms (see Section 4.2). Furthermore,
this locality might also result in other security-related implications, especially in fields
that require obeying certain regulations, such as BASEL or Sarbanes-Oxley (SOX) [31].
Contrary to a global market that acts data agnostic and only trades links, these issues have
to be considered when designing a secure internal data market, as well as considering
issues regarding the secure storage and transfer of the data itself.
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3.10. GDPR Responsibility

In a global data market, all responsibilities regarding regulations, such as the General
Data Protection Regulation [32], can be pushed to the respective users, i.e., data owners are
responsible for the data that they provide to not be in violation of any of these regulations.
The data market only provides the brokering and, sometimes, the transfer of (encrypted)
data. Internal markets, on the other hand, have to take care of these regulations: as internal
markets, they are typically owned by the same institution that holds the data, thus making
it difficult to shift responsibilities to external entities. Furthermore, as internal markets are
typically not the focus of data providers inside the company but rather a side issue, and
thus, dedicated privacy experts are not available at the owner’s side, they will expect the
market to take on these issues.

3.11. Institutional Attention

Global data markets as we know them receive a lot of attention in their respective
institutions, i.e., there are dedicated teams running them and resources dedicated to the
tasks surrounding them. With internal data markets, this cannot be expected, as most
institutions have a completely different focus, and the re-use of data through a data market
is peripheral.

All these differences lead to a completely different attack surface and require differ-
ent approaches for providing a secure data market. While there has been quite a lot of
exploration on this topic regarding global markets, dedicated security research for internal
markets is still missing. In Section 4, we provide a basic model for an internal data market
that allows to mitigate most of the issues outlined above. However, some issues cannot
be solved on a model basis, e.g., the problem of dedicated security personnel or a lack of
focus inside the institution. Furthermore, the above results also show that internal data
markets can be very different with respect to their requirements regarding security, and a
dedicated security concept has to be designed for each internal market with respect to the
requirements and surrounding ecosystem.

4. A Generalised Model for Secure Internal Data Markets

In this section, we provide a generalised model for a secure internal data market
that overcomes the issues outlined in Section 3. This generalised model is designed as a
starting point for the design of specific internal data markets, especially considering small
institutions and companies. Furthermore, we discuss the issue of providing Audit and
Control mechanisms throughout the whole data market in order to guarantee integrity of
the data, where possible.

4.1. Model Overview

In this section, we discuss the proposed generalised model for internal market places.
Figure 1 provides an overview of the model. Contrary to other models, e.g., that proposed
in [12], in this basic model, we formally only distinguish between data owners and data
consumers (users) and do not model Value Added Service Providers (VAS-providers) as
specific identities. In our case, this does not represent any limitation in the modelling
of so-called prosumers (who both provide and consume data), as well as external VAS
providers, due to the following;:

*  Depending on the data record, prosumers act both on the owner’s side and on the
consumer’s side, always according to the rules of the respective company. Therefore,
it can also be modelled that a data owner acquires their own data, which can be useful
with regard to the pre- and post-processing methods.

*  VAS providers—actors who use data from others, develop it further by, for example,
enriching it with other data, or perform additional calculations—also act in both roles:
they purchase the data to be processed as consumers, and act as owners when passing
on the data. Any kick-backs to the owners of the original data are simply handled via
policies, just as they are when used by a normal consumer.
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Figure 1. Generalised model overview.

The core data market (referred to as Core Data Market in the figure) is, therefore, in
contrast to the basic model in [12], the sole data hub in our concept, i.e., we do not provide
for any data traffic outside the brokerage platform as part of the data market model. This
is especially important with regard to the security concept since this is virtually negated by
a planned second communication channel outside of the brokerage (which, of course, does
not mean that no further data transfer takes place, but rather that it does so outside the
data market on your own responsibility). Additionally, the core data market in the basic
model consists of three different parts:

¢ The storage entity, a secure, hardened and highly efficient database containing all data
held in the data market.

e  The brokering module, an engine that maps the trading of the data. This includes
not only the provision of information about the data to enable a trade, but also the
necessary methods for billing, payment and policy management. In addition, the
brokering module has to call on the selected post-processing routines that need to
process the data before actual delivery to the respective data recipient.

¢  The pre- and post-processing modules (marked in yellow in Figure 1) are of special
importance for the pre- and post-processing of the data, as they are quasi internal VAS
providers for important tools that a data market should provide. The main difference
between these two types of methods is the time of application—the pre-processing
methods are executed before the data is stored in the repository, whereas the post-
processing methods are executed at the time of data delivery by the brokering module.
While the pre-processing module do not need additional intelligence included, as they
are invoked on the raw data and never run again on any data residing in the storage
entity, the controller for the post-processing modules requires far more control over the
whole brokering process; in many anonymisation techniques, it is of vital importance
to keep track of the data that the specific recipient has already received at the time of
provisioning with a new batch of data. This is especially important for fingerprinting,
as receiving two differently fingerprinted copies of the same data set might enable
a recipient to remove parts of the fingerprint. Especially when using fingerprinting
methods based on anonymisation [33], this also requires tracking capabilities on the
side of the post-processing modules.

Of course, interfaces are necessary to connect the data market to owners and con-
sumers. While the exact definition of these interfaces is deeply rooted in the actual imple-
mentation of such a market and, therefore, cannot be provided here, the main important
issue with respect to security is that the interfaces must be considered from a security
perspective, as they are a major attack vector, e.g., by issuing injection attacks amongst
others. Thus, in the proposed model, the interfaces are already inside the data market
security perimeter.
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4.2. Audit and Control

While most internal markets do not have the personal and technical resources for
fully monitoring all events taking place in the market, it is advisable to introduce measures
that allow for the ex-post detection of certain attacks, especially data manipulation. Thus,
the model introduces an “Audit and Control” (A&C) mechanism that stores at least the
following information on each data set:

*  Hashes of the incoming data sets.
®  Processing steps executed on the data in the pre-processing stage with the following:

—  Timestamp of the execution in order to be able to track back enrichments based
on other data sets and enable reconstructing the respective versions.

—  Version number from version control, if available.

—  Hashes of input and output data sets.

—  Meta data on the execution, such as number of records in the data sets and user
names in the case of manual execution.

®  Access rights to the data in the data store.

¢  Post-processing steps executed on data delivery through the brokering module, includ-
ing the same information as that for the pre-processing steps, as well as the request
information from the data consumer.

From a technological perspective, there exist several methods for providing Audit
and Control, e.g., blockchains, third-party controlled logging and other well-researched
mechanisms for providing data and process integrity. While the integration of a transparent
Audit and Control mechanism is quite straightforward for simple markets, where data are
collected, stored and provided (perhaps including a fingerprint, watermark or just giving
away an aggregated version), it is rather problematic to provide a transparent oversight
in the case of more complex enrichment processes, especially in cases where classification
based on neural networks is used, as the problem of explainability (or, rather, the lack of
explainability) makes it currently impossible in most real-life use cases to determine what
part of the data was actually used in the classification and is thus reflected in the delivered
end result.

4.3. Comparison to Other Data Market Approaches

Much literature has been put forward in the past in order to provide practical ap-
proaches for data markets, especially considering market dynamics (e.g., [34]), but also
focusing on security and privacy aspects (e.g., [35]). Several important approaches have
been put forward in recent years, with a strong focus on using blockchains as a major
backbone technology.

In [36], the authors propose a novel approach for a blockchain-based market called
OmniLytics for matching research data with models that require training, while focusing
on the issues of model privacy, data privacy and byzantine resistance. While the resulting
model is highly distributed, and could be used as a local installation, it is developed with
a very specific use case in mind, following a no-trust approach between the different
partners. Still, it is far more specific when compared to the basic model outlined in our
work, which is a positive aspect in terms of direct applicability, but also emphasises the key
finding in our work that the current research is focusing on providing one specific model
for data markets. As we outlined in Section 3, internal markets might have many different
issues at hand, depending on the actual setup in question. OmniLytics answers a rather
specific setup, which, from the basic idea, rather hints at a global market solution. This is
also quite similar to [17], which is a different blockchain-based approach that focuses on
issues of data availability, fairness in the payment process and user privacy, i.e., the data
consumer must not be able to determine the real identity of the data provider. Again, this
is a rather specific requirement, unsuitable for many applications, especially in internal
data markets, where the identity of the data provider is (i) obvious based on the company
structure and (ii) even required to be guaranteed, e.g., in order to guarantee the usability of
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the data with respect to technical and legal questions. Again, these requirements might
be useful in a global market perspective, but hardly in a local one. In [37], the authors
provide a lot of insight in using blockchains for data markets, again focusing on the global
case. BlockMarkchain [38] is another example of a very interesting approach for building
a data market in a untrusted environment by using blockchain, especially focusing on
performance issues. Still, these basic requirements are very untypical for many applications
inside companies, as there typically is already a multitude of trusted and semi-trusted
“third” parties involved, e.g., the IT department, management or the legal department,
rendering the whole issue of no trust between participants negligible. Using blockchain (or
other digital ledger technologies) especially makes sense in untrusted environments with
no trusted third party available, as it can be seen in global data markets. From an internal
data market perspective, i.e., from the perspective of a company that sets up an internal
data market, this requirement most certainly does not hold for most application aspects
(also see [15]). Still, in our basic approach, we also utilise a integrity protection measure,
which can be based on a blockchain, especially in the Audit and Control (see Section 4.2).
Here, the idea is not to push the whole trading mechanism to the blockchain, but merely to
provide defence mechanisms against internal attackers, e.g., database administrators, as
these roles are far more powerful in an internal market than an external counterpart, as
they act as (semi-) trusted entities. Thus, the internal mechanisms of the market application
need to defend the integrity of their data against a powerful internal adversary, in contrast
to the approaches outlined above that focus on detecting market partners that try to game
the market, either on the data or the payment side.

In related terms, the issue of privacy is a big topic in the area of data markets, as
can also be seen in the approaches outlined above, where especially the privacy of the
data provider is a typical design criterion. In [39], the authors also focus on the privacy
protection measures utilised on the data itself, i.e., assuming that the traded data contain
privacy-relevant information, they apply the concept of differential privacy and measure
the data loss attributed to the data sets in order to (i) protect the privacy of the data subjects
and (ii) find a balance between pricing and data quality. The technique is very interesting
and could, of course, also be applied to certain internal markets; still, it is, again, very
specific since (i) it assumes that privacy-relevant data are traded, which is not the case in
many industrial environments, and (ii) that there are different partners involved in the
systems, leading more to a global data market model rather than a local one. The same
holds true for the slightly older PRIVATA approach [40], focusing on the balancing of
data noise and pricing, which is rather specific and not relevant for many internal market
concepts, where there exist a trusted authority and rules, authorizing which data could be
used under what circumstances, as well as connected trading entities. Furthermore, pricing
can be very different in local markets [15]; thus, we did not touch this topic in our work, as
it is very use-case specific, and thus needs to be resolved on a per-market basis. In [35], the
authors focus on providing a global data market solution, with much of the control being
exerted by the data owner in this approach, compared to the data-sharing process.

While all the related techniques discussed in this section have great merit, they are
not comparable to our work, as they (i) typically have a very specific set of requirements in
mind and (ii) focus on global situations where the other partners are generally unknown
(and often even protected against recognition by the approach itself). Still, the major
contribution of our paper lies in outlining the many differences between local and global
data markets in the area of security (also, ref. [15] provides insight on the differences
between these two concepts, albeit omitting the topic of security at large); thus, while
these approaches are useful in selected local scenarios, we focus on providing a very
general and high-level general approach as a starting point for asking the right questions
in the market design phase and providing a market specifically tailored to the needs of the
specific company, consortium or even application in question (see [41] for a very specific
and non-standard form of the “data market”), instead of providing a fixed market model
that the partner(s) need to adapt to.
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5. Open Research Questions

In this paper, we have provided an analysis of security issues in, as well as a basic
model for, secure internal data markets. Still, there are several open research questions
regarding this topic. The following section details the most important questions from
our perspective.

5.1. Concrete Data Market Models

The basic model provided in Section 4.1 is rather abstract. In the case of implementing
an internal market, this model needs to be specifically tailored to the needs of the data
exchange and the side parameters of the actual ecosystem. This not only includes such
issues as integration into the institution’s infrastructure and process workflows, but also
a specification on the billing, licensing and payment mechanisms (if applicable at all), as
well as information on the data, such as the volume, complexity and time constraints. Fur-
thermore, the concrete model also needs to specify what types of pre- and post-processing
measures, e.g., fingerprinting, need to be in place, as well as how (and if) versioning of
data sets is set up, especially considering that most technical companies already have some
kind of versioning in place that needs to be respected in the data market. Using a concrete,
specifically tailored model also provides many benefits from a security perspective, espe-
cially when the data to be shared are rather specific. The user base can be limited, thus
allowing for very concrete measures with respect to access. Furthermore, the knowledge
on the data itself can be used to provide additional mechanisms against data manipulation,
as well as sanity checks. The main issue here is the generation of the specific models out of
a general model and a set of (often unsystematic) requirements. Automating this process
would greatly enhance the acceptance of such markets and reduce the setup costs; still,
there is a lot of research work to be done, ranging from providing a taxonomy for the
potential market owner to define and specify the requirements in a way that allows for
automation, down to the automated model generation itself.

5.2. Flexible Security Model

Similar to the basic model, a general security model needs to cover a wide variety of
different requirements and expectations, i.e., different markets will need different security
models, depending on the entities and data sets involved, as well as side parameters
derived from the surrounding ecosystem. Thus, the security model needs to provide added
flexibility to cater to all these needs, which is not required in the case of a global data
market, where all these parameters can be fixed beforehand.

5.3. Policies and Basic Market Model

Even though these topics are outside of the scope of our expertise, we do want to stress
the issue that many internal markets might require a totally different market model, when
compared to the global data market models available, which work as trading platforms
between data owners and data consumers. In our opinion, the area of internal data markets
allows for very interesting research in the field of alternative market models. Furthermore,
the issue of policies needs further attention in internal data markets, as well as that of the
effective enforcement of such policies.

5.4. Automated Deployment

Many institutions that could benefit from sharing data internally do not have the
capabilities to model and implement such internal data markets. Thus, mechanisms
for the automation of both the modelling phase as well as the deployment phase are
required, including the issue of providing a secure environment that still allows for the
required flexibility.
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6. Conclusions

In this paper, we have analysed the differences between global and internal data
markets with respect to security, outlining the issues that internal data markets face, but
also the characteristics they have that could be used to potentially provide a higher level of
security, especially considering the internal knowledge of the market owner on the traded
data and the involved users. To the best of our knowledge, this is the first time global and
local data markets were compared with respect to security in a structured way. Based on
the results of this analysis, we see ample reasons for future research in this area, as most
data markets concepts currently available typically focus on global approaches, even in
cases where there is a limited number of foreseen partners. This, in our opinion, does not
include all possible trust relationships between partners. Furthermore, the structure of the
members and the partnerships has to be taken into account, especially considering such
issues as insider attacks through highly connected partners. A special fundamental issue
that needs to be taken into account as a conclusion is the status of an internal data market
with respect to the rest of the institutions: while in the global market situation, the global
data market is typically the core (business) unit, a local market will often only be a side
attraction when compared to the core business of the company/ies in question. Thus, any
issues surrounding this market will not receive the same level of attention as those in the
global market scenario. On the other hand, there might be far better knowledge on the
data handled through the market, providing more insight on the protection and mitigation
mechanisms required.

Based on this analysis, we provided a basic model for a secure internal data market
that can be used as a starting point for generating specific market models that are tailored
to the needs of the institution. Here, we observe a huge need for providing mechanisms
that support the semi-automated generation of instances of specific local data markets
based on the outlined model. This includes supporting the analysis of partners and their
(trust) relationships but also issues surrounding the technical setup. Finally, we are of
the opinion that the data market concept can work for many companies on a local basis;
however, a lot of additional research is required in order to make it practical for smaller
institutions.
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