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Abstract: Recently, electric vehicles (EVs) have been introduced as an alternative method of trans-
portation to help mitigate environmental issues, such as carbon emissions and fuel consumption,
caused by conventional transportation systems. The implementation of effective EV charging sys-
tems is essential to motivate mass adoption of EVs. Accordingly, fast and reliable communications
between the charging systems and the EVs are vital for efficient management of the charging process.
Different radio access technologies (RATs) are discussed in the literature to enable communication
between the highly mobile EVs and the charging subsystems, to collect and exchange information
such as state of charge (SoC), users’ locations, and charging decisions between the different network
entities. This information can be used to coordinate charging plans and select the optimal routes for
moving vehicles. This paper presents a survey of existing literature on vehicular communications
for EV charging coordination and management. The communication requirements and feasible
communication technologies for vehicular communication are first discussed in details. A review
of the physical layer security strategies is then presented and the role of the different RATs in EV
charging coordination and management is described and studied.

Keywords: electric vehicles; IoEV; vehicle-to-vehicle (V2V); vehicle-to-infrastructure (V2I); dynamic
charging; direct short-range communication (DSRC); C-V2X; NR-V2X; physical layer security; charg-
ing coordination; scheduling

1. Introduction

The growing concern regarding fossil fuel depletion and environmental pollution
significantly impacts transportation systems, thereby leading to the gradual shift from con-
ventional internal combustion engine (ICE)-based vehicles toward more environmentally
friendly solutions. Electric vehicles (EVs) have been receiving considerable attention as
an eco-friendly alternative transportation solution to reduce air pollution and conserve
energy. However, the large-scale adoption of EVs is still limited due to the significantly
longer recharging time compared to the refueling time of ICE vehicles, the limited driving
range restricted by the EV battery capacity, and the higher initial investment costs due to
the relatively higher EV purchase prices compared to their fuel-operated counterparts [1,2].
In fact, efforts to reduce range anxiety by increasing EV battery capacity further contribute
to higher EV purchase prices and discourage mass adoption of EVs [3]. Nevertheless,
according to [3,4], the total cost of operation (TCO) of EVs can be lower than that of diesel
and gasoline operated vehicles when acknowledging factors such as the higher efficiency
of EV motors and the comparatively lower cost of electricity, particularly with the uti-
lization of renewable energy sources and smart grids [5,6]. Furthermore, the increasing
deployments of EV charging infrastructures as well as the government subsidies and other
incentive-based green energy programs all motivate the adoption of EVs.

Charging an EV can be performed either using a charging cable, where the EV is
plugged into a power outlet, or through wireless charging with no cables attached [2,7,8].
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Wired charging requires direct physical connectivity between the EV and the charging
socket, thereby imposing an electrocution hazard to the EV user, particularly during harsh
weather conditions. To overcome this hazard, effective electrical isolation is required
between the EV body, the EV supply equipment (EVSE) and the mains power grid, using
high-frequency isolation transformers [3] or other isolation techniques. These transformers,
however, are costly to implement and maintain, and they impact the switching operation of
the EV chargers. In addition, hardware compatibility between the EV charging connector
and the charging inlet point is essential to enable wired EV charging [9]. This impacts the
convenience to EV users, as it limits the locations at which an EV can be charged to those
compatible and/or interoperable with the EV connector.

In contrast, wireless charging is adopted as an alternative charging method, where no
physical connection is required between the EV and the power source. Wireless charging is
becoming more common due to its flexibility, convenience and, more importantly, higher
safety factor. It is commonly categorized into three modes: static charging, dynamic
charging, and quasi-dynamic charging [10,11]. In static charging, energy is transferred
from the grid to the EV using inductive wireless power transfer while the EV is parked over
a wireless charging pad. A dynamically charged vehicle, on the other hand, receives the
charging energy wirelessly during its motion over a set of coils placed on the road [12,13].
Quasi-dynamic charging is an integration of the two modes in which the EV is charged
during transient stops at intersections and traffic signals [14]. By allowing an EV to receive
energy wirelessly during its motion, the range anxiety of EV drivers can be significantly
reduced, particularly in cities with large traveling distances between the different locations.
Dynamic wireless charging (DWC) also eliminates driving delays due to EV charging
downtime [15] and introduces opportunities for EV battery downsizing and EV price
reduction [16,17]. In addition, the development of vehicular dynamic wireless power
transfer (DWPT) solutions reveals opportunities for wireless energy exchange between
moving vehicle, using mobile energy disseminators (MEDs) as movable energy supply
units [18,19], as well as using direct energy transfer from one passenger vehicle to another
(vehicle-to-vehicle (V2V) energy transfer) [20,21].

The integration of the aforementioned EV charging solutions within the city infras-
tructure is expected to increase EV adoption by ensuring ubiquitous charge availability
and improving the convenience levels for EV owners. This contributes to the establish-
ment of an internet of electric vehicles (IoEV) in which EVs are considered as intelligent
entities equipped with multiple on-board sensors and actuators, and can communicate and
exchange information securely with one another and with the surrounding infrastructure
to enable driving and charging coordination, energy management, and traffic optimiza-
tion [22,23]. A smart city infrastructure model demonstrating the integration of different
EV charging infrastructures in an IoEV is shown in Figure 1.

In order to enable effective EV charging coordination and management in an IoEV,
effective communication strategies need to be implemented, in which a communication link
is established between the EV and the charging infrastructure, i.e., vehicle-to-infrastructure
(V2I) and infrastructure-to-vehicle (12V) communication, as well as between neighboring
EVs, i.e., vehicle-to-vehicle (V2V) communication. This is because the lack of communi-
cation and coordination between EVs within the city infrastructure is expected to cause
congestion, inefficient energy distribution, imbalanced loads, and other adverse effects
on the operation of the grid. In contrast, smart charging coordination, involving massive
data exchange between the different network entities, is expected to solve these issues by
utilizing advanced information and communication technologies (ICT) to build a com-
munication infrastructure that enables load balancing, charge scheduling, and reliable
authentication and billing services [24,25].

Different communication link characteristics are essential to address the requirements
of the different charging modes. For example, a static charging scenario requires a high
security and high reliability communication link to ensure accurate information exchange
between the EV and the EVSE, but can be tolerant to a certain delay since the EV is
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stationary [26,27]. Dynamic wireless charging, on the other hand, is intolerant to delay
and requires a very low latency and high-reliability, two-way communication link to
enable effective communication with the charging infrastructure during the vehicle’s
mobility on the road [28]. The capacity of the communication link is another important
characteristic that depends on the volume of the information to be exchanged. The nature
of this information is also a factor as it may include higher priority messages, such as
safety messages and emergency calls, and lower priority messages including information
on the EV’s current state of charge (SoC), desired charging power level, etc. In general,
the required communication systems for enabling effective EV wireless charging must
provide support for different data types and priorities and must offer the ability to allocate
different quality levels to each while ensuring interoperability [24]. Furthermore, the
mobility of interconnected vehicles is expected to cause fast channel fading and other
channel impairments due to the high speeds of the vehicles. For time-critical applications,
such as dynamic wireless charging of EVs, the proposed communication system needs
to handle two-way communications at a high speed in real-time with ultra-low latency
while enabling handovers between the different communication domains and the different
elements of the charging infrastructure.

Dynamic Static wireless Static plug-in .,)X(‘. V2V wireless
charging lane charging charging charging
«—» RSU-to-RSU
€----4 » Infrastructure-to-Infrastructure
«——> Vehicle-to-Infrastructure
«€—» Vehicle-to-Vehicle

Figure 1. Overview of EV charging solutions in an IoEV within a smart city infrastructure.

Accordingly, a heterogeneous network is required with multiple radio access networks
to enable effective communication between various network entities in a large-scale EV
charging infrastructure that incorporates static, dynamic, and quasi-dynamic charging [29].
This work aims to survey existing literature on the different communication technologies
that enable effective EV charging coordination and management. In particular, Section 2
of this paper presents an overview of the different radio access technologies (RAT) that
address the requirements of vehicular communications. A study of the utilization of some
of these technologies for reliable information exchange during wireless EV charging is
presented in Sections 3-5. In Section 6, the paper surveys the different physical layer
security techniques proposed in the literature to establish secure vehicular communication
links. Ultimately, the paper highlights how these different technologies can be utilized
for effective EV charging coordination and management, in Section 7. The paper is then
concluded in Section 8.

2. Vehicular Radio Access Technologies

Different technologies have been proposed in the literature to support communication
between EVs and the different elements of the infrastructure [30]. Direct wired commu-
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nication and message exchange between the EVs and EVSEs are currently established
based on the IEC 61850 and ISO/IEC 15118 standards [23,30]. In addition, high-speed
broadband communications over low-voltage power lines are reported in [31,32], in which
the same charging cable is utilized to simultaneously carry communications signals along
with the charging power. This power line communication (PLC) system demonstrated a
theoretical maximum data rate of 14 Mbps which is significantly higher than the 100 kbps
required bandwidth estimated by the US Department of Energy for enabling at-home EV
charging [26]. Nevertheless, while wired communication solutions offer high security, high
reliability, and a sufficiently high data rate, they can only be utilized for plug-in and static
wireless charging systems. They cannot, however, be used for DWC systems due to the
mobility of the EVs. Furthermore, low data rate and short-range wireless communication
systems such as Bluetooth and ZigBee can also support vehicular communications in wired
and static wireless charging [33-35], but are not appropriate for dynamic charging. This
is because, in dynamic charging, micro-charging sessions that last for just a few millisec-
onds are required, thereby demanding an ultra-low latency solution. Hence, low-latency,
high-reliability, and wide-range wireless communication technologies need to be utilized
for V2I, 12V, and V2V communications during dynamic wireless EV charging. A detailed
review of, and comparison between, the potential of different wireless communication
technologies for EV charging management is presented in this work.

Vehicular communication solutions are inevitable enablers for wireless EV charg-
ing system management as they enable the information exchange required for charge
scheduling, coordination, vehicle routing, authentication, and billing. For instance, an EV
requesting the charging service has to send a charging request with the EV information
including EV speed, current location, destination, maximum battery capacity, initial SoC
and desired final SoC. Charging reservation information is also exchanged together with
periodic real-time updates on arrival time, expected charging time and location, and charg-
ing prices. A sample message exchange sequence for charging coordination and reservation
between EVs and a stationary charging station (CS) through a global aggregator (GA) is
presented in [36], as shown in Figure 2.
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Figure 2. A sample message exchange sequence for an EV charging coordination and reservation
system. ©2021 IEEE. Reprinted, with permission, from [36].
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As observed in Figure 2, wireless communication technologies, in this case cellular
networks and Wi-Fi communications, are required to enable information exchange between
the EVs requesting charge and the charging infrastructure. The choice of the most suitable
communication channel and radio interface impacts the speed, security and reliability of
the coordination of the charging process. The performance requirements for a vehicular
radio access network to be suitable for EV charging management can be summarized
as follows:

¢ Latency: While the end-to-end communication latency requirement for at-home static
EV charging is estimated by the US Department of Energy to be around 2 s [26], this
value needs to be significantly smaller for dynamic charging, although a specific
reference value is not yet defined by the standards. Dynamic wireless EV charging
is a time-sensitive, delay-intolerant service given the short lane-crossing duration at
typical EV driving speeds [12]. Moreover, vehicular communication networks need
to include congestion detection and prevention mechanisms to avoid undesirable
delays [37].

¢  Throughput: Based on the 2010 US Department of Energy report [26,32], the through-
put required for home EV charging systems can vary between 10 and 100 kbps.
Nevertheless, most of the current vehicular applications are bandwidth-hungry and
demand a significantly higher data rate [38]. Since the communication link is expected
to carry charging-related messages as well as other information in variable-sized
packets, the higher the throughput, the more effective the communication link.

*  Reliability: This is a crucial metric for the coordination and management of EV
charging services since charging decisions require robust, uninterrupted data exchange
with ubiquitous coverage and quality-of-service (QoS) guarantees, i.e., high reliability
is required. Reliability is also particularly important for safety-critical applications
and is hence an important factor in the selection of effective charge-enabling vehicular
communication networks. The reliability of the communication channel is also an
important factor in vehicular communications due to the expected channel fading and
other impairments during vehicular mobility [39].

®  Security and Privacy: One of the most critical requirements in vehicular communi-
cations is the security and privacy of the information shared between the EVs and
the other network entities. An end-to-end secure data transfer is essential to provide
protection against unauthorized transactions and other potential attacks [40-43]. In
addition, privacy-sensitive data, such as EV location, EV ID, and payment information,
must be protected against potential misuse by other network entities [44].

With these performance requirements in mind, different radio access technologies
(RATs) are proposed in the literature for wireless vehicular communications, including
cellular networks (3G, 4G, and 5G), direct short-range communication (DSRC), and Wi-
Fi [45]. A general comparison between the specifications of these RATs is reported in
Table 1.

Table 1. Comparison between some wireless communication technologies for on-the-road vehicular
communications [46,47].

Feature DSRC 3G-UMTS 4G-LTE 5G * Wi-Fi
Sub-6 GHz

Coverage 1 km 10 km 30 km 1-2 km 100 m

Max. throughput 3-27 Mbps 2 Mbps 300 Mbps ** 2.4 Gbps **  6-54 Mbps

Mobility support  Medium High Very high Ultra high  Low

Bandwidth 10 MHz 5 MHz 14-20MHz 5-100MHz 20 MHz

Spectrum Licensed Licensed Licensed Licensed Unlicensed

* FR1 mid-band. ** assuming 4 x 4 MIMO with no carrier aggregation (CA).



World Electr. Veh. ]. 2021, 12,92

6 of 22

The different RATs presented in Table 1 vary greatly in terms of their throughput and
coverage ranges as well as in their support for user mobility, which impacts their utilization
in vehicular communications. Accordingly, several comparative studies are reported in the
literature, comparing the performance of these technologies in V2V and V2I communica-
tions. The authors in [48] study the feasibility of vehicular communications using digital
broadcasting, cellular (3G-UMTS), and DSRC technologies, based on coverage and capacity
requirements. In their work, the authors illustrate that UMTS and DSRC technologies
have extended their capabilities to support V2V and V2I communications, while the digital
broadcast technology is shown to be capacity limited and can only accommodate a small
number of users.

A comparison between different communication technologies is also presented in [24]
including cellular, DSRC, FM radio, Wi-Fi, and WiMAX. However, due to the high latency
of WIMAX and the limited coverage and capacity of Wi-Fi, the most feasible schemes for
vehicular communication are highlighted by the authors in [24] to be cellular technologies
and DSRC. The authors in [46] also compare the different characteristics of Wi-Fi to those
of cellular and DSRC networks and conclude that the shorter coverage range and lower
mobility support of Wi-Fi compared to UMTS, LTE, and DSRC make it difficult to be utilized
for information exchange during dynamic charging of mobile EVs [46]. This is because
the small Wi-Fi coverage range shortens the dwell-time, and the access point discovery
process in the short EV crossing time presents a significant challenge [38]. Furthermore,
since Wi-Fi operates in the unlicensed 2.4 and 5 GHz bands, a vehicular communication
network based on Wi-Fi is more prone to interference, which compromises the security and
privacy of the data exchange process.

Another comparative study between DSRC and 4G-LTE for V2V and V2I communi-
cations is presented in [49] based on field experiments, without particularly addressing
dynamic charging requirements. The reported results reveal that the round trip time (RTT)
of a traffic text message broadcast using DSRC is around 10 milliseconds over a range of
vehicle traveling velocities between 30 and 120 km/h. For LTE, on the other hand, the RTT
is slightly lower than 100 milliseconds at 30 km/h and increases to around 150 milliseconds
at 120 km/h. This means that despite the broad coverage and higher data rates offered
by LTE, DSRC offers significantly lower latency and is more suitable for safety-related
applications, despite the additional costs of implementation of its roadside units (RSUs).
Using LTE for vehicular communications has much lower deployment costs as it utilizes
the existing 4G cellular network infrastructure.

Accordingly, by analyzing the results of the aforementioned studies, it can be con-
cluded that short-range wireless communication technologies, such as Wi-Fi, can only
be utilized for stationary EV charging systems, although their limited throughput and
questionable security significantly impact their reliability and QoS. They are, however,
unsuitable for EV DWC applications due to their coverage and capacity limitations and
their weak mobility support. On the other hand, the use of other wide-range RATs, such as
DSRC and 4G/5G cellular networks for EV charging applications, needs to be further stud-
ied and compared to draw realistic conclusions on their capability to enable and support
wireless EV charging systems, particularly in dynamic charging modes.

3. Dedicated Short-Range Communication (DSRC)

Dedicated short-range communications (DSRC) is a wireless communication tech-
nology designed to support automotive and intelligent transportation system (ITS) appli-
cations to enable short-range information exchange between DSRC-enabled devices [50].
In general, there are two communication nodes defined in DSRC: the on-board unit (OBU),
also known as the mobile node and is located in the vehicle, and the roadside unit (RSU),
or the fixed node, which is installed on the roadside infrastructure. Two physical layer
protocols are adopted in DSRC networks, namely IEEE 802.11p and IEEE 802.11bd.
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3.1. IEEE 802.11p DSRC

The Institute of Electrical and Electronics Engineers (IEEE) introduced a protocol of
1609 family of standards and called it wireless access in vehicular environments (WAVE) to
support DSRC-based operations [51]. Higher layers of the protocol stack are based on the
IEEE 1609 series standard, while the physical layer is based on IEEE 802.11p [52]. This is
further detailed in Figure 3, showing the two planes constituting the DSRC protocol: the
management plane and the data plane.

Safety Non-safety Aoolicati
frhl pplication layer
Application Application
TCP/UDP
WSMP Network layer
WAVE
IPv6
Management
. LLC-sublayer LCC Sub-layer
Security Y
Services . . N
MLME Extension MAC multi-channel coordination
MAC layer
PHY layer
\\ N
N4 N
Management Plane Data Plane
|:| IEEE 1609.2 |:| |EEE 1609.3
IEEE 1609.4 - IEEE 802.11 p

Figure 3. WAVE protocol stack showing management plane and data plane.

DSRC is considered as a viable technology for vehicular communication, addressing
both V2I and V2V communications. The Federal Communications Commission (FCC)
dedicated 75 MHz of spectrum at the 5.9 GHz band for implementing V2V and V2I
communications using DSRC [24,53]. The authors in [54] explain that DSRC is a preferred
technology for wireless communication in vehicular networks due to its low latency, high
reliability, security, and possible allocation of high priority messages for safety applications.
This is also illustrated in Figure 3, showing that the data plane supports two protocols,
WAVE short message protocols (WSMP) for high priority and safety applications with low
latency, and IPvé6 for less critical applications [55].

Despite its advantages in message prioritization and low latency, the short operation
range of DSRC technologies based on IEEE 802.11p introduces difficulties in non-line-of-
sight (NLOS) operation, which weakens the communication link between the EVs and
the RSUs during traffic congestion. In fact, the performance of DSRC rapidly deteriorates
in high density traffic networks due to massive packet collisions during simultaneous
transmissions [56]. This, accordingly, introduces problems with quasi-dynamic charging
coordination, particularly where EVs benefit from high traffic densities to extend their
effective charging duration and increase the amount of received energy.

3.2. IEEE 802.11bd DSRC

The next generation DSRC technology, namely IEEE 802.11bd DSRC, is introduced
to overcome problems with interferences and NLOS operation faced by DSRC based on
IEEE 802.11p. In the current version of IEEE 802.11bd, Doppler shifts are counteracted by
the introduction of midambles, analogous to preambles but located at the center of the
frame, to provide reliable channel estimates with the fast varying channels experienced
during vehicle motion [56,57]. In addition, multiple retransmissions are allowed in IEEE
802.11bd, in contrast to IEEE 802.11p, to enhance the reliability of the communication link.
Furthermore, physical layer latency, also known as transmission latency within the air
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interface, is smaller for IEEE 802.11bd in comparison with IEEE 802.11p. This is explained
by the authors in [58] who clarify that IEEE 802.11bd allows higher order modulation and
coding schemes including 256-QAM, which were not utilized in IEEE 802.11p. In addition,
four more data carriers are available in 802.11bd. Collectively, these features guarantee
better EV charging coordination and management, particularly in dynamic and quasi-
dynamic charging modes where EV energy updates need to be actively communicated to
the infrastructure, and charging activation, coordination, and billing messages need to be
exchanged with minimal interference to ensure privacy of the exchanged messages.

3.3. Multiuser Channel Access

Multiuser channel access in a vehicular network is more challenging due to the high-
speed mobility of the vehicles, the frequent topology variations, and the inevitable network
resource sharing. In an IoEV in particular, channel access techniques need to guarantee
high reliability, collision avoidance, and low computational complexity. The majority of
the proposed channel access techniques for vehicular ad hoc networks (VANET) adopted
contention-based medium access control (MAC), in which a node tries to access the channel
using carrier-sense multiple access (CSMA). Collisions may occur if another node senses
the channel and decides to transmit a packet at the same time [59]. To avoid this issue,
CSMA with collision avoidance is recommended by IEEE 802.11p standard for DSRC
physical layer [60]. In contrast, contention-free channel access is considered by assigning
the channel to only one node at any given time [61] using time division multiple access
(TDMA), frequency division multiple access (FDMA), and code division multiple access
(CDMA). The authors in [61] claim that TDMA is the most appropriate technique compared
to other contention-free protocols. Several works discussed hybrid channel access that
makes use of the characteristics of the two mechanisms to improve the performance
and minimize the collision rate [62-64]. A comparison between contention-based and
contention-free MAC protocols is presented in Table 2.

Table 2. Comparison between contention-based and contention-free MAC protocols [61].

Feature Channel Utilization = Collisions = Throughput Packet Loss
Contention-based = Inefficient High Medium High
(CSMA/CA)

Contention-free Efficient Low High Low
(TDMA)

4. Cellular Networks

In addition to DSRC, cellular networks have been recommended as a communication
framework for vehicular communications, especially for V2I communications, considering
wide cellular coverage, low latency, high capacity, and infrastructure readiness due to
the current massive cellular network deployments worldwide. In fact, the European
Telecommunications Standards Institute (ETSI) addressed vehicular communications using
a set of standards for intelligent transportation systems (ITS) to identify the different layers
of the V2X and 12V communication systems on top of the cellular physical layer [65]. These
standards mainly depend on the LTE network infrastructure with certain modifications
to enable effective V2X communications, and address the utilization of these vehicular
communications in traffic management, emergency management, driving assistance, etc.

4.1. UMTS and LTE

The feasibility of a UMTS-based network to support vehicular communication is
evaluated in [66], in which a highway scenario is simulated. Results show that the UMTS
network can support V2I communications for non-safety-critical applications. Nevertheless,
according to the analysis performed by [67], UMTS offers a round trip time of 350 ms for
cooperative awareness messages (CAM) at intersections, which is more than three times
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larger than the 100 ms offered by LTE. This makes UMTS questionable for safety-related
message exchange at traffic intersections at which quasi-dynamic charging is anticipated to
be deployed. In general, LTE is envisioned to well-support V2I and 12V communications
and is selected as the underlying network for ETSI ITS communication standards [65].
Furthermore, the simulation results reported in [68] demonstrate that LTE enhances the
system throughput while maintaining approximately the same cell coverage compared to
3G networks.

Nevertheless, while LTE can meet the requirements of safety services under low and
medium traffic scenarios, its performance may experience significant degradation under
heavy load conditions [50]. To reduce latency and improve the system throughput, the
authors in [69] suggest utilizing LTE femto access points (FAPs) as relay nodes that can
be deployed in buses and large trucks to provide better connectivity. Accordingly, the
authors divide the spectrum between cellular users and vehicles, instead of sharing re-
sources, to avoid interference and propose a power control algorithm to maximize the total
throughput while mitigating the co-channel interference. With the help of low-cost FAPs
and the proposed sub-channel power control, the scheme proposed in [69] provides better
throughput and queuing delay compared to traditional DSRC vehicular network in IEEE
802.11p. Another approach to improve the latency performance of LTE networks in vehic-
ular communications is to shorten the transmission time interval (TTI) [70], as shown in
Figure 4. However, this approach increases the communication overhead due to additional
scheduling and retransmissions.

1 OFDM symbol

(1/14 ms)
15 kHz
sub-carrier

) 1TTI: 14 symbols (1 ms) i
P i e ]
1 LTE sub-frame
@)
1 OFDM symbol

(1/14 ms)
15 kHz
sub-carrier

G

1 shortened TTI: 1 symbol (1/14 ms)

e cccmc e ———————— i ]

1 LTE sub-frame
(b)

Figure 4. LTE sub-frame structure: (a) sub-frame with 1 ms TTI for conventional cellular systems, (b)
sub-frame with shortened TTI (1/14 ms) for low latency systems.

4.2. Cellular V2X

Both cellular and DSRC technologies have their benefits and limitations when used
for the implementation of vehicular networks. Although DSRC-based vehicular networks
are widely used and are proven to be effective, they suffer from certain limitations such as
channel access delay, limited coverage, and limited QoS guarantee [71]. On the other hand,
existing cellular networks (UMTS and LTE) are not optimized for vehicular communication
and, hence, may result in cellular network congestion in dense areas [72]. Accordingly, to
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overcome these limitations, the Third Generation Partnership Project (3GPP) published
Release 14 to support vehicle-to-everything (V2X) communication with low latency and a
high data rate, and referred to this evolution as LTE-V, or cellular V2X (C-V2X) [73].

The C-V2X specifications in Rel. 14 are based on existing LTE standards and, hence,
can be rapidly deployed with minimum additional infrastructure costs. C-V2X supports
maximum vehicle speed of 250 km/h with a maximum relative speed of 500 km/h [38].
It can operate using the ITS-dedicated 5.9 GHz band with a coverage range of 450 m as well
as in the licensed LTE frequency bands with typical LTE coverage. Nevertheless, the high
relative speeds at 5.9 GHz introduce a high Doppler shift of ~2700 Hz, leading to channel
variations within the sub-frame and introducing challenges in channel estimation [74].
Accordingly, some advanced link layer enhancements are introduced in Release 14 to
address these challenges, improve channel scheduling and effectively manage the resources
used in V2X communications [75-77].

Two communication modes of C-V2X are introduced in Release 14: mode 3 and
mode 4. In mode 3, the cellular base stations, i.e., LTE e-Node-B (eNB), allocate and
manage resources used by the vehicles for V2X communications [75,76]. In mode 4, on
the other hand, distributed allocation is performed and vehicles select and manage the
required resources autonomously. The authors in [78] present an analytical model for the
performance of V2X in mode 4, and formulate the packet delivery ratio (PDR) as a function
of the distance between the transmitter and the receiver. Furthermore, resource allocation in
C-V2X where vehicles share resources with cellular users is discussed in [79-81] considering
the latency constraints of V2V links.

Despite offering better resource management than DSRC, C-V2X is still quite intolerant
to high density networks [73], particularly in mode 4 where interference increases with
higher traffic density as the frequency re-use distance decreases. The authors in [73]
compare the performance of LTE cellular V2X operating in mode 4 to DSRC technology
in a highway scenario. The obtained results show that when DSRC is set to the default
data rate of 6 Mbps, C-V2X provides better packet delivery ratio (PDR), whereas increasing
the data rate to 18 Mbps allows DSRC to improve its performance and achieve a higher
PDR. Furthermore, the results illustrate that, similar to DSRC, as the number of transmitted
packets increases, the performance of C-V2X shows significant degradation. Hence, the
same problem of inefficient operation in high density charging scenarios is expected to
take place using C-V2X communications, and further enhancements to the link capacity
are required.

4.3. 5G NR-V2X

In addition to congestion intolerance, a major drawback of C-V2X with respect to its
utilization for EV charging management is that it only provisions for broadcast commu-
nications and, hence, does not allow establishing dedicated sessions for direct exchange
of vehicular information between the network entities. Accordingly, a further advanced
cellular V2X network is required to address different variations of vehicular communi-
cation requirements including unicast communications to maintain the privacy of EV
charging information. This has motivated the development of 5G V2X technologies that
leverage on existing LTE, LTE-advanced (LTE-A) and LTE C-V2X, while fulfilling addi-
tional requirements of ultra-high reliability, high mobility, lower latency, and higher density
connections [38]. This is particularly addressed in 3GPP Release 16 and is referred to as 5G
New Radio (NR)-V2X.

NR-V2X technology offers several advantages over LTE C-V2X. The sub-6 GHz and
mmWave frequency ranges offer a single-user bandwidth of 100 and 400 MHz, respectively,
which are both significantly higher than the maximum LTE bandwidth of 20 MHz [82].
Accordingly, the higher bandwidth and higher bandwidth efficiency, together with the
smaller control overhead allows NR-V2X to offer higher data rates for vehicular communi-
cations in comparison with C-V2X [58]. In addition, NR-V2X allows operation in modes 1
and 2, both of which allow EVs to communicate directly with one another. The difference
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between the two modes is in the resource allocation, which is performed by the 5G base
station (gNodeB) in mode 1 but is autonomously performed in mode 2 allowing device-to-
device (D2D) vehicular communication [57]. Nevertheless, the key distinguishing feature
of NR-V2X for enabling EV charging coordination and management is the support for
unicast, groupcast, and broadcast messages [56,57]. In this way, an EV user can initiate
multiple dedicated communication sessions with the charging infrastructure, an energy
sharing vehicle or other neighboring vehicles without overloading other network entities.

The technical specifications of DSRC, LTE C-V2X, and 5G NR-V2X are summarized
and compared in Tables 3 and 4.

Table 3. Comparison between specifications of IEEE 802.11p and IEEE 802.11bd DSRC [56].

Parameters IEEE 802.11p DSRC  IEEE 802.11bd DSRC

Frequency bands 5.9 GHz 5.9 GHz & 60 GHz

Subcarrier spacing 156.25 kHz 78.125 kHz, 156.25 kHz & 312.5 kHz
Retransmissions None Congestion dependent

Waveform OFDM with BCC OFDM with LDPC

Modulation scheme QPSK QPSK, 16-QAM

Communication types ~ Broadcast Broadcast

Table 4. Comparison between specifications of LTE C-V2X and 5G NR-V2X [56].

Parameters Rel.14 C-V2X Rel.16 NR-V2X

Frequency bands LTE bands sub-6 GHz and mmWave

Subcarrier spacing 15 kHz sub-6 GHz: 15, 30, and 60 kHz
mmWave: 60, 120 kHz

Retransmissions Blind HARQ

Waveform SC-FDMA OFDM

Modulation scheme QPSK, 16-QAM QPSK, 16-QAM, 64-QAM

Communication types Broadcast Broadcast, multicast, and unicast

5. 5G Technology Integration

In order to satisfy the different requirements of vehicular networks, a multi-tier het-
erogeneous network that integrates different vehicular communication technologies is
recommended by [50,83-85] such that it integrates different network technologies includ-
ing mmWavs, D2D [86], massive MIMO [87,88], and software-defined networks (SDN) [89]
to meet the communication requirements of different use cases. In these hybrid networks,
the architecture can be arranged in a hierarchical or flat manner. In hierarchical architec-
tures, each entity in the network belongs to a hierarchical level, and a specific technology
is used for communication between the entities in different levels and a group of entities
at the same level [90,91]. Alternatively, in flat architectures, the communication between
the nodes is selected based on the type of data being transmitted or other performance
metrics [92,93]. Accordingly, a multi-tier 5G network is proposed in [94] to support vehicu-
lar communication, and the proposed network model is a HetNet that incorporates D2D
communication, mmWaves, and a cloud platform.

mmWave frequencies provide gigabits-per-second (Gbps) data rates for vehicular
communication links and allow efficient spectrum utilization for both V2V and V2I com-
munications [95]. The small wavelengths at mmWave frequencies enable a large number of
antennas to be packed in a small form factor, forming a massive MIMO communication net-
work [96]. This generates multiple highly directional beams that compensate for the severe
propagation losses at mmWave frequencies while offering the Gbps data rates. In addition,
SDNs offer new network architectures with flexible programming and powerful network
control capabilities. Due to these characteristics, some researchers suggested integrating
SDN s into vehicular ad hoc networks (VANET) such that the SDN controller can optimize
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vehicle routing decisions, spectrum management, and network research management [97].
Furthermore, other researchers propose a vehicular-SDN (SDN-V) architecture [98] that
provides better performance compared to conventional routing protocols of VANET in
terms of PDR, delay, and network throughput.

With the massive data exchange expected in an IoEV with different charging modes
and requirements, quasi- and non- orthogonal multiple access (NOMA) techniques are
proposed to meet the demand of spectrally efficient 5G vehicular communications in high
density networks [99,100]. This is because NOMA allows each resource block to be simul-
taneously utilized by multiple users, thereby enabling more vehicular connectivity. The
authors in [101] propose a cooperative, relay-assisted NOMA to mitigate traffic congestion
and reduce latency in C-V2X communications, particularly for broadcast and multicast
messages. The term cooperative means that users closer to the RSUs and/or base stations
act as decode-and-forward relay (DFR) to help other users with less favorable channel
conditions. This is also addressed in [102,103].

SDN is also an effective enabler of IoEV, where the intelligence of the EVs can be
utilized by the SDN controllers to optimize different vehicular decisions, including optimal
EV routing to charging stations, EV charging scheduling, load balancing, etc. On the
other hand, the authors in [91] show the effectiveness of a heterogeneous network that
utilizes DSRC to support V2V communication and 5G mmWave for V2I communication,
aiming to manage the required vehicular connectivity and optimize the selection of the
different radios. With these additional capabilities, heterogeneous networks of different
architectures are expected to address the varying requirements of different EV charging
modes while catering to the expected data congestion, payload variations and latency
requirements.

6. Physical Layer Security

Due to the broadcast nature of wireless vehicular communication networks, par-
ticularly those utilized for enabling EV charging services, several security and privacy
concerns are raised due to network vulnerability to various types of threats. These include
eavesdropping, jamming, and spoofing attacks, as illustrated in Figure 5.
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<====p V2V Communication Cloud Management
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system
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Figure 5. Overview of the different physical layer security threats in a vehicular communication

network.

As shown in Figure 5, eavesdropping occurs when an illegitimate entity, i.e., an
eavesdropper, listens to the messages exchanged over the communication link between
two legitimate nodes, typically between the vehicle and the infrastructure. A spoofer, on
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the other hand, not only listens to the wirelessly exchanged messages but also controls
the communication channel between the legitimate users. Jamming attacks at the physical
layer are analogous to denial-of-service (DoS) attacks at the application layer, where a
jammer generates an intentional interference to disrupt and overload the communication
channel between the vehicles, leading to throughput degradation and possibly broken
connectivity.

One of the most crucial requirements in vehicular communication is the security
and privacy of the information shared between EVs and other network entities, to ensure
protection against these different types of attacks. In wireless communications, security
techniques can be categorized into: cryptographic methods and physical layer security
(PLS) methods. Cryptographic methods are key-based methods that are typically applied
at higher network layers to encrypt messages before transmitting them onto the wireless
channel [104-106]. Nevertheless, with the high density and high mobility of vehicular
networks and the heterogeneous network deployments discussed earlier, the management
of different cryptographic keys becomes a challenging task [42,107]. Accordingly, physical
layer security (PLS) is gaining increasing interest, as it utilizes the inherent properties of
the wireless channels, namely channel fading, noise, and interference to hide the content of
messages exchanged over the wireless communication channel, thereby providing security
to the users [43]. PLS techniques are also more suitable for delay-sensitive applications
such as DWC systems, since they are typically implemented by simple, lightweight signal
processing algorithms.

In order to counteract eavesdropping attacks at the physical layer, channel-based adap-
tation techniques are adopted, in which the transmission parameters are adjusted to the
channel characteristics of the receiver. These include beamforming, adaptive modulation,
and adaptive power allocation [43]. mmWave beamforming is particularly useful to protect
the channel against eavesdroppers, as it allocates narrow mmWave beams to the different
legitimate users to degrade eavesdropping channels [108]. Furthermore, the integration of
PLS with NOMA is considered in [107] as an approach to achieve secure spectrum sharing
and protection against eavesdroppers. In addition, to avoid spoofing attacks, reciprocal
channel properties such as channel state information (CSI) and received signal strength
(RSS) can be utilized to authenticate the communication nodes [109]. Nevertheless, the
high mobility of vehicular communications introduces rapid temporal variations to the
communication channels, which increases the signalling overhead required to exchange
CSI and other channel properties [96]. More effective resource allocation designs are hence
required to acknowledge rapid channel variations while ensuring reliable information
exchange over V2V communication links and providing protection against eavesdroppers
and spoofing attacks.

MIMO and spectral spreading techniques are the most commonly adopted PLS strate-
gies to overcome jamming [88,110]. In fact, frequency hopping spread spectrum (FHSS) is
a traditional anti-jamming technique that makes the signal more resilient to jamming by
spreading its frequency onto a much wider bandwidth, thereby allowing the original signal
to ‘hop away’ from the jammed spectrum [111]. Alternatively, MIMO interference cancel-
lation techniques cancel out jamming signals by treating them as noise while adjusting
the legitimate signal direction to optimize the reception and decoding performance [111].
In [112,113], jamming signals are proposed to be utilized as artificial noise (AN) that dis-
turbs the reception of eavesdroppers and enhances the physical layer security of legitimate
transmissions. Collectively, the different PLS techniques discussed in this section can be
effectively employed to enhance the security of vehicular communications, particularly
for EV charging coordination and management, while acknowledging the rapid temporal
channel variations due to vehicular mobility.

7. Communication in EV Charging Coordination

Charging coordination is a key factor that contributes to the massive adoption of elec-
tric vehicles by allowing EV energy demand/supply management and resource allocation.
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The utilization of the charging energy can be improved by effective coordination of the
charging plans. Usually, it is difficult to obtain an optimal charging decisions that satisfies
the EV users” demand while achieving load balancing. This is because utility providers aim
to maximize their profit under energy constraints, while EV users aim to maximize their
received energy and QoS with minimum cost. In addition, minimizing the delay in the
information exchange process is essential to ensure that EVs receive the latest scheduling
information within the dynamic network changes [114].

Charging coordination strategies can be divided into two main categories: stationary
charging coordination and mobility-aware charging coordination. Stationary coordina-
tion is mainly concerned with the load balancing of vehicles that are parked at home
networks or public parking areas [115] and, hence, the mobility of the vehicle is ignored.
Mobility-aware coordination, on the other hand, acknowledges the temporal factor of
the EV motion in addition to the spatial and energy factors, by including details of the
arrival/departure times to/from the charging points as well as the trip destination and
the energy consumption for traveling toward the charging points [36,116,117]. This coordi-
nation of on-the-move EVs is essential to address EV charging demands to acknowledge
both the charging time and the queuing time at the charging stations. It is also crucial
in coordinating the motion of EVs toward the nearest wireless charging lane(s) in DWC
systems to address urgent demands of EVs with relatively lower SoCs and provide EV
drivers with a better quality-of-experience (QoE) [36].

Charging coordination can also be classified into centralized and decentralized coordi-
nation [118,119]. In centralized scheduling for plug-in charging stations (CS), a centralized
controller makes charging decisions based on the statuses of the CSs and the EVs, which are
received through reliable communication channels [120-122]. In decentralized /distributed
coordination, on the other hand, each vehicle individually selects a suitable charging sta-
tion based on the available information [123]. For both cases, the information should be
efficiently exchanged between the charging stations and the EVs for optimal decisions.
Centralized coordination is particularly useful in mobility-aware charging coordination in
which EVs need to communicate with the public charging infrastructure to regulate the
charging process [36]. For dynamic and quasi-dynamic EV charging systems, centralized
mobility-aware scheduling also helps in defining the switching sequences of the charging
pads at different charging lane locations to optimize the power transfer process [124].
Nevertheless, while centralized coordination ensures global optimal solutions due to the
overall network visibility of the controller, centralized management raises privacy concerns
as the participating EVs need to share real-time location updates and other information
with the centralized controller for optimum decisions. This highlights the importance of
implementing different physical layer security techniques, as described in Section 6, as
well as application layer cryptographic techniques [104-106].

Different charging coordination and routing optimization techniques have been ad-
dressed in the literature [72,117,122,125,126], together with proposals for coordinating the
communication and energy exchange with mobile energy disseminators (MEDs) [18,19].
A semi-distributed V2V charging scheme is also discussed in [92], in which the charging
price is determined by a central device, while the charging decisions are made by vehi-
cles. Another semi-centralized V2V charging navigation strategy is proposed in [127],
in which EVs are augmented with mobile edge computing (MEC) capabilities to adaptively
choose their optimal route based on different traffic models and other information received
through vehicular communications.

Nevertheless, the specifications of the underlying vehicular communication networks
has received less attention in the literature, with most of the published research assuming an
effective vehicular communication infrastructure through which coordination information
is exchanged [119]. In addition, previously discussed papers on EVs charge scheduling and
coordination mainly focus on static wired and wireless charging while only a few papers
consider charge management in dynamic charging scenarios. In this section, the authors
review the existing literature on the utilization of the different communication technologies
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to facilitate mobility-aware charging coordination for both stationary and dynamic EV
charging systems.

7.1. DSRC in Charging Coordination

The authors in [72] adopt DSRC to facilitate the communication between EVs and
charging stations, and to enable gathering and dissemination of information in a real-
time manner using centralized coordination. The current status of the power system and
real-time information of the EVs are all transmitted to a traffic server through multi-hop
V2V communication. Then, the traffic sever executes an optimal charging strategy that
maximizes the charging energy while minimizing the traveling cost and avoiding system
overloading. Finally, charging decisions are forwarded to the EVs through the RSUs or
neighboring EVs.

Another centralized coordination scheme based on DSRC is proposed by the authors
in [128], aiming to minimize the total trip time considering traffic conditions. When the
battery level is below a predefined threshold, an EV sends a service request to the RSU,
including message ID, SoC, vehicle ID, and the current location. Afterwards, the optimal
CS selection algorithm that selects the CS with the shortest service time is performed by
an electro-mobility management server (EMMS), and responds to the EV by sending a
service response message providing information about the selected station. Instead of
single-hop communication, the authors adopted a multihop multimetric routing scheme for
more efficient charging management to forward charge requests and reservation messages
between EVs and EMMS. This scheme selects the next forwarding node with five metrics:
distance to destination, vehicle density, vehicle trajectory, MAC losses, and available
bandwidth. The forwarding scheme reduces the packet losses and the average packet delay.

The authors in [129] propose a communication framework based on DSRC for gather-
ing real-time information about parking situations, reservations of mobile EVs, and V2V
charging/discharging matching decisions. They enable relay nodes to achieve efficient
wireless connection by means of V2V communications. The authors also introduce a
semi-distributed coordinated charging system in which each EV decides the best charg-
ing/discharging place, while a central device performs optimal EV pair assignment. Hence,
in comparison with fully centralized and fully distributed charging management schemes,
a semi-centralized scheme can reduce communication congestion and computational com-
plexity while preserving EV user privacy, improving scalability and robustness of charging,
and achieving global V2V charging optimization.

The authors in [130,131] also studied the use of DSRC networks in demand-side
management (DSM) for wireless dynamic charging to guarantee the balance between the
total demand and supply. Communication between the EV and the charging infrastructure
is required to exchange information such as a congestion signal, pricing information, and
charging profile. DSRC is implemented to enable information exchange, where the RSU is
placed in the middle of the charging lane, and sends a congestion signal to EVs indicating
that the charging demand exceeds the supply to reduce the charging rate.

7.2. Cellular Technologies in Charging Coordination

Cellular networks are generally selected for enabling centralized coordination due to
their ubiquitous communication range and high reliability of the physical link. Consid-
ering LTE as the communication network between a group of charging stations and EV
aggregators, the authors in [132] study the effect of communication delay on the perfor-
mance of EV aggregators. In their simulations, the communication delay is defined as the
time from the arrival of a message from the control center to an aggregator until the EV
receives the scheduling message. Accordingly, the authors in [132] consider queuing and
transmission delays assuming that scheduling and processing delays are negligible. Their
results reveal that the communication delay is approximately constant when the number
of charging points is less than 300, beyond which the delay encounters an exponential
increase as the number of EVSEs increases, and the power system becomes unstable. This
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large delay in high density scenarios reduces the efficiency of the coordination process and
negatively impacts the user’s QoE, particularly for users with urgent requirements such
as low SoC, high demand, etc. This accordingly motivates the utilization of 5G NR-V2X
communications for EV charging coordination. The ultra-low latency, high reliability, and
high capacity of this technology provides robust operation in high density scenarios and
improves the QoE encountered by the users.

In addition to the high density operation, large network capacity, and significantly
high throughput are other desirable characteristics that motivate the use of NR-V2X for
charging coordination. This is because, in an IoEV with intelligent vehicles and extensive
data generated from different on-board and off-board sensors, effective coordination of the
charging process involves massive V2V, V2I, and 12V data exchange, demanding signifi-
cantly higher data rates and little delay tolerance. Reliability requirements as high as 99.9%
are also desired to guarantee the accuracy of the charging information exchanged between
the different network entities and to avoid unfavorable impacts on the energy grid due to
inefficient charging coordination [27,133]. A comprehensive radio interface design based
on 5G technologies, named 5GCar, is proposed in [134,135] to address these requirements
by integrating different technology components to meet the stringent ultra-low latency,
ultra-high reliability, and high connection density requirements of V2X communications.

For DWC systems, charging coordination involves coordinating the activation of
charging lanes sections, optimizing the vehicle routes to the nearest charging lanes, and pri-
oritizing low energy vehicles to receive a larger amount of power from the corresponding
charging lanes. The authors in [136] discuss wireless dynamic charging in a highway sce-
nario, taking into account the vehicle’s motion and battery characteristics while considering
V2I communication for information exchange.

8. Conclusions

Large-scale adoption of electric vehicles is expected to reduce environmental pollution,
yet is hindered by the range anxiety of EV drivers due to the limited driving range, long
recharging time, and low penetration of fast recharging facilities in addition to the high
purchase prices of commercial EVs. Wireless EV charging solutions offer convenient and
reliable charging with no physical connectivity between the EV and the charging points,
thereby enabling dynamic on-the-road EV charging with minimal charging downtime and
reduced range anxiety.

Nevertheless, in order to achieve efficient charging, information on traffic conditions,
battery level, waiting time, and charging system state must be exchanged between the
EVs and the charging infrastructure. Therefore, reliable communication links between
EVs and the charging systems are necessary to exchange information, monitor system
states, and coordinate charging decisions. High throughput, low latency, and high security
are other desirable characteristics of the vehicular communication links to guarantee the
desired QoS. This paper reviewed the existing literature on vehicular communication
technologies and their utilization for static and dynamic EV charging coordination and
management. The radio access technologies for vehicular communication were presented
and the communication requirements for EV charging services were highlighted. Different
physical layer security techniques were also surveyed to address the security requirements
of vehicular communications. The role of vehicular communication technologies in EV
charging management and coordination was then discussed in detail.

Among the different radio access technologies for vehicular communications surveyed
in this work, LTE cellular networks offer the advantages of ubiquitous coverage, high QoS,
and infrastructure readiness in comparison with the DSRC networks proposed for VANETSs.
Nevertheless, LTE networks are not optimized for vehicular communications and, hence,
suffer from inefficient operation in high density scenarios. The same issue persists with LTE
C-V2X networks despite their improved mobility support, which accordingly impacts EV
charging coordination in locations with high traffic density and high EV charging demands.
In contrast, 5G NR-V2X communication networks offer improved performance in high
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dense networks while providing ultra-low latency, high reliability, and high mobility
support. Nevertheless, in order to satisfy the requirements of different EV charging modes
in different traffic density levels and network congestion scenarios, heterogeneous vehicular
communication networks need to be deployed to utilize technologies such as massive
MIMO, mmWave, and SDNs to enable effective EV charging coordination. Furthermore,
with this massive information exchange between different entities at high vehicular mobility
levels, advanced physical layer security techniques need to be implemented to protect the
communication channels from illegitimate attacks.

Collectively, the evolution of different vehicular RATs and different PLS strategies is
expected to offer more efficient mobility-aware coordination and scheduling and better
energy management. Nevertheless, most of the published literature on EV charging
coordination assumes the existence of an underlying effective vehicular communication
infrastructure, without studying the specific requirements of the communication network
for effective EV charging management in an IoEV. Hence, further studies are required to
develop the end-to-end architecture of the IoEV, by defining the roles of the different RATs
and PLS techniques for effective EV charging coordination.
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