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Abstract

:

In accordance with the water quality standard, the safe functioning of the water treatment system operation is considered. This paper alludes to extreme situations, which arise where there is periodic deterioration of the quality of raw water, for which the technological process of water treatment is not prepared. A conception method is presented by which to assess indices of risk vis-à-vis drinking water, on the basis of a probability estimation methodology. The categorisation of water pipes in line with quality-reliability as regards the physical and chemical composition of drinking water or water intended for business purposes is proposed. An example of the method being put to use is also offered, and it is recognised how the approach being proposed could be the basis for further analysis that takes different conditions of functioning of water-supply systems into account.
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1. Introduction


National or supranational provisions require further adaptation and development of research methods related to the safety of water supply systems (WSSs). The terms safety and risk are commonly used in various aspects of everyday waterworks practice [1]. The presented notions meet the current so-called “water safety plans,” which scope includes an overall assessment of WSSs. This means an analysis of the risk and safety of the water supply system from water intake from treatment to its consumption. The analysis is aimed at assessing whether the system is able to provide water that meets health standards in accordance with applicable water quality standards for human consumption. An important aspect in this regard is also the emergency water supply from alternative sources. The continuity of drinking water supply services is a vital concern; that is why efforts and resources are combined to enhance its resilience in case of a disruption. The methodology for integrating cascades of failures presented by Eid M. contributes to the development of a resilience concept as to help in crisis management decision-making [2]. Referring to water supply systems, risks associated with the management of the water supply system are considered primarily from the point of view of water consumers [3]. In this respect, the risk related to the possibility of drinking water of inadequate quality, which may result in poisoning, disease, and the lack of water supply as a result of a system failure, can be considered [4,5]. The developed methods of reliability assessment concerning the point of view of consumer’s needs [6,7] are helpful in determining the quality service standards of supplied water to the consumers. In fact, a challenge for science and technology is clearly posed by the centralisation of water-production and related services, the mass consumption of tap water, and consumer expectations for that water [8]. Water supply operators should maintain the services at high operational level, with full respect of safety and availability standards in regard to its cleanliness, healthiness, and taste water; and indeed all the more so in the face of extraordinary events of an undesirable nature, as well as the unprecedented terrorist threat [9]. According to these requirements, the assessment of diversification degree of water supply for human consumption from independent sources should be performed. Such possibility provides the Shannon Wiener index, which allows for objective comparison between water supply systems with different final water production [10]. Other methods for estimating the risk of failure are based on the assumptions of classical matrix methods while information from the system operation is inaccurate, as proposed in [11,12]. Also, an important issue constitutes an analysis of failure scenarios framework in order to determine the probability of the threat occurrence by implementation of the Fault Tree Analysis or the Preliminary Hazard Analysis Method, which are helpful for failure analysis in a decision-making process and preventive strategies [13,14]. Conclusions arising out of the history of particular failures entailing the large-scale contamination of tap water in urban agglomerations offer a perfect guide as to how risk management of an active nature needs to be engaged in [9].



This leaves it vital that risk-reduction procedures be pursued, and decision-support tools devised, on the basis of analyses and risk assessments that accompany the functioning of a WSS, also in compliance with guidelines vis-à-vis risk and crisis management where the security of the supply of drinking water is concerned [15,16], with account also taken of the principles of sustainable development. The paradigm becomes the argument, as we wish to live—and to drink safe water—in conditions of peace and certainty, in the belief that there is no risk or effective protection against it [17]. Meanwhile, the specialist scientific literature puts a clear emphasis on the view that quantitative risk analysis and assessment methods of water supply system failure form the basis upon which to manage security of a WSS [18,19,20,21,22,23,24,25,26,27,28,29], in the context of belonging to critical infrastructure [30].



Natural waters are very rarely of a composition allowing their safe use as drinking water. Almost always proper treatment is going to be essential, and the aim of the processes involved in that is to bring water up into line with specific requirements set out in the regulation on conditions to be met by drinking water and suitable for economic purposes [31,32,33,34]. It should be emphasised here that drinking water needs to reach users of the supply in sufficient quantity and quality, in accordance with the existing law outlined in Council Directive of the European Union 98/83/EC on the quality of water intended for human consumption [35]. Now, however, work is underway on a new Directive obliging water-supply companies to implement WSPs—on the basis of analyses and risk assessments.



The threshold values for permissible concentrations of pollutants of water that are set out in various norms allow suitability for drinking and for economic purposes to be determined [36,37]. However, in a majority of cases, technological processes relating to water treatment do not take account extreme situations, in which there are times during which the designed or existing water-treatment process does not guarantee compliance with quality standards [38,39,40,41].



Some examples of extreme situations influencing many recipients in recent years were as follows:




	
In 2014, Ohio, according to the Surveillance for Waterborne Disease Outbreaks Associated with Drinking Water in the United States, the microcystin contamination event occur in a drinking water system, about 110 people were illed. During this event, an extensive emergency response occurred to ensure that the approximately 500,000 people affected had access to information about the advisory,



	
In 2013, Subcarpathian province, the secondary pollution of water took place and lasted about two weeks, probably due to a poorly chosen cleaning agent for the water supply network. Escherichia Coli bacteria were detected in the water network supplying 50,000 inhabitants. In the period of danger, the hospital recorded 100 cases of various types of ailments in patients (poisoning, diarrhoea).








The current level of technical knowledge allows for treatment of even the most polluted water, while economic considerations suggest the intake of best-quality water only. However, this may also experience periodic contamination with specific substances, for which the technological processes of treatment in either existing and planned treatment plants are not always prepared [42,43,44]. To clarify the concept of contaminated water, i.e., water not fit to drink, it is necessary to achieve normalisation of composition where quality is concerned.



Decisions to limit or interrupt the production of water are made in line with the type of contamination, on the basis of a physico-chemical analysis of treated or raw water. In cases of small exceedances of the normative values for pollution indicators (when there is no need to stop production), it is possible to carry out repeat analyses, as well as to correct the technological process being followed. The cessation of production by a plant is thus a final step that generally results in supply shortages to the concerned population. The negative economic and social consequences of such a decision ensure that its adoption tends to be blocked repeatedly. In the face of periodic checks on water quality, it is not possible to be sure that the standard between checks is always met, and the only alternative would be for a water treatment plant (WTP) to be equipped with continuous measurement equipment [4,7]. In line with data on the quality of raw water obtained over many years of research, technological processes could be introduced to allow for periodic intensification of treatment with specified criteria [45]. The development of a warning system would allow a plant to be shut down for a period through which obtainment of an acceptable level of water quality specified for emergency conditions is precluded. And the solution here thus requires that frequencies and durations of periods of non-compliance be determined [8,39].



This is possible on the basis of reliability theory, which provides for study of the random phenomena that cause periodic reductions in the amount or quality of water [40]. This is done using the so-called risk indices that allow for numerical characterisation of damage resulting from various failures, and contaminations occurring periodically in a random manner.



The ultimate aim of the proposal presented here is in fact to limit the duration of situations in which waterworks briefly produce water that is treated, but of inadequate quality in relation to standards, given that there is a slight increase, taking into account above-average concentration of contaminants.




2. Material and Methods


Taking the mentioned circumstances into account, a modification was proposed to the method by which normative values for water quality are determined. If it is impossible to preclude typically random cases in which periods of non-normative values for treated water arise, then limitations on the duration and frequency of such undesirable situations should be introduced. It is also necessary to set limits for exceedance of the normative values for drinking-water quality. In other words, instead of adhering to an assumption questionable in practice as to the inadmissibility of water-quality exceedances, it is better to introduce limits on the scope and frequency of such non-compliance with standards. The introduction of such criteria provides a basis for additional security.



2.1. The Approach to Obtaining a Water-Pollution Criterion


As a criterion for drinking-water contamination, pollutant concentrations corresponding to individual physico-chemical indicators of composition were assumed. Next, the indicators included in the current standard for the quality of water intended for human consumption were divided into three groups, in line with their harmful effects on the human organism:




	
The first group (A) includes indices determining the suitability of drinking water, inter alia colour, turbidity, iron, manganese, sulphates and chlorides, for which it is assumed that periodic and limited exceedances of normative concentrations do not threaten human health,



	
The next group (B) includes indicators that present a significant risk to human health. Included here are forms of nitrogen and phosphorus, fluorides, Chemical Oxygen Demand (COD), nanoparticles, hormones, antibiotics and pH,



	
The last group (C) includes indicators that pose a toxic threat to the human body, among others: heavy metals, phenol, cyanides, and DDT and its metabolites. The indicators from group A thus concern the pollutants least harmful to people, while group C indicators are substances i.a. having a carcinogenic impact.








Additional parameters identified as significant for monitoring for a given water supply zone are determined on the basis of the results of a risk assessment carried out in accordance with the existing standard. In such case, risk means a measure by which to assess a hazard or threat resulting either from probable events beyond our control or from the possible consequences of a decision, which have been developed.



For all indices from the presented groups, the following index for the exceedance of quality standards for drinking water relating to specific physico-chemical indices for water was introduced. Such a criterion is used to assess whether the functioning of a WTP is appropriate when it comes to the quality of water for consumption.



An Exceedance Index (EI) is thus determined, in line with the following dependence relationship [7,39]:


EI=Co−CaccCmax−Cacc



(1)




where Co is the observed concentration of a given physical and chemical indicator of drinking water, higher than the value constituting the current standard [35], Cmax is the maximum short-term permissible concentration of a given physical and chemical indicator of drinking water, adopted after data on tolerance criteria for chemical substances and numbers of indicator microorganisms, and Cacc is the acceptable concentration of a given physical-chemical indicator for drinking water in accordance with standards and WHO guidelines.



Values of EI can be described as follows:




	
Satisfactory quality of water, which has quality parameters above threshold values for norms, where EI = 0,



For:


Co ≤ Cacc



(2)







	
Quality of water non-normative, but permissible for short periods of a duration that is nevertheless limited and to be determined, where 0 < EI < 1.0,



	
Quality of the water that is unacceptable, making it absolutely necessary for a plan and WTP to be shut off in order to prevent that water from reaching recipients, where EI = 1.0,








For:


Co ≥ Cmax



(3)







In practice, the Cmax concentrations prove especially difficult to determine in relation to human health. Harmful doses depend on many biological features of the body, including the degree of habituation, innate sensitivity or immunity, and rate of absorption. However, adoption of Cmax concentration values in line with the aforementioned recommendation would seem to relate to a daily human intake of water equal to 2.5 dm3, as well as a limited period over which water in the above category is consumed [4,7,39].




2.2. Probability Estimation Methodology


The probability that the concentration of a pollutant exceeds the normative is different for various degrees of exceedance, but the method presented here allows account to be taken of different levels of normative concentration and weightings relating to probabilities of exceedance. Such issues were considered by reference to a time unit equal to one year.



The proposed categorisation of water pipes in line with quality-reliability as regards the physical and chemical composition of drinking water or water intended for business purposes is as follows:




	
1st category: water-supply systems of urban and industrial agglomerations of more than 500,000 inhabitants, where quality control in respect of water is carried out at least four times every 24 h,



	
2nd category: water-supply systems of cities with populations in the 100,000–500,000 range, in which quality control in respect of water is carried out 3 times in 24-h periods,



	
3rd category: water-supply systems of cities with populations in the 10,000–100,000 range, in which quality control in respect of water is carried out twice a day,



	
4th category: water-supply systems of towns or settlements with under 10,000 people, in which one check on water quality is carried out each 24 h, or in justified cases less than once a day (e.g., where a catchment is forested or otherwise undeveloped).








The categorisation regards the volume of water supplied or produced in the supply zone according to the existing directive on the quality of water intended for human consumption.



The degree to which a concentration provided for in law is exceeded is associated with an arbitrary threshold value adopted for indicators of exceedance of water quality for consumption EI. The method then assumes a frequency of occurrence of periods in which such EIt threshold values may arise within the period of one year. Assumed values can be estimates derived from waterworks practice and expert experience.



The probability of occurrence of such periods can be determined in line with the dependence relationship [7,39]:


Pi=FiTi365



(4)




where Fi is the frequency of occurrence of periods in which threshold values EIt can occur and Ti is the duration of the i-th period, in d.



For states in which the condition is of there being no exceedance of given indicators in relation to what is provided for, we can write [7,39]:


P0=1−∑iPi



(5)







The factor representing the unreliability of the WTP in relation to the quality delivered to the municipal waterworks is the concentration of a given pollution index above the normative value, and determined indirectly by reference to the EI value. Hence, the generalised reliability index is [7,39]:


RI = 1 − Funr



(6)







Generalised unreliability is determined by reference to the ratio of the value of EI exceedance, including cases when EI exceed 0 to 1 marked as Funr up to the limit value of this exceeding.





3. Application Example


RI values calculated according to the probability estimation methodology in Section 2.2 are summarised in Table 1.



From the point of view of engineering practice, it is interesting to know the probability at any given time that a WTP will provide water corresponding to the standard. This value applies to the case of EI = 0 and is equal to P0. The values for probabilities associated with drinking water risks by WSS division into reliability categories for water supply, for different assumptions of probabilities is as follows (Figure 1, Figure 2 and Figure 3).



As regards the second category of calculation, case B and 0 < EI ≤ 0.1, the exceedance of the normative value concerned a contaminant from group B, within the range 0 < EI ≤ 0.1, which may not arise more than 6 times a year, with the duration in each case not exceeding 0.33 days, i.e., 8 h. EI1 means a threshold EIp = 0.1, and P1 probabilities of all combined cases.



For comparison in the case of the fourth category and calculation case B and 0.1 < EI ≤ 0.3, the frequency of occurrence of periods in which threshold values EIt cannot occur more than 10 times a year, with the duration of distinguished period three times bigger, than in the previously mentioned case.



The RIacc value applies to the whole group of cases, i.e., for EI = 0, 0 < EI ≤ 0.1 and 0.1 < EI ≤ 0.3. Reference to the Table 1 indicates a need to calculate values of the RI and P0 indices for each WTP, and to check whether the inequality is met.


IPF≥IPFacc



(7)




where IPF is the index of proper functioning of a WTP defined as the index of RI or P0, IPFacc is the acceptable value for the IPF (RIacc, P0acc, Pacc) (Figure 4).



The obtained results depend on the mentioned index the frequency of occurrence of periods in which threshold values can occur and the duration of the i-th period, in d.



The strictest criteria were proposed for the first category ‘C’ of water-supply systems of urban and industrial agglomerations of more than 500,000 inhabitants, where quality control in respect of water is carried out at least four times every 24 h, which is expressed by the obtained probabilities of acceptable indices associated with drinking water by:




	
P0acc = 0.999315068,



	
PFacc = 0.999965753.








The assumed acceptable indices associated with drinking water are identified with the non-occurrence of not particularly big losses associated with poor water quality in the water supply system or a lack of water supply.



If the inequality in (7) is not met, then the WTP is not in line with proposed values and should be modernised. An alternative solution would be to ensure that appropriate services capable of reacting quickly to exceedances of standard conditions. In such cases, these services would decide on the temporary exclusion of a WTP from operation. The important aspects are the costs associated with the improvement of technical and organizational solutions that should be analyzed taking into account the multi-criteria decision-making processes. The reduction of risk should entail the calculation of costs related to introducing changes eliminating threats and the benefits of improving the safety of the water supply system [12].




4. Conclusions and Perspectives


The implementation of the methodology and research for this article allowed to formulate the following conclusions:




	
While recipients of water are today looking increasingly for continuity of both the supply and the quality of water, sources may unfortunately be exposed to contamination by various dangerous substances that are not always monitored. Determination of risk indices for drinking water that are then set against acceptable levels allows the functioning of a system to be assessed,



	
The concept presented here in no way understates the validity of water-quality norms that seem justified given verification over many years of application. However, that does not change what is an expression of current trends that will probably be corrected as the whole problem grows,



	
The presented methodology can be implemented in water safety plans and evaluate new strategies in the security management process of the water supply systems,



	
The objective reality of the functioning of a WTP involves various undesirable events causing a deterioration in water quality (final product), and reducing the reliability of public water supply, to the point where the safety of consumers is sometimes affected significantly.








The future considerations due to different water supply systems will constitute the basis for the analysis of costs and risk control effects. As the lack of water supply or supply water with poor quality deal with costs, which are borne by both the producer and the water consumer. It is therefore necessary to determine the effectiveness of risk reduction taking into account the economic factor, which will constitute the basis for the further research. Risk reduction may take place at the level of a modernization project and prevention procedures, including solutions with reserved and active protection requiring intervention or operator supervision. The introduction of the proposed development in respect of existing normative conditions would seem likely to encourage resort to more flexible technologies and to the development of certain reserve capacity at WTPs. The most effective solutions in the sense of risk reduction should be implemented. It might also encourage more-effective and more-frequent checks on the quality of water, with a view to fuller assurance of proper conditions being achieved.
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Figure 1. Values for probabilities associated with drinking water risks by WSS division into reliability categories for water supply, for different assumptions of probabilities—Pi0. 
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Figure 2. Values for probabilities associated with drinking water risks by WSS division into reliability categories for water supply, for different assumptions of probabilities—Pi1. 






Figure 2. Values for probabilities associated with drinking water risks by WSS division into reliability categories for water supply, for different assumptions of probabilities—Pi1.



[image: Sustainability 11 03189 g002]







[image: Sustainability 11 03189 g003 550]





Figure 3. Values for probabilities associated with drinking water risks by WSS division into reliability categories for water supply, for different assumptions of probabilities—Pi2. 
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Figure 4. Acceptable indices associated with drinking water by WSS division into reliability categories for water supply. (a): 1st category; (b): 2nd category; (c): 3rd category; (d): 4th category. 
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Table 1. Frequency of occurrence of water-quality states in line with the WSS division into reliability categories for water.
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1st Category




	
Application Example

	
A

	
B

	

	
C




	
0

	
1

	
2

	
0

	
1

	
2

	
0

	
1




	
EI= 0

	
0 < EI ≤ 0.3

	
0.3 < EI ≤ 0.5

	
EI= 0

	
0 < EI ≤ 0.1

	
0.1 < EI ≤ 0.3

	
EI= 0

	
0 < EI ≤ 0.05




	
Fi, a−1

	
-

	
10

	
2

	
-

	
5

	
1

	
-

	
1




	
Ti, d

	
-

	
0.25

	
0.25

	
-

	
0.25

	
0.25

	
-

	
0.25




	
EIi

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1




	
0

	
0.3

	
0.5

	
0

	
0.1

	
0.3

	
0

	
0.05




	
2nd Category




	
Application Example

	

	
A

	

	

	
B

	

	

	
C




	
0

	
1

	
2

	
0

	
1

	
2

	
0

	
1




	
EI = 0

	
0 < EI ≤ 0.3

	
0.3 < EI ≤ 0.5

	
EI= 0

	
0 < EI ≤ 0.1

	
0.1 < EI ≤ 0.3

	
EI= 0

	
0 < EI ≤ 0.05




	
Fi, a−1

	
-

	
12

	
3

	
-

	
6

	
2

	
-

	
1




	
Ti, d

	
-

	
0.33

	
0.33

	
-

	
0.33

	
0.33

	
-

	
0.25




	
EIi

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1




	
0

	
0.3

	
0.5

	
0

	
0.1

	
0.3

	
0

	
0.05




	
3rd Category




	
Application Example

	

	
A

	

	

	
B

	

	

	
C




	
0

	
1

	
2

	
0

	
1

	
2

	
0

	
1




	
EI= 0

	
0 < EI ≤ 0.3

	
0.3 < EI ≤ 0.5

	
EI= 0

	
0 < EI ≤ 0.1

	
0.1 < EI ≤ 0.3

	
EI= 0

	
0 < EI ≤ 0.1




	
Fi, a−1

	
-

	
15

	
5

	
-

	
7

	
2

	
-

	
1




	
Ti, d

	
-

	
0.5

	
0.5

	
-

	
0.5

	
0.5

	
-

	
0.5




	
EIi

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1




	
0

	
0.3

	
0.5

	
0

	
0.1

	
0.3

	
0

	
0.05




	
4th Category




	
Application Example

	
A

	

	
B

	

	

	
C




	
0

	
1

	
2

	
0

	
1

	
2

	
0

	
1




	
EI = 0

	
0 < EI ≤ 0.3

	
0.3 < EI ≤ 0.7

	
EI= 0

	
0 < EI ≤ 0.1

	
0.1 < EI ≤ 0.3

	
EI = 0

	
0 < EI ≤ 0.1




	
Fi, a−1

	
-

	
30

	
5

	
-

	
10

	
2

	
-

	
1




	
Ti, d

	
-

	
1

	
1

	
-

	
1

	
1

	
-

	
0.5




	
EIi

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1

	
EI2

	
EI0

	
EI1




	
0

	
0.3

	
0.7

	
0

	
0.1

	
0.3

	
0

	
0.1
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