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Abstract: Today’s modern society offers many new opportunities, but also many risks. Even
modernization of companies cannot completely eliminate these dangers. In the smart industry,
despite significant technological progress, it is necessary to work with various raw materials,
including hazardous substances. It is these raw materials that will continue to pose risks in the
future for industrial accidents, which cannot be ruled out. The possible release of hazardous
substances can potentially have a negative impact on the environment and safety of the population.
In order to deal with certain emergencies, it is necessary to allocate a large amount of funds and
resources to them. The paper focuses on risk prevention in industry and the use of modern and new
approaches. Specifically, it focuses on the implementation of the prevention of leakage of hazardous
substances in the gaseous state from industrial facilities. The aim of the paper is to present a new
approach to the prevention of leakage of hazardous substances, which provides more realistic
calculations for modeling leaks and thus helps to reduce the cost of prevention. However, security
in crisis management is not diminished. ALOHA CAMEO software was used for leak modeling,
which the authors commonly use in practical applications and modeling in industrial enterprises in
the performance of duties in the field of civil protection and crisis management. ALOHA software
is used for such modeling, serving as a support tool for modeling for all crisis managers in Industry
4.0. This paper deals with the modeling of dispersion of hazardous substances with specific
properties escaping from technological equipment located inside a building. This concerns the
inability of the current dispersion model software to prevent the spread of the next leak inside the
building containing the substance. A solution is needed to fix this problem. This issue is well
illustrated by a specific example at the end of this article. The mentioned improvement of tools for
simulation of industrial accidents influences the possibilities of development also in Industry 4.0. It
enables more effective preparation for the management of possible accidents with regard to the
appropriate spending of funds for prevention and subsequent response.

Keywords: ALOHA (software); ammonia; dispersion; hazardous substance release; Industry 4;
crisis management
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1. Introduction

The Fourth Industrial Revolution is changing the current form of industry both in
Slovakia and around the world. This process was given different names throughout the
world, e.g., Industry 4.0 in Germany, New Industrial France in France, the National
Network for Manufacturing Innovation in the USA, Society 5.0 in Japan, and Made in
China 2025 in China, etc. [1].

Industry 4.0 provides economic, environmental, and social benefits and
opportunities [2]. The implementation of automation and digital production, digitization
of control systems and the use of communication networks to ensure interoperability and
flexibility of business processes is becoming a priority for the industry. Thanks to the
Internet, which will become an integral part of industrial control systems, a high volume
of exchanged data will be created, which results in functional analysis of big data, virtual
process simulation, cloud connectivity, augmented reality, autonomous devices, and 3D
printing. However, creating a sustainable industrial value requires that activities are
implemented on the 3 pillars of social responsibility. The integration and combination of
the economic, social, and environmental pillars is in line with the triple bottom line’s
concept of sustainability [3-5].

The economic dimension of sustainability focuses on economic performance, market
presence, indirect economic impacts, and procurement practices. It is linked to the
ecological dimension in relation to the use of energy and resources, and social dimension
in relation to safeguarding and the creation of workplaces. The social dimension of
sustainability focuses on providing equity and safety to employees, stakeholders, and the
community in which they operate [6]. Balancing these three dimensions is a critical
success factor for the successful adoption and diffusion of technologies, as well as for
achieving sustainable benefits [7-9].

It is the extensive changes brought about by digitalization which are rapidly entering
today’s industrial enterprises that are characteristic of Industry 4.0. Digitization focuses
mainly on process, technical and technological optimization with the aim of speeding up
process activities, reducing data processing time, and improving the availability of
information. Digitization as an ongoing convergence of the real and virtual worlds will be
a major driver of innovation and change in all sectors of our economy. Thanks to the
digital transformation to Industry 4.0, information technology, computer control, and
communication networks, it is possible to collect huge amounts of data. These data on
operating and process conditions are generated from several devices, and are collected for
automatic fault detection and diagnosis to minimize downtime and increase component
utilization, as well as increase their remaining life and the overall competitive advantage
of the company [10-12].

The aim is to create fully digitized, networked, intelligent, and decentralized value-
added networks. Industrial companies should offer a higher return on investment while
reducing environmental impact, whilst creating attractive workplaces for people focused
on collaboration, learning, and skills development. The dynamic development of
industrial digitization and telecommunications technologies enables for a better
integration of processes, machines, employees, and individual products within intelligent
network structures. Industry 4.0 enables data collection and analysis, productivity
assessment, and continuous process improvement [13-15].

The development of an intelligent industry in the context of Industry 4.0, thus
robotization and automation of processes in companies, will significantly increase the
productivity and competitiveness of individual companies, but it can also be a source of
new risks. All companies and institutions are responsible for the proper handling of
hazardous materials in the course of their activities. This is where Industry 4.0 can provide
an opportunity for the industry to minimize the risks and threats posed by their processes
through a high degree of automation and digitization of those processes. Gobbo et al. [16],
identified the potential links and benefits between process safety and environmental
protection with Industry 4.0 concepts by measuring the co-occurrence of keywords, and
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concluded that there is much more joint research between environmental protection and
Industry 4.0 than between Industry 4.0 and safety. Industry 4.0 is a comparatively new
method of managing production processes. In the area of risk management, new types of
risks may arise due to new approaches, modified frameworks, complex IT infrastructure,
and the like. In many cases, the implementation of Industry 4.0, which connects people,
systems, and the object, has become a complex, dynamic, and real-time optimized
network [17].

Sustainability and competitiveness belong to the main goals of the philosophy of
industrial engineering and Industry 4.0. The main characteristic of safety is resilience to
all risks that threaten the future survival situation, and then their mitigation in order to
achieve optimal use of resources in all respects. Elattar [18], in his research states that
security metrics and adaptation methods are still lacking to support business operations.
Almost all industrial companies adopt certain forms of procedures in the field of health
and safety in the environment. However, there is no single framework or procedure to
withstand losses due to a lack of safety measures, and it is essential that the used
procedures complement each other. This would lead to the integrated application of
traditional methodologies with the management of safety barriers, dynamic risk
assessment, and the integration of machine learning systems. Therefore, companies are
resorting to creating their own tailor-made security framework that will increase their
resilience and maintain their competitiveness and sustainability. Companies must
provide an overview of the safety deficiencies, failures, and losses they have suffered
[18,19]. Based on the above, there is a direct link here, which points to the fact that
increased security and risk resilience as crisis prevention is a prerequisite for increasing
the competitiveness and sustainability of Industry 4.0 companies.

Information, analysis and assessment of hazards, vulnerabilities, and risks are key
decision-makers in crisis management and should be provided to the greatest possible
extent in all normal, emergency, and critical conditions. Likewise, in all preparatory and
operational functional areas, measures are taken or should be taken to control hazards,
vulnerabilities, and risks as much as possible, with the overall aim of strengthening the
resilience of the process, company, system, community. Initial problems that can lead to
catastrophic failures can be correctly predicted and appropriate steps can be taken to
prevent these failures based on the results of the predictions if appropriate predictive
maintenance approaches are used. At any time, the industrial equipment can be replaced
or repaired before a failure occurs, which may mean restoring the equipment or system to
its original state after each realized maintenance [10,20].

Industry 4.0 can break trade-offs from older strategies by enabling companies to
maximize the life of their manufacturing facilities while preventing unplanned downtime,
minimizing planned downtime, increasing process, and human safety, minimizing
energy and resource consumption, and saving costs [21].

Crisis management is a dynamic and continuous process that includes both proactive
and reactive measures to identify the crisis, plan the response to the crisis, face the crisis,
and resolve the crisis [22]. The authors [23,24], argue that the real challenge, however, is
toidentify crises in time and implement coping strategies to reduce their damage. Authors
such as Burnett [25], Kash and Darling [26], note that pre-crisis decisions will allow for
more effective crisis management than for organizations to manage the crisis and make
hasty and ineffective decisions. Proactive planning through strategic planning and
problem management will help reduce risk, waste of time, poor resource management,
and reduce the impact of those that arise [27]. Authors suggest that developing processes
to address future crises that arise is more effective than constantly looking for all potential
impacts. Identifying the problem through environmental scanning and data collection on
the political, economic, social, and technological environment can provide information
about possible trends and their likely impacts on the organization [23,28].

More authors describe two basic approaches to crisis management, which are also
applicable in the context of Industry 4.0. They describe crisis management in the narrower
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sense only as a response to unexpected crises and in a broader sense (comprehensive
approach) as a prevention too. Prevention begins with situational analysis, identification
and risk assessment, and the preparation and implementation of measures to mitigate
them and increase the resilience of the company. Prevention can be implemented through
risk management [29-31]. The overall objective is to mitigate the risks associated with
hazards in a way that is relevant to potentially affected people, real estate, local
infrastructure, critical infrastructure, and critical functions. Operational functions are
divided into three areas: protection, response, and recovery. In the context of crisis
management, critical resilience capability is the ability at all levels of command and
control to maintain consciousness in a very complex, dynamic, and harmful situation,
make relevant and timely decisions and communicate, manage their implementation and
operations, and quickly restore disrupted vital system functions. The primary outcome of
safety management is a safe environment for emergency responders, equipment, and
supplies involved in crisis management operations. Functions and tasks are defined in
terms of planning, organizing, and building capabilities for security and security
management [32,33].

Crisis management planning is, in fact, complementary to the development of risk
management strategies (if they fail for any reason) and mainly concerns the readiness to
react reactively when a crisis occurs, to include its impact and then to recover from it as
soon as possible. Therefore, risk and crisis management are not two separate functions,
but rather two complementary phases of the same learning-based function, which are
aimed at developing the organization’s ability to face adverse and disruption without
consequences or with limited consequences and to recover quickly from any crisis
situation [28].

Paraskevas [28], Quek, McManus [34], Vargo and Stephenson [35], report that several
models of organizational resilience have been proposed (e.g.,), taking into account high
levels of situational awareness, the ability to manage vulnerability pitfalls through
planning, and the ability to adapt to emerging situations as key resilience factors. Within
these factors, elements of learning, risk identification, vulnerability assessment, proactive
posture, planning strategies, and recovery priorities are proposed as key indicators of
resilience. McManus, Sevilla, Vargo, and Brunsdon [36], define organizational resilience
as “... a function of an organization’s overall situation awareness, management of
keystone vulnerabilities and adaptive capacity in a complex, dynamic and interconnected
environment”.

Process safety is identified as an integral part of process development and production
as a “complement” to the process, and distinguishes it from occupational safety by
focusing mainly on preventive activities and mitigating the consequences of major
accidents such as fires, explosions, or leaks of hazardous substances. Process safety
assessment consists of basic steps such as identification, analysis, evaluation, and risk
management [2,37].

One of the tools for increasing the security of Industry 4.0 companies is the
implementation of crisis management into management systems. Crisis management is
currently being used on an increasingly large scale. In addition to the initial focus on crises
caused by natural and industrial disasters [38,39] and response and recovery capabilities,
researchers are increasingly concerned about crises caused by terrorist acts [40], cyber-
attacks [41,42]. Additionally, the interdependence between critical infrastructures [43], the
examination of a more comprehensive approach to disaster risk reduction [37,44,45], and
the need to adapt to climate change [46—48].

Crisis management, especially in the manufacturing sector, can change the
distinction between widespread and costly downtime and rapid resumption of operations
[49]. The examination of major accidents and crises in the real world confirms that most
of them occurred due to the poor quality of crisis management systems [50]. Numerous
studies suggest that highly reliable organizations are able to prevent crises. Other factors,
including organizational culture and structure, may affect the likelihood of a crisis. It can
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be assumed that cultural and structural factors increasing the likelihood of a crisis also
make it difficult to organize reliability [51]. Barton [52], Coombs with Laufer [53], argue
that organizations are better able to manage crises when they have a crisis management
plan that is updated at least once a year, have a dedicated crisis management team, carry
out exercises to test plans and teams to prepare some crisis reports at least once a year and
in advance.

Both security and sustainability perceived in the context of Industry 4.0 emphasize
the protection and development of society (people), the economy and the environment
(ecology), in which advances in security can be further extended to overcome the
operational shortcomings of sustainable development. We try to point this out in our
study, where we want to emphasize the importance of using the software as an aid in
crisis management. Our contribution builds on the research carried out by Nawaz [54],
which points out that studies perceive the role of security in achieving the goals of
sustainable development. However, practical examples from the given issue are missing
e.g., there are only three articles that have used the case study to demonstrate that the
interrelationship between security and sustainability can no longer be ignored [55-57].

Although industry and experts recognize the link between security and
sustainability, they are usually not taken into account at the strategic and operational
levels. The main reason for ignoring this basic relationship is the lack of a safety culture.
The global security culture in companies and organizations has not developed as
expected; safety is still considered a burden until an accident occurs. A safety culture is
particularly important in companies because it encourages risk-based thinking at all
levels, which subsequently helps to capture development opportunities through risk
management and risk minimization. Without culture, it is not possible to realize the
benefits of the relationship between security and sustainability. In fact, it is difficult to
achieve sustainability unless a culture of collective progress develops. No process can be
sustainable unless it is safe [53]. Crisis managers use various simulations to increase
security, so they can anticipate possible negative impacts.

For risk assessment, there are many methods and tools. In determining risk zones,
different software is used for modeling release and the subsequent dispersion of
hazardous materials (for example ALOHA, TerEx, ROZEX). These software have different
settings of input parameters and give different outputs. A major deficiency of these
programs is that the calculations simulate the leak of the substance only to an open space.
This means that if the source of leakage is in the building, the program does not impede
the inhibit ability of immediate dispersion of the building of a hazardous substance into
the exterior (open space). Modeling results are then distorted and danger zones are greater
than necessary. The result of all these facts is, that the operator of the company included
the danger protocols based on the results of risk assessment, such as having to invest a
great amount of funds to security measures; still, the real environment threat is
significantly smaller than calculated. It is this software that takes into account the
direction of the wind, so it is possible to create scenarios for all wind directions, and thus
directly determine its impact on the environment [58]. This software is used in various
areas where there is a risk of leakage of hazardous substances. It has also been used in
various studies, whether in large industrial plants or in the transport of dangerous goods
itself [59,60]. There is also a risk of leakage during transport via various pipes. If the
pipeline is damaged, harmful and hazardous substances can escape into the environment.
This problem was simulated using ALOHA software by several authors [61-63]. In the
simulation, they assumed a direct leakage of the substance and did not consider the
possibility that the spread of substances would slow down or prevent such pipelines being
underground or passing through an enclosed space. The program did not allow them to
anticipate a case of initial leakage into an enclosed space and only then a possible leak into
the space.

Other examples of leaks of hazardous substances have occurred directly in the
various areas where they are handled. Some authors have pointed to the possibility of
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escape in the event of large-scale fires or explosions of the building. With simulations,
they did not take into account the possibility of explosion and fire of only one element in
the building [59,64]. In such a case, the substances would first escape into the enclosed
space and later into the environment. Other research has focused on the current problem
of electric cars, where a charging accident may occur. Research has focused on charging
stations, in the event of an accident, substances leak directly into the outside environment
[65]. There are many stations that are in closed buildings (garages), which is why the
software interface should be supplemented by the ability of buildings to slow down the
spread of hazardous substances. Currently, the most common use of ALOHA software is
in the simulations case of leakage of hazardous substances from tanks, where the
substance leaks directly into the open air [66,67].

There is a simulation of leakage of hazardous substances into another enclosed
environment. The simulation is associated with hydrocarbons. Leakage occurs into
individual barriers, which had the task of preventing the leakage of substances into the
external environment [68]. Other authors also use the simulation of ammonia leakage
using ALOHA software. The disadvantage is that they only consider the possibility of
escaping directly into open space [69]. The results obtained by the products are designed
to ensure emergency planning responses for crisis managers, individuals near accident
sites, and residents in order to reduce potential risks [70]. Therefore, it is necessary to pay
attention to simulation not only in the transport of dangerous goods, but especially in
potential leakage from companies. Based on simulations and modeling, these companies
are often considerable resources for preventing various negative events.

In many articles that we studied during the preparation of the article, the authors
focus on modeling the leakage of hazardous substances in the gaseous state, and all
modeling is carried out in the just mentioned way, directly into the air. None of the
authors take into account that part of the substance may be trapped in other surrounding
areas and thus create a barrier to the leaked substance. It is with our contribution that we
want to open a space for discussion and consideration of adding scenarios to modeling,
which would take into account the given facts and thus help create real scenarios in which
security and financial demands will be balanced.

The main article addresses as a main goal the comparison of a conservative approach
to the modeling of leakage of hazardous substances, where, based on illustrative
examples, it explains the procedure of individual approaches. Modeling of leakage of
hazardous substances within civil protection in Slovakia is calculated with immediate
leakage of the total amount of hazardous substance, i.e., when we have a container with a
hazardous substance in a building, for example (NHs or Cl»), the result is calculated as the
maximum amount substances from this tank. Distances that are not realistic, elevated, and
distances that are too pessimistic are plotted on the map. While this is on the security side,
on the other hand, security costs are rising enormously.

The approach we outline in the article shows us the possibilities of how we can create
more realistic estimates so that we do not endanger the safety of the population but, on
the other hand, do not increase unnecessarily costs. This creates space to take into account
the amount of hazardous substance that will be retained in the interior of the building in
which the tanks are located.

2. Materials and Methods
2.1. The Ability of a Building to Prevent the Dispersion of Dangerous Materials

The ALOHA CAMEO software was used by the authors, it is the most frequently
used software in the field of crisis management, prevention of serious industrial accidents,
and civil protection in the Slovak Republic. Based on a literary analysis, we pointed out
that it was also used by many authors in the world. In addition, the software is freely
available and the authors have used it in practice to identify hazards from gaseous
hazardous substances. Due to the freely available software, it can be used free of charge
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by crisis managers in all companies where there is a risk of dispersion of hazardous
substances.

In our example, ALOHA software was used to model the leakage of a hazardous
substance. We modeled the leakage of a hazardous substance from a 3000 m? tank; in the
first example, we can see the values and the course of the leakage of the immediate leakage
of the total amount of the entered substance. The case we mentioned is from a security
point of view. This means that we can preventively protect large areas that are endangered
after the modeling result. Of course, the costs are rising, as we can see in Figure 1. The
concentrations that occur here are very high. Essentially, the concentration increases to
about 2390 ppm within ten minutes. This is a concentration that is referred to as outdoor
concentration, i.e., outside the building. It does not take into account here at all that the
building captures some part of the hazardous substance and thus delays its dispersion
within the outdoor spaces. Thus, a model with direct and immediate release directly into
the air, i.e,, an immediate increase in concentration in the whole environment, is
considered. This prediction is commonly used in civil protection with this software.
However, if we realistically reflect the course of the described accident, we can imagine
that after the leakage of the hazardous substance NH3 from the 3000 m? storage tank
within a building, the concentration in the building will increase rapidly. It only slowly
gets further out of the building through the ventilation openings of leaks, i.e., windows,
doors, and other technical and technological openings.

In order to take into account precisely this fact that the building will capture a certain
amount of dangerous substance, we had to take into account the air exchange in the room.
Therefore, we recalculated the volume of air in the room, where we took into account the
ventilation speed. The air exchange is calculated on the basis of ventilation, in the
considered object we have ventilation natural through window and door openings and
forced by fans. The result of ventilation is the exchange of the entire volume of air in the
room 4 times per hour. This parameter then enters the modeling in the ALOHA program,
where the rate of leakage and capture of the substance by the object is considered. The
result is Figure 2, where we see that the concentration already in the calculation, taking
into account the capture of the atmosphere, shows an increase in concentration within the
first ten minutes to a maximum of 898 ppm, which is a big difference compared to the first
method. Logically, we can deduce that the distance in the exterior of the object to which
the concentration will reach will be significantly reduced.

If the source of hazardous material is in the building, we can assume that the spillage
is firstly dispersed in premises of the building, not directly into the atmosphere. There, it
is mixed with air and only then escapes through holes and leaks in to the exterior
atmosphere.

In the case of a leakage in the building, the authors’ contribution is based on these
considerations:

The whole contents of the hazardous material leak out immediately. The hazardous
material released has a specific character, which means this material is either in its gas
form, or (if in its liquid form) has a low boiling point, so that the substance vaporizes in
the current conditions in a very short time.

If a leaks occur, substance (hazardous material) will expand from a compressed state
or evaporate, and therefore, there is an increase in the total volume of gas (air) in the
building by the amount of this gas:

Vw=Va+ Vam [m3], 1)

where:

Vw is whole volume of gas in the building,
Va is air volume in the building before leakage of hazardous materials,
Vi is hazardous materials volume in gas phase.
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The next consideration for a simplified calculation is that the hazardous material is
evenly mixed with the air, and the volume of this mixture exceeds the volume of the space
inside the building. Based on this assumption, the authors infer that the mixture leaks out
of the building through holes and ventilation systems. The total amount of substance
which was released in a very short time from the building and creates the escape called
“Puff” is therefore:

14
Vever = Vi L [me] [m?]. (2)
w

The fraction Vam/Vw deals with the complex content of hazardous substance in the
total mixture with air made inside the building and partially escapes. This amount is very
conservative, because since the escape and expansion will push clean air out first, as it is
closer to the ventilation holes. In other words, it is possible to say that the real release of
hazardous material into the air outside the building will be much smaller.

The remaining amount of hazardous material, which persists inside the building after
the initial leak (PUFF), will leak through natural ventilation of this building. This means
that the volume of leaks over time will be equal to time of exchange of whole air volume
in the building. This type of escape is constant, and is called “continuous release”:

Veonst =V —Veurr [m°] [m3]. (3)

The overall process is to release a combination of both phenomena.

ppm
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minutes

——— Outdoor Concentration
------ Indoor Concentration

Figure 1. Ammonia concentration against time after leakage off all amounts at once [71].
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Figure 2. Ammonia concentrations against time after leakage of volume [71].
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2.2. Addressing a Model Situation

For the model situation, a factitious company with a cooling technology, using
ammonia as the coolant, was selected. This technology was placed in a closed, separate
building—inside a cooling machine room with the total volume of 5000 m?. As for the
largest potential source of danger, the reservoir with the capacity of 3000 m?® of ammonia
was selected. The building and technology parameters correspond with typical, common
installations in the industry, where cooling technologies are used. The studied subject was
finding the concentration of the toxic cloud at a fixed distance from the source of leakage.
For the modeling of dispersion, ALOHA software version 5.4.7 was used. Table 1 lists the
input data, which was used as a base in modeling.

Table 1. Input data for modeling leakage at a normal pressure [71,72].

Basic Information

Hazardous substance Ammonia
The temperature of the substance Ambient
Pressure atmospheric
Quantity 3000 m?
Initial event Full-installation immediately destroys the brain
Phase leakage Gas
Location tracking of concentration 500 m from the source
Atmospheric Data
Air temperature 20 °C
Wind speed 2m/s
Stability Class D
Cloudiness Partly Cloudy
Humidity 50%

The amount of hole leakage 0Om
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Input dates (pressure and temperature) do not reflect the reality, but in this case, they
do not affect the result in the context of the intention of this article. It might be appropriate
to discuss the amount of leakage, as it has a significant impact on the outcomes of
modeling. It depends on the location of the holes in the building, through which
hazardous materials may escape. In our case, zero was chosen, because it represents the
most adverse situation.

The classic way allows for immediate and total amount of leakage of hazardous
material. The second way is untraditional (alternative), and it takes into account the ability
of the building to prevent immediate dispersion to the surrounding environment.

3. Results of Modeling

3.1. The Classic Method (Without the Inclusion of Reserve of Hazardous Materials in the
Building)

Table 2 shows the results of modeling hazardous material leakage with the current
method (leakage of all amounts at once).

Table 2. Outputs from modeling the classic method (500 m) [71].

Type of Release Immediate
The amount of spillage 3000 m? (100%)
The average rate of leakage 37.7 kg/s
Max. duration of brain 1 min
Max. concentration in air 2390 ppm
Max. concentration in buildings 23.1 ppm

Figure 1 depicts the course of ammonia concentration versus time at a distance of 500
m from the source of leakage.

As it is obvious from Figure 1, the concentration increased and decreased back to its
maximum in the outdoor environment within 10 min. The concentration in the building
remained relatively low throughout the monitored time. The maximum concentration
here reached values around 2390 ppm in the case of calculations that were performed in
the classical way. However, for the possibility of a more realistic display, it is appropriate
to apply a new method, in which the object is expected to retain a certain amount of the
hazardous substance.

3.2. Alternative (Proposed) Method

After solving the above formulas number 1-3, the authors obtained the value of the
quantity of ammonia leaked from the building:

Vrpurr = 1125 m?, 4)

Veconst = 1875 md. (5)

The results for modeling by the second method (alternative) are depicted in Table 3,
which consider the ability of the building to prevent immediate dispersion to the
surrounding environment.

According to the calculations given in Part 2 of this article, it can be seen that the
value of the leaked substance was calculated according to the presented rules, taking into
account the internal volume of the building in which the substance is located, as well as
the ventilation rate. This way, it is possible to calculate the leakage of a hazardous
substance in the gaseous state in a more detailed, and thus more realistic way.

Figure 2 describes the so-called puff effect, where we consider the immediate release
of a given hazardous substance. Figure 3 shows the course of ammonia concentration
against time at a distance of 500 m from the source of leakage.
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In Figure 2, immediate leakage is counted with, which can be expected at 37.5% of
the substance. In Figure 3, the course of concentration in time is measured after retention
of the object. This is a constant leak lasting 15 min (according to the volume and air
exchange in the building).

In our case, we got the values that we can see in Table 3. The advantage of the
alternative approach is that the concentrations achieved are more realistic. If the first case
reached a maximum of about 2390, the alternative gives a maximum concentration of 898
ppm and 126 ppm. The course of concentrations is different in the case of puff leakage
and constant leakage. It is depicted in Figure 2 that during a puff leak, there is an
immediate increase in concentration to a maximum, followed by a rapid decrease. This
whole process takes less than 10 min.

Table 3. Output data of modeling considering the ability of building to prevent immediate
dispersion of ammonia (500 m) [71].

Type of Release Puff Constant
The amount of spillage 1125 m3 (37.5%) 1875 m3 (62.5%)
The average rate of leakage 14.2 kg/s 94.4 kg/m
Max. duration of release 1 min 15 min *
Max. concentration in air 898 ppm 126 ppm
Max. concentration in buildings 8.64 ppm 13.7 ppm

* Value corresponds to the exchange of air in the boxes away and transverse ventilation (4 times
per hour) [73].

ppm
200 1

150 1

100

minutes

—— OQutdoor Concentration
...... Indoor Concentration

Figure 3. Ammonia concentrations against time after leakage of volume V.., [71].

In Figure 3, you can see the result of modeling for a constant leakage, which lasted a
certain time; in our case, it is a 20-min course of gradually escaping ammonia. The
concentration that is in the vicinity has significantly decreased, i.e., if we looked at the
results of modeling with a constant leakage quite realistically, we would reach a
maximum concentration in the outdoor area of 126 ppm.

However, in the case of a constant leak, an increase and stagnation of the maximum
concentration can be observed for approximately 20 min after the leak. This is mainly due
to the fact that the leak lasted 15 min, and its spread was slower. Although lower
concentrations of a hazardous substance are achieved here, elevated concentrations occur
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over a longer period of time, which may pose an additional risk that needs to be
recognized.

4. Discussion

If the second method (alternative) is used, it is necessary to take in account that
modeled losses (puff and constant) will follow immediately behind, so the resulting
concentrations will operate simultaneously. Therefore, if we want to obtain a final
concentration of the place, these values have to be added up. Thus, the calculated
concentration can be used only for concentrations of hazardous material in the air.
Calculations of concentration in building are complicated and not the content of this
article. So, when we finally compare all the modeled approaches by the classical
conservative approach, we get to the value of the ammonia concentration of 2390 ppm in
the exterior. At the same time and in the same space, in our alternative method, we reach
a concentration of 1024 ppm as shown in Table 4. The result figure will then look as
follows.

Table 4. Output data from modeling—summary.

Method of Modeling Classic Alternative

Concentration in air 2390 ppm 1024 ppm

If ammonia concentrations in the atmosphere were to be reflected in a chart (Figure
4), it is clear to see that the final concentration is significantly lower using the alternative
way of modeling.

ppm
2500

2000

1500

1000

Method of modeling

m Classic m Alternative m

Figure 4. Diagram of the resulting concentrations.

The issue of safety nowadays has a great importance attached to it, but on the other
hand, there is an equally great effort to save as much as possible on prevention costs. That
is why the search for compromises is a great challenge. One of such compromises is the
proposed approach. As seen in the outputs, it preserves safety but reduces the cost of
prevention, precisely because of the detailed assessment of the linkage processes in the
building.
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This paper outlined the importance of crisis prevention and security in Industry 4.0.
The industry is very dynamic and prone to change. Further research is needed into the
use of appropriate crisis prevention tools not only at the operational level but also at the
strategic management level. Jasiulewicz-Kaczmarek et al. [74], performed a thorough
literature analysis, which dealt with the use of various data in Industry 4.0. In this analysis,
pointing to the use of a data-based maintenance approach creates many new
opportunities to improve maintenance processes. Among the potential benefits that can
be considered, improves environmental safety and improves worker safety.

In order for the ALOHA software to be used correctly in some companies, it is
necessary to supplement it with the data that we pointed out in the article. It is the new
calculations, which are based on additional data, that enable companies to correctly create
the conditions for an adequate response in the event of a leak of hazardous substances. In
addition, such a response will reduce the negative impact on the environmental
environment, the lives and health of the population in the vicinity of such a company,
and, last but not least, the lives and health of employees and people in the company.
Therefore, it is important that the software is used with such data, which helps to
eliminate its shortcomings, and it is modern companies that should take into account as
much data as possible. Crisis managers should continue to work with these data and use
them to eliminate unnecessary costs for the company caused by incorrect modeling of the
release of hazardous substances.

In this way, crisis managers prepare the company for an adequate response and at
the same time can save it money by more accurately identifying the negative impact of
crisis situations in the company. The use of relevant software serves crisis managers to
support decision-making and also allows them to minimize financial costs, reduce
response time, and positively influence crisis management in the company [75].

5. Conclusions

The article suggests a possible solution to remove the knowledge gap of programs
for modeling of the releases of hazardous materials and their concentrations. Using an
alternative method may be preferred to achieve more objective results of modeling, which
can be favorably compared with the standard method of modeling. A possible drawback
of this method is that it can be used only for losses of hazardous materials in the gas phase,
and only for modeling of a direct leakage into the environment. Another big disadvantage
is that no modifications or additional software calculations can fix the difficulties the
program has with determining the distance of the concentration from the source of the
leakage (e.g., determining the hazard zone). In a simplified form, this can be solved using
systematic commissioning distances until the desired level is achieved, but this process
can get lengthy. It is the improvement of tools for the prevention of industrial accidents
and, thanks to the proposed solution, the creation of real scenarios that is one of the
possible directions of development within Industry 4.0.

Thanks to the obtained results, the situation changes significantly not only for the
company but especially for the surroundings of the company in which the substance is
located. Thanks to the alternative method we proposed in the article, investors and
business owners can save large financial costs. It is also very beneficial for spatial
planning, where relatively large areas at risk from businesses, calculated in a conservative
way, can be withdrawn almost halfway thanks to an alternative approach. So, instead of
a radius of 800 m of the endangered area, we can talk about an area of 500 m and the like.
For civil protection, space is opening up for the accurate preparation of the population,
the information and preparation for self with fewer vulnerable persons.
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