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Abstract: Financial technology (fintech) services have come to differentiate themselves from tradi-
tional financial services by offering unique, niche, and customized services. Mobile payment service
(MPS) has emerged as the most crucial fintech service. While many studies have addressed the
essential role of security when service providers and users choose to engage in financial transactions,
the relationship between users distinct perceptions of security and MPS success determinants are yet
to be examined. Thus, this study primarily aims to uncover the distinctive roles of platform and tech-
nology security by investigating how users react differently to their varying understandings of the
MPS usage environment. This study proposes a research model comprising two security dimensions
(platform and technology) and three MPS success determinants (convenience, interoperability, and
trust). We evaluated the proposed model empirically by using an online survey of 356 users. The
survey accounts users experiences of the selected MPS. The results show that a security driven MPS
can essentially enhance or deteriorate users positive perceptions of MPS success determinants while
they use it for financial transactions. To further understand how this recent trend of user perception
of security affects the overall MPS usage experience, this study provides theoretical insights into
the roles of platform and technology securities. Managerial insights on the design strategies of MPS
providers are also provided based on the potential implications of users subjective and objective
perceptions of MPS security environment.

Keywords: financial technology; fintech; mobile payment service; platform security; technology
security; sustainable development; continuous usage intention

1. Introduction

By using the emerging technological developments in infrastructure, big data, data
analytics, and mobile devices, financial technology (fintech) services have come to differen-
tiate themselves from traditional financial services. Of the various fintech services, mobile
payment service (MPS) is the most crucial service as it is able to rapidly acquire customers
at lower costs and is one of the fastest moving services in terms of innovation and adoption
of new payment capabilities [1]. Mobile payment refers to the process of performing at least
one phase of transaction via the use of mobile devices such as mobile smartphones, tablets,
or any wireless-enabled devices that are capable of safely handling financial transactions
over a mobile network, or via various wireless technologies (e.g., NFC, Bluetooth, RFID,
etc.) [2]. Given that mobile payments empower users to confirm electronic transactions in
a fast, versatile, and convenient manner both anywhere and anytime, they are considered
the next-generation payment system [3,4]. This is supported by a recently published article
that reported that the mobile payment market is expected to reach 5399 billion USD by
2026, which was otherwise valued at 1499 billion USD in 2020 and grow at a CAGR of
24.5% over the forecast period of 2021–2026 [5]. Thus, along with emerging technolo-
gies (e.g., Blockchain, cryptocurrencies, internet of things (IoT), near field communication
(NFC), crowdfunding, artificial intelligence (AI), etc.), MPS has become a lucrative market
with significant growth potential [6].
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With regard to its enormous potential in the financial sector and its key role in the
success of customers, many researchers have investigated the adoption of mobile banking
and payment services by customers [3,4,7]. The technology acceptance model (TAM) [8],
the unified theory of acceptance and use of technology (UTAUT) model [9], and the
diffusion of innovations (DOI) model were used as theoretical frameworks in the context
of mobile payment adoption. In the research stream, despite there being many scholars
that have called for the provision of security to service providers and users within the
MPS context [10–15], the relationship between users distinct perception of security and
MPS success determinants such as convenience, interoperability, and trust are yet to
be examined.

Specifically, the security driven MPS could essentially enhance or deteriorate users
positive perceptions of the MPS qualities used for financial transactions. Thus, this study
primarily aims to uncover the distinctive roles of platform and technology security by
investigating how users react differently to their varying understandings of the MPS usage
environment. For example, existing literature on radical innovation and fintech- enabled
services distinguish the term ‘platform’, as the hub where structured and unstructured
data are shared, from the term ‘technology’, as an enablement of digital transformation
processes, service productivity, and users engagement in the digital economy [16–19].

This study confirms and expands two theoretical insights with regard to MPS security:
the role of platform security as subjective security and the role of technology security
as objective security. Considering the different values held by users of technology and
platform securities, this study makes theoretical contributions and offers practical insights
on the design strategies of MPS providers.

The organization of this study is as follows: In the next section, the general back-
grounds of fintech payment services, MPS operation success determinants, and security
dimensions are discussed. In Section 3, a research model is proposed and the hypotheses
and research methods, including the procedures for instrument development and data
collection, are presented. In Section 4, the results of the data analysis are presented. Lastly,
in Section 5, the theoretical and managerial insights are discussed.

2. Literature Review
2.1. Fintech-Enabled Mobile Payment Services

Financial technology, known as fintech, refers to the use of new and innovative tech-
nology to deliver financial services [20]. The technological developments in infrastructure,
big data, data analytics, and mobile devices have enabled fintech industries to differen-
tiate themselves from traditional financial services via the offering of unique, niche, and
customized services [1]. Of late, we have come to witness a variety of fintech services
(e.g., mobile payments, digital banking, financing, asset management, crowdfunding, insur-
ance, and others) provided by a variety of organizations, including device manufacturers,
IT distributors, IT service providers, banks, and credit card companies [6].

A variety of fintech services offer cost-effective platforms as an alternative to tra-
ditional financial services and strengthen the user experience via the use of easy and
convenient service functions [6]. Some of the major contributions of fintech are reduction of
transaction costs, improvement of service quality, and preparation of innovative measures
to offer financial services [20,21]. To be precise, MPS enables users to easily purchase goods
and services by just entering their passwords, PINs, and biometric authentications, with
there being no stress to insert personal information for each of the transactions [22–24].
Table 1 provides a list of the characteristics of the most commonly used MPSs in Korea [25].
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Table 1. Characteristics of fintech-embedded mobile payment services (MPSs).

Kakao Pay Samsung Pay Payco Naver Pay

Launch year September 2014 September 2015 August 2015 June 2015

Estimated users
(RU = registered users;

MAU = monthly active users)

30 million (RU) 20 million (RU) 9 million (RU) 30 million (RU)
19 million (MAU) 12 million (MAU) 4 million (MAU) 11 million (MAU)

On/offline pay market
(market share) 9% 37% 10% 44%

Mobile pay market
(market share) 16% 12% 10% 30%

Key services (Top 5) Simple payment service
(QR, bar-code)
Transfer service
Kakao pay
certification service
Billing credit inquiry
Certified asset management
Insurance

Simple payment service
(MST, NFC)
Transfer service
ATM deposit and withdrawal
Fund transfer
Transportation card function

Simple payment service
(QR, bar-code, MST, NFC)
Transfer service
ATM deposit and withdrawal
Charging point system
Local tax payment

Simple payment
service (QR, bar-code)
Transfer service
Offline store booking
Small business loan
Insurance

International transaction availability Yes Yes Yes Yes

International transaction
(currency) coverage Japan

International card: 24 countries
across six continents
Domestic card: Most of
the areas where NFCs are
installed (i.e., US, UK,
Russia, Australia, etc.)

Japan
Japan (i.e., 1.6 million
franchises through the
subsidiary “LINE”)

Strategic positioning
Blockchain based
payment service
Extensive customer data

Securing franchises with
low commission

User-focused service
Forms partnerships
with various retail stores
without any bias toward
any specific platform

Online and offline link
services based on
Naver-shopping to
0.3 million
online merchants

2.2. Mobile Payment Service (MPS) Success Determinants

Among various factors that are required for a successful payment service, Kang [22]
has emphasized that the various organizations offering MPS should satisfy the follow-
ing requirements to be considered a successful service: convenience, mobile payment
infrastructure, and security.

Convenience is defined as a users’ belief that the use of MPS can save time and
effort [26–28]. Since mobile payment is categorized as a service, rather than a product,
a service-oriented interpretation (viewing convenience as a consumers perceptions of
time and effort in relation to the buying or using of a service) can be adopted [11,29].
Pousttchi [30] classified convenience into three domains, namely the operating sequence
(e.g., easy handling and fast processing), the initialization phase before the first use, and the
coverage of the procedure. Accordingly, the construct of convenience can be understood as
the ease and speed of the system, easy learnability of the payment procedure [30,31], and
simplicity in conducting financial transactions [32].

Interoperability, or also often referred to as mobile infrastructure, includes all the wire
networking, storage, and computing elements necessary to offer modern user experiences
in smart mobile devices [33]. Mobile payment infrastructure is mandatory for MPS as the
objective of the service is to enable users to make desired payments with mobiles anywhere
and anytime [22,34]. Without a mobile payment infrastructure based on IT, MPS cannot
be used even if a mobile payment service has a superior function [22]. If an operation
infrastructure exists and it supports the use of mobile payments, then the willingness
to adopt mobile payments will increase [35]. By linking IT with the existing financial
institutions, MPS facilitates payments independently from the financial institution system,
providing more versatile services than the traditional payment services [22]. In addition,
following the registering of card information on a mobile, payments can be made through
the mobile without the use of actual cards [36]. As MPS currently operates in complex,
multidimensional networks with shared common infrastructures [37], mobile payments
can be made through various platforms and applications [38].
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Security, in general, refers to the extent secured from the possible losses obtained due to
the uncertainty in the use of mobile payments. The losses include adverse consequences to
users, such as financial loss, invasion of privacy, dissatisfaction, anxiety, or discomfort [39].
Studies that shed light on the relationship that exists between perceived security and a
user’s intention to use mobile payments have a consistent view that perceived security
has a significant effect on the intention to adopt MPS [35,40–43]. Whenever users find
transactions via the use of mobile devices to be less secure and have concerns regarding
privacy [44], information loss, and monetary transactions [31,45], they will be reluctant to
adopt MPS. Thus, the providers of MPS must consider security to analyze its impact on a
user’s intention to accept mobile payments [46].

2.3. Security of Mobile Payment Services

The most imminent challenges of security development for fintech-enabled MPS
include mutual authentication, authorization, integrity, privacy, atomicity, and availability.
Kang [22] contended that the challenges of security should be solved to sustain the MPS
development processes. For example, fintech service security can be classified as a multi-
dimensional factor such as services, platforms, networks, and devices [6]. Services create
new value for the use of IoT services, platforms play an important role in the value chain of
IoT as an interface to connect the services and devices, networks are the wired and wireless
communications necessary for the use of fintech services, and devices are objects that are
equipped with various sensors [47].

This study proposes that security facilitators should mainly possess two dimensions:
platform security regarding the service element of the MPS and technology security regard-
ing the device element of MPS.

Platform security refers to the extent to which people believe that their property
and personal information are safe when making mobile payments [40]. E-commerce
platforms offer users a variety of business services components, such as trading information
services and completion of the transaction process, if they are authenticated and authorized.
As the entire set of the business process consists of a variety of services from different
vendors based on independent services, these service-oriented heterogeneous systems
face a variety of security threats and security vulnerabilities [48]. In this respect, mobile
payment platforms manage personal information in real time, operate the system without
any problems, and maintain the systems periodically to elevate the security level [49].
Since mobile users access a wide range of non-secure wireless networks and download
applications from free sources, the security level of the wired and wireless networks to be
used for fintech services should be high in order to protect users systems from harmful
viruses and malware [6,50].

Technology security refers to the extent to which people believe in the level and
variety of security technologies that protect their personal information and financial trans-
action records [51]. To feel secure while conducting financial transactions with mobile
technologies it is important to minimize the concerns around the use of technology for
mobile payments [35,52]. Users are concerned about the security of their payments because
of viruses, which reduce their trust in mobile payments and thus can affect their usage
behaviors and intentions [13]. E-commerce researchers found that users holding devices
with high security related to technology are likely to adopt e-banking systems and use
e-commerce platforms [12]. Thus, in this sense, mobile payment providers adopt state-
of-the-art encryption methods, while also supporting the most up-to-date authentication
methods such as fingerprint recognition through dedicated sensors available on mobile
devices [53]. MPS providers have introduced hidden technology, anonymous technology,
encryption, and decryption to protect the personal information of users and secure it
from the risk of an unauthorized third-party invasion [51]. In addition, MPS providers
have come to develop an interface design technology so that users can tailor their security
settings to improve the protection of their personal information via the customization of
their security settings [49]. Technology security can be beneficial depending on how often
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an attack occurs, how much damage is caused through an attack’s occurrence, and how
effective it is in mitigating the damage caused by the attack [54].

3. Hypotheses Development
3.1. Platform and Technology Securities and MPS Success Determinants

Mobile payment platform is an IT channel where users interact with electronic ven-
dors [55] and carryout payments. The concept of platform security is defined as the extent
to which people think that their property and personal information are safe when making
mobile payments [40]. In order to enhance platform security, MPS providers manage the
personal information in real time, maintain the platform periodically [49], and identify
the security and connectivity of the wired and wireless networks [6]. Platform security
is specifically different from security that is solely enabled by technology. In addition
to technologically integrated security, service providers must offer a user-friendly MPS
environment, support users connectedness to service representatives, and provide a high
level of customer service [56]. Moreover, the development process of platform security can
be more complex than technology security. MPS that is built on the existing platform (i.e.,
Naver Pay from Naver) have already established a high level of customer service based
on its existing service delivery platform, independent from financial institutions linkages,
giving benefits to users for using the service. However, despite the early launch year of the
service, MPS that is built on fintech-enabled financial transaction services such as Kakao
Pay and Samsung Pay may struggle in satisfying security requirements by the customers
beyond its technological environment [20].

Given that mobile payment is a service rather than a product, the concept of conve-
nience is adopted based on a service-oriented interpretation of Berry et al.’s definition [29],
viewing convenience as a user’s perceptions of time and effort in relation to the use of a
service. When users’ personal information and operating systems are cyclically controlled
by MPS providers, users confirm their expectation that the payment service is stable to
be used for mobile payments [6]. Hence, the level of platform security impacts conve-
nience such as ensuring there is no psychological burden to users when they undergo the
transaction process [10].

A high level of platform security, namely users understanding of the payment provider’s
ability to secure the personal information of users, enhances the level of a mobile payment
infrastructure [28]. It is expected that people believe their payments to be independent
of the financial institution system [22] and are able to purchase without the use of actual
cards [36]. Thus, the security of the platform environment provided by the industry
enhances the level of the mobile payment interoperability.

Trust is the willingness to expect that the payment platform will perform the trans-
actions accurately and fulfill their obligations regardless of a user’s ability to monitor or
control the behavior of the mobile payment platform [57]. Mu and Lee [55] defined trust
as something that reduces the scruple of users and verifies the security of the transaction
process as far as possible. When MPS providers manage the payment transaction process
securely and have no communication problems with users, user trust in MPS increases [23].
Thus, the level of platform security is expected to positively influence trust.

Hypothesis 1a. An increased level of perceived platform security will lead to a higher level of
perceived convenience in using MPS.

Hypothesis 1b. An increased level of perceived platform security will lead to a higher level of
perceived interoperability of MPS.

Hypothesis 1c. An increased level of perceived platform security will lead to a higher level of
perceived trust in using MPS.

Advances in mobile technology have led to the reduction of technical barriers while
carrying out mobile payments and communications with other individuals or systems
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anytime and anywhere [4,58]. Technology security is defined as the extent to which
people believe that the level and the variety of the security technologies are protecting
their personal information and financial transaction records [51]. MPS providers have
introduced state-of-the art technology, encryption, and decryption to secure the systems of
users from the risk of an unauthorized third-party invasion.

From a security engineering perspective, previous studies have suggested the ex-
istence of a potential conflict between security and convenience, implying that security
improvements are generally accompanied by increased complexity. However, thanks to
rapidly advanced technologies, convenience has not necessarily had to be sacrificed to
enhance security in a few cases [15]. In this sense, when MPS providers develop technology
security, payment services become convenient as there will be less technical errors and se-
curity problems during the process, faster processes to upload data, and simple registration
processes [10]. Thus, the level of technology security impacts the convenience of users.

Interoperability enables the use of MPS through mobiles anywhere and anytime. With
a high level of technology security, namely an advanced technology protecting the personal
information of users, users verify their expectation of the payment service being secure [55].
In this regard, it is expected that people would engage in mobile payments and even use
various platforms and applications regardless of the location [22,59]. Hence, technology
security has an influence on the level of the mobile payment interoperability.

Trust is important in the context of mobile technologies where there is a clear re-
linquishing of control (accepting vulnerability) based on the belief that the anticipated
payment service will be provided (positive expectation) [11]. According to Fan et al. [40],
the security of technology protects users information and property security, reduces their
concerns of privacy exposure and financial fraud, and thus increases their trust in MPS [4].
Thus, it is believed that technology security is highly related to trust.

Hypothesis 2a. An increased level of perceived technology security will lead to a higher level of
perceived convenience in using MPS.

Hypothesis 2b. An increased level of perceived technology security will lead to a higher level of
perceived interoperability of MPS.

Hypothesis 2c. An increased level of perceived technology security will lead to a higher level of
perceived trust in using MPS.

3.2. MPS Success Determinants and Continuous Usage Intention

To investigate the influence of MPS success determinants on continuous usage inten-
tions, a second research model is investigated in this section. Continuous intention to use
mobile payment services refers to a situation wherein users who have the experience of
using mobile payment services intend to continuously use mobile payment services [6].

Intentions have been extensively reviewed by prior studies on mobile-based pay-
ments [60–63]. The expectation-confirmation model (ECM) [64] is one of the most widely
used theories to focus on the cognitive beliefs and factors that influence users continuous
intention [62,65,66]. The ECM has hypothesized as to how perceived usefulness and satis-
faction affect the IS continuance intention. ECM and its reformation have been extensively
applied to various IT products and services [66]. For example, Oghuma et al. [67] have
shown how perceived service quality and usability significantly affect the satisfaction
and continuance intention of users to use mobile instant messaging, which underlies the
relations of the ECM. Similarly, Susanto et al. [68] used the ECM and amended it to include
perceived security and privacy, trust, and self-efficacy to demonstrate the intention to
continue the use of smartphone banking services.

In this sense, this study anticipates the positive association of convenience with
continuous intention, as well as that of interoperability with continuation intention. This
implies that convenience and interoperability may reinforce the positive aspects of MPS,
causing users to carry on using the service.
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Hypothesis 3. The degree of perceived convenience positively influences users intention to continue
using MPS.

Hypothesis 4. The degree of perceived interoperability positively influences users intention to
continue using MPS.

Trust in the virtual environment is a major means of social control, and trust in the
virtual environment is more important than trust in the physical environment. In particular,
trust is a significant factor in the development of mobile payment services that are directly
related to money [69]. In this study, trust is defined as a subjective belief that users will
recognize that the new mobile payment service will fulfill its obligations and functions.
Users who provide personal and financial information during mobile payments may
expect the service providers to handle their information securely [39]. Previous research
has identified trust to be an important antecedent for individuals to continue making
mobile payments [70]. For instance, Zhou’s [71] investigation found users trust in MPS to
have a significant impact on their intention to continue using the service. That is, when
users perceive that MPS provides a trustworthy system and service, users intentions to
continue using MPS will be enhanced. Hence, this study suggests the following hypothesis:

Hypothesis 5. The degree of perceived trust positively influences users intention to continue
using MPS.

4. Research Design and Analyses
4.1. Instrument Development

A two-part questionnaire was utilized to collect users empirical data: (1) the demo-
graphic information and general information concerning MPS usage; and (2) six constructs
measured by multiple items (Table 2). The primary goal of the development of an instru-
ment containing measurement items was to achieve the content validity of latent constructs.
To ensure that generated measurement items covered the content domain of a latent con-
struct, literature reviews and consultation with academic and industrial experts were
generally adopted [72]. For this study, the items were adopted from previous studies and
revised to fit the MPS context. To generate measurement items for each construct, 10 items
were created for two components of security, 15 items were created for three components
of MPS success determinants, and three items were created to measure user’s continuous
intention of the MPS usage. A seven point Likert scale ranging from one (strongly disagree)
to seven (strongly agree) was adopted to quantitatively measure the items within the
latent constructs.

The initial measurement items were developed in English, which then were translated
into Korean for the survey of MPS users. Specifically, Samsung Pay, Naver Pay, and Kakao
pay, who are three of the largest MPS providers in Korea. To ensure the validity of the
questionnaire, Korean questionnaires were translated back into English to compare them
to the original English measurement items. This process enabled the authors to confirm
that the translated word selections reflected the essence and the intention of the original
survey that was initially developed.

The final instrument was transferred to a leading nationwide market research provider
to carry out the following rigorous listing procedure: initial listing of the eligible survey
respondents, screening of the listed respondents to ensure that users have both on- and
off-line financial transaction experience with the selected MPSs, and conducting the survey.
An initial cross-section list of the respondents was created, and of the total respondents,
356 matched the screening specifications and completed the survey. A summary of the
demographic information of respondents in the sample is given in Table 2.
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Table 2. Sample description.

Variable Sample Percentage

Sex
Male 170 47.75

Female 186 52.25

Age
Below 29 107 30.06

30–39 105 29.49
40–49 100 28.09

50 and above 44 12.36

Frequently used mobile payment service
Kakao Pay 94 26.40
Naver Pay 148 41.57

Samsung Pay 73 20.51
Other 41 11.52

Monthly transaction frequency
Below 5 88 24.72

5–9 154 43.26
10–19 65 18.26

20 and above 49 13.76

Monthly transaction amount ($1 = 1000 KRW)
Below $100 90 25.28
$100–$199 106 29.78
$200–$399 78 21.91
$400–$599 47 13.20
$600–$799 15 4.21
$800–$999 12 3.37

$1000 and above 8 2.25

4.2. Measurement Model Analysis

Prior to the testing of the hypothesized structural model, the measurement model
was evaluated for its reliability, convergent validity, discriminant validity, collinearity, and
model fit.

As Table 3 indicates, the Cronbach’s alpha values for all the measurement items
ranged from 0.713 to 0.939 and collectively exceeded 0.7, indicating a high reliability of the
measurement items [73]. Furthermore, the factor loading, composite reliability (CR), and
average variance extracted (AVE) values of each of the latent constructs exceeded 0.7, 0.8,
and 0.5, respectively, depicting a satisfactory convergent validity.

Discriminant validity was then tested by comparing the square root of AVE with the
correlation coefficient of the latent constructs to examine if each of the latent constructs
were distinct [74]. Table 4 confirms a plausible discriminant validity by confirming that the
square root value, the depicted value in the diagonal, is greater than the inter-construct
correlation coefficient.

Finally, the model fit was tested using a confirmatory factor analysis. The model fit
indices, including the normed chi-square (χ2) (<3.0), comparative fit index (CFI) (>0.70),
Tucker–Lewis index (TLI) (>0.90), and the root mean square error of approximation (RM-
SEA) (<0.10) were evaluated based on the statistical values recommended by Hair et al. [75].
The model fit of the measurement model showed a good fit with the values of χ2/df = 2.590,
p < 0.001, CFI = 0.946, TLI = 0.939, and RMSEA = 0.067.
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Table 3. Measurement instruments.

Latent Constructs Measurement Items Loadings

Platform Security [6,62,76]

PS 1 I believe that important personal information and
transaction records can be safely shared by using this MPS 0.850

PS 2 This MPS provides a high level of security by operating
a regular maintenance and repairing schedule 0.874

PS 3 This MPS safely manages personal information in real time 0.915

PS 4 This MPS operates and processes my transactions
without problems 0.818

PS 5 This MPS provides a high security level of wired and
wireless networks 0.900

Technology Security [41,49,51,77]

TS 1
I believe that this MPS has a variety of security
technologies at an advanced level to protect my
important personal information and transaction records

0.920

TS 2 This MPS provides a variety of authentication methods
at a high level prior to make transactions 0.873

TS 3

This MPS provides a high level of confidentiality, that is
hidden technology, anonymous technology, and
encryption and decryption are adopted to protect the
security of personal information

0.906

TS 4 This MPS enables customization to adequately tailor security
settings to improve the protection of personal information 0.851

TS 5 This MPS has a high level of firewall technology to
prevent the intrusion of unverified systems 0.895

Convenience [11,31,32]

CON 1 This MPS requires minimal time and effort to use
payment services 0.934

CON 2 This MPS provides a high level of learnability in the
payment procedure 0.818

CON 3 This MPS provides a high level of ease of use while
using mobile payment services 0.796

CON 4 This MPS provides a high level of simplicity while
conducting financial transactions 0.839

Interoperability [22,36,38,43]

INT 1 This MPS provides a high level of intangibility while
making mobile payments without the use of actual cards 0.785

INT 2 This MPS provides a high level of independence from
financial institutions when making mobile payments 0.829

INT 3 This MPS provides a high level of easy payment service
whenever required 0.854

INT 4
If I register my card information on my mobile, this MPS
allows me to pay through a mobile without the use of a
physical card

0.737

INT 5
This MPS provides a high level of interoperability,
wherein mobile payments can be made through various
platforms and applications

0.778

Trust [65,78]

TRST 1
I believe this MPS ensures that all of the involved third
parties retain the entire encrypted transactional data and
not use the information for their own benefit

0.835

TRST 2
I believe this MPS has a high level of integrity, that is the
service adheres to the relevant policies and provides
reliable services

0.907

TRST 3 I believe this MPS has the skills to render excellent services 0.807
TRST 4 I believe this MPS will act in its users best interests 0.713

TRST 5 I believe that when an unauthorized transaction occurs,
this MPS will solve the problem or compensate 0.782

TRST 6 I believe this MPS processes individual transactions
accurately and in a timely manner 0.803

Continuous Intention [79,80]
COI 1 I plan to use MPS in the future 0.925
COI 2 I intend to continue using MPS in the future 0.937
COI 3 I expect my use of MPS to continue in the future 0.939
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Table 4. Results of the reliabilities and discriminant validity.

CR AVE PS TS CON INT TRST COI

Platform security (PS) 0.941 0.761 0.872
Technology security (TS) 0.950 0.791 0.913 0.889

Convenience (CON) 0.911 0.720 0.414 0.313 0.848
Interoperability (INT) 0.897 0.636 0.613 0.491 0.727 0.798

Trust (TRST) 0.919 0.656 0.878 0.893 0.399 0.575 0.810
Continuous intention (COI) 0.953 0.872 0.518 0.483 0.563 0.651 0.615 0.934

4.3. Structural Equation Model Analysis

As shown in Figure 1 and Table 5, the results show that platform security (H1) has
a positive and significant influence on MPS success determinants and that continuous
intention for future transactions with p-value is less than 0.01. Technology security (H2) has
a negative and significant impact on convenience (β = −1.573, p < 0.01) and interoperability
(β = −1.446, p < 0.01), while having a positive and significant impact on trust (β = 0.307,
p < 0.01). Users perceived degree of convenience, interoperability, and trust have positive
and significant impacts on their intention (H3, H4, H5) to continue using MPS (β = 0.244,
0.292, and 0.308, respectively, with p < 0.01).
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Hypothesized Relationship Path Coefficients p-Value

H1a An increased level of platform security will lead to a higher
level of perceived convenience in using MPS 1.955 0.001

H1b An increased level of platform security will lead to a higher
level of perceived interoperability of MPS 1.982 0.001

H1c An increased level of platform security will lead to a higher
level of perceived trust in using MPS 0.658 0.001

H2a An increased level of technology security will lead to a higher
level of perceived convenience in using MPS −1.573 0.001

H2b An increased level of technology security will lead to a higher
level of perceived interoperability of MPS −1.446 0.001

H2c An increased level of technology security will lead to a higher
level of perceived trust in using MPS 0.307 0.001

H3 The degree of perceived convenience positively influences
users intention to continue using MPS 0.244 0.001

H4 The degree of perceived interoperability positively influences
user intention to continue using MPS 0.292 0.001

H5 The degree of perceived trust positively influences user
intention to continue using MPS 0.308 0.001
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5. Conclusion and Discussions
5.1. Theoretical Insights

Security is one of the key considerations of service providers and users when they
choose to engage in financial transactions. To this end, this study confirms and expands two
theoretical insights with regard to MPS security: the role of platform security as subjective
security and the role of technology security as objective security.

Firstly, this study shows how a higher level of platform security leads to users having
a positive perception of convenience, interoperability, and trust with regard to MPS (Hy-
potheses 1a, 1b, 1c). This finding is in alignment with the various studies that find platform
management and its equipped level of security to contribute towards a higher perception
level of platform requirements [37,80,81]. For example, Fan et al. [81] emphasized that,
with an effective cooperation between the retailers and the third-party payment platform,
the supply chain can collectively reduce users price sensitivity and even stimulate market
demand by facilitating the consumptions patterns of users. Similarly, platform security
is also regarded as users subjective evaluation of MPS security [80]. It is only when a
user’s perceived feeling of security exceeds a certain expectation that they will have a
positive outlook on overall MPS success determinants from the standpoint of convenience,
interoperability, and trust perspectives.

Secondly, an interesting finding of this study is that technology security has a rather
negative impact on the convenience and interoperability of MPS (Hypotheses 2a, 2b). In
alignment with Taherdoost’s [80] view on security from two different perspectives, i.e., ob-
jective and subjective, this study empirically validates the roles and differing outcomes of
these two different perspectives. Objective security includes the following aspects of the
service: “authentication, authorization, integrity, confidentiality and non-repudiation” [70]
(p. 536). For a higher level of security, users are often requested to complete two or more
authentication processes (i.e., passcode, fingerprint, phone call confirmation, SMS con-
firmation). However, the more MPS is equipped with technological security verification
and protection such as anti-virus add-on installation, the more are the chances of a user’s
perceived level of convenience significantly decreasing. For example, convenience is com-
monly measured based on a user’s perceptions of time and effort in relation to the making
of financial transactions [11]. Despite the benefit of a high level of security supported by
technological advancements, this study shows how users might perceive an inconvenience
when rather unnecessary value-adding activities are added to existing MPS interoperability.

In general, service providers and security technology developers may expect that a
higher level of security would create an absolute value-adding experience to a user’s MPS
interaction. This study recommends that such generalizations can be misleading. This
study emphasizes and highlights the previous implications related to user perceptions
of security and its role in the overall usage environment. Jun et al. [32] noted that, when
there are excessive complications in the technology security process, these can create an
uneasy learning environment for users. Moreover, Iman [37] noted that technology-driven
applications could potentially create complexities and burdens to the firms that use either
a shared infrastructure or the service platform. In sum, the distinctive roles of platform
and technology securities hinge on how differently users react to their own subjective
and objective understandings of the MPS usage environment. This carries significant
implications to the management of service operations, quality, and marketing as existing
MPS studies are limited to the investigation of the information, system, and service aspects
of the MPS environment. Thus, there is a need to investigate the impact of user interaction
methods with platform and technology from a distinct perspective.

5.2. Managerial Insight

Security-driven MPS can significantly enhance or deteriorate users positive percep-
tions of convenience, interoperability, and trust while using MPS for financial transactions.
Based on the understanding that users form subjective and objective perceptions of the
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MPS security environment, both servers as well as service providers must make strategic
plans to develop their overall MPS design.

For example, the difference between platform security and technology security can
be delineated through the source and the provider of the security. The ecosystem of MPS
mainly includes server providers, third party payment providers, and service providers [3,82].
Based on the involvement of technology, or platform, providers, the methodologies used for
payment, authentication, and enabling for retailers can significantly differ. MPS providers
must develop platform design strategies in alignment with marketing strategies as users
predominantly place different values on technology, and platform, securities.

Additionally, overall user perceptions of MPS convenience, interoperability, and trust
are significantly determined by the level of security. Prior to the expansion of the scope
of technology security, firms should evaluate as to how such efforts can (i) strengthen (or
weaken) the overall privacy and security of users information, (ii) accelerate (or dampen)
the ease and speed of service usage, and (iii) enable (or disables) higher level of MPS use
preference in the future in comparison with the traditional payment service.

Finally, of the various MPS characteristics, trust also plays an imperative role in
the banking and financial payment service sector [83,84]. Trust can effectively mitigate
user uncertainty pertaining to the outcome of financial transactions, and thereby increase
the likelihood of future engagement [85]. The results of this study reveal that many of
users intend to continuously use MPS in the presence of trust, instead of the traditional
payment system. Firms are recommended to strategically strengthen the overall trust level
to develop an irreplaceable MPS that alleviates the concerns of users while they make
financial transactions.

5.3. Sustainable Management Inspiration

Strategic integration of platform and technology security can be considered an alterna-
tive to designing a sustainable MPS transaction environment. Specifically, service providers
may consider the applications of sustainable development to address some of the existing
challenges raised by the artificial intelligence environment, such as resource management
efficiency, sustainable service design, and network technologies. This study advances the
understanding of alternatives to the designing of a sustainable mobile payment service by
utilizing appropriate levels of security technologies in the service delivery platform. Service
providers may improve their service by providing a higher level of security and may also
sustain the wireless network design by eliminating an undesirable level of technology
integration while providing service to the end user.

5.4. Future Research Avenues

Based on an in-depth investigation of the relationship between technology advance-
ments and MPS security performance, this study recommends engaging in the following
future research opportunities: to identify and understand the rate of technological change
in MPS environments and the development of a dynamic strategy with regard to platform
design for an overall MPS security improvement; to develop a continuous monitoring
process for advanced knowledge of fintech-driven market requirements and of MPS plat-
form and technology security performance; to identify potential security risks and their
significance to the overall MPS usage experience from both platform, and technology,
management perspectives.
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