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Abstract: Smart cities development relies on information and communication technologies (ICTs)
to improve all urban aspects, including governance, economy, mobility, and environment. The
development is usually associated with several challenges and negative effects. This study relies
on revealing ICTs challenges by firstly conducting a comprehensive literature review to identify
the challenges that are most associated with ICTs. Then, a questionnaire survey was distributed
among the Saudi population to study their expectations, perceptions, and concerns on the smart
city concept and services. The questionnaire also investigated ICTs challenges identified from the
literature review, including information security risks, privacy violation, incompatibility, and digital
skill gaps. Consequently, semi-structured interviews were conducted to perceive the reasons for the
incompatibility between different systems and digital skill gaps between the public. The findings
show that the most likely challenges are information security risks and privacy violations, which are
due to the increase in vulnerability, potential attacks, and lack of public awareness regarding personal
data protection. The incompatibility between different systems and services in smart cities arouses
worries among the public due to the expected high cost and difficulty of adaptation and utilization.
Moreover, digital skill gaps arises between members of the population that have a low education
level or are elderly persons.

Keywords: smart city; ICT challenges; information insecurity; privacy; compatibility; technology skills

1. Introduction

The smart city concept was first proposed in the 1990s with the focus on employing
information and communication technologies (ICTs) for developing modern infrastructure
in cities [1]. Smart cities serve the well-being of the urban population with the aim of
enhancing quality of life, fostering economy, resolving transportation and traffic problems,
supporting a clean and sustainable environment, and providing accessible interactions
with government authorities [2]. The six main basic dimensions for a smart city are smart
governance, smart economy, smart mobility, smart environment, smart people, and smart
living [3]. This will assist in achieving several sustainable development goals, such as
sustainable cities and communities, quality education, good health, and well-being, along
with industry, innovation, and infrastructure [4–6]. With the rapid growth of population
and urban expansion, the smart city concept attracted significant attention and was quickly
adopted worldwide. The number of smart cities with a clear smart city strategy over the
world doubled from 87 in 2017 to more than 153 in 2019 [7]. Government authorities
in Saudi Arabia have also initiated and established several high-profile economic cities,
special zones, and 10 new smart cities across the country [8].

Although ICTs play a vital role in smart city development, they are only viewed as
a solution towards specific problems in urban planning and management without the
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consideration of their possible negative effects [9,10]. For example, systems and services
could be vulnerable to information security issues such as cyberattacks, data breaches, and
poor management and operation models [11]. In 2018, with the consideration that some
companies report all data breaches, more than 148 million peculiar malware and 62,000
Internet of Things (IoT) attacks were found, and over 70 million personal records were stolen
or leaked [12]. Another example of the negative effects is the isolation of the population
who have a shortage of technical skills because of the rapid digital transformation of public
services [13,14].

Systematic and empirical studies are essential for identifying potential challenges and
required measures to reduce their negative effects. Different from existing studies that
looked at the downsides of the involvement of ICTs in smart city development [15–18],
this study investigates and analyzes these downsides within the context of a realistic
sample. Although the study samples were the population of Saudi Arabia, the conclusion
drawn from the study could be also applied to other countries, such as Gulf Cooperation
Council (GCC) countries that are similar in terms of culture, economy, education, and other
criteria. The study was carried out to systematically identify the associated challenges
of smart city development from the literature as well as possible solutions. In addition,
a questionnaire survey was distributed among residents of Saudi Arabia to study their
perceptions about smart city development, including the challenges, expectations, and
concerns. Then, the reasons for the incompatibility between different systems and the
digital skill gaps between the public were further investigated through semi-structured
interviews with 26 respondents. The main contributions of this paper are:

• A systematic literature review identifying the challenges of smart city development,
their effects, and possible solutions. A total of 253 journal and conference articles
were first obtained, which were scrutinized to 67 selected articles after disregarding
the articles that were outside the scope of this study. Four major potential challenges
have been identified from the literature, which are information security risks, privacy
violation, incompatible systems, and digital skill gaps.

• A questionnaire survey investigating the perception of the Saudi Arabian population
with respect to smart city development in terms of the associated challenges of smart
city development, their severity level, and possible solutions. A simple random
sampling was followed to obtain 234 valid questionnaires.

• Semi-structured interviews investigating the reasons for the incompatibility between
different systems and the digital skill gaps between the public. The interview was
based on a set of questions to obtain “why” rather than “how many” or “how
much” [19].

The study included four phases, which were identifying associated challenges of smart
city development, questionnaire design, data collection, and analysis methods, which are
shown in Figure 1. In the first phase, the associated challenges of ICTs in smart city
development, their effects, and their possible solutions were identified. In the second phase,
a questionnaire survey and semi-structed interview were designed according to the findings
to identify the perception of the population of Saudi Arabia. The data were collected in
the third phase by carrying out the questionnaire survey and semi-structed interviews
among residents in Saudi Arabia who were potential users of smart city services. Finally,
the analysis was conducted by implementing several statistical methods to obtain the
perspectives and preferences of the respondents on smart city services and the associated
challenges that could be faced in developing smart city, including their causes, effects, and
possible solutions.

The rest of the paper is organized as follows: Section 2 describes the considered case
study, including the smart cities project in Saudi Arabia. The four phases of the method-
ology are described in Section 3. The subsections of the Methodology section describe the
highlighted associated challenges of smart city development, their causes, and their effects
as detailed in the literature; the Methodology subsections also describe the design of the
questionnaire survey, semi-structured interviews, and data analysis. Section 4 discusses and
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highlights the findings according to their scope and domain. The discussion of the practices
that could help overcome the associated challenges is presented in Section 5. Finally, the
paper is concluded in Section 6, highlighting open issues for future research works.
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2. Literature Review: Identifying Associated Challenges of Smart City Development

A comprehensive literature review was conducted based on content analysis of the
Web of Science (WoS) database to retrieve relevant English literature from 2011 to 2022.
This range of years was selected because most research studies related to smart cities and
the challenges and risks associated with their development were published within this
time period. A collection of words and Boolean connectors were used, including Smart
City, Smart Cities, Challenges, and Risks, connected with “AND” and “OR”. A total
of 253 journal and conference articles were first obtained; however, only peer-reviewed
journal articles were included in the study to ensure reliability and quality, resulting in
a total of 104 articles. The articles were further scrutinized by considering the articles
that studied and identified the potential challenges, causes, effects, and solutions in smart
city development. This led to 67 selected articles after disregarding the articles that were
outside the scope of this study. More than 70% of these articles were published between
2019 and 2022, which reflects the significant and recent interest in research related to smart
cities. Four major potential challenges have been identified from the literature, which are
information security risks, privacy violation, incompatible systems, and digital skill gaps,
as shown in Table 1.

Table 1. Major potential challenges identified in the literature.

Research Information Security Privacy Compatibility and
Integration Digital Skills

Yigitcanlar, T., et al., 2020 [20].
√ √ √ √

Allam, Z. and Dhunny, Z. A., 2019 [21].
√ √ √

-
Appio, F. P., 2019 [22].

√ √ √ √

Paiva, S., et al., 2021 [23].
√ √ √

-
Pundir, A., et. al., 2022 [24].

√ √ √ √

Ahmad, M., et al., 2021 [25].
√ √ √ √

Bilal, M., et al., 2020 [26].
√ √

- -
Rao, P. M. and Deebak, B. D., 2022 [27].

√ √ √ √

Singh, S., et al., 2020 [28].
√ √ √

-
Sadik, S., et al., 2020 [29].

√ √
- -

D’Amico, G., et al., 2020 [30].
√ √ √

-
Al Sharif, R. and Pokharel, S., 2021 [31].

√ √ √ √

Sharma, M., et al., 2020 [32].
√ √ √ √

Ismagilova, E., et al., 2020 [33]
√ √ √

-
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2.1. Information Security Risks

Although the smart city concept brings a myriad of benefits, it increases the possibility
of serious infrastructure and information security risks. Developing smart cities does not
necessarily increase the threat, but it does increase the vulnerability and potential attacks.
Hence, it is essential to support the smart city concept with mitigation measures against
information security risks [34,35]. Several research works have considered information
security as the greatest potential challenge of smart city development.

The main classes of security threats in smart cities are: (i) exploratory threats that aim
at enumerating resources and credentials; (ii) infrastructure sabotage threats that aim to
destroy or control smart city infrastructure via malware and overwhelm core resources;
(iii) data manipulation threats that undermine data confidentiality and integrity; and
(iv) third party vulnerabilities that target service providers in smart cities [36]. The authors
in [37] studied the issues related to cybersecurity, privacy, and policy in the cyber-physical
systems utilized in smart cities. The study found that the unification of smart cities
services makes obtaining the jurisdiction of entities over the data difficult as it goes to
several entities, states, and countries. Although developing and employing advanced
cryptography and digital forensics improve privacy, it makes addressing legal disputes
difficult. The study highlighted the need of secure data mashup techniques to combine
organization datasets and obtain user consent before utilizing their data. Because the
technical risks are related to technologies and their implementation, the risks of the top
three technology-related risks in smart cities, which are IoT, big data, and blockchain, were
discussed in [38]. Similarly, the risks of IoT, AI, and blockchain technologies were discussed
in [31]. The common risks between these technologies are security risks in addition to
unorganized data management and the integration of different technology standards.
A four-layer cyber risk management framework was proposed in [34], which included
cyber ecosystem, cyber infrastructure, cyber risk assessment, and cyber performance layers.
The framework facilitates decisions by determining, quantifying, and ranking cyber risks.
A linear programming model was also proposed to help managers make resource allocation
decisions regarding multiple competing security projects. The major IoT security challenges
for smart city applications were listed in [39] according to Activity-Network-Things (ANT)-
centric architecture, which consists of the activity-centric, network-centric, and things-
centric levels. The security challenges at the activity-centric level are edge security, secure
storage, maintaining the quality of the security service, and secure integration. In the
network-centric level, the challenges are authentication, identity management and access
control, and secure communication environment; in things-centric, the challenges are
ensuring secure updates and system resilience to attacks.

A possible mitigation measure for such risks is developing a good communication
network monitoring system based on artificial intelligence (AI) for early recognition of
threats, frauds, crimes, and accidents [20]. In [20,40,41], the authors proposed integrating
blockchain and other encryption technologies with smart city systems to identify asym-
metrical behavior, recognize the threat, and ensure data security. Achieving secure smart
cities requires a holistic approach that acts in parallel with utilizing advanced technologies
such as blockchain, software-defined networks (SDN), game theory, and ontology [42].
In [39], machine learning was suggested to be applied in IoT to provide systems with an
automated/semi-automated security defense. The authors in [43] listed several require-
ments that should be considered when designing smart city systems to address the security
and privacy issues. The requirements are: (i) privacy-aware communication for user data;
(ii) lightweight and effective security solutions for data authenticity and integrity; and
(iii) performing detailed risk assessment to obtain emerging attacks. Detection, prevention,
and resolving cyber incidents were also emphasized during the data transmission and
storage in the cloud, where the data are generated, processed, and stored in vulnerable en-
vironments [43–45]. Security controls and forensic readiness preserve forensically valuable
evidence and consequently assist in preventing, detecting, and resolving cyber incidents.
The obtained information during a forensic investigation can be fed into smart city security
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systems to enhance the overall security infrastructure. Table 2 summarizes the possible
causes, effects, and solutions of the main information security challenges.

Table 2. Information security challenge: possible causes, effects, and solutions from the literature.

Cause Effect Solution

• Weak security and
encryption [37,46]

• Cyberattacks [46,47].
• Difficult to guarantee

end-to-end security
due to large and
interdependent
systems [46].

• Design and operation
errors [15,46,48].

• Inefficient
management and
operation
models [15,47].

• Utilizing unsecure
legacy systems and
providing poor
maintenance [46,47].

• Failure and
unavailability of
systems and
services [48,49].

• Violation of
information
confidentiality [50].

• Economic
losses [50,51].

• Implementing access control
models that apply state-of
the-art cryptography algorithms
and security architectures [31].

• Employing/Developing strict
standards for data security and
privacy [52].

• Developing business models
with enhanced security and
privacy considerations [53].

• Enhancing security and
transparency of financial
systems by adopting emerging
technologies such as
blockchain [23].

• Developing/Implementing a
management control strategy for
operation and design [23].

• Developing/Implementing a
cyber security strategy and
recovery plan [48].

• Employing technical
countermeasures such as
backups, anti-virus software,
and firewalls against
intruders [48].

• Increasing security awareness
and safeguard availability as
well as performing continuous
vulnerability assessments [48].

2.2. Privacy Violation

Privacy issues play a key role in the smart city context as the users interact ubiquitously
and constantly with several ICT infrastructures and systems [54]. It was proven in recent
years that user privacy may be threatened even upon adopting privacy-friendly naive
solutions, such as anonymous multiple-ride tickets [55]. The growing utilization of smart
city services on the cloud has increased privacy concerns [56]. In IoT-based systems, for
instance, the majority of open-source IoT frameworks usually employ cloud platforms
on Infrastructure-as-a-Service (IaaS) providers [57,58]. This in turn raises a serious threat
to user privacy, channel security, and context security [59]. Moreover, several research
studies proved that location trajectories are used to discover the identity of users or locate
them [60–62]. Although location data is strategic information that enables a wide range of
location-based services [63] and precise user profiling, it is considered sensitive data and
may reveal habits that the user does not intend to share [64,65]. Artificial intelligence (AI)
applications in smart cities, on the other hand, are associated with security and privacy
risks that cause legal issues and require verification of compliance with existing laws related
to fundamental rights protection [20,21].

As a mitigation measure, a comprehensive taxonomy of privacy metrics should be
used by entities who are responsible for digital rights, ethical promises, and confidentiality.
This ensures a unified metrics in investigating the privacy level of digital services. Using
ad hoc privacy metrics instead of existing metrics when investigating privacy levels makes
findings incomparable [66,67]. In addition, a new regulatory framework is needed to



Sustainability 2022, 14, 16240 6 of 27

manage the big data era, ensure data privacy, data security, and liability, and it is needed
to validate the data to make the right decisions [68,69]. The authors in [70] proposed
employing one of the most used privacy metrics, namely k-anonymity [71]; the authors
also rely on data anonymization and generalization standard techniques standardized
by the EU General Data Protection Regulation (GDPR) [72]. A decentralized governance
platform for smart cities based on blockchain technology was proposed in [73] to address
transparency concerning privacy and cost-efficiency. However, further studies are required
to investigate the operational cost of blockchain-based applications in smart cities. Table 3
summarizes the possible causes, effects, and solutions of the main privacy challenges.

Table 3. Privacy challenge: possible causes, effects, and solutions from the literature.

Cause Effect Solution

• Data integrity
between ubiquitous
IoT-enabled systems
without prior
notification or
permission from
targeted
users [46,48,74].

• Unauthorized access
violations [50].

• Lack of knowledge
and awareness of
users on data privacy
and protection [46].

• Insufficient
regulations and
standards of data
privacy
protection [75,76].

• Information
disclosure and
misuse [50,68].

• Risking reputation,
trust, and liberty [33].

• Economic loss [77].

• Employing
transparency-enhancing tools in
smart city services [78].

• Identifying detailed policies and
guidelines for access
granting [31].

• Improving user privacy
awareness and behavior by
educating them about
privacy-related topics [47].

• Establishing intensive
regulations and standards to
regulate data collection, sharing,
and usage [31].

• Promoting collaborations
between government and other
regulating bodies to develop
customized subscription models
that improve the user
experience [31].

• Balancing between privacy
regulation and companies’
rights to utilize user consumer
data to avoid economic loss [77].

2.3. Incompatible Systems

The heterogeneity of the systems in smart cities raises the issue of compatibility and
integration, which is the ability of different systems to function in harmony [30,32]. Differ-
ent organizations and systems usually have different and incompatible standards and data
formats due to expeditious and independent development. This hinders speedy technology
adoption and most likely causes an additional cost. In Shenzhen, China, for instance, the
Safe City project was halted because video data from incompatible surveillance systems in
different districts could not be shared [79]. Several scholars proposed to formulate open
standards for technologies and share interoperable protocols amongst tech suppliers [80].
This will facilitate the integration between stakeholders and data. Although data integra-
tion enables consolidating data from disparate sources, it may cause data alteration during
transmission, data anonymity to third parties, or data access and privacy. The challenges
related to the data integrity and quality of data generated from smart cities systems have
been discussed in [30]. Another cause of the incompatibility is that several stakeholders are
engaged in systems development with the possibility of insufficient communication or co-
operation [80]. Moreover, some systems are independently developed with no integration
plan for systems [81].

Incorporating new systems with existing interfaces and legacy systems to be imple-
mented as a single application and to overcome the systems’ incompatibility have been
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proposed in [32]. The characteristics of enterprise collaborative systems and implementa-
tion issues for business firms have been described in [80]. The authors in [82] highlighted
that establishing a smart city requires a state-led push for data centralization and a unified
digital platform infrastructure. In this context, a holistic framework for e-learning systems
in smart cities was proposed in [83]. The framework considers interdependence between
infrastructure, data space, and learning space and includes an algorithm to detect privacy
issues. The authors in [48,84] emphasized that the plan for systems and data integration
and promotions of cross-sectional collaboration between different interfacing organizations
must be conducted at the design stage. The possible causes and impacts of incompatible
systems, as well as the proposed solutions in the literature are summarized in Table 4.

Table 4. Incompatible systems challenge: possible causes, effects, and solutions from the literature.

Cause Effect Solution

• Incompatible standards
and data formats [75].

• Difficult to engage with
several sectors and
stakeholders [80].

• Develop systems
independently without an
integration plan [81].

• Lack of communication
and cooperation between
different sectors and
stakeholders [80].

• Lack of supporting
infrastructure, common
information system, and
unorganized data
management [81].

• Difficulty of integrating
data from legacy
systems [81].

• Redundant
construction and
facilities, resource
wastage; projects
overlap [85].

• Poor data quality for
analytics and
decision-makers [81].

• Less effective smart
cities [81].

• Develop open standards to
improve data quality and
services [80].

• Develop models to share
infrastructure facilitating
data sharing and cost
reduction [31].

• Promote collaboration
among different sectors
and stakeholders to ensure
cross-border
integration [80].

• Develop a common
information system and
management solution for
unorganized data [23].

• Consider the integration
between systems and data
during the design
stage [48].

2.4. Digital Skill Gaps

Digitalization in smart cities increases inequality and social isolation because not
everyone can access and utilize technology equally. This is referred to as the digital divide,
which includes the inability to access technology or use it appropriately and consequently
with respect to services and solutions provided by smart cities [86]. For instance, elderly
people during COVID-19 were excluded from services because they are not familiar with
technological services and devices [87–89]. Another skill gap is the lack of skilled labor that
can handle sophisticated cyber-physical systems in smart cities. Cyber physical systems
consist of thousands of IoT devices and sensors; hence, effectively managing them requires
trained professionals [25]. Other causes lie in overly advanced services, poor digital literacy
and skills, and personal attitude barriers [64,90]. Inactive engagement of participants
in technology-driven services hinders the progress of these services [64]. Multicultural
languages and different local languages in some cities could also cause a lack of accessibility
to services [11]. Due to the loss of the potential value added to society, the issue of the digital
skill gaps can cause high economic loss, social inequality, and exclusion [79]. Scholars
have suggested that policymakers work towards liberating the process of digitization,
which would increase the accessibility to services and improve digital literacy [66]. The
inclusive use of technology and service delivery are significant issues that need to be
considered by policymakers. Hence, Saudi Arabia’s government agencies offer free Internet
for some websites, places, and seasons to bridge the digital divide [91]. The possible causes
and impacts of digital skill gaps, as well as the proposed solutions in the literature are
summarized in Table 5.
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Table 5. Digital skill gaps challenges: possible causes, effects, and solutions from the literature.

Cause Effect Solution

• Personal attitude
hurdles and lack of
awareness [64].

• Insufficient
consideration for
disadvantaged
groups [64].

• Insufficient training
program for unskilled
people about
applications and
services [78].

• Insufficient societal
involvement
efforts [64].

• Expansion of the
inequality level
socially and
economically [88].

• Less effective smart
cities [81].

• Promote awareness about the
benefits of smart city services
and applications [21].

• Enhancing public services and
information literacy to
disadvantaged groups [64].

• Conducting essential
education and training
programs for the public and
providing citizens in need
with devices and Internet
access [78].

• Establishing digital inclusion
initiatives for citizens and
entities [64].

3. Material and Methods

This section consists of four subsections. The first subsection describes the considered
case study, including the smart cities project in Saudi Arabia. The other subsections describe
the other three phases shown in Figure 1, including the questionnaire design, data collection,
and analysis methods.

3.1. Case Study Background: Smart City Development in Saudi Arabia

The smart city development in Saudi Arabia was chosen due to its economic status
and the significant ICT threats that are faced by its digital infrastructure. Saudi Arabia is
the largest economy in the Middle East, one of the largest reserve currencies in the world,
and the second largest sovereign investment fund in the world. It has a distinguished
model for developing digital infrastructure, as it has invested about USD 4 billion with the
aim of radically reshaping the economy and society. Nevertheless, according to a recent
industry report, 95% of Saudi companies were exposed to cyberattacks in 2020 [92]. The
report stated that 85% of study participants had seen a significant increase in the number
of cyberattacks affecting businesses in the past two years.

Saudi Vision 2030 has set a series of goals to implement the smart city concept [93].
The Ministry of Municipal and Rural Affairs launched the project of implementing a smart
city concept with the aim of boosting the competitiveness of Saudi cities and urban sustain-
ability, enhancing the level of quality of life, improving the efficiency of city management,
minimizing the negative environmental impact, attracting local and foreign investments,
and creating job opportunities [94]. The ministry conducted a study in 2015 on 17 major
Saudi cities to investigate their feasibility and eligibility to be transformed into smart cities
based on the best smart practices in the world. The study findings indicated that all cities
were at the same level of readiness to become a smart city [95]. Accordingly, 10 Saudi cities
were selected to be converted into smart cities and build new economic cities and special
zones. The implementation was started by preparing the infrastructure and establishing
an integrated system to manage all of the city’s facilities and services through a smart
and interconnected electronic system. One of the most ambitious cities is NEOM City, in
which its first phase will be completed by 2025. NEOM is a planned cross-border city in
northwestern Saudi Arabia, Tabuk Province with the aim of having smart city technologies.

The development considers all six dimensions of smart cities, which are smart gov-
ernance, smart economy, smart mobility, smart environment, smart people, and smart
living [96]. For example, to achieve a smart environment and living, several slum re-
moval and redevelopment projects have been recently conducted in these cities, such as
in Makkah, Jeddah, and Alahsaa [97–100]. For smart mobility, the Saudi government
aims to provide universal access and availability of transportation systems that are safe,
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affordable, accessible, sustainable, and appropriate for all users, especially for women,
children, people with disabilities, and the elderly. In addition, the government aims to
improve road safety by expanding the scope of public transportation and reduce death and
injury rates from road traffic accidents. In this context, the Haramain High-Speed Railway
was opened on 20 March 2020 to link the Muslim holy cities of Medina and Mecca via King
Abdullah Economic City to King Abdulaziz International Airport in Jeddah. Moreover, the
Riyadh Metro project to build a rapid transit system in Riyadh is under construction, and
it is expected to be operational at the end of 2022. To reduce death and injury rates from
road traffic accidents, several accident detection systems are being developed globally and
locally for configuration in cars [101].

3.2. Questionnaire Design

A questionnaire survey was carried out from February to September 2022 among
263 residents in Saudi Arabia who are potential users of smart city services. A pilot test was
conducted before the formal survey to ensure that the questions were clear. The survey was
distributed in online and paper formats; however, 20 of online responses were eliminated
for further analysis due to missing or inconsistent answers. Accordingly, 234 questionnaires
were valid, with an overall response rate of 88.97%. The questionnaire included three main
parts as presented in Appendix A and took around 20 min to be completed. The first part
consisted of four questions regarding the demographic characteristics including sex, age
range, education level, and current city. The second part included 10 questions covering the
respondents’ perception and concerns of the smart city concept and services, as well as their
use of such services. The third part investigated four associated challenges with smart city
development, including information security, privacy, compatibility and integration, and
technology skills that have been identified from the literature review. It consisted of three
subparts, which were: (1) the likelihood of causes of each possible pitfall; (2) the severity
of their effects; and (3) the effectiveness of mitigation measures. Five-point Likert-scale
questions were used for the responses from 1 (very low) to 5 (very high). Most respondents
(i.e., 77.35%) were in the ages ranged between 18 and 45 years, and most of the respondents
had a bachelor’s degree or higher (i.e., 65.81%). This is because these respondents are more
easily accessible in the online questionnaire survey. The demographic information of the
respondents is shown in Table 6.

3.3. Semi-Structured Interviews

The semi-structed interview was an interactive communication based on a prede-
termined thematic framework to identify “why” rather than “how many” [19]. It was
also flexible because it was fine-tuned according to the interviewee’s reaction. The semi-
structured interviews were conducted with (i) stakeholders in the services and projects of
smart cities to identify why they do not collaborate with other stakeholders to develop an
integrated platform; (ii) disadvantaged groups to identify why they are not involved in
smart city services. Table 7 shows the interviewees’ profiles for their digital skill gaps.

3.4. Data Analysis

Statistical Packages for the Social Sciences (SPSS) software was used to implement
several statistical methods, which were the Cronbach’s alpha reliability test, Kendall’s
concordance analysis, chi-square test of association, and Spearman’s rank correlation test.
The Cronbach’s alpha test was employed to examine the reliability of the questions based
on a five-point Likert scale. These questions require a rating from respondents regarding
the likelihood and severity of associated challenges of smart city development as well as
the effectiveness of the mitigation measures. The obtained Cronbach’s alpha coefficient
ranged from 0.912 to 0.967, which satisfies the threshold level of 0.7, indicating that the
responses on these questions are reliable and internally consistent [102]. The chi-square
goodness-of-fit test was used to determine whether the sample percentage follows the
population distribution in Saudi Arabia as shown in Table 8. According to the population
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statistics [103], the results indicate that the sample proportions are consistent with the
population proportions in terms of sex. This is because the p-value is not less than 0.05 (i.e.,
chi-square value = 0.071, p-value = 0.789) and, accordingly, there is no sufficient evidence
that there is a difference between the sample and population proportions. However, there
are differences between the proportions in terms of age, location, and education (i.e., p-value
is less than 0.05) because the study sample included a greater number of the population
aged between 18 and 45 years who were located in Jeddah with a bachelor’s degree due to
the approachability of these three population groups.

Spearman’s rank correlation test was conducted to evaluate the association between
involvement in the Saudi Arabian smart cities initiative and demographic variables (i.e.,
age and education level). The results showed a higher association degree with the pop-
ulation that had a higher education level, with a strong positive correlation (ρ = 0.879).
On the other hand, the association degree was lower with age, with a weak positive
correlation (ρ = 0.050).

Table 6. The demographic information of the respondents.

Demographic Criteria Type Number of Respondents Percentage

Sex
Male 136 58.12%
Female 98 41.88%

Age

18–30 89 38.03%
31–45 92 39.32%
46–60 42 17.95%
More than 60 11 4.7%

Education level

Primary 12 15.1%
Intermediate 29 12.4%
Secondary 28 12%
Diploma 33 14.1%
Bachelor 92 39.3%
Master or higher 40 17.1%

Table 7. The interviewees’ profiles.

Demographic Criteria Type Number of Respondents Percentage

Sex
Male 9 40.9%
Female 2 9.1%

Highest Education level
Secondary 8 36.36%
Diploma 2 9.1%
Bachelor 1 4.5%
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Table 8. Chi-square goodness-of-fit test of the sample compared with the population distribution in
Saudi Arabia.

Attributes Classification Sample Proportion (%) Population Proportion (%) Chi-Square p-Value

Sex
Male 58.12 56.8

0.071 0.789Female 41.88 43.2

Age

18–30 38.03 23.57
11.743 0.00831–45 39.32 30.54

46–60 17.95 16.55
More than 60 4.7 5.86

Location Riyadh 21.4 19.12 89.786 0.000
Jeddah 31.6 12.64
Medina 9.8 4.05
Dammam 9.4 3.33
Makkah 8.5 5.66
Yanbu 6.4 0.86
Al-Ahsa 3.8 3.84
Taif 2.6 2.14
Alqatif 1.3 0.28
Arar 1.3 0.73
Tabuk 1.3 1.21
Alkohbar 1.3 1.68
Abha 1.3 2.22

Education Primary 15.1 12.24

113.98 0.000

Intermediate 12.4 14.97
Secondary school 12 22.4
Diploma 14.1 5.50
Bachelor 39.3 23.46
Master or higher 17.1 2.53

4. Survey Findings

The next subsections discuss the findings according to their scope and domain. The
perspectives and preferences of the respondents on smart city services are first analyzed.
Then, the potentials of challenges that could be faced in developing smart cities are dis-
cussed, including their causes, effects, and possible solutions.

4.1. Perspectives on Smart City Services

The public understanding about the smart city was assessed to obtain the extent to
which the government’s vision agrees with the public’s understanding of smart cities in
Saudi Arabia. Initially, the participants were asked to self-assess their knowledge about
the smart city concept in general. The responses indicated that 17.2% of the respondents
knew nothing about smart city concept, whereas 24.35% had some knowledge. Most of the
respondents, 58.45%, stated that they had some knowledge about the smart city concept.
The participants were also questioned about their association and involvement with the
Saudi smart cities initiative. The obtained results showed that 16.7% of the respondents had
no idea about the smart cities initiative, whereas 31.2% of the participants heard about the
initiative but had no interest in it. Around 23.1% of the respondents were very interested in
smart city initiatives but were not involved. Only 15.8% of the respondents were involved
in the smart city initiative by joining public forums about the initiative or through other
means. However, more than 69% had knowledge about the underdevelopment of Saudi
smart cities; for instance, 53.9% knew about NEOM City. It can be concluded that the smart
city concept is not popular yet among the population of Saudi Arabia.

Most respondents, 59.95%, reported that the services that bring more stable and safer
life are more useful and fulfill the population needs in smart cities. Around 31.1% agreed
that services that benefit their interpersonal relationships with others are more significant,
and 20.35% of the respondents believed that the more significant services are those related
to personal development, self-esteem, and self-actualization. The findings reflect the
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significance of safety and security services to the public. The relationships between the
demographic characteristics of the respondents and their perception of the usefulness of the
services were analyzed using Mood’s median test because the data followed a non-normal
distribution. The median of smart city perception ranged from 0 to 14, with a median value
of 1. The findings indicated that there is no significant difference between the respondents’
services perception and their sex (p = 1.000), age (p = 0.518), and location (p = 0.845).
However, there was a significant statistical difference between the smart city perception
and the education level of the respondents (p = 0.018). The results showed that 25%
of the respondents with a secondary school degree reported the significance of personal
development services, and a similar percentage was reported for services that are related to
interpersonal relationships with others. On the other hand, 16.6% of postgraduate degree
holders stated that personal development services are more useful and important, while
the rest selected safety and security services.

4.2. Associated Challenges on Smart City Development

The main concerns of the public about smart city services that were obtained from
the literature review were investigated. Information security risks (51.25%) and privacy
violations (49.35%) were considered to be the top concerns, especially for the respondents
who had a Master’s degree or above. This could be because they are working with sensitive
and confidential data due to their professional nature. The concerns of digital skill gaps
(30.95%) as well as incompatibility between different systems (23.3%) were not considerably
high. This is due to the noticeable success of the Human Capability Development Program
under the umbrella of the Saudi Vision 2030 in preparing national human capabilities to
compete globally, which has been accomplished by instilling values and developing basic
and future skills and knowledge [104]. Moreover, several camps and fellowship programs
have been organized by several government sectors and entities, such as the Saudi Digital
Academy, Misk Academy, Tuwaiq Academy, and others to develop university graduates
with essential skills that the labor market needs [105]. Participants who had no concern
about smart city development only represents 10.25%, which indicates that the concerns are
realistic and considerable and requires further investigation on the causes and solutions. In
the following subsections, the findings of the five-point Likert-scale questions are discussed
regarding the challenges, causes, effects, and solutions.

4.2.1. Information Security Risks

The main possible causes of information security risks are investigated in terms of
occurrence likelihood and severity, as shown in Table 9. Using a mean score ranking,
“cyberattacks” cause had the highest likelihood (3.31) with a severity of 3.54 among the
other causes. This is due to the high rate of cyberattacks in Saudi Arabia, where 7 million
cyberattacks hit the country in the first two months of 2021 [106]. The second highest
occurrence likelihood was obtained by the “poor management and operation models of
outsourcing products and services”. The outsourcing of products and services is an effective
management tool to reduce firm costs, focus more on the company’s core competencies,
and improve flexibility and performance by delegating some responsibilities to external
companies. However, it brings significant risks that must be recognized and managed,
including security and confidentiality, politics and reputation, delays in task completion,
and performance degradation.

The “human errors and negligent staff” cause had the third highest of occurrence like-
lihood (4.04), although its occurrence likelihood was ranked fourth (3.63). Most information
breaches to an extent are related to the exploitation of committed errors or user behaviors
of an organization staff; hence, the human factor is considered a key cause of security
breaches [107]. It is essential for government and private entities to evaluate human factors
and their impact on the vulnerability of the security system and notify individuals who
were impacted by information security breaches. It is noticeable that “limited security
sponsorship and management support” had the highest severity level (3.73) despite its
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occurrence likelihood being the last among the other causes (2.95). This cause could occur
in small and large entities; however, it has a low probability in Saudi entities. It mostly leads
to other possible causes such as “weak security and encryption” or “poor management and
operation models” [108].

Table 9. The likelihood and severity of the possible causes of information security risks from 1 (very
low) to 5 (very high).

Possible Cause
Occurrence Likelihood (%) Mean

(Rank)
Severity (%) Mean

(Rank)1 2 3 4 5 1 2 3 4 5

Limited security sponsorship and
management support. 10.7 28.8 29.8 16.6 14.1 2.95 (6) 6.8 13.7 21 29.8 28.8 3.60 (1)

Poor management and operation models of
outsourcing products and services. 9.9 22.3 28.7 26.2 12.9 3.10 (2) 6.3 11.2 24.3 34 24.3 3.59 (2)

Errors in systems design. 10.9 25.2 30.7 17.8 15.3 3.01 (5) 7 12.4 21.9 31.8 26.9 3.59 (2)
Human errors and negligent staff. 10.7 22.4 33.7 17.6 15.6 3.05 (3) 6.4 12.4 23.3 33.7 24.3 3.57 (3)
Cyberattacks. 9.5 16 30.5 22.5 21.5 3.31 (1) 7.4 13.4 24.8 26.7 27.7 3.54 (3)
Using unsecure legacy systems and poor
maintenance. 11 24.5 32.5 16.5 15.5 3.01 (5) 6.8 16 18.9 35.9 22.3 3.51 (5)

Difficult to ensure end-to-end security due
to large and interdependent systems with
many stakeholders involved.

12.5 21 31 21 14.5 3.04 (4) 5.5 17.0 25.5 27 25 3.49 (4)

Weak security and encryption. 14.7 26.4 26.9 13.2 18.8 2.95 (6) 6 17.6 27.6 22.6 26.1 3.45 (5)

The effects of information security risks were also studied by measuring the mean
scores of the severity level as presented in Table 10. The most severe effect was “breaching
the confidentiality of user data” with a mean score of 3.31. Data confidentiality is an essential
part of information security to prevent the stealing of personal data such as patient profiles,
credit cards, or other information. Several cyberattacks have occurred worldwide, targeting
personal data. In 2018, for example, 1.5 million patient profiles were stolen from Singapore
health authorities and the details of 40,000 credit cards were obtained by accessing the
data of 380,000 Hong Kong broadband network customers [88]. Moreover, the severity of
“economic loss” and “system failure and non-availability of essential services” was followed
by mean scores of 3.28 and 3.07, respectively. According to [109], the amount of cyberattacks
increase every year; for instance, 19% of Saudi companies was affected by cyberattacks in
2012 while in 2018, it reached 31%, with a total cost of around USD 692 million.

Table 10. The effects of information security risks from 1 (very low) to 5 (very high).

Effect
Severity (%)

Mean1 2 3 4 5

Breaching the confidentiality of user data. 7.6 14.2 35.5 24.4 18.3 3.31
Economic losses. 7.9 18.8 28.2 27.2 17.8 3.28
System failure and non-availability of
essential services. 11.7 25 23.5 24 15.8 3.07

Table 11 presents the ranks of the solutions of information security risks in terms
of effectiveness. The most effective solution is to develop a cybersecurity strategy and
recovery plan (3.52), followed by implementing general technical countermeasures such
as frequent backups, anti-virus programs, software updates, etc. (3.47). The cybersecurity
strategy includes a series of objectives and principles that must be implemented. For
instance, the National Cybersecurity Authority in Saudi Arabia have developed extensive
cybersecurity policies and relevant practice guides to share them with relevant entities
and have followed up on their compliance [110]. However, it is impossible to completely
mitigate the security violations; hence, it is essential to prepare recovery plans to reduce the
effect and damage of an incident. Other effective solutions include employing/developing
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well-defined standards for developing and managing ICT services (3.47) and improving
security awareness and availability safeguards and conducting continuous vulnerability
assessment (3.37). Decision-makers should adopt standards that optimize the system
security of smart cities where different standards for different scopes of work were proposed
by different standardization organizations such as the ISO, IEEE, and ETSI.

Table 11. Solutions of information security risks from 1 (very low) to 5 (very high).

Solution
Effectiveness (%)

Mean1 2 3 4 5

Developing a cybersecurity strategy and recovery plan. 5.8 12.6 28 30.9 22.7 3.52
General technical countermeasures such as frequent backups, anti-virus
programs, software updates, and firewalls against intruders. 6.8 15 26.1 29 23.2 3.47

Employing/developing well-defined standards for developing and
managing ICT services. 6.4 16.2 26.5 26.5 24.5 3.47

Improving security awareness and availability safeguards and
conducting continuous vulnerability assessment. 8.3 15.6 25.9 31.2 19 3.37

Management controls over operation and design. 5.9 20 34.1 24.9 15.1 3.23

4.2.2. Privacy Violation

Privacy violation was rated as the second highest concern with 49.35% responses.
Surprisingly, 92.36% of the participants who expressed their worry about privacy viola-
tions either never read disclaimers/conditions (58.81%) or read it sometimes (41.19%).
On the other hand, around 7.64% of the respondents who expressed their worry about
privacy violations always read disclaimers/conditions. The study also investigated if
the respondents would stop using a system or installing an application if they do not
accept disclaimers/conditions. Slightly less than half (45.2%) reported that they would
stop using the application/system while the majority (48.4%) reported they might stop
depending on the application/system. Only 6.5% of the respondents would stop using
the application/system, which emphasizes the necessity of improving user privacy aware-
ness and behavior by educating them about privacy-related topics. The ignorance of
disclaimers/conditions could lead to the possible intrusion and misuse of personal infor-
mation as most applications declare that user data will be used for other external/third
parties or for other unknown purposes.

The study also investigated the types of information that the participants were un-
willing to reveal during the downloading or usage of services and applications. The
participants were asked about four common information types or any others, including
location, email address, phone number, and social media accounts. Location gained the
most negative responses (47.65%), followed by phone number (40.08%) and social media
accounts (39.65%). This finding is possibly because sharing location could be used by
unauthorized parties to track users or derive the users’ behavior patterns based on location
information during a period. Moreover, the users can be identified by their behavioral
patterns and other information such as email address, resident address, and social me-
dia account. A small percentage (1.85%) of the participants were willing to reveal their
information to use services/applications.

The findings of investigating the possible causes of privacy violation are presented in
Table 12. The highest severity level could occur through “unauthorized access to systems”
(3.67), with the third highest occurrence likelihood rank (3.02). Privacy violations represent
any act against privacy rules and policies, which include the unauthorized access of data
and systems, unauthorized copying or transferring of data, selling of data to a third party,
or other instances [111,112]. The lack of knowledge and awareness on data protection
was considered the second top severity cause of privacy violation (3.64). This cause
had the highest likelihood (3.05), which emphasizes the necessity of improving public
awareness. A recent study reported that 53.4% of the study respondents were not aware
of cybersecurity laws in Saudi Arabia [113]. Several studies have shown that the level of
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information security awareness has a positive relationship on the security-related behaviors
of the individuals [114]. The absence of strict regulations to protect user data also had
a high severity level (3.53); however, it had the lowest probability of occurrence (3.52).
The wide use of big data technology, especially in smart cities, leads to a collection of
excessive personal data and consequently the possibility of privacy violations. In such a
case, individuals do not have strong control over their personal data.

Table 12. The likelihood and severity of the possible causes of privacy violation from 1 (very low) to
5 (very high).

Possible Cause
Occurrence Likelihood (%) Mean

(Rank)
Severity (%) Mean

(Rank)1 2 3 4 5 1 2 3 4 5

Unauthorized access to systems. 10.5 27.7 28.3 16.8 16.8 3.02 (3) 5 12 22 33 28 3.67 (1)
Users do not have enough knowledge and
awareness on data protection. 11.7 25 28.6 16.3 18.4 3.05 (1) 6.5 11.5 24 27.5 30.5 3.64 (2)

No strict regulation to protect user data. 8.8 28.5 29 20.7 13 3.01 (4) 7.9 12.8 24.6 27.6 27.1 3.53 (3)
Integration and ubiquity of IoT-enabled
systems in which personal data of users are
utilized without prior permission or notice.

10.4 27.6 26 19.8 16.1 3.04 (2) 8.4 11.8 25.6 28.1 26.1 3.52 (4)

Due to the fact smart cities may pose threats to public privacy, decision-makers must
pay more attention to privacy protection. The severity analysis of the effects of privacy
violations, as presented in Table 13, has indicated that information exposure, citizen tracking,
or impersonation has the most severe consequence (3.31), followed by economic loss (3.28)
and risking public trust towards the society and posing threat to democracy (3.07).

Table 13. The severity effects of privacy violation from 1 (very low) to 5 (very high).

Effect
Severity (%)

Mean1 2 3 4 5

Risking public trust towards the society and posing threat to democracy. 9.3 15.1 25.9 27.8 22 3.31
Economic losses. 6.5 13.5 29.5 26 24.5 3.28
Information exposure, citizen tracking, or impersonation. 6.8 16.6 27.3 27.3 22 3.07

According to Table 14, the most effective mitigation measure for protecting the public’s
privacy is to establish standards on how public data can be collected and used (3.45). The
first federal Personal Data Protection Law (PDPL) to regulate the processing of personal
data was issued in September 2021 and enforced starting March 2022. It is expected
that organizations will make significant changes to operate according to the regulations.
Date is collected ubiquitously in smart cities; hence, several solutions could be conducted
along with privacy regulations to ensure privacy protection, including educating and
training users to improve their knowledge and awareness of information privacy (3.44).
The developers must also be educated and trained regarding their responsibilities and
best practices. However, privacy regulations have a direct impact on privacy protection
compared with improving public awareness, which is a long-term solution. The third
effective solution is to conduct privacy impact assessments (PIA) to assist organizations
in obtaining and managing privacy risks that might arise from new projects, initiatives,
systems, processes, etc. (3.40).

4.2.3. Incompatibility between Different Systems

Different possible causes could lead to the incompatibility between different systems.
The incompatibility issue arises from the management and planning slacks rather than
the technology itself at the levels of either entities or country. As shown in Table 15, the
analysis has indicated that the independent development and non-integrated services
and applications have the highest severity level among the other causes (3.55), with an
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occurrence likelihood of 2.98. The second highest risky cause (3.52) is that governments
usually have information of a confidential nature and risk-averse policies, which had a
possibility of occurrence of 3.06. This is reflected in policies, laws, and political force that
could be enforced for project approval, resource monitoring, and management. The cause
with the third highest severity is the incompatible data standards and formats, where the
mean of severity level was 3.49 and the mean of occurrence likelihood was 2.95.

Table 14. Solutions of privacy violations from 1 (very low) to 5 (very high).

Solution
Effectiveness (%)

Mean1 2 3 4 5

Establishing standards on how public data could be collected and used. 5.8 17 27.7 25.7 23.8 3.45
Legislation to allow users to control their own data and create a regulatory
environment. 6.3 13.2 30.7 29.8 20 3.44

Utilizing education and training to help improve user knowledge and awareness
of information privacy and informing developers of their responsibilities and
best exercises.

7.2 15.9 27.5 28 21.3 3.40

Employing privacy by design (PbD). 6.9 15.7 32.4 26 19.1 3.35
Conducting privacy impact assessments (PIA). 7 16.5 34 29.5 13 3.25

Table 15. Likelihood and severity of the possible causes of incompatibility between systems from 1
(very low) to 5 (very high).

Possible Cause
Occurrence Likelihood (%) Mean

(Rank)
Severity (%) Mean

(Rank)1 2 3 4 5 1 2 3 4 5

Independent development and
non-integrated services and applications. 10.4 29.4 26.9 18.4 14.9 2.98 (2) 5.9 13.4 26.2 28.7 25.7 3.55 (1)

Governments have information of a
confidential nature and risk-averse policies. 9.5 30.7 24.1 16.1 19.6 3.06 (1) 8.7 13.8 22.4 27 28.1 3.52 (2)

Incompatible data standards and formats. 10.4 27.7 33.2 14.4 14.4 2.95 (3) 6 13 29.5 29.5 22 3.49 (3)
Difficult to engage with a broad number of
stakeholders. 10.8 27.6 34 14.8 12.8 2.91 (4) 6.9 16.3 23.2 32.5 21.2 3.45 (4)

The study of the severity level of the effects of incompatibility between different
systems, as illustrated in Table 16, has shown that the most severe effect is reducing the
efficiency of smart cities (3.36). This is followed by the severity of replicated facilities,
resources wasting and overlapping, (3.33), and discomfort and dissatisfaction (3.29). For
instance, developing different systems or platforms for the same service without integration
could require the users to switch between these systems or platforms to search for relevant
information.

Table 16. The severity effects of incompatibility between systems from 1 (very low) to 5 (very high).

Effect
Severity (%)

Mean1 2 3 4 5

Reducing the efficiency of smart cities. 8 14.4 31.8 24.9 20.9 3.36
Discomfort and dissatisfaction 8.9 16.7 26.1 28.6 19.7 3.33
Replicated facilities, resources wasting, and
overlapping. 9.4 15.3 28.7 29.7 16.8 3.29

Table 17 illustrates the findings of studying the solutions to address the issues arising
from the incompatibility between different systems. The most effective solution is to
formulate open standards and improve data quality (3.83). The open standards will facilitate
using and transferring data across different systems and sectors, consequently enhancing
the quality of services, especially services that require processing by multiple sectors. The
second most effective solution is to plan the process of systems and data integration at
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the design stage (3.58), where it ensures the compatibility between systems and devices
proactively without compromising the functionality. It is also an effective solution for
promoting cross-sectional collaboration between different interfacing organizations (3.57).

Table 17. The solutions of incompatibility between systems from 1 (very low) to 5 (very high).

Solution
Effectiveness (%)

Mean1 2 3 4 5

Formulating open standards and improving data quality. 5.9 14.9 30.2 26.7 22.3 3.83
Planning the process of systems and data integration at the design stage. 7.4 11.8 32.4 25.5 23 3.58
Promoting cross-sectional collaboration among different
interfacing organizations. 8.4 15.8 24.1 32.5 19.2 3.57

Sharing interoperable protocols among tech suppliers. 8.5 17 29 28.5 17 3.18

To identify the reasons of the incompatibility between different systems, five face-to-
face interviews were conducted with stakeholders involved in smart city services. Four
major concerns of compatibility and integration between services were identified as fol-
lows: (1) extra cost for facility procurement, legacy system upgrade, and extra manpower;
(2) disclosing the information of systems and services may leak business conditions and
other confidential information; (3) ownership of data in an integrated platform and services;
and (4) developing their own platform and services to make more profits.

4.2.4. Digital Skill Gaps

The digital skill gaps concern was investigated by posing five-point Likert scale
questions regarding the frequency and difficulty of using existing e-services such as online
mapping, navigation systems, etc. The responses indicated that around 34.91% of the
respondents were always using e-services in their daily life. Interestingly, only 7.6% of the
respondents reported that they do not use e-services in their daily life. The other ratings
were 22.5% for frequently, 20.14% for sometimes, and 14.85% for seldom. On the other
hand, the rating percentage of the responses regarding the ease of utilizing e-services
was 27.6% for very easy, 22.75% for easy, 18.3% for moderate, 14.85% for difficult, and
16.5% for very difficult. The proportion of elderly participants (more than 45 years old)
who reported that using e-services was very difficult was 49%. Around 81.82% of the
respondents who were more than 60 years old reported that using e-services was very
difficult compared to the 16.67% reported by participants aged 45–60 years; on the other
hand, this was reported by 20% of participants aged 31–35 years and 11.11% of participants
aged 18–30 years. This indicates that the usage difficulty is higher in elderly groups than
the younger ones. However, it can be generalized that e-services are sometimes used
(mean = 2.89) and moderately (mean = 3.28), as the mean values are between 2.61 and 3.40.

Table 18 shows the analysis of the likelihood and severity of possible causes of digital
skill gaps. The analysis of the possible causes of digital skill gaps has shown that the
highest severity (3.65) could occur due to the lack of digital literacy skills, with a possibility
of occurrence of 2.99. Different sectors could actively contribute to the learning process
such as project building companies, non-profit organizations, and authorities. In this
context, the Ministry of Communications and Information Technology in collaboration
with public and private sectors have established Attaa Digital in 2018, which is a non-profit
specialized initiative to overcome digital literacy and improve digital skills in all members
of society [115]. The initiative until July 2021 presented more than 1900 training programs
and reached more than 18 million beneficiaries. The initiative also supported 113,000
low-income families with more than 28,000 tablets and 110,000 data chips [116]. The second
most risky cause was the poor quality of services (3.60), with a mean score of likelihood
of 2.99. A recent study inspected the customer satisfaction of Saudi telecommunication
companies by analyzing tweets related to their services including network coverage, quality
of voice transmission, Internet speed, customer services, successful calls, etc. [117]. The
results showed that the average level of customer satisfaction with the services of the three
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companies is below 50%. Information and communications technologies are the backbone of
smart cities development; hence, improving the services is necessary to meet the expectations
of the public and requirements of developing smart cities. The third most risky cause was
the lack of training programs for unskilled citizens (3.60), where the occurrence likelihood
was 2.85. Despite the large number of academies and initiatives that have been established
to provide training programs for unskilled citizens, more training programs are needed to
build up the capability of enjoying the benefits brought by smart cities.

Table 18. Likelihood and severity of the possible causes of digital skill gaps from 1 (very low) to 5
(very high).

Possible Cause
Occurrence Likelihood (%) Mean

(Rank)
Severity (%) Mean

(Rank)1 2 3 4 5 1 2 3 4 5

Lack of digital literacy skills. 10.3 24.5 33.8 18.6 12.7 2.99 (2) 6.9 10.3 21.6 33.8 27.5 3.65 (1)
Poor quality of services. 9.3 27.3 31.7 18.5 13.2 2.99 (2) 6.4 12.3 24.1 29.6 27.6 3.60 (2)
Unavailability of Internet access and
digital services. 12.9 30.8 28.4 13.9 13.9 2.85 (4) 6.5 11.5 25.5 29 27.5 3.60 (2)

Society does not participate in
government initiatives. 10.3 28.1 28.6 16.3 16.7 3.01 (1) 8 14 22 30 26 3.52 (3)

Lack of training programs for
unskilled citizens. 10.1 31.3 28.3 18.7 11.6 2.90 (3) 6.5 12.9 27.4 28.4 24.9 3.52 (3)

Lack of care for people with special needs. 11.6 36.7 23.6 15.6 12.6 2.81 (5) 8 10.9 26.9 30.8 23.4 3.51 (4)

The severity level of the effects of digital skill gaps indicated that the most severe
effect is the economic and social inequality (3.25) followed by reducing the effectiveness of
smart cities (3.23), as shown in Table 19. The smart cities in Saudi Arabia are still emerging
and not all services are digitalized; thus, the severity of the effects was not ranked very
high. The continued growth of smart cities could divide the public by providing access
to more information and benefits for specific groups rather than for disadvantaged and
excluded individuals.

Table 19. The severity effects of digital skill gaps from 1 (very low) to 5 (very high).

Effect
Severity (%)

Mean1 2 3 4 5

Economic and social inequality 5.9 19.3 34.7 23.8 16.3 3.25
Reducing the effectiveness of smart cities. 7.9 19.3 30.7 25.7 16.3 3.23

According to Table 20, the most efficient solution is to provide financial support for
computer acquisition or Internet access and decrease telecommunications charges (3.54).
This is followed by mitigating the effect of digital skill gaps and providing education and
training programs to unskilled people (3.51). Another effective solution is to motivate the
public and private sectors to initiate and get involved in digital initiatives (3.49). Such
solutions will overcome the attitude barriers and concerns dividing the public in aspects of
service benefits.

Table 20. The solutions of digital skill gaps from 1 (very low) to 5 (very high).

Solution
Effectiveness (%)

Mean1 2 3 4 5

Providing financial support for computer acquisition or Internet access and
decreasing telecommunications charges. 6.4 13.7 22.1 34.8 23 3.54

Providing education and training and facilitate social learning for the public 6.8 11.7 27.7 31.1 22.8 3.51
Motivating digital inclusion initiatives of both citizens and private sectors. 5.9 12.3 29.6 31.5 20.7 3.49
Improving public services and enhancing their information literacy. 6.8 16.9 26.1 24.6 25.6 3.45
Increasing the penetration of digital devices. 5.9 22.1 30.4 25.5 16.2 3.24
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To further investigate the reasons behind the digital skill gaps, the authors inter-
viewed nine old males and two old females in the age range between 61 and 75 years old
with different education levels. Eight of the interviewees owned smartphones, whereas
only three owned dumbphones that could not run most applications and services. The
interviewees were using electronic devices/services rarely, such as for calling, chatting,
and sharing photos via the WhatsApp application. They were facing difficulty in using
electronic devices due to either poor digital literacy or poor eyesight. Four participants
expressed their interest in conducting training and workshops on how to use electronic
devices. The other participants considered such training unnecessary as they usually asked
for help from their family members and friends. Although the elderly seldom has needs for
electronic devices and services in their daily life, it is better to educate them and improve
digital literacy before more city services are digitalized.

5. Discussion

According to the findings, this section highlights the practices that could help over-
come the associated challenges of smart city development by enriching the existing theory
and by improving the managerial practice. One of the significant practices is the regular
evaluation of the impact of organizations’ staff on the vulnerability of the security sys-
tem and accordingly conducting essential training and workshops. Such practices will
significantly reduce the security breaches from the exploitation of committed errors or user
behaviors of an organization’s staff. Globally, each national cybersecurity authority should
develop and implement extensive cybersecurity policies and relevant practice guides that
must be followed by the relevant groups and individuals. Moreover, all authorities should
emphasize adopting standards that optimize system security and reduce the incompatibility
between smart city systems.

Another practice that could significantly enhance privacy is developing regulations on
how public data can be collected and used. Simultaneously, educating and training users
about these regulations will improve their knowledge and awareness of information pri-
vacy. Promoting and supporting cross-sectional collaboration between different interfacing
organizations and accordingly considering the integration between their systems at the de-
sign stage are effective practices for mitigating the incompatibility between different smart
city systems. Financial support for computer acquisition and Internet access is the most
effective practice for promoting the utilization of digital technologies and consequently the
digital skill gaps.

6. Conclusions

Information and communication technologies play a key role in the development of
smart cities; however, it is only viewed as a solution towards specific problems in urban
planning and management without taking into consideration the several challenges and
negative effects. This paper revealed these challenges by conducting a comprehensive
literature review and event-based research on the Saudi Arabian population. According
to the findings, information security risks, privacy violation, incompatibility between sys-
tems, and digital skill gaps are the major challenges. Implementing a cybersecurity strategy
(e.g., the National Cybersecurity Authority in Saudi Arabia) and recovery plan to reduce the
effect and damage of any possible incident are effective solutions for mitigating information
security risks. Privacy violations could be addressed by regulating how public data can be
collected and used in addition to improving the public’s knowledge and awareness of infor-
mation privacy. Formulating open standards and planning the process of systems and data
integration at the design stage facilitate the usage and transferring of data across different
systems and ensure the compatibility between systems and devices. Digital skill gaps could
be addressed by providing financial support for computer acquisition and Internet access,
as well as providing education and training programs. However, the limitation of this
study is that some questionnaire items do not consider some personal determinant factors
such as the difference in terms of ICT knowledge, smart cities awareness, and personal
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innovativeness. Thus, it is encouraged in future studies to examine how the differences
between the public in terms of ICT knowledge, personal innovativeness, and awareness
about the smart city concept could affect their preferences and perceptions.
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Appendix A Perceptions, and Concerns of Population on Smart City Concept

The smart city concept employs information and communication technologies to
enhance quality of life by facilitating the more efficient and sustainable management of
cities. This survey questionnaire aims to understand perceptions and concerns of the
population regarding the smart city concept and services. The questionnaire includes
three main parts as presented and takes around 20 min to be completed. The first part
consists of four questions regarding the demographic characteristics, including sex, age
range, education level, and current city. The second part includes 10 questions covering
the respondents’ perception and concerns of the smart city concept and services, as well as
their use of such services. The third part investigates four associated challenges with smart
city development, including information security risks, privacy violation, incompatibility
between different systems, and digital skill gaps that have been identified from the literature
review. It consists of three subparts, which are: (1) the likelihood of causes of each possible
pitfall; (2) the severity of their effects; and (3) the effectiveness of mitigation measures.

PART A. Demographic Information.

1. What is your sex?

(a) Male (b) Female

2. What is your age range?

(a) 18–30 (b) 31–45 (c) 46–60 (d) More than 60

3. What is your education level?

(a) Primary (b) Intermediate (c) Secondary (d) Diploma (e) Bachelor (f) Master or higher

4. What is your current city?

(a) Riyadh (b) Jeddah (c) Makkah (d) Madinah (e) Yonbu (f) Dammam

(g) Alahsa (h) Other, please specify _______________________________________.
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PART B. Smart City Concept and Services.

5. How much do you know about the smart city concept?

(a) No idea (b) Very little (c) Some knowledge (d) Very well

6. Name any smart city project you know about (if any):

______________________________________________________________________________________________________.

7. Smart city aims to improve quality of life using information and communication technologies. What are your concerns
regarding the smart city concept? (may choose multiple answers)

(a) Information security
(e.g., cyberattacks,
system break-down)

(b) Privacy of personal data. (c) Integration and compatibility between
different systems and devices.

(d) Skills shortage
of using advanced
technologies.

(e) No concerns. (f) Other, please specify ____________________________________________________________.

8. How would you rate your participation and involvement in Saudi smart cities initiative?

(a) I have no idea about it. (b) I heard but am not interested about it. (c) I am very interested but
not involved.

(d) I participated
in public forums
about the
initiative.

(e) Other, please specify __________________________________________________________________________.

9. What is the type of smart city services that you think are more useful and fulfill population needs?

(a) Services that bring more stable and
safer life.

(b) Services that contribute to my relationship with
other people.

(c) Services that are conducive
to my personal development,
self-esteem, and
self-actualization.

10. How often do you use e-services in your daily life such as online mapping, navigation systems, etc.?

1 = never
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PART C. Likelihood and Severity of Associated Challenges of Smart City Development.

(1) Likelihood of possible causes

Please rate the likelihood and severity of each possible pitfall from 1 (very low) to 5
(very high).

Associated
Pitfall Possible Cause

Occurrence
Likelihood Severity

Don’t
know 1 2 3 4 5 Don’t

know 1 2 3 4 5

Information
security

Weak security and encryption.

Cyberattacks.

Difficult to ensure end-to-end security due to large and
interdependent systems with many stakeholders involved.

Errors in systems design.

Poor management and operation models of outsourcing product
and services.

Limited security sponsorship and management support.

Using unsecure legacy systems and poor maintenance.

Human errors and negligent staff.

Other, please specify.

Privacy

Integration and ubiquity of IoT-enabled systems in which personal
data of users are utilized without prior permission or notice.

Unauthorized access to systems.

Users do not have enough knowledge and awareness of data
protection.

No strict regulations to protect user data.

Other, please specify.

Compatibility
and
integration

Incompatible data standards and formats.

Difficult to engage with a broad number of stakeholders.

Independent development and non-integrated services and
applications.

Governments have information of a confidential nature and
risk-averse policies.

Other, please specify.

Technology
skills

Unavailability of Internet access and digital services.

Lack of digital literacy skills.

Poor quality of services.

Lack of care for people with special needs.

Lack of training programs for unskilled citizens.

Society does not participate in government initiatives.

Other, please specify.

(2) Effects of challenges

Please rate the severity of each pitfall from 1 (very low) to 5 (very high).
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Associated
Pitfall Effect

Severity

Don’t
know 1 2 3 4 5

Information
security

System failure and non-availability of essential services.

Breaching the confidentiality of user data.

Economic losses.

Other, please specify.

Privacy

Information exposure, citizen tracking, or impersonation.

Risking public trust towards the society and posing a threat to democracy.

Economic losses.

Other, please specify.

Compatibility
and
integration

Replicated facilities, resources wasting, and overlapping.

Reducing the efficiency of smart cities.

Discomfort and dissatisfaction

Other, please specify.

Technology
skills

Economic and social inequality

Reducing the effectiveness of smart cities.

Other, please specify.

(3) Effectiveness of mitigation measures

Please rate the effectiveness of the following mitigation measures for smart city devel-
opment from 1 (very low) to 5 (very high).

Associated
Pitfall Solution

Effectiveness

Don’t
know 1 2 3 4 5

Information
security

Management controls over operation and design.

General technical countermeasures such as frequent backups, anti-virus programs,
software updates, and firewalls against intruders.

Employing/developing well-defined standards for developing and managing ICT
services.

Improving security awareness and availability safeguards and conducting continuous
vulnerability assessments.

Developing a cyber security strategy and recovery plan.

Other, please specify.

Privacy

Establishing standards on how public data could be collected and used.

Utilizing education and training to help improve user knowledge and awareness of
information privacy; informing developers of their responsibilities and best practices.

Legislation to allow users to control their own data and create a regulatory
environment.

Employing privacy by design (PbD).

Conducting privacy impact assessments (PIA).

Other, please specify.

Compatibility
and integration

Sharing interoperable protocols among tech suppliers.

Formulating open standards and improving data quality.

Promoting cross-sectional collaboration among different interfacing organizations.

Planning the process of systems and data integration at the design stage.

Other, please specify.

Technology
skills

Increasing the penetration of digital devices.

Providing financial support for computer acquisition or Internet access and decreasing
telecommunications charges.

Providing education and training, facilitate social learning to the public

Improving public services and enhancing their information literacy.

Motivating digital inclusion initiatives for both citizens and private sectors.

Other, please specify.
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