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Abstract: Blockchain technology can be a useful tool to address issues related to sustainability. From
its initial foundation based on cryptocurrency to the development of smart contracts, blockchain
technology promises significant business benefits for various industry sectors, including the potential
to offer more trustworthy modes of governance, reducing the risks for environmental and economic
crises. Notwithstanding its known benefits, and despite having some protective measures and security
features, this emerging technology still faces significant security challenges within its different abstract
layers. This paper classifies the critical cybersecurity threats and vulnerabilities inherent in smart
contracts based on an in-depth literature review and analysis. From the perspective of architectural
layering, each layer of the blockchain has its own corresponding security issues. In order to have a
detailed look at the source of security vulnerabilities within the blockchain, a seven-layer architecture
is used, whereby the various components of each layer are set out, highlighting the related security
risks and corresponding countermeasures. This is followed by a taxonomy that establishes the
inter-relationships between the vulnerabilities and attacks in a smart contract. A specific emphasis is
placed on the issues caused by centralisation within smart contracts, whereby a “one-owner” controls
access, thus threatening the very decentralised nature that blockchain is based upon. This work offers
two main contributions: firstly, a general taxonomy that compiles the different vulnerabilities, types
of attacks, and related countermeasures within each of the seven layers of the blockchain; secondly,
a specific focus on one layer of the blockchain namely, the contract layer. A model application is
developed that depicts, in more detail, the security risks within the contract layer, while enlisting the
best practices and tools to use to mitigate against these risks. The findings point to future research on
developing countermeasures to alleviate the security risks and vulnerabilities inherent to one-owner
control in smart contracts.
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1. Introduction

The notion of blockchain technology was introduced by Nakamoto, who published
an article about cryptocurrency in 2008, and in 2009, bitcoin became the first decentralised
cryptocurrency [1]. This emerging technology has recently received a great deal of attention
from industry and academia because of its apparent benefits. The merits of decentralisation
of control, reliability and consistency of data and transactions, immutability, and anonymity
are well articulated in the literature [2,3]. Since the first generation of blockchain based on
bitcoin, developers started to believe that blockchain could do more than simple currency
transactions. The second generation of blockchain introduced Ethereum, an open and
decentralised platform, which enables users to develop smart contracts using a program-
ming language called Solidity [4]. With the introduction of smart contracts, blockchain
technology gained significant attention, enabling mutually distrusted users to complete
data exchange or transactions without the need for intermediaries [3]. A smart contract is
a computer program written using a programming language, such as Solidity, that runs
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on a decentralised basis, and the overall state of the system is stored in a blockchain. A
good description of the use of Solidity as a programming language for blockchain can be
found in [5]. Currently, there are several platforms that can support smart contracts such as
Ethereum, Hyperledger Fabric, Corda, Stellar, Rootstock, Polkadot, and Solana [6,7]. This
work focuses on Ethereum, one of the most popular smart contract platforms.

Core to the technology is its decentralisation. Decentralised networks utilise spare com-
puting power and storage resources from participants, reducing the need for centralised data
centres and promoting resource sharing and energy efficiency. This can provide a more robust
and scalable infrastructure to manage distributed energy resources [8] Moreover, blockchain
underlying smart contracting systems can be particularly useful in enabling more flexible de-
centralised energy markets [9]. A good overview of the potential benefits that blockchain can
contribute to sustainability can be found in [10]. Using the case of stock markets, the merits of
decentralisation are further accentuated by Dodman et al. [11] as a mechanism to level up the
playing field between the big corporates and the small traders by addressing both information
and infrastructure asymmetries that exist in a centralised mechanism.

Notwithstanding its potential benefits for sustainability and for numerous business
domains, and despite having some protective measures and security features, blockchain
still faces significant security challenges. One of the main vulnerabilities that recently raised
security concerns is centralisation in blockchain, which affects a number of conceptual
layers within the blockchain architecture. In the application layer, the risk stems from
centralised end user applications, which are provided by centralised organisations known
as exchanges [8]. Centralisation also poses a risk within the consensus and incentive layers,
which control the consensus power and incentive distributions [12]. In addition, in the
network layer, centralised DNS services control DNS seed addresses and can cause an
eclipse attack, as explained in [12,13]. Centralisation risks also affect the contract layer with
“owner control”, whereby developers and external attackers can exploit blockchain through
contract ownerships [14,15]. Dodman et al. [11] proposed a Data Highway Protocol that
boosts the transaction rate and thus supports decentralisation through the use of blockchain.
Although this reinforces decentralisation, the work uses smart contracts as a reference,
which can themselves be a source of vulnerability, as described in this paper.

A detailed description of security threats and vulnerabilities related to smart contracts
is provided in Section 4.3 below. For smart contracts written in Solidity, although they
are meant to be decentralised, developers can exploit the network to inject centralisation
into the smart contract. This is the case because when digital assets are in the control of
developers/owners, the risk moves to the smart contract itself. This makes smart contracts
one of the major areas of security concerns in blockchain transactions, as highlighted by
several researchers [3,4,12,16]. The threats of centralisation caused by smart contracts pose
a direct risk to the technology’ potential to support sustainability through its decentralised
networks. To mitigate against this risk, it is important to tackle the security threats affecting
the technology, in general, and its crucial decentralised feature, in particular.

This article attempts to develop a better understanding of the vulnerabilities within
each of the blockchain layers. A blockchain network is normally conceived of as comprising
of six layers: the data layer, the network layer, the consensus layer, the incentive layer,
the contract layer, and the application layer. Using a low granularity level (i.e., fewer
layers) is believed to pose a high risk of missing the source of vulnerabilities, and thus
understanding the nature of the security threats. For this reason, and in order to develop a
deeper understanding of the sources of vulnerabilities within the blockchain, a seven-layer
architecture is adopted in this work. Given the prominent role that smart contracts play in
completing transactions and the resulting impact on centralisation within the blockchain, a
particular emphasis is placed on security threats caused by smart contracts in the contract
layer. More specifically, the following research questions (RQs) are addressed:

RQ1: What is the best layering approach for a deeper understanding of security issues
and the associated counter measures?

RQ2: What are the best practices to mitigate against security risks?
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With the above questions in mind, a general taxonomy is devised for a seven-layer
blockchain architecture, describing the inter-relationships between vulnerabilities, attacks,
and the related consequences. The security impact of centralisation on the blockchain is
discussed. Major security risks caused by centralisation, particularly within five specific
layers of the blockchain, are identified. The impact of each vulnerability and threat is
analysed and current detection tools and preventive measures examined. Of particular
concern is centralisation in the contract layer, which causes major security risks, some of
which are specific to smart contract implementation, which allows for a lack of appropriate
access control. In other words, a smart contract code that allows “one-owner” to control
access thus threatens the very decentralised nature that blockchain is based on. To mitigate
against these risks, a model application is developed depicting the security risks within the
contract layer, while enlisting the best practices and tools to use.

Following this introductory section, this paper is organised as follows. Section 2 sets
out the adopted research method, while Section 3 is dedicated to the architecture of the
blockchain technology, describing each of the abstract layers that provide the conceptual
framework for the subsequent analysis. Section 4 sets out the initial research results, provid-
ing a comprehensive overview of the different vulnerabilities associated with each layer of
a seven-layer blockchain. For each vulnerability, the potential consequences are highlighted
and countermeasures are suggested, yielding a taxonomy outlining the inter-relationships
between the vulnerabilities, attacks, and the corresponding potential consequences within
each layer. Building on an overview of the results, Section 5 focuses on the contract
layer—arguably the most vulnerable of the blockchain layers—and discusses counter-
measures to alleviate the security risks and vulnerabilities inherent to smart contracts.
Concluding remarks and recommendations for further research are found in Section 6.

2. Research Methods

To address the key research questions outlined above, a systematic literature review
(SLR) was carried out to investigate and analyse the extant literature on blockchain tech-
nology, platforms, layering, and related key features. SLR is mainly based on secondary
data using an inductive approach and an interpretivist research philosophy, as defined by
Saunders et al. [17]. The review used 478 relevant academic papers from peer-reviewed
research databases such as IEEE, ACM, and Science direct; conference papers; book chap-
ters; surveys; and technical reports published between 2015 and 2023. Following a title
and abstract screening, some of the articles were excluded based on their abstract. In this
first iteration (abstract screening), a number of articles, although pertinent to blockchain,
mainly focused on issues related to cryptocurrency and business considerations, including
legal aspects. Other papers were not accessible due to being written in a different language.
As a result, of the 478 full-text articles, 389 were shortlisted and accessed for data extraction.
In the second iteration, 98 articles of the 389 shortlisted ones were excluded, leaving us
with 291. Some of the articles within the short list were excluded because they focused
on a layering architecture or security threats within platforms other than Ethereum en-
vironments. The key inclusion and exclusion criteria are shown in Table 1. The articles
were analysed with a view to develop a comprehensive list of vulnerabilities /attacks and
their consequences and detection tools, or preventive techniques, with a particular focus
on issues related to centralisation. Emphasis was placed on the identified factors before
collecting measurement techniques. The extracted data were mapped against appropriate
layers of the blockchain. Out of all shortlisted articles, only 14 addressed centralisation
risks within the application layer, the consensus and incentive layers, the network layer,
and the contract layer. Only five articles covered centralisation risks in the contract layer.
The steps used in the overall research strategy adopted for selecting the right publications
are shown in Figure 1.
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Table 1. Inclusion and exclusion criteria for blockchain technology.

Criteria for Inclusion

Criteria for Exclusion

The paper must be peer-reviewed

and published in research databases.
The technical report must be reviewed
by reputable blockchain security

Papers focusing on business or legal impacts of
blockchain applications.

Papers focusing on other blockchain platforms
other than Ethereum.

analysis companies.

The paper must contain information associated
with blockchain technology or related to
blockchain layering, key components,
vulnerabilities and attacks on Ethereum.

Papers written in a language other than English

Accesses Full Text Articles for

Eligibility (n=389)

SLR

Systematic search on databases
(academic papers from Peer-
reviewed research databases
websites such as Etherscan,

(>

GitHub), N
based on keywords Exclusi Inclusion for
(n=478) XEIUSIon Literature Analysis

(n=291)

U

Articles selected for
Centralisation Risks
(n=14)

U

Articles selected for Centralisation
Risks on Contract Layer
(n=5)

!

Title and Abstract Screening

g 4

[ Exclusion ]( Inclusion ’

Figure 1. Overview of the systematic literature review.

A thematic analysis was adopted for the identification of meaningful patterns linking
threats to each of the blockchain layers. Although no specific coding was used, the thematic
analysis approach was supported by a content analysis, yielding a classification of the
key categories around threats, attacks, and countermeasures and how they are related to
each layer. All data extracted helped to develop a more comprehensive and an in-depth
classification of security threats and attacks within the different layers of blockchain. A
complete classification of the available detection tools and preventive techniques was
provided for each vulnerability. The main factors that caused centralisation risks are
also identified. To collect the source code of the smart contracts, GitHub and Etherscan
repositories were used.

3. Conceptual Framework: A Seven-Layer Architecture for Blockchain Technology

Most researchers describe the architecture as a six-layer model (e.g., [14,18,19]). Others
condense the architecture into a four-layer model [4,20]. Other work [21], on the other hand,
uses a seven-layer architecture, adding a physical layer to the six-layer model. Having
reviewed the literature, this research adopts a seven-layer architecture as its conceptual
framework, which provides a better granularity to account for all possible security risks. In
order to develop a more detailed understanding of the sources of vulnerabilities within
each of the seven layers of blockchain, an understanding of the role and components of each
layer is needed. For this, a brief description of each layer is provided below, highlighting
some of the key vulnerabilities that will be discussed in more detail in Section 4.
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3.1. Application Layer

This layer comprises various forms of application scenes such as programmable
currency, programmable finance, and programmable society. The introduction of smart
contracts provides a great opportunity to implement blockchain solutions for use across
different applications and industries [14,22]. Within this layer, threats are broad and can
include internal and external attackers, malicious exchanges/service providers, malware,
design, and configuration [20]. One of the risks is that users’ assets can be controlled by
the exchange operator (or malicious operator), which provides full control over the funds
on their servers [23,24]. Currently, large centralised exchanges lead to centralised staking
activities, with large companies potentially having the majority share of the network [25].
To eliminate the single point of failure, which emanates from centralisation [20], it is
important to use decentralised exchanges. However, they may contain some vulnerabilities
that come from smart contracts or other features of blockchain.

3.2. Contract Layer

The contract layer contains components such as script code, smart contract, and
algorithms. In order to run a smart contract, the codes should compile to the low-level
bytecode that executes in the Ethereum virtual machine (EVM). Once compiled, the smart
contract deploys on the Ethereum blockchain and is identified by a unique contract address
generated upon a successful creation transaction [26,27]. Algorithms define the mechanism
for all participating nodes to interact with each other and set relative execution and data
resource. When the pre-defined rules are met, the relative operation will be performed in
the network [14,28]. As mentioned in the Introduction, centralisation poses a serious risk
to this layer, with “owner control” enabling developers and external attackers to exploit
the blockchain through contract ownerships.

3.3. Incentive Layer

To ensure security and decentralisation, the blockchain system needs a large number
of honest nodes (greater than 50%) to verify and validate each transaction. Incentive
mechanisms are required to motivate nodes to participate in maintaining the safety of the
system [29]. Therefore, the incentive mechanism plays a vital role in blockchain system to
ensure that the majority of the network is honest [12]. However, to increase their chances
of mining, individual miners use a mining pool to increase the chance of obtaining any
reward from block creation. This process leads to a centralised point, at which mining
power and control over incentive distribution would be in the hands of a few individuals
in the blockchain network [29]. Furthermore, if honest nodes withdraw from being active
miners, it will impact on the value of hashing power of the network. As a result, the
distribution of rewards can be skewed towards a few participants, namely, a small number
of participants that are part of a mining pool. This leads to centralisation of hashing power
of the mining pool, reward centralisation, and control over the network [12,30]; ultimately,
this may decrease the number of participations due to unfair incentive distribution, thus
reducing security due to centralisation in mining pools.

3.4. Consensus Layer

The consensus layer contains various algorithms that are utilised so as to ensure all nodes
reach an agreement regarding the data validity of newly generated blocks in the decentralised
network [3,14]. As part of the mining process, blockchain networks use a consensus-based
agreement to verify and add new blocks successfully to the chain [31]. This agreement among
nodes is achieved using proof of work (PoW), which works based on the hash rate. Miners use
a significant computational power and compete to solve a cryptographic puzzle (find a nonce
value) to verify transactions and add a new block. With more nodes joining the network,
mining becomes harder. A few individuals of mining pools would be able to combine their
computational powers and control a large proportion of (hold 51%) of hash rate. This process
affects the security and the decentralisation of the network [28,31,32].
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The PoW algorithm requires a significant amount of computational power to verify
transactions and add a new block to the ledger [29]. Ethereum announced in September
2022 that it moved to Proof of Stake (PoS). With the PoS mechanism, Ethereum relies on
validators, not miners, to add new blocks to the chain [33]. PoS promises to provide a more
energy-efficient system with a short consensus time that reduces the centralisation risk [34].
A new consensus algorithm that speeds up the consensus process to speeds that compare
favourably to those of PoW or PoS is proposed in [11]. Centralisation remains a risk,
however, because the validation of blocks is controlled by validators who hold the majority
of the token and they have staked their coins (or other assets) through large centralised
exchanges [25,29,33]. Researchers [35-37] have categorised consensus algorithms into two
types: proof-based and voting-based algorithms.

3.5. Network Layer

The network layer comprises transmission protocols, a propagation mechanism, and
a verification mechanism. These protocols and mechanisms are deployed using a Peer to
Peer (P2P) network for data transmission and verification across the distributed nodes [38].
Transmission protocols allow blockchain nodes to communicate directly with each other
and to synchronise data among them. Each node has the opportunity to broadcast blocks
or transactions in a shared ledger. Transmission protocols help nodes to be aware of all the
data and broadcast only valid data to the network [26,38—40].

As part of the communication between nodes on a P2P network, a node discovery
protocol is required. This protocol works based on DNS protocol that distributes the
address of other active nodes on the network [12]. DNS itself is a weak protocol that suffers
from a security and privacy point of view due to its weak verification mechanism, which
can be exploited by malicious developers to make it centralised [41].

3.6. Data Layer

This layer acts as the blockchain data structure. A block is a collection of valid transactions
in a shared ledger, made of a block header and a block body. A header is composed of several
components such as block version, Merkle root hash, timestamp, Nonce, bits, and asymmetric
encryption. The block body holds a long list of transactions [14,18,42]. Security concerns
are linked to creating a modified version of the transaction signature or hash collisions, as
explained later.

3.7. Physical Layer

The physical layer is the actual medium that transports the bits. The main component
of this layer is IoT devices, which connect to the internet and act as nodes on the blockchain.
The decentralisation of the blockchain is made possible by smart contracts that translate
the existing contractual clauses into embedded hardware and software [43]. To establish
a connection with a blockchain-based system, all IoT devices need to interact with smart
contracts and perform a digital signature and additional authentication processes [18,44].
Lack of integration of IoT devices in the blockchain poses a threat to device security and
data privacy.

4. Results: Security Analysis within Blockchain Layers (Towards a Taxonomy and
Model of Key Concepts)

4.1. Vulnerabilities and Attacks in Seven-Layer Blockchain

As highlighted above, the decentralised nature of blockchain has the potential to
contribute to sustainability initiatives in various ways. Decentralisation offers transparency,
security, and decentralised decision making, which can be advantageous for promoting
sustainable practices and addressing global challenges. The use of smart contracts to
manage and allocate funds transparently ensures that resources are efficiently directed
towards sustainable projects, and stakeholders can track how funds are being utilised.
Using smart contracts, stakeholders can vote on funding projects based on their alignment
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with sustainability goals. This will only work if adequate measures are put in place to
counter the security threats to decentralisation and smarts contracts, hence the need for a
deep dive into the architecture of blockchain looking at each component of a seven-layer
blockchain. This section describes the initial research findings, providing a comprehensive
overview of the different vulnerabilities associated with each of the seven layers.

In the current literature, most blockchain architectures are presented as comprising
between four to six layers. An exception is the work in [20], as highlighted above. This
poses a high risk of missing the source, and thus understanding the nature, of the security
threats. Having a more granular architecture enables a closer look at the components of
blockchain, and a more detailed examination of security risks and their location within the
architecture. Therefore, a more detailed architecture, comprising seven layers, was adopted,
as depicted in Figure 2.

Layers Component of Each Layer
Application [ Cryptocurrency ] [ loT } [ Voting and Governance ]
Layer [ Healthcare ] [ NFT J [ Finance and Banking ]
‘ Contract Language H Contract Code H Contract Translated Code H Execution Environment
Contract
L RV
ayer ; . )
Solidity Scripts Bytecode EVM
Incentive : :
[ Issuing Mechanism } [ Allocation Mechanism J
Layer
Consensus | Proof-based | | Voting-based |

Layer 4 N N

PoW | PoS/DPoS | PoA | PBFT/DBFT | Raft

Network [ Peer to Peer Network J

[ Verification Mechanism ]
Layer

[ Transmission Protocol J [ Propagation Mechanism ]

‘ Block Header ‘ ‘ Block Body ‘
Data RS RS
Layer i
v  Nonce | Merkle Tree || Timestamps || HashlList | | Transaction
N e i, i o Counter
Physical
[ Hardware ] [ Vehicle ] [ Assets }
Layer

Figure 2. The seven-layer blockchain system architecture, adapted from [7,14,18-21].

Ethereum vulnerabilities and attacks are outlined based on their location. Their root
causes and consequences are analysed, and the possible detection tools and preventative
techniques, drawn from the literature, are discussed. Figure 3 provides a summary of
attacks/vulnerabilities associated with each of the seven layers of the Ethereum blockchain,
which are described in detail in Sections 4.2—4.8.

This was used as a basis for developing a taxonomy of the Ethereum vulnerabil-
ities/attacks and their consequences, as discussed below. This taxonomy is shown in
Figure 4 (Section 4.9), summarising existing work on detection tools and preventive tech-
niques used for securing Ethereum systems for each of the seven layers.
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Figure 3. Vulnerabilities and related attacks within each of the seven layers of the Ethereum Blockchain.
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Figure 4. Vulnerabilities, attacks, and consequences: a taxonomy for the seven-layer architecture.

4.2. Vulnerabilities/Attacks on the Application Layer
4.2.1. Hot Wallet Theft

A crypto wallet is used to store and manage private keys. There are several crypto
wallets with different security levels, such as the hot wallet, cloud wallet, paper wallet, and
hard wallet [45]. Ethereum remote clients (mobile/browser wallets) are able to manage
private keys, broadcast transactions, and interact with smart contracts, but are not able
to store the full Ethereum blockchain [26]. As the crypto wallet is simply used for a key
storage, when connecting to a transaction network, it is vulnerable to key theft, causing loss
of assets in wallets [1,46]. Reports from cryptocurrency exchanges, such as Bilaxy exchange
and AscendEX, stated that tokens had been lost from Ethereum via hot wallets [47,48].
Therefore, it is vital that exchanges keep most funds in cold storage.
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4.2.2. Decentralised Finance (DeFi) Flash Loan Attack

DeFi relies on smart contracts and uses automated protocols to provide financial
services without intermediaries. A flash loan is uncollateralised and unsecured loan in
a DeFi system that allows borrowers to take loans without needing upfront collateral
and then repay the loans with a single blockchain transaction, guaranteed by a smart
contract [49]. DeFi poses security risks on the Ethereum blockchain due to smart contract
weaknesses and new unsecure protocols such as MakerDAO. Flash loan attacks can lead to
the following:

e Data leakage via phishing: attackers attempt to trick users and direct them to a fake
website to access user’s sensitive data, such as private key [49].

e  Market price manipulation: attacker borrows a large amount of digital assets via flash
loan and uses that fund to manipulate the price of that specific asset on a certain
DeFi platform. Furthermore, a malicious arbitrage or attacker create an arbitrage
opportunity and manipulate the token price. If greedy arbitrageurs do not have large
sums of tokens in their wallet, they use flash loan to borrow tokens to leverage their
trading position sizes and gain more profit [48]. There were a number of DeFi attacks
that happened in 2020 and 2021 [50,51].

e  Stealing or redirecting funds: bugs or vulnerabilities within a smart contract provide a
great opportunity for attackers to steal or redirect funds [49,50].

4.3. Vulnerabilities/Attacks on Contract Layer
4.3.1. Re-Entrancy Vulnerability

“One of the features of Ethereum smart contracts is their ability to call, and utilise,
code from other external contracts” [23], p. 173. The attack happens when attackers create a
contract at an external address that contains malicious code using the fallback function. As
a result, attackers would be able to have control of this vulnerable contract and call back into
the original function, and invoke the same function again continually before the state has
been updated. As a consequence, attackers can drain the contract’s funds and the honest
accounts lose Ether [4,26,52]. The most vulnerable built-in functions contain transfer(), call(),
and send(). Among these three functions, the call function is more vulnerable [53].

4.3.2. Parity Multi-Signature Wallet

As users’ personal information and daily withdrawal limits are stored on wallets,
users should have multiple signatures or multiple private keys to own a multi-signature
wallet to withdraw digital assets from the wallet [53]. As a parity multi signature wallet
depends on the public library, the centralised setup of this weak library coupled with the
non-restricted calls to the external wallet library functions have made the parity multi
signature wallet a target for attacks [4,54].

4.3.3. Front Running/Transaction-Ordering Dependence

Transaction ordering is a race condition attack whereby malicious nodes increase
the transaction gas price and try to select and execute own transactions first [52]. In the
Ethereum, miners can use their power to choose transactions and order them based on the
highest gas price to obtain more profit and pose frontrunning attacks [26].

When a transaction is broadcast to the Ethereum network, it goes to the Mempool (or
Memory pool, a repository of unconfirmed transactions). In this type of attack, malicious
nodes observe transactions and their details that are visible in the Mempool. Attackers
are then able to control the order of transactions, they will select their own transactions
and order them in a way that is beneficial for them. As a result, high fees paid for priority
transaction ordering poses a security risk, including double spending attacks [26].
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4.3.4. Integer Overflow and Underflow

Both Solidity and EVM support integers up to 256 bits. Integer Overflow and Un-
derflow vulnerability happen when the number of bits is incremented higher than the
maximum value or below the minimum value, respectively [54-56].

4.3.5. Timestamp Dependence

When a block is mined successfully, the miner has to provide the timestamp for the block.
The miner will check the timestamp of a new block after mining and carry out the verification
process to make sure that the timestamp of the new block is larger than the timestamp
of the last block and that the local machine timestamp is not greater than 900 s [54]. The
vulnerability happens in the Ethereum when malicious miners can adjust the timestamp of a
new block to manipulate the outcome of timestamp-dependent smart contracts [26,52,54,57].
This vulnerability can increase the probability of front running attacks [26].

4.3.6. Mishandled Exceptions

This Solidity vulnerability is known by other names in different literature, such
as “Unchecked send”, “Unchecked External Call”, and “Exception Disorders” [58]. An
Ethereum smart contract performs an external call by using “call”, “transfer”, and “send”
functions to fulfil the required functionalities. The exception handling is based on the
execution of callee contracts and the interaction between contracts [4,58]. Therefore, it is
important how a function is called and how exceptions are handled. Out-of-gas exception
is one of the famous exceptions in the Ethereum. If an exception occurs in the callee, it may
or may not propagate to the caller. The calling transaction will thus terminate entirely and
revert the state and all gas is lost [7,54,58]. Other authors have stated that a mishandled
exception may cause Denial of Service (DoS) attack on the on-going contract [21,55,59].

4.3.7. DoS with Unexpected Revert

This issue appears when a transaction is reverted due to improper handling of an
incomplete transaction [59]. When Ether is sent to a contract, the fallback function or other
functions should execute. If the execution of the caller contract fails, the contract’ fallback
function only performs the revert() function, which can disrupt the execution of the caller
contract and cause a DoS state in the caller contract [55,60].

4.3.8. Short Address—Parameter Attack

A weakness of EVM is causing short address vulnerability, which happens when a
contract receives encoded parameters that are shorter than the expected parameter length.
If EVM detects an underflow, it adds a zero to the end of the encoded parameters to make
up the expected length (256 bits). A malicious user can take advantage of this vulnerability
by removing the last zero from the Ether [26,61].

4.3.9. Denial of Service—Block Gas Limit

As mentioned earlier, Solidity uses send(), transfer(), and call() functions to transfer
Ether to externally owned accounts (EOAs) or between smart contracts. A contract would
receive Ether by executing either the fallback or receive function. The payable modifier is
used in Solidity to ensure that the function can send and receive Ether [62]. EVM allocates
gas at the start of execution. Each block in the Ethereum has an upper limit on the amount
of gas that can be spent for computation. The gas limit per execution is 2300, and both
send and transfer functions forward 2300 gas to the receiving contract to complete the
operation. The block gas limit prevents the security risk involved in executing expensive
state changing code in the fallback function of the contract receiving the Ether. However,
if the gas usage of a transaction exceeds this limit, the transaction will collapse, which
may lead to a DoS attack [62]. Nonetheless, there is no gas limit associated with the “call”
function, making it more vulnerable [62].
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4.3.10. Tx.origin

Tx.origin is a global variable on Solidity that returns the address of account that sent
the call or transaction. Using the tx.origin variable for authentication makes the smart
contract vulnerable to phishing attacks [26]. A malicious contract can trick the victim by
sending Ether, when the victim sends a transaction to a malicious contract, it will invoke the
“fallback” function and call the “withdraw” function of the phishable contract and transfer to
itself all the funds belonging to another address [26].

4.3.11. Weak Randomness

Blockchain uses randomness to process cryptographical tasks [63]. Ethereum produces
256 random bits by using the underlying operating system’s random number generator to
create keys. Most of Ethereum contracts are open source and the variables are public on
blockchain. Therefore, it is vital to find a secure source of entropy or randomness to create
keys, otherwise attackers/malicious miners can easily predict the generated random num-
ber [59]. For example, malicious miners can control block.timestamp, block.difficulty, blockhash,
and block.number [64]. Several methods have been used to generate pseudorandom numbers,
but weak randomness remains an issue that can lead to centralisation risks [65].

4.3.12. Hash Collisions with Multiple Variable Length Arguments

Hash Collision happens if two separate input strings of a hash function produce the
same hash output [66]. Data are encoded according to its type and Solidity provides some
global functions to encode various data types. Application Binary Interface encoding
functions (ABI) can be used to interact with contracts and the external contract call on
the Ethereum [67]. The abi.encodePacked() function is a non-standard packed mode that
performs packed encoding of the given arguments and returns the packed encoding of
the data as bytes [67,68]. This function can lead to hash collision in specific situations
when different parameters return the same value/encoding, yielding signature match and
making the attacker an admin [66,69]. In a signature verification situation, an adversary can
exploit this by adjusting the position of elements in a previous function call to effectively
bypass authorisation [66].

4.3.13. One Owner Control—Centralisation

As mentioned earlier, Solidity is used by the Ethereum, and it is one of the most popular
smart contract platforms. Unfortunately, Solidity was not designed with a permission-based
security model in mind [70]. Lack of a stable security mechanism, such as access control,
makes smart contracts vulnerable [71]. Therefore, smart contract developers implement
access control checks based on their judgment, and in an ad hoc manner, leading to
several vulnerabilities, called access control vulnerabilities /bugs [70]. With access control
in the “hands of the owner/developer”, they would be able to access critical functions,

V7

perform sensitive operations such as “moderating the smart contract”, “minting tokens”,

T V/aw7i 7o

“burning tokens”, “transferring ownership”, “setting any address as validator”, “voting on
proposals”, ”freezing funds”, and many other operations [72,73]. Access to these critical
operations poses serious security risks caused by the centralised ownership of the smart
contract. This includes the possibility of the owner acting maliciously or making errors
that compromise the contract’s integrity. AChecker is proposed in [70] as a mechanism for a
more efficient overall access control, including one-owner control. However, the proposed
mechanism does not resolve the issues emanating from one-owner control due to its focus
on general access control. Other works, such as [12], focus on measuring the negative

impact of one-owner control.

4.4. Vulnerabilities/Attacks on Incentive Layer
BDoS Attack

A Blockchain Denial of Service (BDoS) is an incentive-based attack, whereby the
malicious actor manipulates the incentive mechanism [74]. The malicious attacker invests
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resources by generating a block and only publishes a proof that s/he mined, without
publishing the block itself. This, to honest miners, is regarded as an advantage gained by
the malicious actor, which leads to reducing miners’ incentive to mine. As miners cease to
mine, the entire blockchain can grind to a halt. Incentive-based attacks can force a certain
order of transactions or transaction omission [74].

4.5. Vulnerabilities/Attacks on Consensus Layer
4.5.1. Double-Spending Attack

Double-spending refers to the risk of the cryptocurrency being spent twice. The attacker
would send a copy of the currency transaction to make it look legitimate, thus disrupting
the blockchain network and, essentially, stealing the cryptocurrency. There are mainly three
different types of double-spending attacks: the Race, the Finney, and the Vector [14].

4.5.2. 51% Majority Attack

Here, the malicious actor is in a position to control (at least) 51% of the computing
power so as to control the mining process [14]. They would create a chain of blocks that is
fully isolated from the real (honest) version of the chain. Using their 51% advantage, they
can process their blocks faster, and with time, the isolated (malicious) chain is established
as a genuine one. Many regard the 51% majority as a form of double spending [14].
Malicious miners can perform a full-fledged DoS attack through controlling a majority of
mining power, generate empty block, and ignore other blocks [74]. In [75], an “agreement
algorithm” is devised as a basis for a scheme to strengthen resilience against 51% attacks.

4.5.3. Selfish Mining Attack

Malicious miners can compromise the blockchain to obtain higher block rewards [76].
One of the drawbacks of consensus mechanisms such as PoW is that miners are able to
collaborate with each other and use a set of selfish strategies to gain more rewards than they
would otherwise do if they mine individually. Such miners are called selfish miners and their
“illegitimate” mining collaboration is called selfish mining. This is not fair for the other honest
miners who stick to the rules specified by the consensus mechanism used [14]. The Data
Highway Protocol, proposed in [11], has the potential to reduce the risks of selfish mining.

4.5.4. Bribery Attack

Attackers can increase the probability of double-spending by bribing other miners [76].
Several mechanisms for bribery have been proposed, with various trust and risk proper-
ties [77-79]. The evaluation of these different bribery mechanisms remains problematic due
to the lack of systematic methods to quantify them. Bonneau [78] presented a few schemes
to render bribery attacks ineffective. Such schemes, coupled with the fact that PoW makes
it very costly for a bribery to be set, make it fair to say that bribery attacks are not the worst
“headache” for the consensus mechanism.

4.6. Vulnerabilities/Attacks on Network Layer
4.6.1. DDoS Attack

As with any network infrastructure, the blockchain network layer is vulnerable to
distributed denial of service (DDoS) attacks. Such attacks can impact the memory pools
and cause a massive transaction backlog and trap users into paying higher mining fees [80].

4.6.2. Domain Name Service—Centralisation

The Domain Name System (DNS) plays a vital role in the internet. Nodes on peer to
peer networks are communicating with other contributors to transmit data through the
node discovery protocol. This protocol works based on DNS seed addresses that distribute
the address of other active nodes on the network [12]. Researchers explained that the
current DNS system is vulnerable to many attacks such as eclipse attack, DDOS attack,
cache poisoning attack, single point of failure, and centralisation [81].
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Current DNS suffer security and privacy issues due to the poor process of node
discovery protocol, a weak verification mechanism that leads to a cache poisoning attack
and makes domain owners observe nodes on the network, claim their domain ownership,
and change the IP addresses of their domains. As secure DNS are not yet in place, this
would move ownership and control of the authentication keys to the user’s security domain,
and results in centralised DNS services that can act as a single point of failure, which
makes legacy DNS vulnerable to DDoS attacks [81,82]. Blockchain-based DNS assist to
minimise some of the security concerns. Blockchain-based ENS, which is a distributed,
decentralised naming system built on the Ethereum blockchain, provides decentralised
ownership. However, because ENS is stored on a smart contract, the ENS registry contains
a list of domain names, subdomains, important information about owner of domain name,
the resolver of the domain, and the caching time for all records under the domain [40]. ENS
relies on a smart contract to manage domain name ownership [40]. Therefore, it may be
controlled /manipulated by a malicious developer/owner or attacker.

4.6.3. Eclipse Attack

In an eclipse attack, the malicious actor attempts to own plenty of IP addresses to take
control of all honest node connections. Adversary node isolates a node and manipulates it
into illegitimate action. Attackers typically use botnet to compromise the node and seal it
off. The victim node is isolated within an environment that is completely separate from
the actual network activity. Because the attack relies heavily on exploiting the victim’s
neighbouring nodes, its success will depend on the structure of the blockchain network [14].

4.6.4. Sybil Attack

In a Sybil attack, the malicious actor(s) can take over the entire network. Attackers are
then able to out-vote the honest nodes if they create multiple fake identities (or Sybil identities).
They can then control the reception and transmission of blocks, effectively blocking other
honest users from the network [14]. The malicious pool operator can add a large number of
miners with zero power into a mining pool and run a Sybil attack. These miners cannot mine
any blocks, they can participate in data propagation for malicious users and stop propagating
honest users’ data. Therefore, only the attacker’s block would join the network and the
attacker receives higher rewards and decrease the throughput of network [83]. This attack
may lead to several attacks such as DoS, DDoS, and 51% majority [83].

4.6.5. BGP Routing Attack

The Border Gateway Protocol (BGP) is a routing protocol used to exchange routing infor-
mation (IP packets) among autonomous systems (ASes) on the internet [84]. A BGP routing
attack, known as BGP hijacks or prefix hijack, can happen when a malicious AS broadcasts
a fake IP prefix announcement and propagates the wrong routing information. Thus, the
network can be split into two or more disjoint components, controlling communication within
components, and rerouting the traffic and blockchain forks into parallel chains [14,84].

4.6.6. Replay Attack

Replay attack is more likely to happen during a hard fork when the blockchain is split
into two, when a malicious actor spoofs the communication between two valid nodes and
gains access to the hash key [26]. The adversary captures a signed message and attempts to
delay or retransmit data as a valid user to subvert the receiver [85].

4.7. Vulnerabilities/Attacks on Data Layer
4.7.1. Transaction Malleability Attack

This attack can be associated with either or both the network layer and the data
layer [14]. A transaction carries data that are stored on the blockchain. To protect this data,
blockchain uses cryptography. Transaction ID (TXID) is given to every transaction that is
verified and added to the chain. It is an illegitimate modification to a transaction that is
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being broadcast, prior to being accepted in a block. In a blockchain peer-to-peer network,
transactions are passed from one node to another. A malicious node receives the transaction
and creates a modified version of the signature by altering the transaction identifier (TXID),
before passing it to other nodes in the blockchain [14,86]. The consequence of a successful
transaction malleability attack can result in additional attacks such as double-spending [87].

4.7.2. Timejacking Attack

Timejacking happens due to the vulnerability of timestamp processing in a blockchain.
All of the participant nodes in a blockchain network maintain a time counter, which displays
the network time. Hackers can add multiple Sybil nodes to the network and alter the node
time at the same time. This can slow down the median time of the targeted node by sending
inaccurate timestamps, as well as splitting the network into several parts and isolating the
targeted node from the network [14]. Thus, miners are wasting computational power on
stale blocks and the network suffers fake transactions [88].

4.7.3. Quantum Attack

Attackers can launch a quantum attack on the cryptographic part of blockchain to
calculate the private key from the public key by using Shor’s algorithm. The level of the
risk in the Ethereum is high and quantum attackers can launch this attack to do hash
collision. They can take complete control of an account and drain all of the funds [14].
Researchers are working on post-quantum cryptography to protect blockchain systems
against quantum attacks [89,90].

4.8. Vulnerabilities/Attacks on Physical Layer
4.8.1. Cold Wallet Theft

With the aim of using hot wallets on portable devices, attackers attempt to use different
techniques to disrupt the confidentiality, integrity, and availability of valuable assets on
wallets. As the software wallets store the keys on a computer or smartphone, they are more
vulnerable to security breaches. The alternative, which is an offline wallet or cold wallet, is
introduced to users. A cold wallet, which is a more secure wallet, has no internet connection
and transfers keys and transactions through a USB stick, Bluetooth device, or smart card
with special embedded software to perform cryptography functions [91]. However, cold
wallets suffer from a lack of secure backup and recovery process of private keys. Some cold
wallets use a terminal such as a smartphone or a computer to communicate with the user.
Hackers can then capture NFC wireless communication or install malware on the terminal
and perform a Man-In-The-Middle attack. Another vulnerability is the brute force attack
used to work out what the passphrase is [45]. Moreover, wallets are hosted in an operating
system and the running environment may be exploited, resulting in a security threat posed
to the crypto wallet [92].

4.8.2. Cryptojacking Malware

Cybercriminals employ various techniques to hijack the computational resources of
target devices to mine cryptocurrency. Attackers use two types of cryptojacking malware.
They install an application on a target device (executable-type cryprojacking) that computes
hashes secretly or they use browser-based cryptojacking. In the latter case, users visit the
infected website and provide their CPU power to compute hashes [93].

4.9. Towards a Conceptual Taxonomy and Classification

This section provided a comprehensive overview of the different vulnerabilities and
attacks associated with each layer of a seven-layer blockchain. For each vulnerability, an
explanation is given about how it is exploited and the potential consequences of such
exploitations. Defensive methods are described and countermeasures proposed. An
overview of vulnerabilities, attacks, and their consequences is depicted in the taxonomy
shown in Figure 4.
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5. Discussion: Security Risks Associated with Smart Contracts in the Contract Layer

Considering the prevalence of smart contracts and their related security risks, and
taking into account the vulnerabilities and attacks within each layer, as outlined in Section 4
above, the contract layer is, arguably, the most vulnerable layer in a blockchain architecture.
This is, in part, a consequence of the fact that smart contracts are prone to security vulnera-
bilities due to the high dependence on programmers and exposure to bugs [52]. Based on
the nature of blockchain-based programs, once smart contracts are deployed, they cannot
be modified. It is argued, therefore, that particular attention should be paid to security risks
emanating from smart contracts. This section provides a detailed account of the current
work on the security risks and countermeasures associated with smart contracts. This is
then used as a basis for developing a more detailed model application for smart contract
security risks within the contract layer. The model is described here outlining the best
practice towards developing more secure smart contracts.

As smart contracts are still recent, new bugs and security risks are constantly being
discovered. This has led to developers using several smart contract security tools to check
and validate the code and detect some of the vulnerabilities. As described in Section 4, the
literature review revealed that different techniques and tools exist to detect vulnerabilities
within the contract layers. These are summarised in Table 2.

To alleviate the risks associated with smart contracts, recommendations include man-
ual code review to detect bugs, as well as checking access control to critical functions and
the flow of function calls. Researchers have also suggested using testing frameworks such
as foundry and hardhat to run tests and debug solidity code [94]. Source code metrics
can be used for quality assurance and the performance of blockchain-oriented software
(e.g., measure complexity and to calculate smart contract resource consumption such as
gas in the Ethereum system) [95]. The SWC Registry provided smart contract weakness
classification, which includes real-world smart contracts as test cases for each vulnerabil-
ity [96]. It is vital that developers, researchers, and auditors use available smart contract
security techniques/tools, best practices, and remediation steps, as suggested by CWE [96],
ConsenSys [97], and Mastering Ethereum [26].

Table 2. Current work on vulnerabilities /attacks within the contract layer and related Counter-measures.

eyene Typical
Vulnerabllltl.e s/ Vulnerabilities/ Authors Detection Tools/Preventive Techniques
Attacks Location of Key Works
Attacks
Limit calls to external contract [26,53]
Use Mutex to lock some function states [26]
Antonopoulos Security analysis static tools such as Oyente, Teether,

Contract Layer

Re-entrancy

and Wood (2018) [26]
Shahda (2019) [53]

Khan and Namin

(2020) [58]

Alkhalifah et al. (2021) [98]
Feng et al. (2019) [99]
Fang et al. (2021) [100]

Gasper, Vandal, Securify, smartcheck, Zeus [58,98]
Security analysis dynamic tools such as Vultron,
Sereum, Regaurd [58]

Fuzzing tool such as ContractFuzzer [58,99]

Use taint analysis and symbolic execution such ad
OSIRIS, EasyFlow, SmartScopy, [58,99].

Sereum (Secure Ethereum) to perform run-time
monitoring of SC execution [58]

Jyane, a dynamic path profiling solution for SC [100]

signature wallet

Parity multi

Chen et al. (2021) [4]
Vivar et al. (2020) [5]
Praitheeshan et al.
(2020) [54]

Goldberg (2018) [101]
Wang et al. (2020) [102]

Build stateless libraries [4]

Use static security analysis tools such as Oyente [5]
Adopt the private modifier by default [54]

Avoid using “delegateCall” as a catch-all
forwarding mechanism [101]

Use verification tool such as Artemis [102]
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Table 2. Cont.

tere Typical
Vulnerabllltl'e s/ Vulnerabilities/ Authors Detection Tools/Preventive Techniques
Attacks Location of Key Works
Attacks
Enforce rules such as first in first out (FIFO) by
Praitheeshan et al. adding a complex consensus-based solution [54,104]
Front run- (2020) [54] Use static security analysis tools such as Oyente,
. . Eskandari et al. Securify, Mythril [54,105]
ning/Transaction . . .
orderin (2019) [103] Use cryptographic commit-reveal scheme to limit
d & Najafi (2020) [104] visibility of transaction details [103]
ependence

Contract Layer

Mense and Flatscher
(2018) [105]

Remove miner’s ability to arbitrarily order
transaction by forcing queuing/ordering for
the transactions [103]

Integer over-

Praitheeshan et al.
(2020) [54]
Ma et al. (2019) [55]

Use static security analysis tools such as
Oyente, Zeus [54].

Create dedicated mathematical libraries and
use SafeMath [55]

Check the validity of math output [55]

fl Underfl Gao et al. (2019) [56
ow/Underflow Klerf ai d (Namer ] Use taint analysis and symbolic execution such ad
(2020) [58] OSIRIS [58], EasyFlow [56]
Use dynamic security analysis tools
such as Vultron [58]
Antonopoulos and Avoid using block.number as a timestamp [24]
Wood. (2018) [24] Use The 15-second Rule. [52]
Sol9r10 etal. (2019) [52] Not rely on block.timestamp or blockhash as a
Timestamp Praitheeshan et al. source of randomness [52]
dependence (_2020) [54] Use static security analysis tools such as Oyente,
Jiang et al. (201$) (571 Remix, Mythril, SmartCheck, Zeus [54,58]
Khan and Namin Fuzzing tool such as ContractFuzzer [57]
(2020) [58] Use SmartScopy as an attack synthesiser [99]
Feng et al. (2019) [99]
Praitheeshan et al. Handle the error manually in the ce?ller contract
. and check the return value of functions [55]
Mishandled (2020) [54] U . - Lvsi ) hasO
exceptions Khan and Namin se gtatlc secgrlty analysis tools such as yente,
(2020) [58] Remix, Mythril, SmartCheck, Securify,
GasFuzzer [55,59]
Proposed a framework called SmartScan that
DoS with Samreen and combines static and dynamic analysis to identify

unexpected revert

Alalfi (2021) [62]

vulnerable pattern and detect [62]
Isolate if / for statements with an external
function call [62]

Short address

Vivar et al. (2020) [5]
Wen et al. (2021) [14]
Antonopoulos

and Wood (2018) [26]
Feng et al. (2019) [99]
Kushwabha et al.
(2022) [106]

Use static security analysis tools

such as SmarCheck [5]

Use SmartScopy as an attack synthesiser [14,99]
Validate input parameters in external applications
before sending them [26]

Check parameter ordering [26]

Use dynamic analysis tool Etherolic

and SoliAudit [106]
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Table 2. Cont.

ey Typical
Vulnerabilities/ P rere
. Vulnerabilities/
Attacks Location
Attacks

Authors
of Key Works

Detection Tools/Preventive Techniques

DoS- Block gas

Chen et al. (2021) [4]
Ghaleb et al. (2022) [107]

Not use loops over data structures [4]

Splitting the loop over multiple transactions to
alleviate the risk of an unbounded loop [107]
Implement access control to restrict the call of the

limit Grech et al. (2018) [108] publlicl function to only the owner of the contract or
specific addresses [107]
Use static analyser technique/tool eTainter [107],
MadMax [108]
Chen et al. (2021) [4] o . )
Antonopoulos Check the a}1.thorlsat10nl of ov?/r}er,shlp by using
Tx.origin and Wood (2018) [26] msg.sender” in place of ‘tx.origin’. [4,26]

Tikhomirov et al.
(2018) [60]

Use static security analysis tools
such as SmartCheck [60]

Weak randomness

Chatterjee et al. (2019) [65]
Amiet (2021) [109]

Designed a well-incentivised and unmanipulable
approach which provides a trustworthy source of
randomness that is not rely on malicious miners or
off-chain oracles [65]

RANDADO, a secure random number generator [109]

Hash Collisions
with Multiple
Variable Length
Arguments

Contract Layer

swcregistry (2020) [66]

Ensure matching signature cannot be achieved using
different parameters [66]

Avoid using abi.encodePacked() and alternatively
use abi.encode() instead [66]

One owner control
(Centralised
ownership)

CertiK (2023) [110]

Mou et al. (2021) [111]
Lietal. (2022) [112]
Ghaffari et al. (2021) [113]
CertiK (2021) [114]
Shanzson (2022) [115]

Manual analysis [110]

Check contract’s ownership

Correct permission to critical functions.
Renounce the ownership /never

claim the privileged roles.

Remove the risky functionality.

Set up time-based access control on

privilege operations [111,114]

Implement multi signature accounts, use an efficient
asymmetric encryption scheme by combining
homomorphic encryption and state-of-the-art
multi-signature key aggregation and non-interactive
zero knowledge proof to preserve privacy and verify
valid transactions [112]

Implement access control mechanisms [113]

Use rug checker tools to detect a rug pull [115]

From the analysis of the work in [26,96,97] and the related literature cited in Table 2,
a model application is developed depicting, in more detail, the security risks within the
contract layer. For each vulnerability, the model proposes a best practice to adopt when
writing Solidity Code, best practice to be adopted by developers in general, and suggested
analysis tools to use. This model is presented in Figure 5.
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Vulnerabilities in Smart Contracts and
Associated Countermeasures

! ~ 5 1

Ethereum and Solidity ‘ Best Practice J L Best Practice J
Security Analysis Tools
Vulnerabilities/Risks When Writing Solidity To Be Adopted by Developers
1. Complexity |. keep contract simple |. Improve programming knowledge I. Oyente
2. EVM bugs/vulnearabilities (Fewer lines of code and fewer features) 2. keep up to date with latest 2. Securify
3. Smart contract bugs/vulnerabilities 2. Limit calls by external smart contracts vulnerabilities/attacks and 3. Mythril
4. Externall calls 3. Mark untrusted contracts countermeasures 4. SolidiFl
5. Improper verification of 4. Limit access to all functions 3. Follow SC security verification 5. SmartCheck
cryptographic signature 5. Use private modifier standards 6. Zeus
6. Insufficient access control 6. Implement transaction batches 4. Create unit and end to end tests 7. Echidna
7. Hijack and change contract’s owner 7. Enforce first in first out (FIFO) rule (Test-driven development) 8. Octopus
8. Centralisation risks 8. Create mathematical libraries 5. Use two factor authentications to 9. Remix
9. Information leakage 9. Consider using “SafeMath” library secure wallets 10. Maian
10. Avoid using block.number 6. Run smart contract analyser I1. Teether
and block.timestamp as a timestamp 7. Write proper quality documentation 12. Gasper
I'l. Check data length of a transaction’s 8. A security plan to upgrade the smart 13. Vandal
input contract quickly during a failure 14. Vultron
12. Avoid using loops through data 9. Adequate training and security I5. Sereum
structures awareness 16. Regaurd
13. Avoid using delegatecall function to 10. Check complier warnings 17. ContractFuzzer
untrusted code 1. Use events to monitor 18. OSIRIS
14. Keep fallback functions simple 12. Use additional testing tools contract 19. EasyFlow
15. Avoid using tx.origin for authorisation activity 20. SmartScopy
and consider using msg.sender 13. Understand financial and 21. Etherolic
16. Use call, send and transfer functions mathematical concepts 22. SoliAudit
properly 14. Understand and review codes when 23. MadMax
17. Check access control to critical importing from libraries such as 24. eTainter
functions OpenZeppelin and SafeMath
18. Set up time-based access control on 15. Monitor contract;s activity after it
privilege operations was deployed
19. Use cryptographic commit-reveal 16. Use testing framework such as
Foundry, Hardhat

Figure 5. Model application for best practice towards a more secure smart contract development.

6. Conclusions and Recommendations
6.1. A Seven-Layer Architecture and Best Practices to Mitigate against Security Risks

Blockchain technology, with its decentralised network architecture, can have a significant
contribution to sustainability initiatives. This contribution can only be realised if appropriate
measures are put in place to counter the security threats to centralisation. This requires a
meticulous look into security sources within the blockchain architecture. This paper argues
that a seven-layer architecture provides a better framework that enables a more detailed, and
thus a more comprehensive, approach for analysing the security risks in the blockchain. On
this basis, a seven-layer architecture is adopted providing an in-depth scrutiny of security
threats and vulnerabilities associated with each of the seven layers. For each layer, the different
vulnerabilities and the type of attacks that can exploit these vulnerabilities are highlighted.
A summary of the existing countermeasures is provided. Of the seven layers, particular
attention is given to the Contract Layer, and more specifically, the vulnerabilities associated
with how smart contracts are written. This particular attention is justified by the fact that
smart contracts, being programmable units, are inherently prone to security vulnerabilities. A
model application is proposed to enhance the security of smart contracts.

6.2. Key Contributions
The main contributions of this article can be summarised as follows:

e  Areview of the blockchain architecture is conducted and a more detailed seven-layer
architecture is adopted.

e In each of the seven layers of blockchain, the different types of vulnerabilities and
attacks are highlighted. The inter-relationships between these vulnerabilities, their
exploitation, and the related consequences are described, with particular focus on the
case of Ethereum blockchain.

e A systematic investigation is carried out, covering the mechanisms proposed by
researchers to detect/prevent vulnerabilities and attacks. The outcome of this investi-
gation is summarised in a taxonomy of vulnerabilities, attacks, and countermeasures
in a seven-layer blockchain architecture.



Sustainability 2023, 15, 13401 19 of 24

e  The contract layer is found to be the most vulnerable layer in a blockchain architecture,
due to smart contracts being prone to security vulnerabilities. A model application is
proposed to achieve best practice towards a more secure smart contract development.

6.3. Future Work

Although this work generates a new perspective and a platform for a greater under-
standing of blockchain security risks, it is primarily based on secondary research. More
work is needed to ascertain the level of confidence in the proposed countermeasures and
best practices, and to identify new techniques and methods to mitigate against security
risks, particularly as the threat landscape keeps on changing.

This applies to all the layers of the blockchain. For the contract layer in particular, an
area of continuing interest is related to the potential centralisation that can be caused by
smart contracts. Smart contracts with centralised ownership pose major security issues
and act as a single point of failure, which contradicts the very decentralised nature of
blockchain. To mitigate against the risks associated with centralised control, decentralised
autonomous organisations (DAOs) promise to alleviate some of these risks by enforcing
automated rules that are encoded in smart contracts, thus reinforcing community-based
governance. With creating a decentralised decision-making process, the power of decision-
making will be distributed and thus preventing smart contract ownership, ensuring that
no single individual or team has complete control over the network. A potential focus here
is to use an Ethereum blockchain with a DAO structure to develop a method that forces
smart contracts to be written in such a way as to prevent one-owner control, thus enabling
genuine DAO.

Genuine DAO has the potential to contribute to sustainability initiatives in various ways.
DAGOs offer transparency, security, and decentralised decision making, which can be advan-
tageous for promoting sustainable practices and addressing global challenges. Additional
studies could profitably focus on parallel developments in other smart contact platforms, as
well as lessons learnt from cross-platform comparisons and contrasts. The wider implications
for industry and organisations considering adopting blockchain also warrant detailed research,
including the implications for IT skillsets and cybersecurity policies.
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