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Abstract

:

A smart contract can be defined as a computer program, stored on a blockchain, which allows a transaction or an agreement—defined ex-ante—to be self-executed when some conditions are met, and without the need for a central authority to enforce it. Even if this new technology is very promising, it may face a challenge: the codified nature of smart contracts creates new types of disputes that require new mechanisms of dispute resolution, which are precisely based on the blockchain. The aim of this article is to analyze one of these emerging mechanisms, namely Kleros, which is a blockchain-based dispute resolution platform implying crowdsourced jurors whose incentives to make fair decisions are based on game theory. The Kleros case provides also a basis for a broader discussion on the future of the decentralized justice market.
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1. Introduction


By promising to mediate interactions of mutually distrusting individuals without a trusted third party, blockchain could be one of the most disruptive technologies since the Internet in its ability to revolutionize the way human beings view their relationships.



Blockchain may be considered as a secure shared crypto-graphical ledger that allows users to make transactions without any third party authorizations and in which users have access to all past transactions (but without the possibility of altering or controlling them). This ledger is built on a chain of blocks (i.e., the pages of that ledger), which have multiple transactions on them, similar to a brick wall where every brick contains timestamps of the transactions and their validation by the network itself. All transactions across the system are thus public and anyone who uses the blockchain can check them at any time. Following the analogy used by [1], imagine that you have a notebook whose content is exactly reproduced in other notepads around the globe, and everything written in those notepads also appears in your notebook. The other notepads would then keep track of what was written on your notebook, and its content would always be available even if it was destroyed. In the same way, if someone tried to write something in one notepad that did not follow the rules governing what we would allow to be written, then all other notepads would reject it.



This technology was developed by “Satoshi Nakamoto” (which later was found to be a pseudonym) and appeared during the 2008 recession, a period characterized by a growing distrust of financial institutions and intermediaries. Nakamoto invented the blockchain for the use of cryptocurrencies—and mainly bitcoin—in order to provide users an easier way to make transactions across a secure network without reliance on traditional trust-building institutions. The main challenge concerning bitcoins was to create a shared and decentralized database in which anyone could access the data, while ensuring the accuracy of the database and the authenticity of users’ identities. This challenge was met by creating a ledger of past financial transactions that is public, open, and protected through cryptography and a complex architecture of required tasks [2].



Blockchain acts as an infrastructure for self-executing smart contracts, which are programs allowing contractual clauses, transactions or agreements defined ex-ante to be automatically executed through computer codes. In other words, an agreement encoded in a smart contract will be executed irrevocably without the need for a central authority to enforce it.1 The fundamental difference between a traditional legal contract and a smart contract is precisely related to the enforcement of contractual terms. The fact that smart contractual terms are written into an executable programming language implies that the agreed transaction can take place automatically after the occurrence of an event or after a specified time period. Suppose, for example, that the contract by which a traveler purchases a plane ticket is encoded into a smart contract. Following a computer script, the smart contract can use data about the flight’s departure and arrival times as an oracle to determine whether the flight’s schedule has been fulfilled.2 The smart contract could then be programmed to immediately transfer the price back to the traveler as compensation if a delay has occurred [3].



However, while blockchain can be seen as a way to “complete contracts”, by making agreements self-enforced through codes instead of courts, it may enhance other sources of transaction costs, so that the problem of incompleteness remains and new unanswered questions arise. Smart contracts create bargaining costs by requiring parties to fully define ex-ante all future contingencies, which is in any case not possible, and raise the costs of responding to a breach by removing enforcement flexibility [4].3 In this context, disagreements will inevitably arise regarding the content and execution of smart contracts, due to coding errors, security issues, etc., leading to some issues regarding dispute resolution. For example, we can wonder what happens if the code does not perform according to the contractual agreement due to unforeseen contingencies. In the same way, we do not know what happens if an event occurs that the contract did not anticipate. Overall, there is uncertainty about how to resolve disputes arising from smart contracts. In this context, the implementation of smart contracts can create a new type of dispute that requires alternative dispute resolution mechanisms, which are precisely based on the blockchain. As underlined by [7], blockchain-based contracts create a source of new disputes requiring resolution, but also constitutes a technology that allows the development of new methods of dispute resolution.



The aim of this article is to present and analyze one of these emerging blockchain-based dispute resolution mechanisms, namely “Kleros”, which is the first “decentralized justice platform” to have become operational and the most widely used at present [8].4



Overall, decentralized justice platforms are digital courts using blockchain technology and aimed to settle disputes by crowdsourced jurors whose incentives to take fair decisions have been designed through game theory. The dispute resolution process in these platforms is encrypted as smart contracts on a blockchain in order to remove any legal uncertainty. From this point of view, these mechanisms are largely inspired by online dispute resolution (hereafter, ODR) processes, such as online negotiation or mediation, which emerged in the early 2000s to resolve disputes arising from Internet-based transactions. As it is the case today with smart contracts and blockchain, the development of e-commerce in the late 1990s generated new disputes that made traditional dispute resolution through judicial procedures unsatisfactory and required the development of new settlement methods based on the electronic environment.5 Following the question that arose during the development of e-commerce twenty years ago, the objective of our paper is to discuss whether digital courts, such as Kleros, might be able to regulate blockchain-based transactions (in the same way that ODR claimed to be able to regulate Internet-based ones).6



The remainder of the paper is organized as follows. Section 2 displays the way Kleros works. Section 3 takes a critical perspective on this new approach to dispute resolution. Section 4 concludes and raises further questions.




2. Kleros and Decentralized Justice


Founded in 2017, Kleros is a DAO built on the Ethereum blockchain that works as a decentralized third party to arbitrate disputes in a wide variety of cases such as e-commerce, insurance and finance.7 For example, in November 2020, almost 500 disputes were resolved using Kleros and about 400 users participated as jurors. This generated about $123,000 in arbitration fees paid to jurors [8].



Let us elaborate how the dispute resolution system works. As mentioned above, the Kleros process is designed to handle smart contract disputes and can therefore be activated as soon as a dispute arises in the execution of a smart contract (freezing monetary transfers until the dispute is settled). To do so, the contracting parties must select Kleros as the dispute resolution service provider in their smart contract ex-ante and agree on some basic features of the process (e.g., the Kleros sub-court in which the dispute will be handled, the size of the court, etc.). In the case of an agreement, Kleros randomly assigns the dispute to self-selected jurors who will study the evidence and vote for a decision.



Let us take the example provided by [15] in their white paper describing the mechanism.8 Alice (a French entrepreneur) hires Bob (a Guatemalan programmer) on a P2P freelancing marketplace to create a new website for her company. After agreeing on a price and some conditions, Bob starts building the website. A few weeks later, he delivers a result that Alice is not satisfied with. She argues that the quality of Bob’s work is much lower than expected, but Bob replies that he has met the terms of the agreement. If the contract has a clause stating that a Kleros court will intervene in the event of a dispute, then Alice can request Kleros and explain her case. Far from here, Chief (a Kenyan software developer) checks the Kleros Court website (https://court.kleros.io/ accessed on 1 January 2022) to find some arbitration work, knowing that he usually settles disputes in the Website Quality sub-court (which requires some of his skills). Chief invests 2000 PNK (i.e., ’Pinakion’, which is the crypto-token used by Kleros to select jurors for disputes), knowing that the likelihood of being selected as a juror increases with the amount invested.9 Shortly thereafter, Chief is informed that he has been selected as a juror. He can then check the evidence and has three days to send a decision. Two other jurors are selected randomly from a large pool of candidates, and each of them must vote for one of the options which has been stipulated in the contract (e.g., ‘Pay Alice back’, ‘Give Bob an extra week to complete the website’ and ‘Pay Bob’). The smart contract is then executed according to the decision that represents the most votes. Once this decision is made, the tokens are redistributed among the jurors depending on whether their vote is in accordance with the majority: a given juror is paid only if his vote is consistent with that of the others. The aim of this process is to align telling the truth with economic incentives by considering that the correct decision will become a focal point on which individuals coordinate their behavior in the absence of communication [16].10 The assumption behind this incentive mechanism is that anyone who did not vote with the majority was either engaged in a sub-court in which he or she did not have enough expertise, did not evaluate the evidence in the right way, or did not seek to make an appropriate decision.11



If a party is dissatisfied with the verdict of the jury, then they may appeal and have the dispute ruled again. An appeal panel is composed of the previous number of jurors plus one. This way to proceed aims to discourage parties from appealing repeatedly, since costs increase as the number of jurors increase. Based on the example of the dispute between Alice and Bob, the Kleros process is summarized in Figure 1, taken from [15].




3. Some Analytical Considerations


From a normative standpoint, we can highlight interesting elements in the way Kleros implements a decision (even if some of these elements could be questioned, as we will see below). First, the immutability of blockchain and the decentralization of the decision-making process imply that dispute resolution seeks to comply with two key features that would be expected from any justice system: the procedure aims to ensure some kind of “fair treatment” since no single individual can make the decision on his own, and the result of this procedure is predictable since disputing parties are sure that the process will follow the computer code.



Second, the decentralized nature of the dispute resolution mechanism is relevant, as the ruling is not delegated to a central authority (e.g., a judge, an arbitrator, etc.), which is inherently perfectible, but to a community of individuals who do not have to be honest by assumption. Jurors are not expected to act honestly (i.e., be neutral in their votes) because of moral considerations, but because the decision-making environment is thought of as to encourage them to act honestly.



Third, traditional legal systems are relatively expensive, partly because they are based on the existence of monopolies in the provision of legal services. The profession of lawyers has a monopoly on legal consultation and judges have a monopoly on rulings. The development of blockchain-based dispute resolution methods could make it possible to expand the provision of legal services, and hence to reduce both market prices and court delays.12 As underlined by [8], this does not mean that decentralized justice platforms should replace the legal profession in the resolution of civil disputes, but it implies that they are able to solve some dispute types for which legal professionals are not a good fit because their intervention induces high costs.



Finally, following the arguments exposed in the introduction, Kleros is based on smart contracts, which implies that the dispute resolution outcomes are self-executed without the need to enforce them by resorting to state courts or centralized alternatives (such as escrows, chargebacks or reputational sanction mechanisms, according to what characterized ODR processes in the early 2000s).



However, despite these interesting aspects, several possible issues can be highlighted about Kleros’ conception of the exercise of justice. First, following the arguments by [17], the relevance of the dispute resolution process is based on a very questionable hypothesis. It is assumed that the potentially very different opinions of jurors—who are anonymous, scattered all over the world, do not share the same legal culture—would converge towards a “correct/fair result” (because this outcome would be a focal point). In fact, there is no reason to believe that the fair decision is a focal point since the jurors are strategically involved in a beauty contest game. Individuals are incited to rely on the judgment of others (and not to reveal their true preferences), which may result in so-called herding behavior or informational cascade, and hence engender consensus on an incorrect collective decision [18].13 In other words, Kleros creates incentives for jurors not to take their decision according to the evidence and their own opinion, but rather to figure out what would be the conventional decision (i.e., what other jurors might decide), which may cause jurors’ objectives to diverge from the search for truth. As underlined by Eyal Winter in an online conference, this opens the door to the influence of stereotypes, or other biases, that can be used as a way to obtain a consensus: jurors in Kleros may converge on stereotypes, not because they themselves are victims of such stereotypes, but because they think that others are.14



In this regard, jurors are not necessarily encouraged to vote according to what they consider as honest and fair, since the Schelling focal point in Kleros can be different from honesty and fairness. Eyal Winter highlights some other behavioral issues related to jury decision-making in decentralized justice systems. For example, some jurors may have cognitive difficulties in processing information/evidence correctly, may identify themselves with disputing parties from their own social/ethnic group, and may vote on the basis of their self-image rather than evidence (e.g., we can imagine a juror who could not vote in favor of the firm in a dispute with a consumer because it would make him feel bad about himself).



Second, from a technical viewpoint, the anonymous nature of the users, the fact that one person may generate multiple accounts, and the complete absence of personal reputation means that various forms of manipulation could appear on blockchain dispute resolution platforms [22]. For instance, some jurors might decide to collude with revealing their vote, an agent could attempt to corrupt the jurors’ decision through a promise to pay those voting for a specific decision, or one juror could create multiple pseudonymous accounts to gain a disproportionately large influence (which is known as the “Sybil attack”). Several mechanisms have been proposed to prevent such attacks [8]. For example, Kleros uses its own token (i.e., the Pinakion) which is considered as a protection against Sybil attacks: an attacker wishing to flood the juror pool would have to buy enough PNK to be selected a high enough number of times as a juror in the same case to be able to alter the outcome. This means that the attacks needs 51% of the total staked tokens (knowing that the price of a token increases with demand). It remains true, however, that the absence of an identity validation mechanism does not allow preventing some manipulations to occur, such as unobservable agreements or coalitions.



Finally, some points are related to legal issues, since the way blockchain dispute resolution platforms work does not seem to be compatible with the law of some countries. For example, in France, following the code of civil procedure (article 16), the judge must, in all circumstances, ensure that adversarial debates are observed. However, these debates imply that the defendant receives enough time to organize their defense, that the identity of parties is authenticated, and that the documents in the case can be examined by the parties. These conditions are not fulfilled on these platforms, where each party—whose identity is neither authenticated nor certified—provides evidence in support of their case without it being put up for debate. The decision-maker is then placed in an inquisitive position, insofar as the elements transmitted can only be discussed between the parties ex-post [23]. In the same way, article 22 of the French civil code requires that a judgment be made public, which is not the case here. For these reasons, the issue of how to legally enforce rulings from decentralized justice systems remains open, especially in civil law countries (e.g., Belgium, France, Germany, Italy, Sweden, etc.), and claiming to be able to provide an effective self-applying dispute resolution mechanism—beyond national laws—remains questionable.15




4. Conclusions


Robert D. Luce and Howard Raiffa wrote in their famous game theory book, “In all of man’s written record there has been a preoccupation with conflict of interest” [24], and we can expect that this concern will not disappear with blockchain technology. Contrary to the initial promise, the modern world of blockchain and smart contracts cannot—and will not—be a world without disputes. Indeed, even if a smart contract is automatically implemented through a computer code, disagreements may arise regarding its content and execution. However, this gap between the promise of a dispute-free world and the reality—characterized by the occurrence of inevitable disputes within the blockchain network—could be bridged by the thoughtful development of appropriate dispute resolution mechanisms. This paper has explored a particular solution, namely Kleros, which is the best known/most developed platform using blockchain technology specifically to resolve blockchain-related disputes. To the best of our knowledge, our approach is the first one to assess some of the contributions and limitations of a central actor in the decentralized justice industry by using both legal considerations and microeconomic arguments (based on game theory and behavioral economics).



Nevertheless, from a more rigorous perspective, it would have been interesting to develop a more quantitative analysis by attempting to empirically evaluate the efficiency of Kleros. However, the lack of a counterfactual situation and the difficulty in obtaining data due to the confidentiality that often characterizes dispute resolution make this objective difficult to achieve. In this regard, the experimental methodology would be an interesting way to obtain original data and therefore to shed some empirical light on how people respond to the incentives created by the Kleros environment. Such an analysis could be conducted as part of future research. In the same way, we can regret that the analysis presented in our paper focuses only on the specific case of Kleros. However, it should be noted that many of our arguments—both favorable and unfavorable—apply to many decentralized justice platforms based on the blockchain (e.g., Aragon, Jur, Juris, …).16 Indeed, all these mechanisms use smart contracts, which implies that dispute resolution outcomes are self-executed without having to enforce them by resorting to traditional courts. Furthermore, behavioral issues due to stereotypes and cognitive difficulties in processing evidence correctly may occur in any decentralized justice system. In the same way, the legal issues raised by the dispute resolution using blockchain technology concern a large set of existing mechanisms. Nevertheless, a form of heterogeneity obviously exists between the procedures and, following an extension that has already been highlighted, a well-developed experimental protocol would make it possible to capture this heterogeneity (and its impact).



Beyond these considerations, the development of the decentralized justice platforms demonstrates that the blockchain world cannot do without ODR procedures, inspired by what emerged in the early 2000s to resolve e-commerce disputes. In other words, the (old) idea that a totally unregulated cyber world is possible is a myth, and the blockchain dispute resolution platforms can be seen as mechanisms of regulation. While some important issues may be highlighted, regarding the decentralized nature of the process, these platforms may be a good fit with smart contracts, notably because redress processes can be built directly into the contracts themselves (independent of legal jurisdictions). If technology is used to develop the smart contract, for instance within a marketplace or a legal services website, then a clause can be inserted from the beginning specifying the use of a dispute resolution system within that website in the event of a dispute (following, for instance, arbitration clauses that have existed in traditional contracts for a long time).17 As argued by [1], the dispute resolution clause in smart contracts can operate in the same way as the “Andon system” in the field of quality control. The Andon system is part of the Japanese Jidoka quality-control method, implemented by Toyota, in which any worker can press a button to stop a production line if they notice a problem. In the world of smart contracts, such a clause encrypted into the contract could allow both parties to press a virtual button to stop its execution, triggering the redress process. The procedure of dispute resolution could then proceed as previously agreed by the parties: if one of the parties pushes the Andon button, then the execution of the smart contract is frozen and a—neutral—third party (i.e., the dispute resolution service provider) is empowered to decide on the outcome of the dispute.



To summarize, even though the design of Kleros is not perfect (some issues are raised in this paper), the perspective adopted by such platforms seems interesting and could be the basis for promising future developments. As argued by [15], Kleros might have the potential to bring “justice for the unjusticed” just as bitcoin brought “banking for the unbanked”. Nevertheless, some questions are still open, particularly regarding how the decentralized justice market might evolve over time. Given that dispute resolution and its enforcement are not limited to one single institutional possibility, it is likely that a competition will arise between blockchain-based dispute resolution systems, the nature and outcome of which are difficult to anticipate. In particular, following [8], an open question is whether decentralized justice will be a winner-takes-all market, due to network externalities: a blockchain-based dispute resolution platform that takes the lead would obtain more cases and jurors, which would allow for efficiency gains, bringing in turn more cases and encouraging more users to join the existing jury panel. However, cost-efficiency is not the only relevant competitive variable since the firm’s ability to comply with certain institutional requirements, related to ethical and regulatory issues, may be crucial. For example, even though Uber has managed to build the largest network of drivers, it has been banned from many jurisdictions that consider that it does not meet certain regulatory requirements. Blockchain-based dispute resolution platforms could face such types of considerations that are critical when it comes to delivering justice.



Overall, we can say that the legal services industry is entering a period of significant disruption, notably related to the emergence of artificial intelligence and blockchain, and this paper is just a first step in thinking through the various implications of this emergence. Much more work needs to be carried out to understand the influence that innovation and technological progress should have on the evolution of the judicial world and its stakeholders.
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Notes


	
1

	

Several smart contracts can then be bound together to form a Decentralized Automnous Organization (hereafter, DAO), which is a digital organization operating according to specific rules and procedures.






	
2

	

An oracle is an external source of information to which the computer code may refer to trigger the execution of the contract.






	
3

	

See also [5,6] for a survey on incomplete contracts literature.






	
4

	

The decentralized justice industry is currently composed of three key players, namely Kleros (https://kleros.io/ accessed on 11 March 2023), Aragon (https://aragon.org/aragon-court accessed on 11 March 2023) and Jur (https://jur.io/ accessed on 11 March 2023).






	
5

	

See [9] for an—experimental—analysis of online negotiation, and [10], who describes how two major ODR platforms (i.e., Cybersettle and SquareTrade) worked. The reader can also refer to [11,12] for a more comprehensive overview of the different ODR methods that existed at the time.






	
6

	

From this perspective, ODR was promoting the idea of lex informatica by providing a self-applying settlement tool, beyond national law, in which the legal location and anonymity of the parties do not matter. This concept refers to the lex mercatoria (or law merchant), existing in the medieval period, which is a body of principles applied to commercial transactions and derived from the established customs of merchants and traders rather than the jurisprudence of a particular nation or State [13].






	
7

	

Ethereum emerged in 2015, six years after bitcoin, and its founder (i.e., Vitalik Buterin) sought to expand the use of blockchain beyond cryptocurrencies, although Ethereum has introduced its own Ether coin [14].






	
8

	

Notice that Kleros has been founded by Federico Ast, Cl’ment Lesaege and Nicolas Wagner.






	
9

	

In ancient Greece, a pinakion was a small bronze plate on which a citizen’s name was written. Pinakia were inserted into randomizing machines (i.e., klerotaria) that selected candidates for participation in juries and certain civil service roles. The name of the token used by Kleros is a reference to this practice.






	
10

	

Schelling illustrated the concept of a focal point with the following example. Suppose that you were to meet a stranger in New York City tomorrow. Where and when do you meet him? While any place and time in the city could be a solution, the most common answer is “noon at the information booth at Grand Central Terminal”.






	
11

	

Notice that this incentive structure is not unique to Kleros. For example, in Jur’s dispute resolution mechanism, jurors use tokens for voting and are also encouraged to align their votes with what they predict the majority vote will be.






	
12

	

Court congestion is a central issue in some developed countries. Indeed, violations of Article 6 of the European Convention on Human Rights, due to the excessive length of legal proceedings, are a major cause of condemnation of member states by the European Court of Human Rights. For example, France has been condemned 220 times for this same reason between 1999 and 2005.






	
13

	

The beauty contest analogy is due to [19], who compared professional investment activity to the beauty contests organized by the newspapers of the time, where readers had to choose the six most beautiful faces among 100 photographs, the winner being the person whose preferences were closest to the average preferences. This (guessing) game has been analyzed experimentally by [20,21].






	
14

	

The conference is available at this link (https://www.youtube.com/watch?v=OkwR5a0_8NA accessed on 1 January 2023).






	
15

	

Our arguments are illustrated here by taking the specific case of France, but the underlying legal issues potentially concern all civil law countries (whose legal framework is based on a written code), knowing that there are about 90 civil law countries in the world. The sphere of application of the decentralized justice systems is thus strongly reduced.






	
16

	

See [2] for a rather complete description of existing blockchain-based dispute resolution platforms.






	
17

	

For example, arbitration has long been used to settle wage disputes in the US public sector and is included in many contracts as an alternative to litigation [25].
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Figure 1. Illustration of the Kleros dispute resolution process. 
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