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Abstract

:

A blockchain is a distributed, digitized and consensus-based secure information storage mechanism. The present article provides an overview of blockchain based e-voting systems. The primary purpose of this review is to study the up-to-date state of blockchain-based voting research along with associated possible challenges while aiming to forecast future directions. The methodology applied in the review is a systematic review approach. Following an introduction to the basic structure and features of the blockchain in relation to e-voting, we provide a conceptual description of the desired blockchain-based e-voting application. Symmetrical and asymmetrical cryptography improvements play a key role in developing blockchain systems. We have extracted and reviewed 63 research papers from scientific databases that have advised the adoption of the blockchain framework to voting systems. These articles indicate that blockchain-supported voting systems may provide different solutions than traditional e-voting. We classified the main prevailing issues into the five following categories: general, integrity, coin-based, privacy and consensus. As a result of this research, it was determined that blockchain systems can provide solutions to certain problems that prevail in current election systems. On the other hand, privacy protection and transaction speed are most frequently emphasized problems in blockchain applications. Security of remote participation and scalability should be improved for sustainable blockchain based e-voting. It was concluded that frameworks needed enhancements in order to be used in voting systems due to these reservations.
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1. Introduction


Electoral integrity is not only imperative for countries that are ruled by democracy, but it is also influential in enhancing public voters’ confidence and accountability. In this regard, political voting systems are critical. From the point of government, electronic voting systems may increase both voter turnout and voter confidence and renew interest in the voting system. Amplified research demonstrates that implementing e-voting systems can enhance security. While adopting an electronic voting system, one must ask: Why is the electronic voting system considered a better option than a traditional ballot voting paper? It not only improves the effectiveness and efficiency of democracy, [1], but it is expected to be a solution for some problematic situations, such as improving accessibility to the election, the elderly and the disabled ability to vote, increase in election turnout, as well as being easy to operate and getting a quick result. However, it is a well-known fact that operating e-voting systems under strict security procedures are crucial, especially when relying on the utilization of advanced encryption techniques.



Initially, e-voting was proposed to be a solution to the challenges of paper-based voting to ensure accurate and bias-free elections [2]. Security issues with respect to e-voting systems have been among the topics that extensively studied in the literature [3]. The studies show that the utilization of electronic voting may entail the following challenges: data integrity, reliability, transparency, the secrecy of the ballot, consequences of breakdown, uneducated voters, specialized IT skills, storage of equipment, security, consequences of fraud and cost [4].



Blockchain recently has emerged as a solution to enhance the thrust of systems used in different domains. The initial and primary use of blockchain technology was for monitoring cryptocurrency transactions. However, other usage and applications have emerged in the last few years. Recently, the blockchain-based e-voting system has increasingly become an important option in order to overcome certain challenges that may be associated with e-voting. Blockchain-enabled voting systems were proposed as the next generation of modern electronic voting systems because the immutable feature of the blockchain has made it a decentralized distributed ballot box [5]. Blockchain technology encourages governments to adopt smart sustainable voting systems and integrate sustainability information into voting systems. It ensures that all participants have reliable information for sustainable assets. It is important to underline that although blockchain is increasingly being applied to the electronic voting system in order to enhance its security, several issues still prevail.



In this respect, determining which issues are to be addressed in the design of a blockchain-based voting system is crucial. For this purpose, we have used a systematic mapping process to review the literature and clarify such problems. The paper makes the following contributions: identifying a set of current e-voting system gaps; potentials of the blockchain concept to improve e-voting systems through a classification of the main prevailing issues into five categories: general, integrity, coin-based, privacy and consensus; assessing current solutions for blockchain-based e-voting and identifying potential research directions for the Blockchain-based e-voting system. This study showed although blockchain based voting systems can prevent data manipulation and integrity problems, privacy protection and transaction speed are most frequently emphasized issues. These should be improved in a sustainable e-voting system.



The rest of the paper is organized as follows. We first start by presenting general information on the blockchain concept and the scope of the current blockchain applications. Then, we present the research methodology and literature review on electronic voting based on the research questions. Finally, threats to validity are assessed.




2. Information on the Blockchain Concept


This section provides an overview of the blockchain concept. The blockchain concept was initially proposed by Haber and Stornetta in 1991. The main purpose of designing a timestamp for digital documents that would avoid tampering [6]. The first system based on blockchain is believed to be developed by Satoshi Nakamoto in 2008 [7]. It is also evident that the first extensive use of blockchain technology was with Bitcoin [8]. The blockchain concept can be seen analogous to an open and secure data book distributed worldwide. Therefore, the concept can be used not only in cryptocurrency and financial sectors but also in many different fields where transactions are involved. Therefore, the concept is mostly seen as an essential component of industry 5.0 applications for upcoming years. Although blockchain is well known in the field of cryptocurrencies, it would not be wrong to argue that its potential could extend far beyond digital money. Private corporations and government organizations have also begun experimenting with blockchain.



Blockchain can be defined as a chain of blocks, which are time stamped and linked cryptographic hashes. The chain is constantly growing by adding new blocks so that each new block keeps the hash of the previous block information. In essence, blockchain helps to protect both private and public information from alteration and manipulation. The blockchain is essentially a distributed ledger of all transactions that are carried out directly between consumers and providers on the system. A distributed network of nodes that preserve a joint source of transactions. These transactions are validated by the nodes. Therefore the blockchain allows the creation of trust without the need for a central authority [7]. Blockchain systems rely on asymmetric cryptography which is slower than symmetric cryptography.



2.1. Consensus Protocols


To include a block of transactions in the peer to peer distributed ledger, a consensus mechanism is initiated among the nodes. The consensus algorithm on the blockchain ensures that all transactions are valid and authentic besides all nodes on the network have an identical copy of the ledger. There are many different consensus algorithms. Proof-of-Work (PoW) and Proof-of-Stake (PoS) models have frequently been preferred as consensus mechanisms in blockchain infrastructures [9]. POW is a method that allows the transactions to be verified as unique and trustworthy. The transactors can exchange a transaction fee that could be sent to the users so they can verify it successfully and the fee is optional. For example, in the case of Bitcoin, it could be mandatory in some other application setting. In addition to a transaction fee, the network will reward verifiers with a certain number of coins after a block of transactions has successfully been verified. This process is called “mining”, which is basically a problem-solving transaction when there is an initiation by a user. The results of this process are easy to verify but very difficult to reproduce. Nevertheless, the downside of POW is a costly and time-consuming process. Another negative aspect is too much energy consumption [10].



On the other hand, PoS is a protocol that uses mining to validate and validate new blocks, PoS chains generate and validate new blocks through staking. PoS validators are chosen based on the number of coins they want to stake, rather than competing for the next block with intense computation [11,12]. The cryptocurrencies included in this network are pre-created and there is no mining process as in the case of PoW. In this way, energy costs are low since there is no need for a complex problem-solving transaction and it processes much faster than PoW [12]. There are also other used other popular consensus protocols relying on other concepts such as proof of importance, capacity and weight [13].




2.2. Blockchain Network Types


From a privacy perspective, the blockchain can be designed in three different ways. Depending on the requirements, it may be designed as a public, private or consortium blockchain. In Table 1, the categorization of these types is provided based on management, type of participants, centralization, consensus and transaction duration to be considered in system design. In private blockchain also known as permission-based, only the designated peers with specific rights can contribute to blocking information and the consensus mechanism. In a private blockchain, the network is not open to everyone where write permissions are reserved centralized in one group.



However, in the public blockchain, the network is open to all peers, who can contribute to the recording of all information and consensus where everyone in the network can read the transactions [10]. The private blockchain fits well with traditional business and governance models [14]. Finally, consortium blockchain refers to the inclusion of predetermined specific nodes as well as reliable individuals. Therefore, it contains more security features according to the public blockchain where the consensus procedure is controlled by pre-selected nodes.





3. Blockchain Current Applications


Several industries have begun to integrate blockchain applications into their businesses. In this way, enterprises aim to make their processes and management more transparent. As an enabler, blockchain is thought to help to address various security concerns, including issues related to identity and fraud management. Blockchain-based systems allow financial institutions to examine their clients and tackle fraudulent activities. Although most banking and payment systems are potential candidates for blockchain application areas, the distributed ledger applications are not limited to the financial services.



The second highly applicable area of blockchain is in the sustainable operations of logistics management and B2B commerce. Blockchain plays a rising role in sustainability by promoting collaboration between consumers and manufacturers, helping people adopt more sustainable existences and helping companies improve their resource and reutilizing process. Blockchain can have profound effects on supply chain management by alleviating complications through ensuring security, transparency and traceability [15]. In supply chain management, each transaction is performed on a standard blockchain and without the need for the approval of a reliable center. The payments are automatically done after the delivery phase is completed. Since the transactions are monitored by the parties, the blockchain may help to improve the end to end tracking and safety of products to a great extent. Thus, the consumer can be given accurate information about transitions in the processes before purchasing the product [16]. Major benefits are process improved visibility, integrity, faster transaction and disintermediation.



Besides the potential benefits in financial industries and supply chain management, blockchain can be utilized in other types of smart services and internet-based applications. Blockchain technology is also used in the energy sector has also made use of blockchain technology. Local energy trading and electrical car efficient charging schedule planning projects are proposed [17]. It is possible for the machines to sell and buy energy in line with the predefined Internet of Things (IoT) devices [18]. When using IoT devices to collect data in real time, this data can be saved in the blockchain chain. It starts to be used in real-time big data analysis [19,20].



The insurance industry is an additional example that utilizes the blockchain. The insurance sector nowadays is based on a trust relationship and it is ascertained that occasional error or delay could be resolved by blockchain in the future. [21]. The healthcare industry is another sector that has the opportunity to use blockchain technology; in this sector, the blockchain acts as a useful tool in enabling key stakeholders such as healthcare providers, clinical research, pharmacists and patients to gain secure, faster and reliable access to electronic medical records [13,21].



In the foreseeable future, it is possible that any sector requiring stringent security, reliability and transparency requirements such as cloud storage [22], transportation systems [23], cybersecurity and identity management in general [24], real-estate and agriculture traceability [25] may benefit from blockchain integration. E-voting systems, among other areas, also stand out as a promising but challenging area that could advantage from the integration of blockchain [26].




4. Information on Electronic Voting Systems


In this section, some a priori information on e-voting systems is given. Electronic voting is a voting method that uses electronic devices to record or count votes. Electronic voting traditionally refers to voting that utilizes some electronic hardware and/or software to support the voting process. Such systems may be capable of supporting/implementing many tasks ranging from the election initialization phase to the storing of votes. System types range from kiosks located in election offices to computers or nowadays to even mobile devices. The e-voting system should at least include registration, authentication, voting and tallying phases (Figure 1).



The following processes were involved in the e-voting system: The first process is to register voters (registration). Then, authorities check voters’ credentials on election day (verification and authentication). Next phase eligible people can vote (casting collation). The vote should be encrypted and verifiable. The confidentiality, anonymity and accuracy of the votes must be guaranteed and cannot be changed or deleted in any way. Finally, electronic voting systems counting is done by adding all the votes according to the design (counting presentation of results) [27]. Central authority control is dominant in general e-voting applications. There are several drawbacks and perceived risks to such systems. Such as lack of e-voting system standards, risk related to security and reliability, vulnerability to hacking, susceptibility to fraud, malicious software programming and high expenses of machines and secure storage of transactions.



The first use of the electronic voting system was in the year 2000 in the U.S.A. This was followed by France (2001), UK (2002), Spain (2003), Ireland (2004), Estonia (2005), Portugal (2005), Netherlands (2004, 2006, 2007), Paraguay (2008), Finland (2008), Austria (2009), Germany (2009) and Norway (2011). Estonia was the first country to allow remote electronic voting in the 2007 national parliamentary elections, following the use of the system during a small-scale election in 2005 [4].



There are many different voting systems that are used for different purposes. Among these, the most used voting systems are identified as Punch Card, Direct-Recording Electronic (DRE), Public network DRE, Central count, Kiosk voting or Precinct count [28].



It is stated that the following features should be included in e-voting systems. These are:




	
Receipt-Freeness should not produce any receipt to prove the voter’s choice for a particular candidate [1].



	
Fairness, Preliminary results affecting the decisions of other voters could not reach [31,32].



	
Data Integrity ensures that each vote is recorded as intended and cannot be tampered with in any manner, once logged [33].



	
Privacy/Voter Anonymity, The identity of voters and whom they vote for should not reveal [31]. Eligibility only registered voters should be permitted to vote [34].



	
Reliability/Robustness, election systems must operate safely without loss of votes. Software and methods should be developed in such a way without any malicious code nor errors [35].



	
Uniqueness, don’t allow voters to vote more than once [36,37].



	
Verifiability, voters should be able to confirm that their ballots are counted correctly [38].








Blockchain based voting systems have recently been proposed [39]. A blockchain-based e-voting system is illustrated in Figure 1. The electoral process requires very critical tasks before and during the election. As presented in figure election preparation services must prepare the current voter list, candidates, ballot design before the election as with all voting systems. Unlike other systems after the voter registration, a voting token can be used for casting vote transactions for candidates. In the design of a real voting system, the use of the permissioned blockchain structure and the inclusion of the independent control node can be used to create a safer environment. These nodes are interconnected with each other.



Nodes designed according to the permission and distributed network of selected neutral third-party organizations that provide consensus mechanisms and processing transactions on the blockchain framework. These nodes’ purpose is to mine transactions according to consensus algorithm and add blocks to the voting ledger. The data is cryptographically stored in the ledger. Independent nodes will audit voting results.



Election preparation service involves voter lists, candidates, election duration. Voter registration deals with the validation of people eligible to vote. Voters are responsible for registering before the election. A voter casts their vote to blockchain node. After the end of the election, authority counts the votes and announces the results. The administrator prepares the election date, the duration, the type of election and the candidates. One of the essential tasks of the administrator is to prepare the list of voters and registered voters. Voters and registered voter classes describe who is allowed to vote. The registration process can be done either at offices or via the internet. After the registration is completed, a voting account can be sent through SMS, email or an envelope.



For the process to be efficient, the voter must have an identification number, some personal information or secret key to be able to access and authenticate the system. During the registration, the system should require voters to create secret codes to allow them to vote with them. Eligible citizens for voting should be able to vote in the elections easily by using these codes. Besides keeping log records of all operations performed by the administrator, it is also crucial to store election results safely. At this stage, blockchain systems can be rather helpful as it enables the votes to be saved on blockchain systems as a new transaction. Moreover, the nodes that are included in the system are synchronized through the necessary controls in the smart contracts according to the system design. The selection result class is responsible for counting and preparing the result.



From a development perspective, one of the fundamental advantages of e-voting systems is that it provides various controls that may be embedded both for development and in operations. To exemplify, voter anonymity can be accomplished using cryptographic techniques by taking advantage of tamper-proof structures when using blockchain. These control points could have a positive impact on increasing citizens’ trust in the system. It is important to provide information to the citizens in the following fields: how to correct voter identification, how multiple voting is prevented and how citizen’s votes have remained secret and are correctly counted. Additionally, it can be foreseen that during the development process, the use of independent verification and validation systems can provide extra assurances.




5. Research Methodology


In this study, we followed the proposed systematic mapping method presented in Petersen et al. [40]. Figure 2 shows the mapping method workflow and all the process steps that have been implemented. The process initially includes the definition of research questions. Secondly, an extensive search of publications has been carried out followed by the identification of relevant sources according to criteria. Finally, the studies have been analyzed and classified while synthesizing and summarizing the information extracted.



There are several threats that may arise when conducting a systematic mapping study. We discuss validity threats in Section 7.



5.1. Research Questions


In the first stage of the systematic mapping process, we identified questions that were appropriate for our research. We have identified the following research questions on blockchain-based e-voting. The answers are evaluated in the discussion section:




	
RQ1: What are the current e-voting system gaps?



	
RQ2: Can the blockchain concept improve e-voting systems?



	
RQ3: What are the research topics and proposed solutions that have been published in blockchain-based e-voting?



	
RQ4: Which blockchain platforms/consensus models are used?



	
RQ5: What are the future research directions for the blockchain-based e-voting system?









5.2. Data Sources and Search Process


As with most systematic literature review studies, different search strings should be used depending on the synonyms and nomenclature of the interested domain. For this reason, we repeated the search with semantically related queries (Figure 3). The search included all publications in the relevant databases from 2010 until December 2019. We used four different search terms. These were “Blockchain,” “e-voting,” “blockchain ballot” and “blockchain voting” (Table 2). With the search string, we identified articles according to the appropriate criteria from the flowing online databases: IEEE Xplore, Arxiv, Iacr, ScienceDirect, Web of Science, Scitepress and Springer.




5.3. Selection of Results


Inclusion and exclusion criteria are assumed to help the researchers make a more independent decision on which article should be included in the review. In this review, articles were eligible for inclusion if they were published in English, in a peer-reviewed journal and their focus was blockchain-based e-voting systems. Conference proceedings on blockchain-based e-voting were also examined. The article selection process diagram is given in Figure 4. Since the Web of Science, Scitepress and Springer databases use different search algorithms, the number of articles was higher then we expected. Nonetheless, it did not adversely affect the desired search results. Table 3 and Figure 5 show the publication year distribution of the selected articles. Interestingly, all the selected articles were published after the year 2014. These results indicate that e-voting with blockchain as a research area is a new one.



When the articles were analyzed according to publication year, we found 7 papers (11.11%) in 2017, 25 papers (39.69%) in 2018 and 29 papers (47.62%) in 2019. This result shows that blockchain voting research has increased rapidly every year.





6. Research Questions and Findings


6.1. RQ1: What Are the Current E-Voting Systems Gaps?


E-voting has many advantages over traditional voting systems especially due to operational cost, less human error and faster results. Moreover, online voting advances are particularly increasing voter participation [97] due to the accessibility of the elderly, disabled and reluctant youth. In addition, voters living abroad or overseas are allowed to participate more easily in the voting. It reduces costs such as printing and counting of ballot papers [36].



However, as potential disadvantages, e-voting systems introduce software, hardware and communications infrastructure vulnerabilities [98,99]. Reviled specific security problems are identity theft, malware on the voter’s computer or device trojan horses, spyware, viruses, worms), server penetration attacks, spoofing, fake web pages, DNS (Domain Name Server) attack and DDoS (Distributed Denial of Service) attack. Furthermore, insider attacks are potential problems in almost all of the election systems.



Especially, electronic voting systems designed on a centralized structure are open to different cyber-attack types such as DDoS (Distributed Denial of Service) attack can stop the server. System usability, privacy or authentication issues may occur [36]. Although to store data on remote servers is assumed to be safe, this does not provide security against hackers’ attacks, this may cause data loss or damage in the event of poor system security administration. Furthermore, traditional databases are sustained by a single group, and that group has comprehensive control of the database, including the capability to manipulate with the stored records. Due to this bias, online voting is vulnerable to manipulations, both in terms of the vote count and electoral fraud.



Furthermore, unpredictable attacks (TLS attack and/or man in the middle attack [100]) can occur due to undetected vulnerabilities of software and hardware. Untrusted client devices (phones, PCs and laptops) can be infected. Any online ballot cast is open to malware attacks that could be used to manipulate vote choices. Online voting introduces the possibility that attackers can somehow obtain voters’ authentication credentials. An online voting system could also be attacked over via penetration of the election server or network. It is difficult to check the accuracy of the votes recorded in the e-election results. Because the ballots are transmitted electronically, there is no way to know that the manipulated message that arrives is identical to the one sent by a voter. Therefore, the security and the risk of changing votes are the most deprecatory obstacles in an electronic voting system. It is impossible to determine the dangers on all devices in advance, especially when there are different voting methods involved. Computer viruses and hardware failures can also interrupt these processes [101]. Currently, there are examples of various programs or groups that have been attacked. These attacks can easily disrupt an online voting network, especially during the operation [11,28]. Furthermore, voting processes are generally not transparent [36]. Voting software used in applications is not accessible to the public. This leads the voter to question the trustability of the software, with the main doubt that it can be manipulated by the people in control of it. Another problem is that, if someone tries to force a voter to vote for a particular candidate, it’s difficult to establish a mechanism to avoid it.



Apart from the above, it is not trivial to establish a mechanism to cross-check the counting and results by independent units. For this purpose, risk limiting audits are proposed to check the accuracy of the election results. Considering the errors found in the results calculated by statistic methods, it is stated that strong evidence is obtained for the incorrect result [102]. Unsuccessful existing practices cause a loss of motivation [103]. Due to these results, trust in electronic voting systems can generally be categorized as weak [104].



Two major e-voting applications, developed in recent years, have also identified major security risks. After the election in 2015, the Virginia Information Technologies Agency (VITA) applied security tests to several parts of their e-voting system. Physical, network, operating system, data and vote tally process were tested. VITA determined that unsafe security protocols and weak passwords were used in the system. Besides, they identified that the attacker would endanger the confidentiality and integrity of the voting data. Because of these problems, it is advised discontinuing the use of the Advanced Voting System [105]. Secondly, the Swiss government has worked for many years on the implementation of the e-voting system in the country. Swiss Post also worked on this issue and eventually opened its applications to everyone for safety tests in 2019, as they believed in the transparency of the applications. International IT experts found a critical error [106], voting manipulation that could not be detected in the shuffle method applied in the Swiss Post application source code [107]. It allows hackers to replace valid votes with fraudulent votes [108,109]. IT Experts noted that codes are not standard. The result of these critical issues the Swiss Government canceled the use of the system until the new appointment.




6.2. RQ2: Can the Blockchain Concept Improve E-Voting Systems?


There have been multiple criticisms of blockchain-based e-voting over the past few years. Some researchers stated that the blockchain system cannot solve e-voting problems and may create new vulnerabilities, such as keeping malware out of voters’ phones and computers. As examples, MIT (Massachusetts Institute of Technology) experts have identified the vulnerability that has occurred in a mobile voting application used during the 2018 mid-term elections in West Virginia [110]. This vulnerability allows hackers to alter votes [98]. It even stated that blockchain can bring other additional vulnerabilities that non-blockchain systems would not suffer from [111,112]. These include security vulnerabilities in smart contracts or 51% attack is a well-known theoretically potential threat for such systems. Furthermore, malicious miners may control transactions in which items are added. Blockchain systems require software infrastructure like other e-voting systems, which are used to add or view voters’ votes in the blockchain. Similar problems arise in these systems as a result of software errors [113,114,115]. This can be cryptographic and configuration errors, infrastructure problems, web or mobile application vulnerabilities [116]. Blockchain can contribute, especially to ensuring confidentiality and following data integrity can be specified as contributions of blockchain systems.




	(i)

	
DDOS attacks are one of the most critical challenges that are faced by the leading experts in cyber-attacks today. If some of the nodes on blockchain networks become offline as a result of the DDoS attack, the system then will continue to operate without any interruption due to its distributed nature. Whenever the nodes are brought back, everything is synced back to ensure consistency, practically making protocol and irrepressible and there would be no risk of data loss. The general architecture of blockchain is designed to avoid single points of failure. Blockchain nodes run independently and simultaneously. Therefore, blockchain provides high availability [44,51,117].




	(ii)

	
Blockchain is considered an immutable ledger for recording transactions and all participants can access the distributed ledger and its immutable records. This immutable transaction will be recorded only once and it is verifiable [14]. Therefore, none of the system participants can either modify or delete these recorded transactions leading to increase integrity and trust.




	(iii)

	
Blockchain-based e-voting provides both transparency and privacy. The participants or independent external observers can approve the voting results that are stored in the blockchain; thus, it can ensure election integrity [51].




	(iv)

	
Blockchain systems promise a cheaper cost in the long run. Installing and operating a secure data storage system in distributed architecture involves high cost and security risks. Blockchain is claimed to be safer and cheaper than standard database applications.




	(v)

	
It provides instant results. In some e-voting methods, votes should be reviewed in various voting areas and then collected in central units. While these processes consume a considerable amount of time, the announcement of the election results may also take longer. By employing e-voting with blockchain, the election results can be safely disclosed in minutes rather than hours [52].




	(vi)

	
After the first voting process, with increased confidence, more voters can participate in elections [52].










6.3. RQ3: What Are the Current Research Trends/Proposed Solutions in Blockchain-Based E-Voting System?


As the first part of the study, we tried to identify the research ideas related to how blockchain concept/technology could be a tool to implement a secure electronic voting system. In the field of blockchain-based e-voting, many e-voting schemes are proposed. The articles that we examined during the process can be categorized into five main groups (Table 4):



(a) General: Many researchers published their conclusive research and pointed out that utilizing smart contracts on a blockchain platform will make a significant contribution to e-voting as it enables cost-efficiency and offers new possibilities to overcome limitations in the scalability of electronic voting systems. After reviewing both existing online voting systems and distributed systems, we have concluded that blockchain technology can be a solution that governments could adopt in order to obtain public voters’ confidence and accountability [41,64,72]. From a practical point of view, in terms of development and exploitation, there are several distinct advantages and disadvantages of using blockchain-based smart contracts on electronic voting systems [79]. Blockchain can be considered as an appropriate solution in supporting complex applications with stringent security, reliability and transparency requirements pertaining in recent research [54,58,71,81]. In the proposed structure of Kshetri et al., firstly, the people authorized to vote are paid money. Then, it is stated that voting can be done by only allowing them to spend once [52]. The difference of the system proposed by Hardwick et al. from other systems proposed is a decentralized plan, allowing voters to change and update their votes during the voting period [47]. It does not offer privacy, consistency and auditability.



In addition to the general advantages of blockchain, some researchers emphasized the importance and benefits of implementing smart contracts [83] on the blockchain-based secure e-voting model [73,91]. They claimed that smart contracts simplify the use of blockchain features with 3rd party solutions and state that coercion is prevented. Na et al. proposed a web-based blockchain-based chat function and a voting system [68]. While chatting, they ensured anonymity and were able to vote at the same time. Furthermore, in some recent studies, the blockchain-based e-voting has been designed in the cloud environment with the increase of cloud-based services [85,86]. It is stated that cloud solutions provide easy access to services, superior service performance and cost advantages.



There are also studies focusing on potential technical or user-related problems due to blockchain integration. As an example, Khan et al. [93] concluded that delayed transactions on the blockchain could occur, if there is an increasing workload on the main node when transactions are simultaneously executed. On the other hand, Johnson [94] pointed out important potential risks of blockchain-based e-voting that are lack of voters’ digital literacy, technical knowledge of voters and scalability of the system.



(b) Currency- and Non-Currency-Based Solutions: After the emergence and persistent use of cryptocurrencies by governments and corporations, people began to realize that one of the underlying innovations of cryptocurrencies could be used for other purposes [26]. Within this context, there are arguments that a bitcoin-based e-voting system [26,48] may allow the voting for candidates while maintaining the privacy of the individual vote. Zhao and Chan’s solution used a zero-knowledge proof cryptography method [26]. In the literature, several Ethereum-based e-voting platforms are widely utilized in the electronic voting systems. Ethereum is the largest and an open-ended platform which runs on the blockchain concept [65,71]. Ether helps to enable smart contracts and distributed applications that need to be built and executed on both private and public networks [57,62,74].



Bartolucci et al. added a circle shuffle technique. However, this technique requires a central control authority. If the trusted authority becomes malicious, the entire voting protocol is destroyed. Deployment of this protocol confirms the de-linking of the electorates and their ballots [61].



Thuy et al. designed the Votereum blockchain voting system. This system is appropriate to be used in a political election because the characteristic of the implementation of voting transactions would ensure voters’ privacy and security. Their system was established to support basic requirements such as robustness, privacy, verifiability and verifiability. However, this system is not capable of confirming receipt-freeness and resisting coercion [90]. Hjalmarsson et al. and Teja et al. concluded that all transactions to the voters and the government can be ensured to be safe, cost-effective and transparent [51,83]. Yavuz et al. developed the Ethereum voting app using a smart contract for the android platform. However, the main disadvantages are that it does not support the robustness and receipt of freeness features [62].



Another blockchain platform that has been adopted within the context of e-voting is Hyperledger [60,76]. Hyperledger is a private and permission-based network. It does not use any cryptocurrency or smart contracts. According to design requirements, a chaincode can be used for both the business processes and tokens. The chaincode is a program slightly different from a smart contract as it handles business logic agreed to by members of networks. It is claimed that more control over the smart contract programming language (chaincode) and restricted access usage may help to improve performance, scalability and privacy in the developed system.



Authors Zhang et al. proposed the voting system that uses the Hyperledger platform to protect end-to-end privacy. Their systems provide detectability and correctability [34]. However, it does not provide verifiability, consistency, fairness and coercion resistance.



Zcash is another public crypto-currency based solution. It distributes transaction data publicly. Zcash ensures data and privacy, unlike Bitcoin. Tarasov and Tewari proposed this solution on the blockchain. It ensures that the election is secure and transparent while providing anonymity in transactions. The underlying protocol has not been modified in any way; the voting protocol merely offers an alternative use case [85]. It should be noted that it is not coercion-resistant [42].



Sun at al. [37] on the other hand put forward Quantum blockchain as an alternative to other systems. They concluded that Quantum Blockchain simplifies electronic voting processes. Because of Quantum binding property of bid commitment and secure communication, voters cannot change submitted ballots and therefore fairness and anonymity are achieved. The main drawback of it is that it does not offer auditability consistency.



Srivastava et al. [54,55] in their article tackled scalability and security problems inherent in the election voting systems using blockchain. Instead of using the standard blockchain protocol, they decided to adopt the phantom protocol, which uses a greedy algorithm and supports large scale transactions. They stated that this method while providing solutions to scalability and security problems, it also provides a fast voting process.



On the other hand, Lai and Wu [57] designed a decentralized and anonymous blockchain-based e-voting system to maximize voters’ confidence in authority or government. They designed the system so that all messages on the Ethereum blockchain and results can be viewed. In this manner, they provided transparency for the electronic voting system.



(c) Privacy: There are arguments proposing that adaptation of the new cryptographic procedures and protocol-based solutions can improve privacy and attain receipt freeness. Two recent studies presented an adaptation of solutions relying on the Chinese Remainder Theorem [96], linkable ring signature and threshold encryption system [82].



There are also other encryption-based solutions such as additively-homomorphic encryption [53,77], ring signature [38,57,119], blind signature [38,92], non-interactive zero-knowledge proofs [84,89], multi-level multi-secret sharing [95] and elliptic curve cryptography [96] to attain privacy and receipt-freeness [78]. Liu and Wang present a blockchain voting scheme without trusted third parties. It provides transparency, verifiability, consistency, auditability and anonymity, but coercion resistance is not provided. The robustness and fairness are the limits [38]. As an example, in 2017, Wang et al. offered a large-scale voting system using the free receipt features, a one-time ring signature and a homomorphic encryption method. They analyzed the security of blockchain-based voting systems by applying smart contract-based Ethereum structure in their systems. They designed to use the homomorphic ElGamal encryption method and ring signature for protecting anonymity. However, their system does not support coercion resistance robustness [46]. Later, Shahzad and Crowcroft [91] proposed a similar framework for building and sealing blocks by using a more effective hybrid technique to secure data. The transaction pair inside the block is sealed with a hash function, while the extra use of hash function increases mathematical complexity.



Finally, Shamir’s method tackles the traceability problem. Shamir’s method is generally a well-accepted approach because it helps to improve traceability and control methods, specifically for voting procedures [56,61]. Such distributed data encryption techniques have been proposed for blockchain systems to increase storage efficiency.



Murtaza et al. offered a blockchain-based e-voting system that guaranteed the anonymity of voters by using Zero-Knowledge Succinct Non-Interactive Argument of Knowledge (zkSNARKs). The system used digital signatures to provide authentication, but not based on any interaction with participants [84].



Chaieb et al. aimed a secure online e-voting protocol based blockchain named Verify-Your- Vote. Their protocol promises eligibility, verifiability, fairness, vote privacy and receipt-freeness. However, this protocol does not support anonymity [92].



(d) The integrity of Data: Integrity is one of the most important criteria to consider. This involves elements such as securing the transfer of data, securing data storage and determining that the voters are the right person. A Distributed Database Management System (DDBMS) has potential advantages over traditional centralized database systems. Unfortunately, there are also disadvantages; classical DDBMS includes additional points of failures on a network between sites. Data replication adds an extra level of complexity to the distributed DBMS. Furthermore, integrity control and security of data are more difficult and database design is more complex. The use of blockchain in the distribution of databases in e-voting systems has shown that it can assist in solving the problem of database manipulation. In some voting systems, researchers proposed authentication based on various information such as national ID cards (ID number [65,109], ID card [59]) or mobile phone [66] in the registration process, along with a password. Unlike these, in others, biometric features of the voter, such as fingerprint, iris and facial characteristics, were suggested to be used for authentication [44,67]. In ID and biometric systems, the voter uses the government’s identity ID Number and biometric information for verification. Therefore, fraudulent voting, problems with uncertain credentials and the same person with a false identity are eliminated. Venkatapur et al. proposed a blockchain based voting system based on Aadhar Verification. This approach ensures transparency and provides a more accurate, transparent and fair election system [59,120,121]. In a recent study, Goa et al. [87] proposed a scheme in order to prevent possible quantum computer attacks. They adapted a code-based public-key cryptographic algorithm. As a result, they concluded that this proposal provides transparency, but it is largely appropriate for small-scale elections.



(e) Consensus: Consensus algorithm is the mechanism that ensures the agreement on data and correct processing of transactions in distributed systems. Luo et al. [11] proposed the DPoS consensus algorithm in the blockchain, which improves the security and efficiency of elections. Ensuring decentralization and justice of the whole process, the election algorithm uses a ring-based consensus algorithm. For example, in 2017, McCorry et al. proposed a self-tallying Internet Voting Protocol based on blockchain. However, this system was planned to support small-scale elections and was experienced in an election that involved 40 applicants, which is an insignificant scale compared to a national election [118]. Voters send encrypted votes to the smart contract using Zero Knowledge Proof to hide their votes and to prove the validity of the vote. The protocol was based on a decentralized two-round protocol, which is called “an open vote network.” It was designed for supporting a small-scale boardroom voting. Additionally, in 2018, Hjálmarsson et al. [51] also proposed a new voting scheme based on blockchain. Their approach is based on private Ethereum blockchain and uses district-based voting. Their schemes use a smart contract to tally the results. The voters can obtain the voting information during the voting as each voter has access to the blockchain. However, the design seems quite appropriate for small-scale countries.



Li et al. [22] presented a new consensus protocol, Proof of Vote (POV), which is mainly used for blockchain. In comparison to Proof of Work (POW), the POV has a low transaction delay time to achieve controllable safety, convergence reliability and process accuracy.



Furthermore, Leonardos et al. [70] improved the PoS consensus mechanism by adding a multiplicative weight algorithm. The addition of a profiling scheme to a distributed network has posed new risks associated with the manipulation of information, such as computational overhead, valid-invalid block and updating scheme.



When selected documents are classified, they are generally determined to protect the privacy of elections. In addition to the different coin-based solutions, different signing methods were also proposed. As a result of the studies, it has been observed that the opportunities provided by blockchain systems in the field of security are prominent in 12 of 63 articles. The number of articles published per country suggests that China and India have reached the highest level in blockchain-based voting (Figure 6). The blockchain-based voting efforts of the world’s most populous countries are remarkable.




6.4. RQ4: Which Blockchain Platforms/Consensus Models Are Used?


Blockchain systems allow the development of blockchain-based applications. Bitcoin, Ethereum, Hyperledger and R3 Corda are the most renowned blockchain frameworks. We tried to find out which systems are mostly preferred for analyzing the details of the selected papers. However, we found that most of the papers containing general definitions and there were insufficient information on the technical implementation details. Many of the studies tackle the overall idea of blockchain-based e-voting and general issues affiliated with it. There seems to be a general consensus on the idea that blockchain can be applied in e-voting systems. However, technical details and implementation proposals are not explicitly stated. Nevertheless, based on the studies considered in the review, the blockchain platform usage distribution can be seen in Figure 7.



The most preferred blockchain platform is Ethereum (24%), with smart contracts. Secondly, Ethereum being an open-source blockchain platform permits a wide range of developers to create and deploy decentralized applications. Ethereum also uses smart contract applications and integration and flexibility qualities, which has been preferred by many developers. Although Bitcoin is only designed to validate money transactions, the Ethereum network offers a wider range of uses with smart contracts. Ethereum can trigger transactions with the criteria included in a smart contract. It performs these transactions at high speed compared to Bitcoin. While examining the blockchain platforms that were used in the previous studies, we also tried to determine which consensus algorithms have been used. However, in most of the proposals, a consensus algorithm was not clearly stated. Only three researchers indicated that the DPoS consensus model was appropriate for e-voting systems [11,22,70] unlike PoW, which consumes a lot of energy and resources [12].




6.5. RQ5: What Are the Future Research Directions for E-Voting with the Blockchain Platforms?


In general, the advantages of blockchain-based e-voting will depend on the implementation of the system. One of the main issues that need to be resolved is the doubt that possible violations of election rules specified in smart contracts or in election results can occur. Anyone who employs either a complete Bitcoin or Ethereum node by a public blockchain, by definition, can access all published data there. A possible solution may be to use a private blockchain. However, in that case, how transparency will be integrated and assured remains to be a problem requiring a solution.



Secondly, it is known that minimal intervention of the central authority is a desirable feature. However, disclosure of the intermittent voting results during the voting process may be regarded as undesirable [58]. To assure no possible intervention is carried out depending on the results, the election results must remain closed until the election process is over. Therefore, time-dependent disclosure mechanisms to guarantee results should be further investigated.



Furthermore, issues due to the blockchain itself remain to be of concern. The most important one is the issue with scalability. For instance, the performance of the system tends to decrease when there is a high rate of execution. This points to the need to further improve the system. As in the case of the transaction problem, in the 2018 elections in Turkey, the election authority [122] declared 59,369,960 voters. At least, it is necessary to have an ability to use ((59.5369.960/8 h)/60 m)/60 s = 2061.46 votes (transaction) per second, with a very rough calculation. Some researchers have proposed the use of the DPoS consensus algorithm by reducing the puzzle-solving difficulties of miners [11,46]. None of the reviewed articles has performed a performance analysis of consensus algorithms. Consensus algorithms that can be used in real applications should be examined in detail, especially the security weaknesses in application and processes should also be examined in detail. In recent years, studies showed that some smart contracts contain vulnerabilities and are facing attacks [123], such as structure attacks (forks [124]), DDoS attacks [125] and double spending [126]. As a result of attacks, it is known that there are monetary losses [125]. As a result of compromising encryption keys, attackers can abuse the entire system. Therefore, the encryption algorithms used in such systems should be very robust.



From the above observations, it can be seen that blockchain operations need to be enriched in terms of scalability, latency, throughput, cost-effectiveness, authentication, privacy and security.





7. Threats to Validity


There are several threats that may arise when conducting a systematic mapping study. For example, not all relevant studies or sources of information may be identified [127]. In order to eliminate this threat, we have identified different search criteria and researched various databases on the topic. We have increased coverage by applying different criteria and logical operators. Using various combinations of keywords, we aimed to find all relevant documents. Although the subject is completely new, most of the research obtained after the exclusion criteria were published in 2018–2019. For this reason, we believe that the missing article review on the subject is too small to affect the findings of our study. A threat in our context is related to unpublished works or associated works that are not available in our selected scientific database. Because the selected databases are well known, the excluded publications do not affect the internal validity. Although we covered the articles according to our selection criteria, it may be argued that a margin of error may still exist because of initial sampling. Therefore, the method for calculating the MOE (margin of error) in systematic literature review studies [128] is used to check for MOE and it is calculated as 7.204%.



External validity refers to the extent the results of the study can be generalized for other situations, people and times [129]. In our systematic review, the data obtained as a result of research questions are thought to reflect general results in terms of current blockchain research and trends. Because the articles contain the results of the most recent 2010–2019 and different research from thirty countries. In addition to these articles, it was examined in articles with opposing views and in different papers obtained by snowballing.




8. Conclusions


This study aims to review and assess the recent literature on blockchain-based voting systems. The paper presents a systematic mapping study that summarizes the current research in e-voting, with blockchain technology. First, information on current e-voting systems, the blockchain concept and its applications are introduced. Then a set of gaps of current e-voting systems, potentials of the blockchain concept to improve e-voting, current solutions for blockchain-based e-voting and potential research directions on blockchain-based e-voting system are identified and discussed.



Many researchers agree that blockchain can be a suitable mechanism for a decentralized e-voting system. In addition, the voting records held in these proposed systems are transparent for all voters and independent viewers. On the other hand, we realized that most papers identified and dealt with similar topics on the blockchain-based e-voting. We grouped these issues into five categories: general, integrity, coin-based, privacy and consensus.



A number of research gaps in e-voting have presented that need to be taken into account for future studies. Scalability attacks, less transparency, use of untrusted systems and coercion resistance may have additional disadvantages and should be resolved. Since the blockchain-based e-voting systems are still required further testing, we are not fully aware of all the risks that are associated with the security and scalability of such systems. Implementing blockchain voting practices can bring unknown security risks and vulnerabilities. Blockchain systems require a more complex design in software and management skills. These critical issues should be discussed in more detail in real voting practices using the previous experience. For this reason, e-voting systems should be applied to small pilot regions first and then its scope should be extended. The internet and voting devices still have many security weaknesses. Performing electronic voting through secure and reliable internet will require significant security advances. Although it may seem like a perfect solution, it was concluded that the blockchain system could not fully solve the problems in the voting system due to weaknesses. This study showed that blockchain systems brought issues that needed more attention and there are still many technical problems. That is why it is important to know that blockchain-based technology is still at an early stage in an e-voting solution.
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Figure 1. A Blockchain voting systems architectural overview [29,30]. 
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Figure 2. The Systematic Mapping Process [40]. 
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Figure 3. Terms that form the search string. 
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Figure 4. Article selection process diagram. 






Figure 4. Article selection process diagram.



[image: Symmetry 12 01328 g004]







[image: Symmetry 12 01328 g005 550] 





Figure 5. Research Publication Trend. 
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Figure 6. Journal article and proceedings papers on the blockchain voting system in the top 5 countries. 
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Figure 7. Blockchain framework usage rate diagram. 
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Table 1. Blockchain network types.
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	Property
	Public
	Private
	Consortium





	Management
	No Centralized Management
	Single organization
	Multiple organization



	Participants
	Permissionless
	Permissioned
	Permissioned



	Centralized
	no
	Yes
	partial



	Efficiency
	Low
	High
	High



	Consensus Determination
	All miners
	Organization participating
	Selected miners



	Transaction duration
	Long
	Short
	Short
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Table 2. The number of Search Results.
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	Databases
	Blockchain
	E-Voting
	Blockchain Ballot





	sciencedirect.com (Future Gen. Comp. Sys, Comp. & Sec., Journal of Network and Comp. App. Procedia Comp. Science)
	317
	462
	80



	arxiv.org
	1178
	56
	7



	ieeexplore.ieee.org (conferences and journals)
	3149
	290
	24



	scitepress.org
	57
	100
	5



	webofscience.com
	4299
	740
	26



	springer.com (journal)
	510
	2123
	2126
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Table 3. Research Articles by Year.
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	Year
	Blockchain





	2015
	[26]



	2016
	



	2017
	[14,38,41,42,43,44,45]



	2018
	[11,34,46,47,48,49,50,51,52,53,54,55,56,57,58,59,60,61,62,63,64,65,66,67,68]



	2019
	[30,37,69,70,71,72,73,74,75,76,77,78,79,80,81,82,83,84,85,86,87,88,89,90,91,92,93,94,95,96]
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Table 4. Research Article Summary Matrix.
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	General
	Coin-Based
	Privacy
	Integrity
	Consensus





	General
	[41,52,63,64,68,72,75,81,85,86,94]
	[37,83,90,93]
	[47,58,73,77]
	[44,49,59,79,91]
	[54]



	Coin-Based
	[37,83,90,93]
	[42,50,62,65,71,74,76]
	[26,34,46,48,51]
	[22,53,57,60,61,66,80,82,89]
	[70,118]



	Privacy
	[47,58,73,77]
	[26,34,46,48,51]
	
	[38,46,56,61,84,87,119]
	[12]



	Integrity
	[44,49,59,79,91]
	[22,53,57,60,61,66,80,82,89]
	[38,46,56,61,84,87,119]
	[14,30,67]
	[92,95]



	Consensus
	[54]
	[70,118]
	[12]
	[92,95]
	[11,22]
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