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Abstract: The rumor-free equilibrium state and rumor-endemic equilibrium state are two symmetric
descriptions of the status of a system. The constant spreading of rumors would affect the smooth
operation of emergency management procedures and cause unnecessary social and economic loss. To
reduce the negative effect of rumor propagation, in this paper, we introduce a compartmental model
of rumor propagation, which considers the rumor refutation of public and information feedback.
By deriving mean-field equations that describe the dynamics of the model, we use analytical and
numerical solutions of these equations to investigate the threshold and dynamics of the model in both
the closed system and open system. The results imply that the initial equilibrium point is not stable
and there exists a rumor-free equilibrium point; in the open system, there exists a threshold beyond
which rumors can spread; the stability of the initial equilibrium point is related to the threshold
R0 = (ϕ*α)/µ, and there exists a rumor-endemic equilibrium point. The development process of
rumor propagation can be divided into four stages: latent period, progressive period, intense period,
and recession period. Under the influence of population, rumor spreading can exceed the threshold
readily because the migration rate µ is usually less than the proportion of ignorants without critical
ability ϕ, and the rumor spreading process in an open system presents a fluctuating development,
the rumor would not disappear in this autonomous system. Based on the analysis, we propose some
measures, such as providing open and efficient information queries and exchange platforms, etc.

Keywords: rumor propagation; emergency management; control strategies; information feedback;
critical consciousness

1. Introduction

A rumor about iodized salt that can protect against radiation has spread rapidly
throughout China since the Fukushima nuclear power plant exploded after Japan’s earth-
quake occurred on 11 March 2011. The rumor triggered a panic purchase behavior of
iodized salt. Large crowds doubted the rumor refutation information and persisted in
buying salt, leading to social and economic chaos. Due to the suddenness, urgency, high
uncertainty, and destructiveness of an emergent event (such as an earthquake), if the com-
prehensive and accurate information cannot be timely spread to people, the formation and
propagation of rumors can be caused. In emergency management, the process of rumor
propagation is also a process of negative emotion diffusion. Rumors can mislead people to
make irrational behaviors, hinder the smooth progress of emergency management, and
expand the losses triggered by the emergent events. As a consequence, rumor spreading
control is a crucial issue in emergency management.

An army of scholars investigated the rules of rumor propagation by constructing prop-
agation models from different dimensions, among which the Maki and Thomson (DK) [1]
model and the Maki and Thomson (MT) [2] model are two classical rumor propagation
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models. In these classical models, people are subdivided into three groups: ignorants,
spreaders, and stiflers. The ignorants refer to people who are not aware of rumor informa-
tion, the spreaders refer to people who are spreading rumor information, and the stiflers
refer to people who have heard the rumor but do not propagate it anymore. The transfor-
mation mechanism between different groups is as follows: the spreader–ignorant contact
will convert the ignorant into the spreader, spreader–spreader contact will convert both
spreaders into stiflers since both spreaders lose interest in spreading rumor information,
and spreader–stifler contact will stifle the spreader. The MT model differs from the DK
model in the termination mechanism of rumor spreading, namely, when a spreader and
another spreader contact in the MT model, only the initial spreader becomes the stifler.

A series of modified rumor propagation models have been developed based on
the classical models mentioned above. On the one hand, some researchers focused on
the fundamental processes involved in rumor propagation. They introduced the social
reinforcement mechanism [3], hesitation mechanism [4], etc. It’s worth noting that time
delay [5–7] may also influence rumor propagation. Huo et al. [8] believed that when the
spreader contacts the ignorant, the ignorant individual first experiences an incubation
period before turning into a spreader. Time delay not only affects the crowds, but also
expert intervention and government policy [9], the effect of delay made an important
contribution to the stability of the system. Moreover, some researchers redefined and
redivided the groups in the rumor propagation model. Wang et al. [10] argued that there
are rationals who can verify the rumor in the initial state of the rumor spreading system.
With the exception of rationals, the incubators and wise individuals were introduced by
Huo et al. [3,8]; the counterattack group was introduced by Zan et al. [11]; the exposed
individuals by Xia et al. [12]. In addition, considering the rumor propagation system
has close contact with the outside world, some scholars take the population migration
into account [6,7,13]. They first assumed that the rumor propagation system has constant
immigration and emigration, then studied the impact of other influencing factors, such as
delayed on the rumor spreading and aimed to figure out the stability of the equilibrium
point and the final condition of rumor spreading.

On the other hand, many scholars explored the rumor propagation model from the
perspective of individuals and the rumor itself. Huo et al. [14] reckoned that the transmis-
sion rate of ignorant to the spreader is affected by psychological effects in the context of
emergencies. In addition, the forgetting mechanism and the remembering mechanism of
crowds were considered [4,15–17]. Wang et al. [18] claimed that whether the ignorants
trust the spreaders or not determines the conversion rate of ignorants into spreaders after
the contact of spreaders and ignorants. Moreover, the transmission rate is higher when the
spreaders are credible. Similarly, Qiu et al. [19] found that a spreader with a high reputation
can promote the spread of rumors. Furthermore, the education rate is a significant factor
that may affect rumor propagation. Afassinou [20] built the Spreader, Educated Ignorant,
Non-educated Ignorant, Stiflers (SEIR) rumor spreading model, and explored the impact of
the education rate on rumor propagation. In this rumor propagation model, ignorants were
distinguished by educated ignorants and non-educated ignorants. The educated ignorants
have a lower probability of becoming spreaders and a higher probability of becoming
stiflers after contacting the spreaders. Nevertheless, the uneducated ignorants have a
higher probability of turning into spreaders and a lower probability of turning into stiflers
after contacting spreaders. Additionally, in a like manner, Hui et al. [21] concluded that the
higher-educators class is more likely to be immune to rumors with a higher probability
and the lower-educators class is more inclined to accept and spread the rumors. With the
development of information science, rumors have altered their spread mode to Online
Social Networks (OSNs); hence, Hosni et al. [22] investigated the effect of OSN addiction
on rumor propagation. They found that addicted individuals may accelerate the dissemi-
nation under specific conditions. As for the rumor itself, Chen et al. [23] suggested that
rumor credibility and the correlation between rumor and people’s lives will influence the
dissemination of rumors. The higher the credibility of a rumor is, the larger the final scale of



Symmetry 2021, 13, 1694 3 of 19

rumor spreading is, and the rumor propagation speed and spreading scale are proportional
to the relevance between a rumor and people’s lives. Xia et al. [12] maintained that when
rumors had high attractiveness, the exposed individuals would decide to spread rumors
and become the spreader; when the rumor was fuzzy, spreaders would cease spreading
rumors and transform into exposed individuals; when the fuzziness of rumors was low, the
spreaders would lose interest in spreading rumors and transform into stiflers. Moreover,
when it comes to eradicating rumors, rumor intensity will contribute to the identification of
the stop condition for anti-rumor propagation and the initial spreaders of anti-rumors [24].

Typically, numerous scholars investigated the relationship between rumor spreading
and emergency management as well as developed the corresponding interplay model.
Zhang et al. [25] found that rumor spreading has the effect of restricting the rapid expansion
of the impact of emergencies. Huo et al. [26] stated that in emergencies, the official
responses to emergencies produce positive social utility, while the negative social utility
brought by the spread of rumors weaken the positive social utility. The authorities can
take actions to control the spread of rumors to downplay negative social utility. However,
if the emergency response is not enough to achieve the expected effect of the public,
the negative social utility will be maximized. Zhao et al. [27] stated that the authorities
can control the situation by using trusted media outlets with high audience ratings to
disseminate information.

Existing research mainly focused on the definition, causes, influencing factors, and
the final spreading state, but neglected to give a reasonable description of the develop-
ment process of rumors. In addition, though some works of literature considered the
educational level of individuals [3,21,22], an individual’s ability to resist rumor spreading
is not fully considered. People’s critical ability to refute rumors does not just pertain to
theoretical knowledge acquired through education, but also many other factors, such as
conscious behavior [3]. Individuals with critical ability can obtain the evidence of false
rumor information through effective ways (i.e., rumor refutation information) and can
further suppress the rumor propagation through effective feedback and rumor refutation
information. Furthermore, in the era of the internet, people are connected under one virtual
society, people on the network migrate frequently, namely, people can easily participate in
a discussion of a topic, as conduct the spreading of rumors. Hence, the impact of popu-
lation migration on rumor propagation should be comprehensively analyzed. However,
in the very few studies that incorporate population migration, in most cases, population
migration is served as a prerequisite to study the influence of other influencing factors on
the spread of rumors. However, the influence of population migration on rumor spreading
has not been studied in depth. Based on the above analysis, this paper establishes a new
compartmental model of rumor propagation, and the main contributions of this paper can
be summarized as follows:

(1) The rumor refutation mechanism and information feedback mechanism are consid-
ered. The groups in the rumor propagation system are redivided and redefined, a
new kind of people—the skeptic is introduced into the model, and the stiflers are
divided into stiflers who believe the rumor and stiflers who do not believe the rumor.

(2) The rumor propagation model is analyzed in both the closed system and open system,
and the development process of rumor spreading is comprehensively described, and
the general rules of rumor propagation under the influence of population migration
are studied.

(3) Multiple influencing factors besides effective feedback mechanisms are comprehen-
sively considered in this paper.

The rest of the article is structured as follows: In Section 2, the rumor propagation
model in a closed system and an open system are established, the group division in the
rumor propagation model and the behavior law of each group are analyzed, the mean-field
equations are established. In Section 3, the general rules of rumor propagation and the
rumor propagation laws under different influencing factors of a closed system are analyzed
through the data obtained numerically. In Section 4, the general rules of rumor propagation
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and the rumor propagation laws under different influencing factors of an open system were
analyzed through the data obtained numerically. Finally, Section 5 summarizes the paper.

2. Rumor Propagation Models Considering Rumor Refutation and
Information Feedback

From the perspective of managing the public sentiment crisis in emergency manage-
ment, the population in the rumor propagation system was subdivided into five groups in
accordance with the rumor propagation process: ignorants (X), spreaders (Y), skeptics (W),
stiflers who believed the rumor (Z1), and stiflers who did not believe the rumor (Z2). In
emergency management, public panic is easily caused by rumor spreading. The negative
impact scale of rumors can be described as the proportion of stiflers who believe the rumor
at the equilibrium state of rumor spreading. Then, ignorants were divided into two groups
on the ground of whether they possess critical ability: ignorants with critical ability and
ignorants without critical ability. Additionally, the proportion between the two groups
was constant in the initial state of a specific rumor spreading model. Different ignorants
had diverse behavioral responses to rumors. Ignorants with critical ability could not eas-
ily accept rumors and would become skeptics after contacting the spreaders. However,
ignorants without critical ability accepted rumors readily and became spreaders after
contacting the spreaders. Skeptics did not spread rumor information and actively obtained
the refutation information. If refutation information was not available, skeptics became
stiflers who believed the rumor; if refutation information was available, skeptics became
stiflers who did not believe the rumor. When spreaders contacted other spreaders or stiflers
who believed the rumor, they found that the rumor information was obsolete and stopped
spreading the rumor information, and became stiflers who believed the rumor. While
spreaders contacted stiflers who did not believe the rumor, the latter would persuade the
spreaders to become stiflers who did not believe the rumor under the effective rumor
refutation information feedback. Lastly, in terms of the method of Maki [2], it was thought
that a rumor propagated when a spreader directly contacted others [28]. Additionally, each
spreader completed a random contact process within a time step, and the skeptic took at
least a time step to obtain the refutation information.

2.1. Rumour Propagation Model XYWZ1Z2-C in a Closed System

In this part, a closed rumor propagation system which has no population immigration
and emigration was considered. Additionally, the rumor propagation model XYWZ1Z2-C
in a closed system was established, as shown in Figure 1.

Figure 1. Rumor propagation model XYWZ1Z2-C in a closed system considering rumor refutation
information feedback mechanism.
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According to the mean-field theory, the mean-field equations of the rumor propagation
model XYWZ1Z2-C in a closed system were derived as follows:

dX
dt = −α ∗ X ∗ Y

N ,
dY
dt = ϕ ∗ α ∗ X ∗ Y

N − δ ∗ Y ∗ (Y + Z1)
N − λ ∗ Y ∗ Z2

N ,
dW
dt = (1− ϕ) ∗ α ∗ X ∗ Y

N − η ∗W,
dZ1
dt = δ ∗ Y ∗ (Y + Z1)

N + θ ∗ η ∗W,
dZ2
dt = (1− θ) ∗ η ∗W + λ ∗ Y ∗ Z2

N .

(1)

The parameters in the mean-field equations of rumor propagation were defined as
follows: N refers to the total population in the rumor propagation system; X, Y, W, Z1, and
Z2, respectively, represent the population of ignorants, spreaders, skeptics, stiflers who
believe the rumor, and stiflers who do not believe the rumor; ϕ denotes the proportion
of ignorants without critical ability in all ignorants; (1 − ϕ) represents the proportion
of ignorants with critical ability in all ignorants; α refers to the conversion rate of the
ignorants into the spreaders or the skeptics when the ignorants contact the spreaders; δ
is the conversion rate of the first spreader into the stifler who believes the rumor when
the spreader contacts other spreaders or stiflers who believe the rumor; η is the rate of
the skeptics change into stiflers who believe the rumor or stiflers who do not believe the
rumor, which is related to the importance of rumor information identification; θ represents
the ratio of the conversion rate of the skeptics into stiflers who believe the rumor to the
total conversion rate of the skeptics; (1 − θ) represents the ratio of the conversion rate of
the skeptics into stiflers who do not believe the rumor to the total conversion rate of the
skeptics, which is related to rumor discrimination capability; λ is the conversion rate of the
spreaders into stiflers who do not believe the rumor when contacting the stiflers who do
not believe the rumor, which indicates the intensity of the rumor refutation information
feedback mechanism.

Let x = X/N, y = Y/N, w = W/N, z1 = Z1/N, z2 = Z2/N, and x, y, w, z1, z2, respectively,
represent the population density of ignorants, spreaders, skeptics, stiflers who believe the
rumor, and stiflers who do not believe the rumor in the rumor dissemination system. Then,
Equation (1) can be expressed as:

dx
dt = −α ∗ x ∗ y,
dy
dt = ϕ ∗ α ∗ x ∗ y− δ ∗ y ∗ (y + z1)− λ ∗ y ∗ z2,
dw
dt = (1− ϕ) ∗ α ∗ x ∗ y− η ∗ w,
dz1
dt = δ ∗ y ∗ (y + z1) + θ ∗ η ∗ w,

dz2
dt = (1− θ) ∗ η ∗ w + λ ∗ y ∗ z2.

(2)

Equation (2) should satisfy the constraint condition: x + y + w + z1 + z2 = 1. To obtain
the equilibrium point of Equation (2), the right side of Equation (2) should be equal to zero
according to the definition of the equilibrium point of the differential equation, that is:

dx
dt = f1(x, y, w, z1, z2) = −α ∗ x ∗ y = 0,
dy
dt = f2(x, y, w, z1, z2) = ϕ ∗ α ∗ x ∗ y− δ ∗ y ∗ (y + z1)− λ ∗ y ∗ z2 = 0,
dw
dt = f3(x, y, w, z1, z2) = (1− ϕ) ∗ α ∗ x ∗ y− η ∗ w = 0,
dz1
dt = f4(x, y, w, z1, z2) = δ ∗ y ∗ (y + z1) + θ ∗ η ∗ w = 0,

dz2
dt = f5(x, y, w, z1, z2) = (1− θ) ∗ η ∗ w + λ ∗ y ∗ z2 = 0.

(3)
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By solving Equation (3), we can obtain:
x = x∗

y = 0,
w = 0,
z1 = z1∗

z2 = z2∗.

(4)

where x*, z1*, z2* are positive values satisfying the constraint condition x* + z1* + z2* = 1.
According to Equation (2), the dissemination and developing process of the rumor spread-
ing system has no concern with the independent variable, i.e., time parameter. Thus, the
rumor spreading system is autonomous, and the rumor spreading process is deterministic.
When a spreader appears in the system, the rumor spreading process starts and eventually
reaches the equilibrium state. At the equilibrium point, y = 0, w = 0, namely, there are no
spreaders and skeptics in the system. Therefore, the system finally reaches the rumor-free
equilibrium state, corresponding to the rumor-free equilibrium point E*= (x*, 0, 0, z1*, z2*).

The system is in the initial equilibrium state when there is no spreader in the system,
where x* = 1, z1* = 0, z2* = 0. Let the equilibrium point corresponding to this equilibrium
state be the initial equilibrium point E0= (1,0,0,0,0). Subsequently, the Jacobian matrix of
Equation (2) was established to analyze the stability of the initial equilibrium point

J =

∣∣∣∣∣∣∣∣∣∣

−α ∗ y −α ∗ x 0 0 0
ϕ ∗ α ∗ y a22 0 −δ ∗ y −λ ∗ y

(1− ϕ) ∗ α ∗ y (1− ϕ) ∗ α ∗ x −η 0 0
0 2 ∗ δ ∗ y + δ ∗ z1 θ ∗ η δ ∗ y 0
0 λ ∗ z2 (1− θ) ∗ η 0 λ ∗ y

∣∣∣∣∣∣∣∣∣∣
where a22 = ϕ ∗ α ∗ x− 2 ∗ δ ∗ y− δ ∗ z1− λ ∗ z2.

The Jacobian matrix of the system at the initial equilibrium point E0 = (1,0,0,0,0) is:

J0 =

∣∣∣∣∣∣∣∣∣∣

0 −α 0 0 0
0 ϕ ∗ α 0 0 0
0 (1− ϕ) ∗ α −η 0 0
0 0 θ ∗ η 0 0
0 0 (1− θ) ∗ η 0 0

∣∣∣∣∣∣∣∣∣∣
The characteristic equation is:

|J0 − ν ∗ I| =

∣∣∣∣∣∣∣∣∣∣

−ν −α 0 0 0
0 ϕ ∗ α− ν 0 0 0
0 (1− ϕ) ∗ α −η − ν 0 0
0 0 θ ∗ η −ν 0
0 0 (1− θ) ∗ η 0 −ν

∣∣∣∣∣∣∣∣∣∣
= −1 ∗ v3 ∗ (ν + η) ∗ (ν− ϕ ∗ α) = 0.

In the above characteristic equation, there is a characteristic root (ϕ*α), which is a
positive real part. Consequently, the system is unstable at the initial equilibrium point E0.
When being disturbed at the initial equilibrium point, the system is far away from the
equilibrium state until there is no spreader or skeptic in the system. In other words, the
rumor spreading ends, and the system reaches a new equilibrium state. We can imply that
the closed rumor propagation model XYWZ1Z2-C does not have critical point leading to
rumor propagation. Provided that a spreader appears in the system, it will inevitably lead
to the spread of rumors in a certain range; thus, yielding some negative effects.
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2.2. Rumor Propagation Model XYWZ1Z2-O in an Open System

With the advent of OSNs, people are connected under one virtual society [24]. On
a practical level, the rumor propagation system has close contact with the outside world.
Hence, the population in each group could have changed. Therefore, there was a stable
immigration rate and emigration rate in the rumor propagation system [6]. Then, an open
system rumor spreading model XYWZ1Z2-O was established, as shown in Figure 2.

Figure 2. Rumor propagation model XYWZ1Z2-O in an open system considering rumor refutation
information feedback mechanism.

The rumor spreading law of XYWZ1Z2-O can be expressed by mean-field equations
as follows: 

dX
dt = κ ∗ Nt − α ∗ X ∗ Y

N − µ ∗ X,
dY
dt = ϕ ∗ α ∗ X ∗ Y

N − δ ∗ Y ∗ (Y + Z1)
N − λ ∗ Y ∗ Z2

N − µ ∗Y,
dW
dt = (1− ϕ) ∗ α ∗ X ∗ Y

N − η ∗W − µ ∗W,
dZ1
dt = δ ∗ Y ∗ (Y + Z1)

N + θ ∗ η ∗W − µ ∗ Z1,
dZ2
dt = (1− θ) ∗ η ∗W + λ ∗ Y ∗ Z2

N − µ ∗ Z2.

(5)

Equation (5) follow the parameter definition in Equation (2), and the new parameters
are defined as follows: Nt refers to the total population of the system at the t time step;
κ represents the immigration rate of the rumor propagation system, and µ represents the
emigration rate of the rumor propagation system. To simplify the rumor spreading model,
we assumed that the immigration rate was equal to the emigration rate [6–8,13], namely,
κ = µ. From Equation (5), the total population of the rumor propagation system did not
change over time, that is Nt = N. Let x = X/N, y = Y/N, w = W/N, z1 = Z1/N, z2 = Z2/N,
and x, y, w, z1, z2, respectively, represent the population density of ignorants, spreaders,
skeptics, stiflers who believe the rumor, and stiflers who do not believe the rumor in the
rumor spreading system. Given that τ = µt, α0 = α/µ, δ0 = δ/µ, λ0 = λ/µ, η0 = η/µ, then
Equation (5) can be transformed into:

dx
dτ = 1− α0 ∗ x ∗ y− x,
dy
dτ = ϕ ∗ α0 ∗ x ∗ y− δ0 ∗ y ∗ (y + z1)− λ0 ∗ y ∗ z2− y,
dw
dτ = (1− ϕ) ∗ α0 ∗ x ∗ y− η0 ∗ w− w,
dz1
dτ = δ0 ∗ y ∗ (y + z1) + θ ∗ η0 ∗ w− z1,
dz2
dτ = (1− θ) ∗ η0 ∗ w + λ0 ∗ y ∗ z2− z2.

(6)
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To attain the equilibrium point of the system, let the right side of Equation (6) be equal
to zero, and Equation (7) is obtained:

dx
dτ = f1(x, y, w, z1, z2) = 1− α0 ∗ x ∗ y− x = 0,
dy
dτ = f2(x, y, w, z1, z2) = ϕ ∗ α0 ∗ x ∗ y− δ0 ∗ y ∗ (y + z1)− λ0 ∗ y ∗ z2− y = 0,
dw
dτ = f3(x, y, w, z1, z2) = (1− ϕ) ∗ α0 ∗ x ∗ y− η0 ∗ w− w = 0,
dz1
dτ = f4(x, y, w, z1, z2) = δ0 ∗ y ∗ (y + z1) + θ ∗ η0 ∗ w− z1 = 0,
dz2
dτ = f5(x, y, w, z1, z2) = (1− θ) ∗ η0 ∗ w + λ0 ∗ y ∗ z2− z2 = 0.

(7)

From the first equation of Equation (7), we can obtain:

x =
1

α0 ∗ y + 1
. (8)

Inserting Equation (8) into the third equation of Equation (7), we can obtain:

w =
(1− ϕ) ∗ α0 ∗ y

(η0 + 1) ∗ (α0 ∗ y + 1)
. (9)

Inserting Equations (8) and (9) into the fourth equation of Equation (7), we can obtain:

z1 =
δ0 ∗ y ∗ y
1− δ0 ∗ y

+
θ ∗ η0

1− δ0 ∗ y
∗ (1− ϕ) ∗ α0 ∗ y
(η0 + 1) ∗ (α0 ∗ y + 1)

. (10)

Inserting Equations (8)–(10) into the second equation of Equation (7), we can obtain:

y ∗ (a ∗ y2 + b ∗ y + c) = 0. (11)

And: {
a = λ0 ∗ α0 ∗

(
1 + δ0) = λ ∗ α ∗ (µ + δ)

µ∗µ∗µ ,

c = ϕ ∗ α0 − 1 = ϕ∗α − µ
µ .

(12)

Equation (11) has a constant zero solution, corresponding to the rumor-free propaga-
tion equilibrium point EF= (1, 0, 0, 0, 0). According to Equation (12), it was found that a > 0;
when ϕ > µ/α, c < 0, a positive solution was added for Equation (11), corresponding to the
rumor propagation equilibrium point EE= (xE, yE, wE, z1E, z2E). Given that R0= (ϕ*α)/µ, if
R0 > 1, the system had a rumor-free equilibrium point and a rumor-endemic equilibrium
point; if R0 ≤ 1, the system only had a rumor-free equilibrium point and did not have a
rumor-endemic equilibrium point.

The rumor-free equilibrium point EF took the same value as the initial equilibrium
point E0= (1,0,0,0,0). The stability of the system at the initial equilibrium point was analyzed
below, and at the outset, the Jacobian matrix of Equation (6) was obtained:

J =

∣∣∣∣∣∣∣∣∣∣

−α0 ∗ y− 1 −α0 ∗ x 0 0 0
ϕ ∗ α0 ∗ y a22 0 −δ0 ∗ y −λ0 ∗ y

(1− ϕ) ∗ α0 ∗ y (1− ϕ) ∗ α0 ∗ x −η0 − 1 0 0
0 2 ∗ δ0 ∗ y + δ0 ∗ z1 θ ∗ η0 δ0 ∗ y− 1 0
0 λ0 ∗ z2 (1− θ) ∗ η0 0 λ0 ∗ y− 1

∣∣∣∣∣∣∣∣∣∣
where a22 = ϕ ∗ α0 ∗ x− 2 ∗ δ0 ∗ y− δ0 ∗ z1− λ0 ∗ z2− 1.
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After solving the Jacobian matrix of Equation (6) at the initial equilibrium point E0, J0
was obtained as follows:

J0 =

∣∣∣∣∣∣∣∣∣∣

−1 −α0 0 0 0
0 ϕ ∗ α0 − 1 0 0 0
0 (1− ϕ) ∗ α0 −η0 − 1 0 0
0 0 θ ∗ η0 −1 0
0 0 (1− θ) ∗ η0 0 −1

∣∣∣∣∣∣∣∣∣∣
Then, the characteristic equation was obtained:

|J0 − ν ∗ I| =

∣∣∣∣∣∣∣∣∣∣

−1− ν −α0 0 0 0
0 ϕ ∗ α0 − 1− ν 0 0 0
0 (1− ϕ) ∗ α0 −η0 − 1− ν 0 0
0 0 θ ∗ η0 −1− ν 0
0 0 (1− θ) ∗ η0 0 −1− ν

∣∣∣∣∣∣∣∣∣∣
= −1 ∗ (v + 1)3 ∗

(
ν + η0 + 1

)
∗
(
ν− ϕ ∗ α0 + 1

)
= 0.

It was simple to figure out that the characteristic roots of the characteristic equation
were −1, −1, −1, (−1 − η0), (−1 + ϕ*α0), i.e., −1, −1, −1, (−1 − η/µ), (−1 + ϕ*α/µ). If
ϕ > µ/α, i.e., R0 > 1, all characteristic roots had strictly negative real parts, and the system
was asymptotically stable at the initial equilibrium point E0. Since a spreader appeared in
the system, the system deviated from the equilibrium state and, subsequently, returned to
the initial equilibrium state. If ϕ≤ µ/α, i.e., R0 ≤ 1, the characteristic root had a positive real
part; accordingly, the system was unstable at the initial equilibrium point E0. The system
was far from the equilibrium state after the spreader appeared in the system. Therefore, if
the proportion of ignorants without critical ability in the rumor spreading system was less
than a certain value, the system could not reach the threshold point R0 of rumor spreading,
and rumors could not continue to spread and yield continuous negative influence.

3. Analysis of Rumor Propagation Rules in a Closed System

The development process of rumor propagation was related to multiple influencing
factors in line with the rumor propagation model. The rumor propagation under gen-
eral circumstances and the impact of changing in a single influencing factor on rumor
propagation were analyzed below.

3.1. Analysis of the General Rules of Rumor Propagation in a Closed System

Given that the total population in the closed rumor spreading system was N = 106,
when a spreader appeared in the system at the initial state of rumor spreading, i.e., Y = 1,
and X = N − 1≈ 106, W = 0, Z1 = 0, Z2 = 0. To analyze the general rules of rumor spreading
in the closed rumor spreading system, the optimized parameters in Equation (1) were set
(see Table 1). The four-order Runge–Kutta method [17,29] was used to solve Equation (1).
The value of each group in each time step was recorded, and the developing trend of group
density over time was plotted (see Figure 3).

Table 1. Parameter set for rumor propagation general rules analysis.

ϕ α δ η θ λ

0.5 0.2 0.2 0.1 0.5 0.2

As illustrated in Figure 3, when a rumor spreader appeared in the system, the rumor
propagated rapidly after an incubation period, then entered the stage of intense rumors
spreading, and, afterward, entered the recession period. Ultimately, when the spreaders
and skeptics in the rumor spreading system decreased to 0, the rumor spreading was
terminated, and the system reached the rumor-free equilibrium state. The development
process of rumor dissemination can be divided into four stages: latent period, progressive
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period, intense period, and recession period. In the latent period, the ignorants came into
contact with rumor information at a low rate, and the changes in each group were not
obvious. In the progressive period, the ignorants accessed rumors at a faster rate and
turned into spreaders or skeptics, and a significant trend of change could be observed in
groups. In the intense period, the number of spreaders and skeptics reached a peak value,
and the ignorant contacted with rumor information at a higher rate. In the recession period,
the number of spreaders and skeptics gradually reduced and the speed of ignorant contact
with rumors decreased. Finally, only ignorants, stiflers who believed the rumor and stiflers
who did not believe the rumor existed in the system. The population density of stiflers
who believed the rumor in the system could be employed to indicate the negative influence
scale of rumor spreading. The decreased quantity of the population density of the ignorant,
which was equal to the sum of the population density of stiflers who believed the rumor
and stiflers who did not believe the rumor, could be utilized to evaluate the scope of rumor
spreading. Additionally, rumor spreading control measures were primarily used to reduce
the negative impact of the spread of rumors. Typically, the rumor propagation system
shows the characteristic of symmetry, namely, the system is in the rumor-free equilibrium
state in the initial stages, but the system is unstable at the initial equilibrium point. When
rumors started to spread, the system would be far away from the equilibrium state, but,
finally, the system reached a new equilibrium state. Additionally, if a spreader appeared
in the system, the system would change to the rumor-endemic equilibrium state. The
initial and final states of the system were the same. Moreover, the group density curves of
spreaders also showed the same characteristic.

Figure 3. Group density curves for rumor propagation in a closed system XYWZ1Z2-C.

3.2. Impact of Ignorant with Critical Ability on Rumor Propagation

The proportion of the ignorant without critical ability was changed, i.e., ϕ = 0.9, 0.7,
0.5, 0.3, respectively; then the proportion of ignorant with a critical ability (1− ϕ) was set as
0.1, 0.3, 0.5, 0.7, respectively, and the values of other parameters were listed in Table 1. The
group density curves of ignorants, spreaders, skeptics, stiflers who believed the rumor, and
stiflers who did not believe the rumor were plotted under different values, as displayed
in Figure 4.

As shown in Figure 4, the proportion of ignorant with critical ability (1-ϕ) increased as
ϕ decreased. It could be concluded that: (1) when the rumor spreading ended, the reduced
quantity in the population density of ignorants decreased, namely, the scale of rumor
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spreading narrowed down; (2) the peak of the population density of ignorants decreased,
namely, the intensity of rumor propagation decayed; (3) the peak value of the skeptics’
population density showed a trend of the first rose after declined, which was beneficial for
identifying rumor information; (4) the duration of rumor spreading prolonged, and the
process of rumor spreading gradually changed into the identification of rumor information;
(5) when the spread of rumors ended, the population density of stiflers who believe the
rumor decreased, namely, the negative influence of rumor spreading declined; (6) when
rumor propagation ended, the population density of stiflers who did not believe the rumor
first increased and then diminished, which was conducive to exert the function of the
rumor refutation mechanism.

Figure 4. Group density curves with ϕ = 0.9, 0.7, 0.5, 0.3 for (a) X; (b) Y; (c) W; (d) Z1; (e) Z2. Note: The solid line was used
for ϕ = 0.9, the dashed line for ϕ = 0.7, the dotted line for ϕ = 0.5, and the dash-dotted line for ϕ = 0.3.

3.3. Impact of Rumor Refutation Mechanism on Rumor Propagation

The strength of the rumor refutation mechanism was changed as λ = 0.05, 0.1, 0.2, and
0.4, respectively. The greater the value of λ, the stronger the feedback mechanism of stiflers
who did not believe the rumor. To more profoundly perceive the impact of the strength
of the rumor refutation mechanism on rumor propagation, the rumor propagation model
described by Equation (1) was simulated. The optimized parameters were ϕ = 0.2, α = 0.2,
δ = 0.2, η = 0.1, and θ = 0.5. The density curves of each group at different values of λ are
displayed in Figure 5.

As illustrated in Figure 5, as the rumor refutation mechanism strengthened: (1) at the
end of rumor propagation, the proportion in the density of ignorants diminished, indicating
that the scale of rumor propagation shrank; (2) the peak of the spreaders and the rumor
spreading intensity decreased; (3) the peak of skeptics gradually decreased, indicating
that the demand for rumor identification to control rumor propagation decreased; (4) the
duration of rumor spreading shortened, which was beneficial in controlling the spread of
rumors; (5) at the end of rumor spreading, the population density of stiflers who believed
the rumor decreased, that is to say, the negative impact of rumor spreading decays; (6)
at the end of rumor spreading, the population density of stiflers who did not believe the
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rumor decreased. In other words, the number of stiflers who did not believe the rumor
needed to control rumor spreading was reduced.

Figure 5. Group density curves with λ = 0.05, 0.1, 0.2, 0.4 for (a) X; (b) Y; (c) W; (d) Z1; (e) Z2. Note: the solid line was used
for λ = 0.05, the dashed line for λ = 0.1 the dotted line for λ = 0.2, and the dash-dotted line for λ = 0.4.

3.4. Impact of the Importance of Identifying Rumor on Rumor Propagation

The identification of various rumors was of different importance. Individuals tended
to be more cautious about rumors with higher identification importance, which increased
the time required to identify rumors. Parameter η could be used to distinguish rumor
information with different identifying importance. The larger the η value, the less important
the identification of rumors. To apparently present the importance of rumor identification
on rumor propagation, the numerical simulation was conducted, the optimized parameters
were ϕ = 0.2, α = 0.2, δ = 0.2, θ = 0.5, λ = 0.2. Considering different identification importance
of the rumor information, η was set to be 0.01, 0.1, 0.99, respectively. The corresponding
group density curves are displayed in Figure 6.

Based on the above η values, the rumor information was split into a rumor with an
extremely high identification importance (η = 0.01), a rumor with a high identification
importance (η = 0.1), and a rumor with a low identification importance (η = 0.99). As shown
in Figure 6, with the increase in η, the identification importance of rumors decreased. More-
over, it could be concluded that: (1) at the end of the rumor propagation, the reduction in
the group density of the ignorants decreased, indicating that the scale of rumor propagation
shrank; (2) the peak of the spreaders decreased gradually; that is, the intensity of the rumor
spreading decreased; (3) the peak of skeptics decreased gradually; that is, the pressure on
the demand for true information gradually relieved; (4) the duration of rumor spreading
shortened; that is, rumor spreading tended to subside; (5) when rumor propagation ended,
the density of stiflers who believed the rumor decreased; that is, the negative impact of
rumor spreading reduced; (6) at the end of rumor spreading, the density of stiflers who did
not believe the rumor decreased, namely, the number of stiflers who did not believe the
rumor required to control the spread of rumors was reduced; (7) if the situation of rumor
information was within the range of a higher identification importance, the importance of
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identifying rumors had a greater impact on the rumor propagation process. On the contrary,
the influence became smaller gradually while the rumor information was in the range of
lower identification importance. Consequently, in emergency management, priority should
be given to identifying rumor information in a range of higher identification importance,
thereby enhancing the effect of rumor control management.

Figure 6. Group density curves with η = 0.01, 0.1, 0.99 for (a) X; (b) Y; (c) W; (d) Z1; (e) Z2. Note: solid line was used for
η = 0.01; dashed line for η = 0.1; dotted line for η = 0.99.

3.5. Impact of Skeptics’ Ability to Identify Rumors on Rumor Propagation

Skeptics actively obtained evidence of falsifying rumor information, namely, that
rumor refutation information. If skeptics could not obtain the refutation information over
an expected period, they would abandon the attempt to attain refutation information.
Consequently, skeptics were converted into stiflers who believed the rumor. On the
contrary, if skeptics could obtain refutation information in the expected time, they turned
into stiflers who did not believe the rumor. The possibility of the skeptics obtaining the
refutation information indicated the skeptics’ capacity to identify rumors. The smaller
the parameter θ, the larger the (1 − θ), the higher the skeptics’ ability to identify rumors.
To reveal the impact of the skeptics’ ability to identify rumors on the process of rumor
propagation, the numerical simulation was conducted. θ = 0.9, 0.6, 0.3, 0.1, (1 − θ) = 0.1,
0.4, 0.7, and 0.9, respectively. The other optimized parameters were ϕ = 0.2, α = 0.2, δ = 0.1,
λ = 0.2, η = 0.1. The group density curves are displayed in Figure 7.

As shown in Figure 7, as the skeptics’ ability to identify rumors enhanced, it could be
concluded that: (1) at the end of the rumor propagation, the reduction in the group density
of ignorants decreased; that is, the scale of rumor propagation decreased; (2) with the peak
of spreaders gradually decreasing, the intensity of rumor spreading declined; (3) the peak
of skeptics gradually decreased; thus, the pressure on the demand for true information
was gradually lightened; (4) at the end of rumor propagation, the density of stiflers who
believed the rumor decreased; that is, the negative impact of rumor spreading diminished;
(5) at the end of rumor propagation, the density of stiflers who did not believe the rumor
was significantly magnified, which was in favor of stabilizing public sentiment.



Symmetry 2021, 13, 1694 14 of 19

Figure 7. Group density curves with (1 − θ) = 0.1, 0.4, 0.7, 0.9 for (a) X; (b) Y; (c) W; (d) Z1; (e) Z2. Note: The solid line was
used for (1 − θ) = 0.1; the dashed line for (1 − θ) = 0.4; dotted line for (1 − θ) = 0.7; the dash-dotted line for (1 − θ) = 0.9.

The single-factor analysis results for the closed rumor propagation system above
demonstrated that the negative impact of rumor propagation could be reduced by enlarg-
ing the proportion of ignorants with critical ability in the system, enhancing the rumor
refutation information mechanism, and improving the capacity of skeptics to identify
rumors. The analysis of the importance of identifying rumors points out that rumors with
high identification importance should be prior processed in emergency management, so as
to minimize the negative impact of rumor propagation to the greatest extent. Therefore,
the following measures can be taken to reduce the negative impact of rumor propagation
as far as possible in the absence of official refutation information: (1) improve the media
literacy of the public to enhance the ability to identify rumors; (2) raise the public’s feedback
awareness of rumor information; (3) provide open and effective information query and
exchange platform; (4) popularize knowledge education related to emergencies. Concern-
ing the rumor spreading in the specific network, compulsory immunization measures can
be taken, such as deleting the rumor information released by the spreaders and promptly
disseminating the refutation information issued by stiflers who do not believe the rumor,
to directly control the rapid spread of rumors.

In the actual rumor spreading process, multiple influencing factors are prone to
engender cross-impact, and the rumor propagation system is also susceptible to other
external factors. For instance, for rumors with strong negative emotions, increasing the
proportion of ignorants with critical ability will increase the number of skeptics in the
system, which may bring about an increase in the demand for true information. The
strength of the refutation information is affected by official accountability. Hence, under
the specific context of rumor spreading, it is necessary to consider the characteristics of
influencing factors in actual situations and select reasonable measures accordingly to
control rumor spreading.
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4. Analysis of Rumor Propagation Rules in an Open System

According to the analysis of the open rumor spreading system in Section 2.2, a thresh-
old R0 = (ϕ*α) exists in the process of rumor spreading. If and only if R0 > 1, i.e., ϕ > µ/α,
the rumor propagation system has a rumor-endemic equilibrium point. In other words,
when the proportion of ignorants without critical ability in the system is greater than a
certain extent, rumors can continue spreading stably in the open rumor spreading system.
Let the initial total population be N = 106. When a spreader appears in the system, i.e.,
Y = 1, then X = N − 1≈ 106, W = 0, Z1 = 0, Z2 = 0. When the immigration rate is equal to the
emigration rate, the total population does not change in the rumor spreading process. Next,
the four-order Runge–Kutta method was utilized to solve the differential Equation (5) to
simulate and analyze the rumor propagation development process under the impact of
population migration.

4.1. Analysis of the General Rules of Rumor Propagation in an Open System

Let κ = µ = 0.005 and R0 > 1, the remaining parameters are defined as Table 1. The
variation trend in the density of each group was simulated and analyzed. In addition, the
rumor spreading process was compared with that of the closed rumor spreading system
under the same conditions, as shown in Figure 8.

Figure 8. Comparative analysis of rumor propagation general rules between open system XYWZ1Z2-O and closed system
XYWZ1Z2-C for (a) X; (b) Y; (c) W; (d) Z1; (e) Z2. Note: The solid line was used for κ = µ = 0; dashed line for κ = µ = 0.005.

When the population migrated to the open rumor spreading system, the rumor
spreading could exceed the threshold value. As shown in Figure 8, it could be concluded
that: (1) the rumor spreading process presented a fluctuating development, the fluctuation
range gradually reduced, and, finally, maintained a dynamic rumor spreading equilibrium
state. It was evident that the rumor propagation system had a rumor-endemic equilibrium
point. Contrary to the closed rumor spreading process, in the open system, the rumor
did not disappear in this autonomous system. Therefore, in the management of the
rumor spreading in the open system, countermeasures should be taken to prevent the
continuous long-term negative impact on the system. (2) When rumor spreading reached
the final equilibrium state, the reduction in the density of ignorants, the density of stiflers
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who believed the rumor, and stiflers who did not believe the rumor in the open system
were all decreased compared with those in a closed system. Hence, in the long run, the
negative impact of rumor propagation could be minimized by population immigration
and emigration.

4.2. Analysis on the Rumor Spreading Rules at the Critical Point

Let κ = µ = 0.04, and the proportion of ignorants without critical ability in the rumor
spreading system ϕ = 0.19, 0.2, 0.21 corresponding to R0 < 1, R0 = 1, R0 > 1. The other
parameters were set as shown in Table 1. To compare and analyze the rumor propaga-
tion process at the critical point, the rumor propagation mean-field of Equation (5) was
solved, and the developing trend of the density of each group at the initial stage of rumor
propagation was plotted, as displayed in Figure 9.

Figure 9. Rumor propagation rules analysis at a critical point in an open system XYWZ1Z2-O for
(a) X; (b) Y; (c) W; (d) Z1; (e) Z2. Note: solid line was used for κ = µ = 0.04, ϕ = 0.19 and R0 < 1,
dashed line for κ = µ = 0.04, ϕ = 0.2, R0 = 1, and dotted line for κ = µ = 0.04, ϕ = 0.21, R0 > 1.

As shown in Figure 9, the initial development process of rumor propagation was
quite different at the critical point. At the critical point (R0 = 1), each group in the system
remained basically unchanged, namely, the rumor information has not spread. When
the rumor propagation system failed to reach the critical point (R0 < 1), the population
density of spreaders expressed a downward trend, namely, that rumors could not widely
disseminate. When the rumor propagation system came to the critical point above (R0 > 1),
the population density of spreaders signified an upward trend, and rumors could spread.
As a result, the rumor spreading system had a threshold point for the mutation of rumor
transmission law, which was consistent with the results of the analysis in Section 2.2.

In the actual rumor spreading system, the population immigration and emigration
rate was usually petty, and the proportion of ignorants without critical ability was generally
large; thus, the rumor spreading could exceed the critical threshold effortlessly. As a result,
rumor information could continue to spread stably, which is slightly affected by the small
population immigration and emigration rate. Therefore, it was necessary to take active
measures to control the long-term spread of rumors or reduce the proportion of characters
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excluding critical ability in the system, so as to reduce the possibility of an extensive spread
of rumors fundamentally.

4.3. Impact of Immigration and Emigration Rate on Rumor Propagation

To analyze the impact of the change in the immigration and emigration rate on the
results of rumor propagation, κ = µ = 0.005 and κ = µ = 0.01 was taken, respectively. At the
same time, ϕ > µ/α and R0 > 1 hold. The other parameter settings are listed in Table 1. The
comparative analysis of the rumor spreading in the above two cases is shown in Figure 10.

Figure 10. Impact analysis of immigration and emigration rate for rumor propagation in an open system XYWZ1Z2-O for
(a) X; (b) Y; (c) W; (d) Z1; (e) Z2. Note: The solid line was used for κ = µ = 0.005; dashed line for κ = µ = 0.01.

As shown in Figure 10, when the immigration and emigration rates increased, the
fluctuation range of rumor propagation decreased, and the fluctuation time decreased.
When the rumor reached the equilibrium state, the densities of ignorants, spreaders, and
skeptics in the system increased, while the densities of stiflers who believed the rumor and
stiflers who did not believe the rumor decreased. Therefore, it was imperative to strengthen
the rumor management in the rumor propagation to prevent the negative impact of the
continuous spread of rumors on the system when the immigration and emigration rates
increased. In rumor management, the characteristics of the rumor spreading system should
be fully considered and reasonable countermeasures should be formulated in combination
with the development rules of rumor spreading.

5. Discussion and Conclusions
5.1. Discussion about the Application

From the above analysis, we could find that the development process of rumor dis-
semination could be divided into four stages. It would make a significant contribution
to reducing the negative effect of rumor propagation. Accordingly, one strategy may be
proposed to reduce the losses brought by rumor propagation combined with artificial
intelligence technology. When an emergency event happens, rumors also appear. The
authority should determine the values of the parameters in the rumor propagation model.
Subsequently, the authority can obtain the estimated population of ignorants, spreaders,
skeptics, stiflers who believe the rumor, and stiflers who do not believe the rumor in
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different stages. Additionally, the authority can also obtain the possible development of a
rumor. Then, according to the number of views, comments, and comment content of rumor
information on social media, such as Twitter and Weibo, the authority can also obtain the
real population in five groups. Thus, the authority may evaluate the actual situations and
take appropriate measures accordingly. The discussion above is only a general framework.
There are still many details to be refined and much work to be performed in future.

5.2. Conclusions

In this paper, we established a rumor propagation model based on the rumor refu-
tation mechanism. In this model, the roles of individuals in controlling rumor spreading
and the individuals’ behavioral regularities of rumor spreading were fully considered in
both the closed system and the open system. The equilibrium points in both the closed
system and open system were discussed. The rumor spreading in the closed system was
autonomous, and the spreading process was deterministic. While in the open system, the
critical threshold existed in the open rumor propagation system. In addition to the theo-
retical analysis, several numerical simulations were performed in both the closed system
and open system. We selected appropriate parameters for Equations (1) and (5) to conduct
a simulation to verify the correctness of the theories analysis. Additionally, it was found
that the development process of rumor dissemination could be divided into four stages:
latent period, progressive period, intense period, and recession period. It was helpful
for the authorities to take measures at the appropriate time. We also analyzed the rumor
propagation law under the different influencing factors. Some measures, such as providing
open and efficient information queries and exchange platforms by the authorities, could be
taken to stop the propagation of rumors. Under the impact of population migration, rumor
spreading could exceed the threshold, and the rumor spreading process in an open system
presented a fluctuating development. The rumor did not disappear in this autonomous
system. Moreover, the negative impact of rumor propagation could be minimized by
population immigration and emigration. Furthermore, spreaders were required for the
dynamic equilibrium state of rumor propagation and we should notice that the number of
rumor spreaders increased with the increase in the population migration rate.

In this article, the law of rumor propagation based on the mean-field equation was
primarily studied. However, the impact of the actual network structure on rumor dissem-
ination was not considered. Moreover, the rumor spreading process was influenced by
many factors inside and outside the system with a complicated influencing mechanism.
When formulating the control measures of rumor propagation in emergent events, it is
necessary to combine the characteristics of the actual rumor propagation system and take
comprehensive optimization measures to effectively reduce the negative impact of rumor
propagation and control rumor propagation.
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