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Abstract: Microgrids are growing in importance in the Smart Grid paradigm for power systems.
Microgrid security is becoming crucial since these systems increasingly rely on information and
communication technologies. Many technologies have been proposed in the last few years for
the protection of industrial control systems, ranging from cryptography, network security, security
monitoring systems, and innovative control strategies resilient to cyber-attacks. Still, electrical
systems and microgrids present their own peculiarities, and some effort has to be put forth to apply
cyber-protection technologies in the electrical sector. In the present work, we discuss the latest
advancements and research trends in the field of microgrid cybersecurity in a tutorial form.

Keywords: smart microgrids; cybersecurity; software defined networking (SDN); intrusion detection
systems (IDS); anomaly detection; resiliency

1. Introduction

Microgrids can be defined as small-scale, low, or medium voltage power systems
with a decentralized group of electricity sources and loads, which can operate connected
to or separated (“islanded”) from the main power network. To ensure a proper control,
microgrids often make large use of Information and Communication Technologies (ICT).
With the term Smart Microgrids (SM), we refer to microgrids that are based on networked
control systems. The control network of smart grids cannot, in general, be considered as
an isolated network: the control network is commonly connected to outside to receive
remote commands or allow remote maintenance. The used network may include wireless
channels, and the grid can be geographically dislocated, making some devices physically
reachable and prone to attacks. Moreover, the electrical grid is a critical infrastructure,
so it can be the target of attackers with huge technical and economical capacities. For
these reasons, cybersecurity is a fundamental issue to improve the resilience of microgrids.
Several attacks against critical infrastructures have been pursued in the last few years.
One of the most dangerous attacks, which gave further visibility to the cybersecurity risks
in the industrial sector, has been Stuxnet [1], followed by other complex worms, such as
Duqu and Flame [2]. Specifically, in the electrical sector, a severe attack has been the one
against the Ukrainian power grid, which caused approximately 225,000 customers to lose
power across various areas [3]. Some papers analyze the risks of attacks against Distributed
Energy Resources (DER), which may lead to severe outages [4,5]. Researchers all over the
world are making efforts to study microgrids and to build testbeds and demonstration
sites. A list of microgrid testbeds has been reported in Reference [6], which also provides a
classification by distribution network and geographical area. Still, additional efforts have
to be provided in order to implement cyber attacks on real microgrid testbeds.

The process of cybersecurity can be broken down into five sub-problems: Deter, Detect,
Delay, Respond, and Recover. To deter deals with discouraging attackers from attempting
to gain unauthorized access by implementing measures that are perceived as too difficult
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to defeat. To detect is a fundamental step of the defense-in-depth paradigm, which tackles
the problem of recognizing malicious activities as rapidly as possible before or after the
attacker has gained access to the system. Once the attack has been detected, the system
should be able to react against the attacker, delaying the activities of the attacker, and
allowing to take proper countermeasures to defeat the attack and recover from possible
damages. The technologies and techniques that will be discussed in this paper address
these issues.

Many papers have analyzed the vulnerabilities of smart grids and, specifically, of
microgrids. This paper aims to discuss the main recent advancements and new research
trends in the field of cybersecurity of smart microgrids, and the applications in this field
of innovative technologies, such as Software Defined Networking, new approaches for
intrusion and anomaly detection, and resilient control strategies. The paper is structured
as follows. Section 2 discusses the state-of-the-art in the field of cybersecurity of smart
microgrids. Section 3 analyzes techniques that can be applied to microgrid communication
protocols and highlights possible vulnerabilities and countermeasures, with a particular
focus on the role of IEC 62351 to secure microgrids. The rest of the paper focuses on
technologies that can provide great benefits to the security of microgrids but that are still
a research field. Section 4 discusses the application of the Software-Defined Networking
(SDN) paradigm to enhance microgrid resilience and cybersecurity, while Section 5 consid-
ers the implementation of Intrusion Detection System (IDS) techniques on electrical devices
with a special attention to Host-IDS (HIDS). Section 6 focuses on physics-based anomaly
detection algorithms that can be applied to power systems. The main works on control
strategies that can be implemented in distributed energy resources in order to improve
the resilience to cyber-attacks and the availability of the whole system are summarized in
Section 7. Conclusions are drawn in Section 8.

2. Cybersecurity in Smart Microgrids

Smart Grid is the new paradigm for power systems. Even if there is no unique
definition, the European Union Commission Task Force for Smart Grids provides the
following one: “A Smart Grid is an electricity network that can cost-efficiently integrate
the behavior and actions of all users connected to it—generators, consumers, and those
that do both—in order to ensure economically efficient, sustainable power system with
low losses and high levels of quality and security of supply and safety. A smart grid
employs innovative products and services, together with intelligent monitoring, control,
communication, and self-healing technologies”.

It is hard to evaluate the cybersecurity risk of smart grids due to the huge variety
of Information and Communication Technologies that can be used to achieve a wide set
of tasks. For example, the National Electric Sector Cybersecurity Organization Resource
(NESCOR) identifies six scenarios in the power system where main failures related to cy-
bersecurity threats [7] can happen: Advanced Metering Infrastructure, Distributed Energy
Resources (DER), Wide Area Monitoring Protection and Control, Electric Transportation,
Demand Response, and Distribution Grid Management. Each technology has its own
peculiarities impacting differently on the whole power system. Several papers address the
issue to survey the main vulnerabilities and threats of the electrical power system: [8-10].
Reference [5] discusses the architecture of power systems with a high penetration of DER
and related cybersecurity issues and summarizes attack scenarios against DER also consid-
ering attack prevention, detection, and response measures specifically designed for DER.

A Survey on Cyber-Security of Smart Microgrids is proposed in Reference [11], where
a sample of recent cybersecurity projects, a review of cybersecurity standards and protocols
for power systems, and a classification of attacks with related impact and mitigation
strategies are provided. Reference [11] provides a short overview of some technologies that
will be further discussed in this paper. Reference [12] addresses the cyber-physical security
in power systems by focusing on microgrids and their control structure. Papers including
an analysis at a glance of the most promising recent technologies that can improve the
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cybersecurity of smart microgrids are still missing at the best knowledge of the authors of
this paper.

3. The Action of IEC 62351

Control networks in Supervisory Control And Data Acquisition (SCADA) systems
were typically realized by using only proprietary solutions. Several application protocols
were developed, each targeting specific communication constraints required by the control
systems. The need of remote control and the advances in computer networks led to the
blending of traditional control networks with modern Internet. Consequently, control
systems inherited security vulnerabilities that threatened the modern internet [13]. In the
electrical sector, broadly employed protocols to communicate data and control information
are Modbus, DNP3, IEC 60870-5, and IEC 61850. In particular, although developed for
substation automation, IEC 61850 suite is exploited for smart microgrids [14]. Abstract data
models defined in IEC 61850 can be mapped to different protocols, such as Manufacturing
Message Specification (MMS), Generic Object Oriented Substation Event (GOOSE), and
Sampled Measured Values (SMV), which can run over TCP/IP networks or over substation
LANSs by using Ethernet.

As said, severe vulnerabilities affect these protocols. Different papers show possible
attacks at these protocols and the related impact. In Reference [15], vulnerabilities of
GOOESE are tested by using real-time simulation and industry standard hardware-in-the-
loop emulation. Reference [16] shows how an attacker can launch a Man-In-The-Middle
attack on the MMS communications of a photovoltaic inverter installation by using ARP
spoofing.

Some of these vulnerabilities are currently addressed by IEC 62351, which is a standard
developed by WG15 of IEC TC57. The main purpose is to address the problem of security
of TC 57 series of protocols including IEC 60870-5, IEC 60870-6, IEC 61850, IEC 61970, and
IEC 61968 series. Currently, the standard is composed of 18 parts listed in Table 1.

Table 1. Summary of IEC 62351 specifications.

Section Description

Part 1 Introduction to security issue

Part 2 Glossary of terms

Part 3 Profiles including TCP/IP

Part 4 Profiles including MMS and derivatives

Part5 Security for IEC 60870-5 and derivatives

Part 6 Security for IEC 61850

Part7 Network and system management (NSM) data object models
Part 8 Role-based access control for power system management
Part9 Cyber security key management for power system equipment
Part 10 Security architecture guidelines

Part 11 Security for eXtensible markup language (XML) documents

Resilience and security recommendations for power systems with DER

Part 12 .
cyber-physical systems
Part 13 Guidelines on security topics to be covered in standards and specifications
Part 90-1 Guidelines for handling role-based access control in power systems
Part 90-2 Deep packet inspection of encrypted communications
Part 90-3 Guidelines for network and system management
Part 100-1 Conformance test cases for IEC TS 62351-5 and IEC TS 60870-5-7
Part 100-3 Conformance test cases for the IEC 62351-3, the secure communication

extension for profiles including TCP/IP

IEC 62351 series does not provide only cryptography for common electrical con-
trol system protocols. It also defines cybersecurity requirements to implement security
technologies in the operational environment, including objects for network and system
management, role-based access control, cryptographic key management, and security
event logging.



Appl. Sci. 2021, 11,7363

40f12

IEC 62351 offers a list of guidelines for protocols security and a framework for secure
operations. It is designed to be referenced by other standards, not used directly. For exam-
ple, IEC 62351-3 specifies how to provide confidentiality, tamper detection, and message
level authentication for SCADA and telecontrol protocols, and how to secure TCP/IP-
based protocols through constraints on the specification of the messages, procedures, and
algorithms of Transport Layer Security (TLS) 1.2 according to RFC 5246. However, its
implementation in actual operation scenarios, such as overcurrent relay coordination or
DER management systems, is open to interpretation. For example, IEC 62351-6 standard
stipulates the use of digital signatures to ensure integrity in IEC 61850 message exchanges,
but the digital signature requires a high computational time with consequent problems for
practical implementation in GOOSE messages. For these reasons, IEC 62351 cannot offer a
strict procedure for the implementation of cryptography techniques.

Reference [17] provides an assessment of the security of IEC 62351 and concludes that,
although the standard contains some inaccuracies and unconventional choices, and does
not consider new cryptographic algorithms that could provide the same security guarantees
at a lower performance cost, the standard provides a significant security improvement, by
assuring authenticity, integrity and confidentiality of data. Some recent papers address
the issue of IEC 62351 implementation. A complete evaluation of security mechanisms
for IEC 61850 message exchanges, including GOOSE, SV, routable-GOOSE (R-GOOSE),
routable-SV (R-SV), MMS is presented in Reference [18]. The implementations of IEC
62351-4 Security for IEC 61850 MMS Messages has been discussed in Reference [19]. An
analysis of the implementation of Message Authentication Code (MAC) Algorithms for
GOOSE Message Security according to IEC 62351 has been presented in Reference [20]. An
analysis and performance evaluation of the implementation of IEC 62351-6 probabilistic
signature scheme to secure GOOSE Messages is contained in Reference [21].

For these reasons, the implementation of IEC 62351-based techniques to secure com-
mon microgrid protocols will represent a significant improvement. Still, some effort has to
be invested in order to apply the standard in different contexts.

4. Software Defined Networking

Software-Defined Networking (SDN) technology is an approach to network manage-
ment that enables dynamic, resource-efficient, and programmable network configuration
in order to improve network performance and monitoring. SDN centralizes the network
intelligence in one network component by decoupling the forwarding process of network
packets (data plane) from routing process and control actions (control plane). SDN is a use-
ful solution to improve the performance, safety, and security of different types of networks,
including smart grid control systems. OpenFlow is the most popular standard /protocol to
exchange messages between control and data planes in SDN [22].

A comprehensive survey of SDN-based smart grid communication is presented in
Reference [23]. Applications include Substation Automation, Advanced Metering Infras-
tructures, Phasor Measurement Units, and also microgrids. Many papers focus on the
benefit of SDN in isolating different traffic types/applications, prioritizing traffic, assur-
ing resilience and fast failure recovery, and for the implementation of virtual network
slices [24].

SDN also has interesting applications for the security of Industrial Control Systems
(ICS), especially for incident response. It allows increasing the resiliency of the control
system, thanks to the possibility to dynamically re-configure the network after the detection
of a fault or of a compromised device, allowing it to operate even in degraded conditions.
This is particularly useful for control networks within critical infrastructures, which require
extremely high availability. Reference [25] discusses how SDN and Network Function
Virtualization (NFV) technologies can help design automatic incident-response mechanisms
for ICS and also describes a prototype to show the feasibility in a scenario that uses
Programmable Logic Controllers (PLC) managing a classical tank-filling control system.
Reference [26] studies the applicability of emerging technologies in the area of IP networks,
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including SDN, NFV, and next generation firewalls, to secure ICS. Reference [27] proposes
an attack detection and localization algorithm and designs an intervention strategy in the
networked robot control field. A software-defined security approach to secure field zones
in ICS is shown in Reference [28]: it consists of a hybrid anomaly detection module that
inspects anomaly behaviors in network communications and physical process states. It
proposes a multi-level security response module that allows isolating any compromised
zone.

Microgrids could significantly benefit from self-healing network management, which
includes but is not limited to [29]:

®  quick reset and reconfiguration of switches in order to isolate suspicious devices in
the microgrid;

e  establishment of application-specific filtering operations in the switches located close
to attack sources; and

¢ on-demand path establishment for control commands to shrink attacker’s operation
time window.

SDN allows verifying the entire communication network concerning security policies
(e.g., access control) and network situations (e.g., loop-freedom and congestion-freedom).
SDN allows also directly implementing a Network Intrusion Detection System (NIDS)
within the SDN controller, even if such implementation may introduce a latency time that
could be incompatible with the allowed latency in a microgrid environment [30]. The
application of the SDN paradigm in microgrids may comprehend both security and control
applications, as shown in Figure 1.

ms —ngT céntT‘
QoS (Managemen
‘ Self-Healing Monitoring

Application /|Newterk | i
Layer SDN Application /Microgrid Application
SDN Control [’]

Layer —
Communication & _ ﬁ
Network Layer @

Microgrid PNy

Component Layer

Figure 1. Multi-Layered SDN-enabled Microgrid architecture.

Focusing on security applications, the SDN paradigm has been applied in different
scenarios, to address attacks that target different communication layers. Reference [31] pro-
poses an SDN architecture able to switch between wireless and power line communication
to keep proper control within a direct current microgrid under a Denial of Service (DoS)
attack. Reference [31] proposes an architecture that exploits SDN control plane message
exchanges over the power bus, allowing the reconfiguration of the data plane connections.
In this way, all generators in the microgrid operate as either voltage regulators (active
agents) or current sources (passive agents), with their operating modes being determined
by software-defined controls supported by the control plane communication performed
over the power bus. An SDN-based attack detection to protect networked microgrids from
cyber-attacks based on a botnet that targets inverter controllers of DERs is presented in
Reference [32].

Of course, the implementation of such an architecture can further broaden the attack
surface [33]. Nonetheless, SDN technologies can improve the overall microgrid resiliency
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towards cyber-attacks, faults, or natural events, thanks to the offered customizable network
configuration ability. It is a promising research field with immediate practical applications.

5. Intrusion Detection Systems

Intrusion Detection Systems (IDS) are devices or software applications that monitor a
portion of the systems and try detecting malicious activities and policy violations. IDS can
be classified from different viewpoints. We can identify two big families:

*  Network Intrusion Detection Systems (NIDS) that analyze network traffic collected
from one or more points of the communication network; and

¢ Host Intrusion Detection Systems (HIDS) that analyze the activity of a single host (i.e.,
a terminal) of the network.

Other classifications can be based on the strategy used to detect the malicious activity
(signature-based or anomaly-based) or on the action that the system implements after
detecting an attack (IDS can be purely passive or block traffic flows/applications, usually
referred to as Intrusion Prevention System (IPS)), as shown in Table 2.

Table 2. IDS classification.

IDS Classification

By monitored element Network-IDS Host-IDS
By actions Passive (IDS) Active (IDS and IPS)
By detection methods Signature-based Anomaly-based

Different NIDS solutions specifically designed for ICS protocols have been proposed
in the literature and are also available as commercial solutions. NIDS are usually passive
elements of the network to avoid them significantly slowing down the responses to attacks.
It would be dangerous to implement an active element in a safety-critical control network
due to the possible high false positive rate that would affect the whole system safety.

In the IT field, two common HIDS solutions are Open Source HIDS SECurity (OSSEC)
and Tripwire. OSSEC is a free and open-source HIDS that supports a wide range of Op-
erating Systems (OS), while Tripwire is a commercial solution. These solutions combine
passive actions performed periodically in order to not affect the system performance, such
as the identification of unauthorized file modifications (through, for example, file integrity
checking by using checksum databases), of malicious processes, and of log behaviors (for in-
stance by monitoring specific parameters), and active capabilities, similarly to host firewalls
that allow blocking unauthorized network communications by adding firewall rules.

A further improvement in the field of HIDS is online intrusion detection (or “real-time”
or “in-line” intrusion detection). Real-time HIDS analyze different features of the host,
including OS aggregated behavior, such as CPU and memory metrics, shell commands, and
system calls; application information, such as loaded modules and libraries, programming
code, and processes; user behavior and host network information, such as physical and
logical interfaces, and their configuration, as well as network packets [34].

Nevertheless, in order to implement HIDS in ICS devices, further considerations are
necessary. Two major challenges have to be faced: the time performance in devices with
severe latency requirements and low computational power, and the risk related to the
implementation of active HIDS.

Attributes that a HIDS suitable for ICS application should include are [35]:

e  Configurability: capability to be configured as specified by the requirements of the
target system;

e  Configuration and Knowledge Security: HIDS configuration and used data should be
protected against unauthorized access and modifications;

. Resiliency: HIDS action cannot affect the availability of the device;

*  Low Performance Overhead: the execution of the HIDS on the target device should
not negatively influence the performance of the underlying system;
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*  Low Detection Time: detection and response to intrusions should be as fast as possible;
and

¢ Interoperability: the HIDS should be able to interact with other technologies, such as
Security Information and Event Management (SIEM).

In general, regarding embedded industrial devices, operational requirements for
industrial environments, such as real-time capabilities, and availability must be ensured,
even in the context of a cybersecurity action. Domain specific standards, guidelines, and
recommendations that can be applied for specific industrial sectors must be considered to
address this issue.

In a microgrid environment, the most time-critical devices are PLC, Remote Terminal
Units (RTU), and, in particular, electrical protections.

To give a few examples about electrical protections:

¢ IEC 60834 requires that the latency of the transmission and reception of a control signal
related to a protective action has to be lower than 10 ms, while IEC 61850 imposes a
latency lower than 3 ms;

e ]EEE 1646-2004 requires information on protective actions to be exchanged by the
devices inside the same substation in a time lower than a quarter of a period (i.e., 5 or
4 ms depending on the 50 or 60 Hz frequency); and

* lessstringent limits (between 8 and 12 ms) are required for the exchange of information
on protective actions with devices outside the substation.

Most PLC and RTU are based on Real-Time Operating Systems (RTOS) [36]. The
main characteristic of RTOS is the way they handle operations and resources, completing
and executing tasks within a defined time frame due to their optimized architecture and
features. Multi-tasking is still possible, thanks to task scheduling. RTOS handle priority:
each task has a priority, and the task with the highest priority has a preference of execution,
even if it is necessary to prevent a lower-priority task from being executed.

Real-Time HIDS are sometimes implemented as a kernel module in Linux-based
operating systems. This type of implementation can affect the device performance. For
this reason, even if some papers already propose HIDS specifically designed for ICD
devices [35], further effort has to be put forth to verify the applicability of these solutions
to electrical devices within a smart microgrid.

6. Physics-Based Anomaly Detection

Cyber-attacks against industrial systems aim to modify the physical behavior of the
usual system process. In cyber-physical systems, the physical evolution of the system state
has to follow immutable laws of nature. For this reason, some papers propose to add a
further line of defense in ICS, represented by algorithms able to rapidly notice abnormal
physical behaviors based on measures extracted from the industrial process. For example,
the physical properties of the process can be used to create models that, in turn, may
be exploited to check if information coming from sensors is consistent with the physical
laws and the expected physical behavior of the system and if the sent control commands
correspond to a real need or if they derive from an artificial modification of the measure.
Applications include not only smart microgrids but also water control systems, power
grids, chemical process control, and medical devices, among many others.

Monitoring the “physics” of cyber-physical systems to detect attacks is a growing area
of research. Reference [37] presents a review of physics-based anomaly detection schemes
based on a unified taxonomy. These system can be categorized under different viewpoints.
Two possible categories are: algorithms based on pre-defined models and algorithms based
on Machine Learning (ML). State estimation models for power systems, which exploit the
known equations of power transmissions, belong to the first category. However, for some
complex systems, such as DES, to write a closed-form equation that takes into account all
the measured parameters can be difficult. In these cases, ML can help develop anomaly
detection algorithms, even if the great disproportion between available data of normal and
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abnormal behavior typical in cyber-physical systems can limit the application of ML-based
schemes. Peculiar anomaly detection techniques are used to address this issue [38].

Physics-based Anomaly Detection Systems find many applications in the smart micro-
grid environment. After the development a consensus-based distributed voltage control
architecture of isolated DC microgrids, an analytical consistency-based anomaly detection
mechanism based on variables associated with the proposed algorithm is presented in
Reference [39]. Reference [40] proposes an IDS built on the combination of network data,
together with power system and control information. Reference [41] shows a contextual
anomaly detection method based on an artificial neural network and its use in the detection
of malicious voltage control actions in the low voltage distribution grid. Reference [42]
presents a high-dimensional data-driven cyber-physical attack detection and identification
based on electric waveform data measured by waveform sensors in the distribution power
networks. Reference [43] describes an anomaly detection algorithm to reveal attacks on
PhotoVoltaic (PV) systems, such as PV disconnect, power curtailment, Volt-var attack, and
reverse power flow in a portion of the distribution grid with a sufficient percentage of
DER penetration. This approach exploits semi-supervised ML algorithms, such as Neural
network autoencoder, One Class Support Vector Machine (SVM), Isolation Forest, Random
Forest with synthetic corruption, Principal Component Analysis (PCA) with convex hulls,
and Inverse-PCA techniques. An approach based on a fully-connected neural network
autoencoder to detect cyber-attacks within a PV system is proposed in Reference [44]. A
deep learning scheme composed of long and short term memory-stacked autoencoders
and convolutional neural networks followed by a softmax activation layer is used in
Reference [45] for fault detection in a wind turbine.

Physics-based anomaly detection systems represent an interesting field of research, in
particular for DERs. Further research studies should include a comparison between the
huge variety of anomaly detection techniques and should test the proposed approaches
against new malicious activities that can be imposed on distributed electrical generators.

7. Resilient Control Strategies

As already discussed, microgrids can operate in grid-connected or islanded modes. If
the microgrid works in the grid-connected mode, the generators inject power by following
economical logics, while the frequency and voltage are kept in the correct range by the
main electrical grid. On the contrary, if it operates in islanded mode; the generators have
to guarantee voltage and frequency regulation. The control of the electrical grid is usually
schematized into three levels, as shown in Figure 2:

¢  Primary Control: aimed at restoring the imbalance between generation and load by
changing the frequency of the power system. In inverter-based microgrids, this is
achieved through droop equations; it is the fastest among the three levels.

*  Secondary Control: aimed at restoring the nominal value of the frequency and the
power exchange among the power systems. It acts at longer time.

¢  Tertiary Control: aimed at optimizing the economical aspects of load sharing, usually
through an Energy Management System (EMS).

Both in islanded and grid-connected modes, EMS can periodically send the power
setpoints to the generators through the control network by using different protocols. To
jeopardize the control of the electrical grid acting in grid-connected mode can cause
economic damages or even, in some cases, afflict the stability of the whole grid. In islanded
mode, attacking control mechanism is a severe threat to the grid stability.

In inverter-based microgrids, secondary control can be based on communication
schemes. In these cases, attacks against the communication infrastructure can have severe
consequences on the availability of the whole microgrid. The dynamic of electromagnetic
system physics is so fast that the attacks targeting secondary control cannot be recognized
in time by an IDS to allow the effective deployment of countermeasures. Moreover, these
communication-based schemes are vulnerable to unaddressed cryptography attacks, such
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as Do§S attacks. On the other hand, the control of electrical grids is essential for the service
continuity. Resilience is topical in this field.

Optimal Energy Dispatchment

Energy Management System

Tertiary
Control
Frequency Restoration
Secondary Load sharing
Control
Frequency Control
Primary Droop equations
Control

Figure 2. Control levels of the electrical grid.

A cyber-attack resilient control strategy for islanded microgrids is presented in Refer-
ence [46]. The proposed control strategy realizes the detection and isolation of corrupted
communication links and controllers in a microgrid whose secondary control is based on a
distributed control system. A distributed resilient control strategy for frequency/voltage
restoration, fair real power sharing, and state-of-charge balancing in microgrids with
multiple Energy Storage Systems in abnormal conditions is presented in Reference [47].
Reference [48] studies the impact of various kinds of cyber-attacks, such as false data injec-
tion [49], DoS [50], and replay attacks [51], on communication links based on CANBus for
secondary control of the distributed generators. Reference [48] also proposes a mitigation
strategy based on a reconfigurable secondary control mechanism. Reference [52] introduces
a control strategy able to mitigate false data injection and DoS attacks, demonstrating the
stability by using the Lyapunov theory under different scenarios, with and without false
data injection, and DoS attacks. Reference [53] proposes a distributed optimal frequency
control for microgrids resilient against cyber attacks on condition that they are within
certain ranges, by introducing an auxiliary networked system interconnecting with the
original cooperative control system.

Microgrids can present different DER scenarios, including different types of non-
programmable and programmable sources. Non-programmable sources can, anyway,
participate to the voltage control by injecting reactive power into the grid. Given the
variety of scenarios and the complexity of the interactions of multiple sources participating
to frequency control, voltage control, or both, there are still some unaddressed issues in the
state of the art to be investigated.

8. Conclusions

In the present work, the application of some of the most promising technology for
Industrial Control System to the Smart Microgrid environment has been discussed. These
technologies present different maturity levels: while some are addressed by standards,
such as in the IEC 62351, others require much more effort for the effective implementa-
tion in electrical power systems. SDN decouples the data and control plane and allows
controlling an entire data network, thus assuring the action of access control, as well as of
congestion avoidance schemes. Having a centralized control also allows implementing a
Network Intrusion Detection System (NIDS) directly in the SDN controller and improving
microgrid resiliency against cyber attacks and faults. The drawback of using SDN stands
in the possible delay introduced by these actions, which could be incompatible with some
actions required in an industrial environment. If most NIDS implementation are already
commercial tools, Host IDS (HIDS) may represent an improvement, particularly if they act
in real-time. Real-time HIDS may use information locally available at the host, such as CPU
and memory, system calls, loaded modules and libraries, user behavior, and information
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about interfaces, to detect anomalies. The main problem is the time necessary for these
algorithms to run and the requested computational power, possibly not available in the
industrial terminals where HIDS should act. One of the more interesting research activities
concerning the security of smart microgrids and, more generally, of ICS is represented
by schemes able to detect abnormal physical behaviors based on measures extracted by
the industrial process. Anomaly can be defined as something that deviates from what
is standard, normal, or expected. In the context of physics-based anomaly detection, it
is an undesired physical working condition of the process, a deviation of the process
from a known working condition defined as normal, or as an impossible observation of
the state of the process because of an incoherence of the measurements. This definition
includes working conditions caused by either faults or malicious manumissions of control
devices, actuators, and sensors. In the field of industrial processes, and especially in power
systems, typical anomaly detection strategies are based on the dynamic state estimation.
Even if efficient, this approach requires the knowledge of the exact behavior of the system.
Machine Learning (ML) approaches could be useful to face up this problem. In the field
of cyber-physical systems anomaly detection, it is quite common not to have a dataset
containing examples of bad physical behavior during a cyber attack. So, it is mandatory to
apply algorithms that can “learn” a behavior considered to be normal and classify new ex-
amples. The last promising research field discussed in the paper is represented by resilient
control strategies. The control of electrical grids is essential for the service continuity. Both
in islanded and grid-connected modes, taking control of the electrical grid can cause great
damages and also affect the stability of the whole grid. Resilience is essential in this field.
Further research is necessary to develop commercial products to be used in the field, but
results from simulations and prototypes are really promising.
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Abbreviations

The following abbreviations are used in this manuscript:

ICT Information and Communication Technology
SM Smart Microgrid
DER Distributed Energy Resources

SCADA  Supervisory Control And Data Acquisition
MMS Manufacturing Message Specification
GOOSE  Generic Object Oriented Substation Event
SVM Sampled Measured Values

SDN Software Defined Network

ICS Industrial Control Systems

NFV Network Function Virtualization
PLC Programmable Logic Controller
IDS Intrusion Detection System

NIDS Network Intrusion Detection System
HIDS Host Intrusion Detection System
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DoS Denial of Service

IPS Intrusion Prevention System
RTOS  Real-Time Operating Systems
RTU Remote Terminal Unit

EMS Energy Management System
PV Photovoltaic
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