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Abstract: The smart, rapid, and customizable detection of chemical warfare agents is a huge issue for
taking the proper countermeasures in a timely fashion. The printing techniques have established
the main pillar to develop miniaturized electrochemical biosensors for onsite and fast detection of
nerve and mustard agents, allowing for a lab on a chip in the chemical warfare agent sector. In the
fast growth of novel technologies, the combination of miniaturized electrochemical biosensors with
flexible electronics allowed for the delivery of useful wearable sensors capable of fast detection of
chemical warfare agents. The wearable microneedle sensor array for minimally invasive continuous
electrochemical detection of organophosphorus nerve agents, as well as the wearable paper-based
origami functionalized with nanomaterials for mustard agents in the gas phase, represent two
examples of the forefront devices developed in the chemical warfare agent detection field. This review
will highlight the most promising electrochemical biosensors developed by exploiting nanomaterials
and cross-cutting technologies for the fabrication of smart and sensitive electrochemical biosensors
for the detection of chemical warfare agents.
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1. Introduction

The electrochemical biosensor is defined as a chemical sensor constituted of a recogni-
tion element and an electrochemical transducer, in which the device is able to transform
the biochemical information related to the interaction of the analyte with the recognition
element into an electrochemically detectable signal [1]. The electrochemical biosensors
are classified by the function of the biocomponent used (e.g., enzyme, antibody, DNA
sequence) or the transducer (e.g., potentiometric, amperometric, voltammetric transducers).
The customization of biosensors with suitable biocomponents and transducers has opened
the possibility to develop diverse types of biosensors for the detection of the target analyte,
belonging to several sectors, including the biomedical, environmental, and defence ones.
The first biosensor applied in the defence field was developed by Guilbault et al. in 1962 [2],
in which two platinum electrodes were selected as the transducer and the cholinesterase
enzyme as a biocomponent for nerve agent detection. This biosensor was designed and
merely inspired by nature, because the principle is based on how the nerve agents act on
the human beings. Indeed, the toxicity of nerve agents relies on their ability to irreversibly
inhibit a key enzyme of nervous transmission, namely acetylcholinesterase, and thus this
enzyme was selected as a biocomponent and immobilized on the electrochemical trans-
ducer. By measuring the enzymatic activity before and after the exposure, the decrease in
the response points out the presence of cholinesterase inhibitors, including nerve agents,
and the percentage of decrease is proportional to the amount of nerve agent detected. This
biosensor allowed for the detection of Sarin at a concentration of 3 ng/mL using 10 min as
incubation time, which is the time of reaction between enzyme and nerve agent, followed
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by the measurement of residual enzymatic activity. For the detection of nerve agents, two
types of biosensors are mainly reported in the literature (Figure 1). The one most used relies
on the use of cholinesterase as biocomponent, exploiting the capability of nerve agents to
inhibit acetyl- and butyrylcholinesterase for a highly sensitive measurement. However,
these biosensors are not specific because they generally detect organophosphorus com-
pounds, working like a “family doctor” [3]. The cholinesterase biosensors are characterized
by different degrees of sensitivity towards organophosphorus pesticides and nerve agents,
in the function of inhibition properties. Furthermore, the inhibitive biosensors require
an incubation step needed for a sensitive measure. This analytical tool can only be used
once, unless a step with a reactivator compound is carried out after the nerve agent is mea-
sured [4]. The other approach is based on the use of organophosphate hydrolase enzyme
able to hydrolyzed the organophosphorus compounds, thus detecting a nerve agent as the
enzymatic substrate. This type of biosensor does not require a time of incubation, allowing
for a faster measure than the one using a cholinesterase biosensor, but it is characterized by
a lower sensitivity. For mustard agent detection, the most recent biosensors developed rely
on the monitoring of inhibition using choline oxidase as the enzyme.
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For a reliable, cost-effective, easy, and on-site measurement, the electrochemical
transducers are among the most suitable candidates, being characterized by high sensitivity
and capability to work in complex matrices. Electrochemical detection in the last years
has undergone a growing period due to the exploitation of cross-cutting technologies, as
reported by Escarpa “With the appearance of advanced approaches such as screen-printed
technology, biosensors, microchips and nanotechnology, among others, electroanalysis is
undergoing a true Renaissance” [5]. Indeed, printed technologies, also on paper, combined
with nanomaterials and flexible electronics have boosted the development of devices
with unprecedented features, namely high sensitivity, wireless connection, reagent-free
measurement, and foldable sensors aiming to develop smart devices in different fields,
including the defence one. The defence sector requires devices that are able to detect
the chemical warfare agents fast, on site, and by easy procedures, to take the correct
countermeasures in a timely fashion; thus, the electrochemical biosensors are useful and
highly attractive analytical tools, with all features requiring the defence field.
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Herein, I report the literature related to the electrochemical biosensors for the detection
of nerve and mustard agents to demonstrate how the cutting-edge technologies have
boosted the development of smart analytical platforms for the reliable detection of these
chemical warfare agents.

2. Nanomaterials as Electrode Modifier to Boost the Biosensor Analytical Features

The exploitation of nanomaterials in the different disciplines has allowed for the
development of different products with improved features, rending the nanodimension
one of the key features in the research and industrial sectors [6].

Searching in Google Scholar, the articles with the word “nanomaterial” and “electro-
chemical biosensor” in December 2020, more than 11,000 documents have been reported,
demonstrating that the use of nanomaterials in the development of electrochemical biosen-
sors is one of the determining research topics in the sensing field at the worldwide level.

In the sector of electrochemical biosensors for chemical warfare agents, the presence of
nanomaterials has augmented the smart configurations of the devices with the development
of analytical tools characterized by improved analytical features in terms of sensitivity,
selectivity, and stability.

One of the first biosensors based on the use of nanomaterials for the detection of
nerve agents was reported by Joshi et al. in 2005 [7], in which carbon nanotubes were used
as a working electrode nanomodifier for the sensitive detection of acetylcholinesterase
by-product. This biosensor was constructed by modifying the working electrode surface
via drop casting with a dispersion of multiwalled carbon nanotubes at a concentration
of 2 mg/mL in N,N-dimethylformamide. In detail, 15 µL of this solution were dropped
onto the electrode surface and then the modified electrode was kept in an oven at 80 ◦C for
30 min under vacuum to allow for the evaporation of the solvent. After that, the acetyl-
cholinesterase was dropped on the carbon nanotubes-modified electrode to immobilize
the enzyme by physical adsorption. Rinsing twice with phosphate buffer allowed for the
removal of the loosely adsorbed acetylcholinesterase molecules, leaving only the acetyl-
cholinesterase molecules strictly bonded to carbon nanotubes. Being an amperometric
monoenzymatic biosensor, acetylthiocholine was used as a substrate with the production
of thiocholine as the enzymatic by-product. The amperometric detection of thiols is charac-
terized by high voltage and the fouling problem, and indeed the detection of thiocholine
at bare electrode happened at +600 mV vs. Ag pseudoreference, while the presence of
carbon nanotubes allowed for detection at +200 mV with a stable signal, thus avoiding
the fouling problem (Figure 2A). This biosensor was tested with paraoxon, used as model
organophosphate nerve agents, with a detection limit of 0.5 nM (0.145 ppb). The presence
of carbon nanotubes demonstrated that this nanomaterial was used to immobilize the
enzyme as well as to detect the enzymatic product at a low applied potential, thus avoiding
the fouling issue.

Carbon black is a nanomaterial widely used in the detection of analyte in the liquid
phase since 2020 [8], demonstrating its outstanding features, such as the improved electron
transfer [9–11], resistance to the fouling [12,13], easiness to prepare a stable dispersion [14],
compatibility with the biocomponent [15,16], and cost-effectiveness (ca. 1 euro/kg). Carbon
black was used to develop a biosensor for the detection of the same model compound (i.e.,
paraoxon) reported above, using a printed sensor modified with carbon black by drop
casting 6 µL of carbon black dispersion 1 mg/mL prepared in a solution of water/N,N-
dimethylformamide in a ratio of 1:1 (v/v). The enzyme butyrylcholinesterase was selected
to be immobilized onto the working electrode surface using a chemical immobilization
through glutaraldehyde and Nafion© (Figure 2B). The choice of butyrylcholinesterase is
due to improve storage stability of this biosensor in respect to the acetylcholinesterase-
based one, being the biosensor able to detect the organophosphates even when stored at RT
in a dry condition for several weeks [17]. In addition, the presence of carbon black is able to
detect thiocholine at low applied potentials (i.e., +300 mV vs. Ag/AgCl pseudoreference)



Appl. Sci. 2021, 11, 720 4 of 12

without the fouling problem [18]. This biosensor detected paraoxon with a linear range up
to 30 µg L−1 and a detection limit of 5 µg L−1 [19].
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Carbon black was also used, combined with mesoporous carbon, for nerve agents
using organophosphorus hydrolase as a biocomponent. The biosensor was fabricated by
modifying a glassy carbon electrode with the drop-casting approach with a dispersion of
mesoporous carbon and carbon black. The organophosphorus hydrolase was immobilized
onto the modified electrode with Nafion© and the biosensor was dried at room temperature
and kept in a refrigerator at 4 ◦C. The presence of carbon black improved the sensitivity,
as reported by the authors “by incorporating CB into the electrode, the sensitivity of the
MC-modified electrode was heightened”, even when compared to the electrode modified
with carbon nanotubes (Figure 2C). Using the optimized experimental conditions, this
biosensor allowed for the measurement of paraoxon with a sensitivity of 198 nA/M and a
detection limit of 0.12 M (36 ppb) [20].

Carbon black has recently been used to develop a heterogeneous oligonucleotide-
antibody biosensor for the detection of sulphur mustard (bis(2-chloroethyl)sulphide) [21].
The principle of the detection relies on the monitoring of the formation of a sulfur mustard-
oligonucleotide adduct on the surface of printed electrodes. After that, the immunoassay
was carried out using a primary antibody for the selective recognition of the sulphur
mustard-oligonucleotide adduct followed by an alkaline phosphatase-conjugated anti-IgG
as the secondary antibody for the measurement of the immunological chain. In detail,
1-naphthyl phosphate was used as the substrate and the enzymatic product 1-naphthol
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was measured in differential pulse voltammetry using a carbon black-modified electrode
with improved sensitivity with respect to the bare electrode. Under optimized conditions,
this biosensor allowed for a linear range up to 80 mM and a detection limit of 12 µM of
sulphur mustard.

In an old paper published in 1948 by Barron et al., the effect of mustard agents on
enzymatic activity was investigated, revealing choline oxidase as the most sensitive en-
zyme by the inhibition of nitrogen mustards [22]. Inspired by this work, we developed a
bioassay based on the inhibition property of mustard agents on choline oxidase. In detail,
the enzymatic activity was monitored by measuring the hydrogen peroxide by-product.
The detection of hydrogen peroxide was carried out using an electrode modified with
Prussian Blue nanoparticles because this electrochemical mediator is able to electrocatalyze
the reduction of hydrogen peroxide at a low applied potential, i.e., close to 0 V vs. Ag/AgCl
pseudoreference. The outstanding electrocatalytic activity of Prussian Blue is well estab-
lished in the literature, and for this reason it is also called “artificial peroxidase” [23].
The nanoparticles of Prussian Blue were chemically synthetized on the working electrode
surface as follows: 5 µL of 0.1 M potassium ferricyanide in 10 mM HCl with 5 µL of 0.1 M
ferric chloride in 10 mM HCl were drop-cast on the working electrode surface, the solution
was left on the electrode for 10 min, and then rinsed with a few millilitres of 10 mM HCl.
The electrodes were then left for 90 min in the oven at 100 ◦C, allowing for an electrode
modification with Prussian Blue nanoparticles with the dimensions of 95 ± 15 nm [24]. The
effectiveness of this novel bioassay was successfully verified with the nitrogen mustard
simulant bis(2-chloroethyl)amine and the sulphur mustard simulants, i.e., 2-chloroethyl
ethyl sulphide and 2-chloroethyl phenyl sulphide [25], demonstrating the suitability of a
novel biosensor for the detection of sulphur mustard.

3. Printing Technologies to Deliver Disposable and Miniaturised Devices

Printing techniques have revolutionized electrochemistry because the classical work-
ing, reference and counter electrodes with dimensions of few cm have been replaced with
flexible printed working, reference and counter electrodes with dimensions of few mm,
requiring only few µL of sample. In addition, the cost largely decreases from ca. 500 € to
about 1 €. Without doubt, printed biosensors have improved the life of diabetic patients,
thanks to the printed electrochemical biosensor analysing their glucose in the blood at home
with a simple finger prick, instead of going to hospital for more invasive analyses [26].

A butyrylcholinesterase biosensor based on a screen-printed electrode was devel-
oped by our group for the detection of nerve agents in the liquid and gas phases using
a portable potentiostat. In detail, screen-printed electrodes were modified with Prussian
Blue to detect thiocholine, the enzymatic by-product of butyrylcholinesterase at +200 mV
vs. Ag/AgCl pseudoreference. Being the butyrylthiocholine hygroscopic, the stability
of the substrate was studied by investigating the effect of nitrogen flow in delivering a
stable room temperature substrate. The optimized biosensor was tested using a portable
potentiostat that is commercially available with Sarin and VX standard solutions, showing
detection limits of 10 ppb and 18 ppb, respectively. Furthermore, this biosensor demon-
strated the capability of measuring Sarin in the gas phase by exposing the wet biosensor
with phosphate buffer to Sarin gas. The effect of incubation time was evaluated by studying
the incubation time from 30 s up to 10 min at concentrations of 0.1 mg/m3 and 0.5 mg/m3

of Sarin gas, demonstrating that only 30 s of incubation time are needed to detect Sarin at
the concentration of 0.1 mg/m3 [27]. This biosensor was also configured to be embedded
with a sampling prototype constituted of an electrochemical cell, a little fan for sampling
air, and an electronic circuit for applying the potential, registering the current, turning
on-off the fan, and giving an alarm if the signal decreases by 20%, delivering a smart lab on
a chip (Figure 3B). In detail, the biosensor was inserted in the cell by adding the substrate
by a syringe. The detection of nerve agents in the gas phase was accomplished because the
fan is able to sample 20–25 L of air/min by flowing the air into the electrochemical cell and
enriching the working solution by nerve agents. This prototype encompasses an electronic
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circuit that is able to manage the fan and the miniaturized potentiostat by using (i) an
analogic section for applying the potential (+200 mV) followed by an input I/V amplifier
for converting the input current signal into the output voltage signal and a low-pass filter
to exclude the transient frequency disturbs, (ii) a digital section with an A/D converter for
an input stage of the microcontroller. Paraoxon was used as a simulant and was tested at a
concentration of 1 ppm for 12 times, always giving the switch-on of the alarm. Furthermore,
blank solution did not cause any alarm, thus demonstrating the suitability of the device [28].
Screen-printed electrodes were also used to evaluate the sensitivity of different biocompo-
nents, namely recombinant, electric eel, and bovine erythrocytes origin acetylcholinesterase,
observing that human recombinant acetylcholinesterase seemed to be the most sensitive
toward the inhibition by Sarin with a limit detection of 0.45 × 10−8 mol/L [29]. The same
group developed a biosensing system using a platinum screen-printed electrode and acetyl-
cholinesterase from electric eel in a solution to test Sarin, Soman, Tabun, and VX with
the limits of detection of 7.41 × 10−12 mol/L for Sarin, 6.31 × 10−12 mol/L for Soman,
6.17 × 10−11 mol/L for Tabun, and 2.19 × 10−11 mol/L for VX, respectively [30].

Yoon et al. [31] used screen-printed electrodes to immobilize the acetylcholinesterase
enzyme by cross-linking with glutaraldehyde and bovine serum albumin. This biosensor
was then inserted in an enzymatic chamber on the microfluidic chip, fabricated using
polymethylmethacrylate as the material to develop a lab on a chip for the detection of nerve
agents. Using acetylthiocholine chloride as the substrate, thiocholine was monitored at a
constant applied voltage of 0.1 V using a working electrode modified with cobalt phthalo-
cyanine as the electrochemical mediator. The miniaturization of the device can be used for
nerve agent detection as nerve agents are able to inhibit acetylcholinesterase enzymes.

Wang’s group reported the first solid-contact fluoride screen-printed electrode for
the detection of G-Serie nerve agents using organophosphorus acid anhydrolase as a
biocomponent [32]. The detection relies on the capability of organophosphorus acid
anhydrolase to break the P-F bond of the G-type nerve agents releasing detectable fluoride
ions. The potentiometric biosensor was tested with diisopropyl fluorophosphates as a
nerve agent simulant, reaching a dynamic range of 250–3000 µM and any interference
when methyl paraoxon, methyl parathion, phenol, and aniline were analysed.

Paper-Based Printed Devices

Paper-based electrochemical (bio)sensors have recently acquired huge interest by the
scientific community due to their sustainable features in terms of plastic-free measure and
low cost. In addition, the measurements using paper-based biosensors can be carried out
by unskilled personnel and these devices overcome the major drawbacks of microfluidic
devices, including the requirement for micropumps, the bubble issues, and high costs for
microfluidic pattern fabrication. A further added value in the defence contest relies on
the capability of being incinerated after the measure, reducing the management of the
waste contaminated with chemical warfare agents. As is well known, when a drop of water
wets the paper, the water flows in the cellulosic network, and it also wets the electrical
contacts and hinders the correct electrochemical measure. To overcome this drawback, we
exploited the wax printing technique to easily create the hydrophilic region surrounded
by the hydrophobic one to contain the working solution within the electrochemical cell.
As an example, I report a paper-based bioassay for the detection of mustard agents using
a portable instrument (Figure 3C(a)) [33]. For the manufacturing of paper-based screen-
printed electrodes, the hydrophobic zone was printed onto office paper sheets, using a
ColorQube 8580 Xerox printer, and treated at 100 ◦C for 2 min to let the wax homoge-
neously permeate the paper, producing the hydrophobic pattern designed. Then, the
three electrodes were printed by using the screen-printing technique (Figure 3C(b)). For
mustard agent detection, choline oxidase enzyme was used as a biocomponent, measuring
the degree of inhibition with an office paper-based electrochemical sensor bulk modified
with Prussian Blue nanoparticles and carbon black with the overriding goal of measuring
the enzymatic by-product H2O2 at a low applied potential by the chronoamperometric
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mode. This bioassay was conceived to work in a drop in the presence of choline oxidase
and chemical warfare agent. It was successfully applied for the measurement of sulphur
mustard Yprite with a detection limit of 0.9 mM.
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The first paper-based biosensor for reagent-free analysis of nerve agents was reported
by our group, thanks to the combination of a strip of nitrocellulose membrane loaded
with the substrate and a paper-based test screen-printed electrode functionalized with
butyrylcholinesterase [34]. As the paper-based device loaded with the reagents was able
to carry out a single measure, the measurement of nerve agent simulant was carried out
by using two platforms that compared the non-inhibited chronoamperometric signal to
the inhibited one. In detail, the blank signal was obtained by adding 10 µL of distilled
water on the edge of the Predator® membrane where butyrylthiocholine was adsorbed
(Figure 3D(B)). Then, the water flow pushed butyrylthiocholine toward the test area
(Figure 3D(C)), wetting the electrochemical cell where the enzyme with the phosphate
buffer salts were loaded (Figure 3D(D)). When the water reached the testing area (ca. 30 s),
we waited for 2 min for the enzymatic reaction, producing the enzymatic by-product
thiocholine (Figure 3D(E)). To measure paraoxon concentration, the testing area was firstly
loaded with 5 µL of the nerve agent simulant. After that, the device response was measured
by following the procedure reported above, observing the decrease of the signal due to
the decrease of enzyme activity (Figure 3D(F)). This reagent-free device demonstrated the
capability of detecting paraoxon, taken as nerve the agent simulant, down to 3 µg/L.

4. Wearable-Based Biosensors as Cross-Cutting Devices

As reported by the World Economic Forum, by 2030, the very nature of diseases will be
further disrupted by technology. The fourth industrial revolution will ensure that humans
live longer and healthier lives, so that the hospitals of the future will become more like
NASCAR pit-stops rather than inescapable black holes. You will go to the hospital to be
patched up and put back on track, revolutionizing healthcare from hospital to “home-
spital” [35]. Currently, commercially available wearable sensors are aimed at physical
sensing to monitor physiological parameters, but they do not provide any information at
the molecular level (chemical sensing), which is also a key issue in the defence field.

Harnessing the principle of the choline oxidase based-bioassay, we developed a
wearable and reagent-free biosensor, suitable for the on-site detection of both liquid and
airborne mustard agents, exploiting filter paper to design a 3D structured origami-ePAD
(Figure 4A). In detail, an electrochemical cell was developed onto the first layer of the
origami by printing the conductive inks to realize the electrodes as well as to load the
choline oxidase enzyme, and in the second layer, the electrolyte salts as well as the choline
substrate were pre-loaded by exploiting the adsorptive properties of filter paper. Then, the
measurements were carried out by assembling the origami layers, allowing for reaction
within the pre-loaded reagents. The monitoring of choline oxidase enzyme was carried
out using a filter paper-based sensor to detect sulphur mustard in the liquid phase, as well
as in the gas phase, obtained by aerosolising sulphur mustard with a nebulizer. In detail,
the origami-like biosensor was successfully tested for the rapid and real-time detection
of sulphur mustard with detection limit equal to 1 mM and 0.019 g ×·min/m3 for the
liquid and gas phase, respectively. The results achieved demonstrated the applicability of
paper-based origami-inspired ePAD for ready-to-use wearable sensors for the monitoring
of substances into the liquid as well as the gas phases [36].

Wang’s group developed the first wearable skin and textile-worn biosensors for the
continuous monitoring of nerve agents in the vapour-phase using organophosphate hy-
drolase (Figure 4B). This electrochemical biosensor was fabricated with elastomeric inks
to deliver a flexible device integrated with an electronic interface able to maintain the
functionality under mechanical stress and to send the data to a mobile device by wireless
data transmission. By detecting the enzymatic by-product nitrophenol product in square
wave voltammetry, the epidermal tattoo and textile sensors allowed for linearity over
the 90–300 mg/L range and detection limit of 12 mg/L, demonstrating the suitability as
a rapid warning device for personal exposure to nerve-agent vapours [37]. The same
group developed a potentiometric tattoo biosensor for real-time on-body quantification of
G-type nerve agent simulant by using a pH-sensitive polyaniline sensor combined with
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organophosphate hydrolase as a biocomponent. This biosensor demonstrated a linear-
ity between 20–120 mM using a nebulizer solution of nerve agent simulant diisopropyl
fluorophosphates, with a limit of quantification of around 10 mM [38].
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The novel approach using a wearable microneedle sensor array to distinguish between
opioid overdose and nerve agent poisoning was reported in the Journal of American
Chemical Society in 2020 by the same group [39]. The microneedle array was fabricated
by using a hollow microneedle working electrodes allowing (i) for direct voltammetric
detection of fentanyl-based on oxidative dealkylation of the piperidine tertiary amine and
norfentanyl production with a peak at +0.7 V, and (ii) for square wave voltammetry of
the organophosphate hydrolase-by product, i.e., p-nitrophenol using methyl paraoxon as
a nerve agent simulant, with a peak at ca. +0.72 V (Figure 4C). The detection of methyl
paraoxon demonstrated a detection limit of 10 µM with good operational stability (i.e., 90%
of its original response), testing 100 µM methyl paraoxon by 12 repetitive measurements
at 10 min intervals. Furthermore, the applicability of this device was demonstrated in
morphine and norfentanyl, demonstrating the possibility of useful, continuous monitoring
of drugs of abuse and nerve agents.

5. Conclusions

The cross-cutting technologies, including nanomaterial and printing technologies,
have paved the way for the development of smart and miniaturized analytical tools for
the onsite measurement of chemical warfare agents. The printing technologies allowed
us to deliver miniaturized and easy-to-use analytical tools with the features needed in the
defence context. In addition, as disposable sensors are well suitable for nerve agents using
cholinesterase enzyme, they require the reactivation in cases of classical electrochemical
cells. The presence of nanomaterial has boosted the fabrication of the devices with im-
proved sensitivity to match the requirements for the detection of chemical warfare agents
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at low concentrations. Furthermore, wearable biosensors have opened a new research
line in this sector, enlarging the application of this technology beyond the biomedical
field. I am confident that, in the future, the integration of these types of analytical tools
with IoT will be the main driver of the smart management of data and deliver useful and
high-throughput analyses.
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