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Abstract

:

The aim of this article is to describe estimates of data difficulty and aspects of the data viewpoint within Vehicle-to-Infrastructure (V2I) communication in the Smart Mobility concept. The historical development of the database system’s architecture, that stores and processes a larger amount of data, is currently sufficient and effective for the needs of today’s society. The goal of vehicle manufacturers is the continual increase in driving comfort and the use of multiple sensors to sense the vehicle’s surroundings, as well as to help the driver in critical situations avoid danger. The increasing number of sensors is directly related to the amount of data generated by the vehicle. In the automotive industry, it is crucial that autonomous vehicles can process data in real time or can locate itself in precise accuracy, for the decision-making process. To meet these requirements, we will describe HD maps as a key segment of autonomous control. It alerts the reader to the need to address the issue of real-time Big Data processing, which represents an important role in the concept of Smart Mobility.
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1. Introduction


The continual increase in the total number of vehicles is causing daily traffic congestion and accidents, which often result in serious injuries. The improper management of a critical traffic situation causes further inconvenience. The innovation discussed here is part of the Smart Mobility concept, which is becoming more and more important due to the ever-increasing intensity of traffic [1].



According to [2], up to 50% (approximately 3.3 billion) of all people in the world live in cities. It is estimated that this number will increase to 5 billion by 2030. As the population grows, the demands on the transport infrastructure increase. To achieve greater comfort in transport and more intelligent management and monitoring of transport infrastructure, it is necessary to ensure quality and reliable data transmission of information. This information can also be used in communication between transport infrastructure and vehicles (V2I).



Effective communication in the Smart Mobility concept is a key component, on which other intelligent solutions within the Smart Mobility concept are based. Creating such a complex system of vehicle communication with all entities of the transport infrastructure is a challenging process. It is necessary to ensure the security of communication, sufficient data storage capacity and speed of processing the obtained data. The mentioned requirements are a small part of the necessary parameters that would enable the creation of a fully autonomous vehicle. To specify the requirements of V2I communication, it is necessary to acquire a realistic estimate of the amount of data produced by autonomous vehicles.



The authors have many years of experience with data integration of various transport systems and also with the entire process from data collection to knowledge extraction for decision making. There is a lot of research that has focused on various aspects of Smart Mobility, such as, systems integration, the construction of transport infrastructure, transport system resilience, traffic safety, green mobility and data communication security [3,4,5,6]. Another piece of research defines the methodical requirements for the operation of the Smart Mobility concept and its goals [7]. Based on our previous experience, our intention is to point out the data aspects, which need to be considered in order to maintain sustainable communication in the Smart Mobility concept.



Currently, the most modern commercial vehicles on the market fall into the third level of autonomy according to the Society of Automotive Engineers (SAE International) and are awaiting regulatory approval. However, even vehicles at a lower level of autonomy generate approximately 25 GB/h of data. Each higher level directly correlates with the number of sensors in the vehicle, which causes a higher amount of data produced [8]. The usability and availability of sensors and camera modules in the vehicle changes the orientation of the automotive industry mainly into the data viewpoint. The data obtained from sensors, combined with computing, transform data to make decisions of an autonomous vehicle.



According to calculations by Stan Dmitrieva in 2017 [8], whose article was updated by Simon Wright, after combining the estimated amount of data from individual vehicle sensors from the third level of autonomy, the total amount of data transmitted are approximately 19 TB/h. For vehicles that fall into the lower category of autonomy, the estimated amount of data produced are about 1.4 TB/h (Figure 1). According to the American Automobile Association (AAA), the average person spends 17,600 min a year behind the wheel, which is about 293 h. After counting the calculated values, we can estimate that one vehicle produces more than 5500 TB of data per year [8].



The scope of this paper is focused on data requirements in V2I communication. We also discuss the effectiveness of existing solutions in relation to such an enormous amount of data which need to be stored, transform and processed in the Smart Mobility concept, specifically V2I communication. The increase in produced data volume has gradually led to the development of Big Data, Cloud and Edge Computing.



Some of the key issues with the large volumes of data have been their management in traditional data warehouses and knowledge acquisition using data mining and statistical analysis techniques [9]. The solution to this problem was the development of Big Data, a data analysis methodology that allows the storage and analysis of a big volume of data using a new generation of technologies and architecture [10]. In Big Data technology, each node is independent and self-sufficient. In contrast, the Cloud solution provides more computing power by distributing individual tasks to multiple Cloud devices [10]. The data are stored on the cloud, which can be accessed by a user from any location without the need to know the specific location of the data storage [11]. There are many benefits to using Cloud technology such as its virtual infrastructure, access for any device via the Internet and scalability. According to [10], Big Data and Cloud computing complement each other and their combination provides many benefits that neither technology would be able to provide on its own.



Many of the tasks performed by IoT devices are time sensitive, and the use of the Cloud is not a suitable solution for them. The data must be uploaded to centralized servers and the results are sent back to the IoT devices after making the necessary calculations. These results are often needed in less time than they can be provided with Cloud computing. The solution to this problem may be the use of Edge computing. It allows processing of data closer to the device and end-user, thus also reducing the time it takes to transfer data. Thanks to distributed deployment, balanced network traffic is ensured and traffic peaks are avoided. This also makes latency and energy consumption lower. However, unlike the Cloud, Edge computing devices have less storage capacity and, therefore, they would not be able to store large amounts of data. If we need to ensure low latency and unlimited storage capacity, a combination of Edge computing and the Cloud is the ideal option [12].



As well as the inclusion of autonomous vehicles in normal traffic with the ability to communicate with the surroundings, the design of the processing architecture and the way data are stored in real time, are currently a major challenge for the entire Smart Mobility concept.




2. Smart Mobility Development


Smart Mobility is a general concept for the integration of different modes of transport and infrastructure. The concept of Smart Mobility has been a topic discussed in recent years, not only in scientific circles, but also at city level. It brings benefits that will enable cities to manage transport in an efficient and sustainable way.



Smart Mobility is a new vision of traffic management. It brings expectations in relation to addressing the issue of current transport as well as transport in the near future. It is seen as a new way of thinking and perceiving how people are moving and has evolved over the years from the convergence of the digital revolution with transport [13]. With the advent of modern technologies such as fast data connectivity, reliable sensor systems or powerful mobile devices, the concept of intelligent mobility with the advent of automated and autonomous vehicles is becoming an increasingly common part of transport systems.



The continual increase in urbanization puts pressure on the construction of additional road infrastructure. The problem of the growing number of passenger cars has so far been addressed by adding new roads to meet the requirements [13]. The construction of additional roads in cities should ease the unmanageable traffic situation. However, it does not provide a sufficient solution to the problem as this method reaches its limits due to existing urban infrastructure. Cities can increase the efficiency of traffic intensity management by setting up appropriate solutions and implementing them into current transport infrastructure.



2.1. Current Goals


The vision of Smart Mobility consists of many elements, which transform the philosophy of transport into new possibilities, as shown in Figure 2, and offer a possible solution to the current situation. According to [7], the Sustainable and Smart Mobility Strategy presented by the European Commission, important milestones for Smart Mobility include:




	
By 2030:




	◦

	
multimodal passenger transport will be deployed facilitated by an integrated electronic ticket and freight transport that will take place in a so-called paperless form;




	◦

	
automated mobility will be deployed on a large scale, emissions will be reduced by 55%;




	◦

	
at least 30 million vehicles on European roads will be zero-emission vehicles;




	◦

	
high-speed rail transport will be doubled;




	◦

	
there will be carbon-neutral collective travel within Europe within 500 km.









	
By 2050:




	◦

	
rail freight transport will be doubled;




	◦

	
a multimodal Trans-European Transport Network (TEN-T) for sustainable and intelligent transport with high-speed connectivity capable of operating on the comprehensive network will be built;




	◦

	
climate neutrality (reducing transport’s dependence on fossil fuels);




	◦

	
high-speed rail transport will be tripled;




	◦

	
almost all cars, buses and vans will have zero emissions.














The intention is to integrate connected and automated multimodal mobility into real transport. Interconnected and automated systems have great potential to improve the operation of transport systems, their sustainability and safety. Smart Mobility offers a solution that, based on real-time data, could evaluate and optimize the current traffic situation in the form of traffic intensity management on a certain section or provide information on the number of freely available parking spaces.



Not only the European Commission, but also the Smart Mobility concept itself has defined objectives such as:




	
Prevention of road accidents.



	
Ensuring smooth transport and thus reducing transport times.



	
Reduction of capacity congestion in transport infrastructure.



	
Enhancing safety.



	
Improving the economic efficiency of transport.



	
Reduction in the number of means of transport for individual transport [14].









2.2. Further Development


Meeting the objectives defined in the Smart Mobility concept will bring several key solutions that should ensure a higher level of traffic using advanced information and communication technologies. Travel will be easier and smoother, traffic management efficiency will be increased and information on traffic intensity will be provided over time, which will allow prediction and optimization of planning and information on free parking spaces will be available. The overall architecture and mode of shared transport will be proposed, which will affect every single inhabitant of the city. The aim of the transformation is primarily to turn transport as a product into a mobility service (Mobility-as-a-Service).



Mobility services will be a part of the lives of residents. As the population increases, it is important to effectively design a mode of transport for many people in a limited range of the physical capacity of the transport infrastructure. It is also important to respect the degree of environmental friendliness of the means of transport, together with sustainability. The introduction of low-emission and emission-free zones will bring a new perspective on shared transport, where bicycles and scooters will not only be an exceptional transport option but a common part of people’s daily lives.



With the advent of new technologies in the automotive industry, we are increasingly faced with the concept of autonomous vehicles, which are often seen as an important element of Smart Mobility.



The definition of an autonomous vehicle (AV) can be understood as a vehicle capable of sensing the surrounding environment, evaluating the traffic situation and performing activities and maneuvers without the need for human intervention. It is not at all necessary for a person to take control of the vehicle or to be in the vehicle at all. An AV is able to drive on the same roads, evaluate traffic situations (react more quickly in crisis situations), do everything as an experienced human driver. The SAE has defined six levels of driving automation—from level 0 (fully manual) to level 5 (full autonomy) [16]. These six categories are divided into two groups of three levels. The first group consists of levels 0–2 inclusive, where the driver monitors the environment around him. The second group are levels 3–5 inclusive, where the environment is monitored by an automated system capable of reacting in time based on the information obtained (Figure 3).



The development of technologies to support autonomous vehicles and their future is exciting. Technological backgrounds, radars and sensors receive a wealth of support in their improvement, use and adjustment. According to a published study by the Ponemon Institute entitled “Securing the Connected Car: A Study of Automotive Industry Cybersecurity Practices”, connected vehicles (as well as autonomous vehicles) have a rich background in physical safety (seat belts, airbags and others). Today, physical safety is relatively well covered, as is also reported in the annual decrease in road accident deaths based on European Commission statistics (Figure 4) [18].



According to the study by the Ponemon Institute, the field of cybersecurity is falling behind. It is also necessary to add digital security features to vehicles. When it comes to putting intelligent and connected vehicles into real traffic, today’s vehicles are not ready in the area of digital security. Therefore, it is extremely important to pay attention to digital security [19]. This document is based on a survey of approximately 590 professionals, where more than 2/3 of respondents accepted the need to increase cyber security and described the area as “urgent”.





3. V2I Communication


Efficient data communication between individual traffic entities is one of the basic pillars of Smart Mobility. At the very top of the communication hierarchy is the V2X (Vehicle-to-Everything) communication. Vehicle-to-Everything (V2X) communication is a paradigm of the intelligent transport system (ITS). ITS is used to increase the efficiency and reliability of data transmission. This is achieved by the timely implementation of a complete set of communication mechanisms in all devices and infrastructure involved in traffic management and monitoring [20]. Within V2X we distinguish several subcategories, such as:




	
Vehicle-to-vehicle (V2V).



	
Vehicle-to-network (V2N).



	
Vehicle-to-pedestrian (V2P).



	
Vehicle-to-infrastructure (V2I).








3.1. Definition


Communication between vehicles and road infrastructure equipment is referred to as vehicle-to-infrastructure (V2I) [21]. According to [22], there are several V2I system architectures that match in key components, namely:




	
Vehicle On-Board Unit or Equipment (OBU or OBE).



	
Roadside Unit or Equipment (RSU or RSE).



	
Safe Communication Channel.








The vehicle is represented by the OBU in V2I communication. This component ensures communication between the vehicle and other vehicles in its vicinity, as well as between the vehicle and the RSUs. The RSU represents infrastructure in V2I communication. The device is connected to a network designed for V2I communication and can be located at intersections, petrol stations, pedestrian crossings or other locations. In addition to receiving and sending messages, its tasks may include prioritizing messages sent to and from vehicles [22].



Based on memory capacity and communication capabilities, OBUs collect data at regular intervals, with the oldest data being overwritten. OBUs send “status messages” to other OBUs to ensure safety and, at the same time, they transmit vehicle data together with GPS data to RSUs [22]. The main idea of V2I communication is to provide local information on real-time safety, such as speed limitation, safe spacing between vehicles, accident warning or safety at intersections [23]. The purpose of providing this information to the driver or vehicle in real time is to try to avoid traffic collisions and increase mobility, thus ensuring smooth traffic [21]. To secure smooth traffic, V2I applications can be used, for example, for dynamic control of light signals at intersections or early notification of traffic congestion.




3.2. Communication Technologies


The method and efficiency of data communication is an important aspect of the Intelligent Transport System (ITS). As a part of the development of the Smart Mobility concept, the standards used have gradually changed in order to increase the speed of information transfer, reliability and efficiency of communication [22]. V2I communication takes place via wireless communication technologies, namely dedicated short-range communications (DSRC) and cellular vehicle-to-everything (C-V2X).



3.2.1. Dedicated Short-Range Communications


Dedicated short-range communications (DSRC) are a wireless communication technology used for V2I communication, namely between the On-board Unit (OBU) installed in the vehicle and the Road Site Unit (RSU) located in the road infrastructure equipment [13]. Communication works based on WLAN technology. When individual vehicles and transport infrastructure equipment are within range, they create an ad-hoc network. The messages sent include, for example:




	
Cooperative Awareness Message (CAM),



	
Basic Safety Message (BSM),



	
In Vehicle Information Message (IVI),



	
Service Request Message (SRM) [13].








The technology is part of WLAN IEEE 802.11 standard. It is known as ITS-G5 in Europe and as Wireless Access in Vehicular Environments (WAVE) in the USA [13]. The DSRC range was determined to be 300 m by testing [24]. The delivery of messages over a longer distance is possible using multi-hop. A communication node equipped with a DSRC module routes the received messages to another communication node. However, there is a delay in the transmission of messages, which is particularly a problem for the transmission of safety messages that should reach the target vehicle as quickly as possible. Another problem is the use of the same radio channels by an increased number of connected devices, for example, at peak times when the capacity of the network equipment is maximized. This results in an increase in signal interference, transmission latency and a reduction in data transfer rates. Data latency normally reaches 4–5 ms. However, the delay is even greater during peak times. The advantage of the DSRC is that it does not need a supporting communication infrastructure and the communication takes place on free frequency bands [13].




3.2.2. Cellular Vehicle-to-Everything


Cellular vehicle-to-everything (C-V2X) is one of the researched communication technologies for communication within the intelligent transport system (ITS). It also covers communication between vehicles and infrastructure devices (V2I). This technology is managed by the 3rd Generation Partnership Project (3GPP). Data transmission is performed via a wireless mobile data network 4G LTE (Long-term evolution) or 5G NR (New radio). The services of mobile operators are used for this communication, which causes several disadvantages compared to DSRC technologies, for example, communication is usually charged, takes place in the licensed band and the device must be registered with the operator [13].



When using a 5G network, data latency and error rate should be lower, and data throughput and network reliability higher. The problem is in areas where there is not enough coverage of the territory by 5G networks. In this case, the C-V2X communication will be performed via a 4G LTE network, which is not built on as many devices as can occur, for example, in traffic jams in larger cities. In this case, it is questionable what will be the latency and throughput of this communication. [13]



The use of 5G networks will facilitate the transition from single-vehicle intelligence to connected intelligence, where the vehicle will be controlled not only by data obtained from its sensors but also by data from other vehicles and other ITS elements. As a result, the driver will have a greater overview of the traffic situation in the area in which he/she is located and not only about its immediate surroundings. At the same time, connected intelligence is a necessary step for the complete autonomy of vehicles. In addition to the above reasons, the construction of 5G networks is also essential for the use of HD maps in road transport [25].





3.3. IoT


As mentioned, wireless communication technologies are an important aspect of Smart Mobility. Using these technologies, the individual ITS elements exchange the necessary data for safer and smoother traffic. This communication is provided by IoT (Internet of Things) devices that collect and send data. IoT is the interconnection of physical objects equipped with sensors, software and other technologies that are used to exchange data with other devices over the Internet [13]. It is through the integration of IoT devices into individual elements of road traffic that we approach the interconnected and autonomous driving of vehicles. An example of IoT devices integrated into a vehicle is shown in Figure 5.



In addition to the exchange of data between vehicles, individual vehicles also obtain other necessary information by communicating with the infrastructure. As mentioned above, many IoT devices also occur in road infrastructure and collect the necessary data. These include, for example, object recognition, parking space occupancy or light signal control. Examples are also IoT devices on the roads or on the side of roads, such as RFID, microwave radar or video image processors, which are used to collect data on current traffic density. This data is then processed in the cloud and used to predict traffic flow. By obtaining information about the predicted traffic flow via V2I communication, passengers can avoid places where there is a risk of traffic jams [26].



The development and combination of IoT devices, artificial intelligence (AI) and communication technologies will gradually diminish the driver’s driving role and the vehicle will take full control of the steering [27].





4. Data Categorization


Data collected within V2I communications can be divided into several categories in several ways according to (Figure 6):




	
the source;



	
the method of collection;



	
character [13].








4.1. Data Categorization by Source


A source that can share useful information for V2I communication to work properly can provide a variety of data. These sources include, for example, reports from people and information provided by the vehicle manufacturer. Information from third parties is also useful, as is known today. The last example is a state-owned system that could provide comprehensive information for V2I communication [13].




4.2. Data Categorization by Method of Collection


Another way we can categorize data for V2I communication is according to the way the data are collected. The most amount of data are collected through sensors in intelligent infrastructure, such as camera systems, temperature sensors, barometric pressure meters, traffic censuses and others. These sensors are not movable, so data from them are always evaluated against the same location [13].



Camera systems, radar, vehicle speed sensor and lidar are just some of the sensors that are equipped with intelligent cars. Unlike sensors in the infrastructure, the vehicle dynamically changes its position and changes the location with which the data is correlated. This location is detected through GNSS/GPS sensors. Vehicle location data are often also obtained from online navigation systems or mobile applications, such as Google Maps or Waze. By obtaining the position data of several vehicles, it is possible to predict traffic jams. However, it should be taken into account that the number of mobile devices does not have to be the same as the number of vehicles, for example, in the case of a bus with a larger number of passengers [13].



Relevant information may also be obtained from information systems. For example, we can obtain information on mobile signal road coverage through the GIS. Monitoring systems can provide data on, for example, the number of available parking spaces. A different perspective may be on obtaining useful information provided by people, such as reports from emergency services (police, health service and firefighters) or citizen reports [13].




4.3. Data Categorization by Character


The character of the data is defined by the level of detail of the temporal and spatial area it represents. According to this character, we divide the data into operational, tactical and strategic [13].



Operational data are provided in real time and focuses on a short period of time. These relate only to the area in which the vehicle is located and its immediate surroundings. The information contained in these data relates to actual traffic accidents, impassable road sections or other problems that need immediate decisions to be made [13].



Tactical data have a medium level of detail, providing information about traffic situations affecting the entire location. Unlike operational data, tactical data may not be provided in real time but at larger time intervals. However, it is necessary that the data must be up-to-date and provide the recipient with the information to make tactical decisions, such as choosing to bypass a traffic jam [13].



Strategic data have the smallest level of detail. In terms of time, it is a period of at least one month. In terms of space, the minimum size of the district. However, their analysis can provide information that deals with traffic density in individual sections and, thus, helps in making strategic decisions, such as building infrastructure [13].




4.4. Data Domains According to the Described Categorizations


As mentioned in the definition, V2I consists of communication between the vehicle and the infrastructure. Thus, these two domains, intelligent vehicles and intelligent infrastructure, are major producers of data content. Table 1 summarizes the mentioned domains according to the above categorization in terms of the character of the data, potential sources for obtaining and possible ways of collecting these data [13].





5. HD Maps


One of the goals of Smart Mobility is to have fully autonomous vehicles. In order to do that, vehicles need to have an overview of the traffic situation in the vicinity and they also need to have road infrastructure information. At the same time, they need information even outside of the shared data between the different participants in the V2X communication in order to cover all of the above areas. One possible solution is to use High-Definition Maps (HD Maps), as a part of the way the vehicle is oriented on the road. In general, we can mark HD maps as high-resolution maps that have information and accuracy at centimeter level. They contain information whether static or dynamic, such as:




	
map documents;



	
traffic situations;



	
traffic signs and intersections;



	
weather reports;



	
urban facilities on city streets [28].








According to the Automotive Edge Computing Consortium (AECC), the use of HD maps is a key issue in Mobility-as-a-Service, ADAS (Advanced Driver Assistance System) and autonomous driving [28]. Together with all of the sensors available in vehicles, the information obtained will contribute to updating HD maps, which will help to move automated and autonomous transport from level 2 automation. Vehicles from this level of automatization require precise localization capabilities to adapt to the environment and make real-time decisions for driving.



As an example, we will provide a simple repair of the pothole on the road, where the repair takes several days. This is not a problem at lower levels as drivers automatically avoid the repair site. The problem arises with autonomous driving when the vehicle needs to be informed that there is an obstacle on the road and instructions to avoid it. For this purpose, it is necessary to build a real-time data processing, storage architecture and the ability to provide the information collected to other vehicles on the road.



5.1. HD Map Layers


Based on the available information, the AECC has produced preliminary estimates of the operation of HD maps and the overall network occupancy that occurs when a vehicle contributes data to HD maps.



The AECC divided the different layers of HD maps into dynamic and static (permanent). Static maps represent today’s famous maps of the territory. We divide dynamic maps into four categories, based on updating information according to the time interval (Figure 7) [28].



These are:




	
The Permanent Static Layer contains information that has the lowest data frequency of updates of the order of days and more. The types of data that this layer represents are, for example, information about intersections or traffic signs. We can also mark this layer as a static map.



	
The Transient Static Layer updates data on an hourly basis. The layer includes, for example, the place of work on the road, accidents, road closures and others.



	
In the Transient Dynamic Layer, the information is changed in units of minutes. The layer includes weather data, illegally parked cars, dirt on road infrastructure and so on.



	
The Highly Dynamic Layer is the most frequent layer of all dynamic layers. The data are collected after a few seconds and contain information about vehicles, pedestrians, or cyclists. The AECC does not deal with information that is collected in less time than the seconds required for autonomous vehicle driving. [28].









5.2. Patterns for Updating Data of HD Maps


The overall flow of information from the vehicle to the complete updating of HD maps depends on the determined strategy of processing the obtained data. The expected process begins with obtaining source data from the vehicle’s sensors, followed by data processing and analysis. In the last phase, HD maps are updated and information is sent back to the Vehicle (Figure 8) [28].



There are several types of ways to implement the HD Map Update Process. The most basic are:




	
Pattern A—we have three functional blocks in the vehicle, as in Figure 9. The collected data from the sensors are processed and the HD map is updated directly in the vehicle. The change information is sent (Uplink) to the MSP Edge/Central Server where the central map is updated for other vehicles nearby.



	
Pattern B—there are two functional blocks in the vehicle. The process is conducted by sent data from sensors (Uplink) to the MSP Edge/Central Server where the central map is then processed and updated. The updated map is resent to the vehicle (Downlink) [28].








Based on Figure 9, Pattern A obtains data from its surroundings and sends it to a module in which the collected data are analyzed and processed. Before performing an in-vehicle HD map update, the vehicle needs to receive confirmation information from a central server. This consists of information that an incident on the road infrastructure was recorded by several vehicles. After receiving the information, the HD map is updated directly in the vehicle. The advantage of this pattern is that bidirectional data transmission is not required. After updating the HD map in the vehicle, the changes made will be sent via the Internet to the MSP Edge/Central Server, where the HD maps stored on the servers will be updated. Even according to [28], network traffic volume is not large, because the single flow of information is directed from the vehicle to the central server.



On the contrary, Pattern B operates in a two-way data stream and has comparably higher data transmission requirements [28]. In Pattern B, the vehicle contains only two function blocks. The first one is used to obtain data from the environment and the second one is used to update the HD map. When the vehicle detects an event that is not in the HD map, it sends the acquired data via the Internet to the MSP Edge/Central Server. An analysis and update of the HD map is performed in the central server. The updated maps are sent back to the vehicle via the Internet, where the HD map is updated.




5.3. Network Occupancy of Updating HD Maps


In the section “Introduction”, we showed estimates of data difficulty for vehicles of lower and medium levels of autonomy. The estimated information consisted of statistics from the United States of America. The AECC has produced its own estimates, including the processing and updating of HD maps, which they consider to be a key aspect of autonomous management. Certain constants, such as the total length of journeys and the number of illegally parked vehicles are obtained from Tokyo.



The individual indicators that are included in the calculation of the estimate of the total amount of data transferred according to pattern B are:




	
Data Upload/Download Frequency—A frequency defined as the number of detected changes in the Transient Dynamic Layer and HD map updates.



	
Upload/Download Data Volume (per vehicle system)—represents the total amount of data transferred between the vehicle and MSP Edge/Cloud Server.



	
Upload/Download Data Volume (in total)—represents the total amount of transmitted data, categorized according to the number and type of connected vehicle.



	
Latency—Latency is defined as the time it takes to transfer information from the sensor to update the HD map [28].








The estimate includes two types of vehicles—Economy Model Cars and Mid-range Model Cars. Economy Cars are vehicles that are commonly available and contain several cameras and radars. Mid-range vehicles have more sensors than the Economy model (for example LiDAR).



The calculated data are categorized based on the number of Economy Model Cars (EMC) and Mid-range Model Cars (MRMC), where they focus on the total amount of data transmitted from the Upload/Download perspective, as in Figure 10. On the left side, we can see the total amount of data sent to the MSP Edge/Central Server, where the estimated generated data by 2022 represents a value of approximately 10.8 Petabytes per day. In terms of data received, it is 123 Terabytes per day. The idea of generating data in the next ten years is about 1/10 of the total data production of the world’s population, which is growing every year, and the latest estimates show that this value will increase rapidly [29].



These values already show a significant amount of data for transmission as well as processing for the various car manufacturers involved in advancing autonomous driving. The challenge for transport leaders as well as the professional community is to achieve reliability and meet the required hardware need to store the necessary data in the vehicle. However, we already know that traditional database systems such as relational databases and data processing in data warehouses, as well as data storage and analysis in these systems, are not sufficient [29]. Likewise, it is questionable whether systems (Hadoop, NoSQL, MapReduce and others), which are designed to process Big Data, are sufficient for storing, processing and transmitting data depending on efficiency and time.



Those estimates and the calculated constants are an integral part of autonomous vehicles. However, for autonomous vehicles to be integrated into road infrastructure, they need to be able to communicate with infrastructure as well as other V2X communication stakeholders. It should not be forgotten that it is necessary to design and implement the most suitable way of storing and transmitting information together with the analyzed estimates with sensors and information about HD maps. This means that the total amount of data transferred and processed will increase even more, and the need to know how to process Big Data in real time will increase even more. We have also failed to include the division of data into structured and unstructured, where the mentioned values in unstructured similarly require enormous computing power and sophisticated processing, for the purpose of deciding an autonomous vehicle on which the overall future of autonomous shared driving will depend in the Smart Mobility concept.





6. Discussion


To successfully implement Smart Mobility into everyday life, it is necessary to solve several general questions concerning the data viewpoint of this concept. Many of the technologies that are essential for Smart Mobility are only at the beginning of normal/daily use in many countries, for example 5G, Edge computing or HD maps.



These data need to be processed and analyzed. The processing time of operational data should be kept to a minimum so that the vehicle has sufficient time to respond adequately. The question therefore remains as to which architecture should be chosen. Using Edge computing and Cloud could serve as an appropriate combination for V2I communication. Edge Computing could serve mainly for the processing of operational and tactical data and Cloud for the processing and storing of strategic data.



In a year, a third level vehicle of autonomy will produce an estimated more than 5500 TB of data [8]. Not all data, such as the current state of the tank, must be sent outside the vehicle. It is this boundary that needs to be defined so that storage and communication channels are not flooded with more data than necessary, which could also slow down data transmission and processing. In addition to the data produced by vehicles, other data will also come from other sources, such as sensors in the road infrastructure, thus increasing the volume of data produced under V2I. It is important to specify the data that will be sent from the devices and at what level it will be processed. It is necessary to determine which data will be stored for a long time and which will not. In particular, the future use of stored data must be considered for this decision. While some data, such as traffic intensity on a specific section or accident, have long-term use, other data do not need to be stored and may be deleted or archived. It is important to select which data generated from devices or sensors we need for the correct and safe operation of autonomous driving in V2I communication, as well as in communication with other V2X elements. The question remains whether one of the possible solutions is the aggregation of data at a certain level, whether it is aggregation at the level of time, location, vehicle type or another parameter. Another possibility of solving the problem of the amount of data is the design of new methods of data compression or the adaptation of currently used algorithms. The aim should be to reduce the total amount of data and at the same time reduce the compression and decompression time required and, thus, affect the overall length of the transmission and processing.



In addition to the need for sufficient data storage capacity, it is crucial to ensure stable and fast information transfer. While driving, many dangerous situations arise that require the vehicle to react quickly and of which it must be informed in good time by means of messages. Minimizing the delay of these messages is key to road safety. For this reason, it is necessary to build 5G networks on the road infrastructure for the communication of individual elements of V2I communication. An important part of the AECC consortium is the use of HD maps essential for the accurate location of the vehicle to be able to work with information for the decision-making process. Reporting real-time objects from the dynamic layer represents a huge amount of information that will be sent to the MSP Edge/Central server and the updated version reloaded into the vehicle.



Another aspect of data communication is cybersecurity. Autonomous vehicles and drivers of not fully autonomous vehicles base their decisions on received information. It is important to ensure that autonomous vehicles and drivers of not fully autonomous vehicles receive real-time information that is necessary for the safety of all road users. This information is the main part of V2I communication. There are many types of cybersecurity attacks that need to be considered as this communication is mediated via the Internet. Possible attacks include for example, interrupting the communication, entering false information or removing information about current traffic-threatening situations. In addition to communication, it is also necessary to take into account of the cybersecurity of IoT devices that are implemented in vehicles.




7. Conclusions


This paper provides a data viewpoint on Smart Mobility, specifically V2I communication. The beginning of this paper is focused on data production of vehicles sensors, which are implemented in currently used vehicles. Described database solutions are not sufficient to handle the mentioned estimations of data production in real time. In the following part of this paper Smart Mobility concepts and their current goals in a near future are discussed. Then the focus is shifted to V2I communication, its possible communication technologies and the categorization of data that will be sent within V2I communication. Then, HD maps are considered as one of the key technologies for autonomous vehicles to receive information about road infrastructure and current traffic situations as they provide the precise location of the vehicle.



In the previous section were discussed the main concerns about the data aspects of V2I communication. Covering and satisfying all the needs of reliable, secure and fast communication between V2I components is a key role in achieving the goals of the Smart Mobility concept. Reaching the milestones defined in the Smart Mobility concept is a complex matter. Individual aspects of the data viewpoint of V2I communication present several challenges for the automotive industry as well as the professional community.
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Figure 1. Comparison of total vehicle data production by autonomy level according to [8]. 
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Figure 2. Shared Transport Smart Mobility Objective based on [15]. 
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Figure 3. Classification and description of individual levels of autonomy according to SAE [17]. 
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Figure 4. Number of road accident deaths in Europe based on [18]. 
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Figure 5. IoT devices integrated in vehicles. 
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Figure 6. Categorization of data collected within V2I. 
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Figure 7. HD maps layers based on [28]. 
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Figure 8. The flow of information from the vehicle to the complete updating of HD maps based on [28]. 
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Figure 9. Patterns A and B of updating data of HD maps based on [28]. 
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Figure 10. The calculated amount of transferred data based on [28]. 
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Table 1. Domains according to the categorization of data collected within V2I according to [13].
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Domain

	
Source

	
Method of Collection

	
Character




	
Reports from People

	
Manufacturing Information

	
Third Party Information

	
Systems Administrated by the State

	
Sensors in the Infrastructure

	
Sensors in Vehicles

	
Information Systems

	
Reports from People

	
Operational

	
Tactical

	
Strategic






	
Intelligent vehicles

	

	

	

	

	

	

	

	

	

	

	




	
Autonomous vehicles

	
•

	

	

	

	

	

	
•

	

	

	

	
•




	
Vehicle’s ability to communicate

	
•

	

	

	

	

	

	
•

	

	

	

	
•




	
Assistance systems

	
•

	

	

	

	

	

	
•

	

	

	

	
•




	
Communication of V2I

	

	
•

	

	

	
•

	
•

	

	

	
•

	
•

	




	
Intelligent infrastructure

	

	

	

	

	

	

	

	

	

	

	




	
Intelligent systems

	
•

	

	
•

	
•

	
•

	

	
•

	

	
•

	
•

	
•




	
Road infrastructure data

	
•

	

	
•

	

	
•

	

	

	

	
•

	

	




	
Communication of I2V

	

	

	
•

	
•

	
•

	

	
•

	

	
•

	
•
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