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Abstract: How (in)formal should the classic expression describing risk as the product of hazard,
exposure, and vulnerability be considered? What would be the most complete way to describe
the process of risk mitigation? These are the questions we try to answer here, using a formal,
mathematically sound yet abstract description of hazard, exposure, vulnerability, and risk. We
highlight the elements that can be affected for the purpose of mitigation and show how this can
improve the quantitative assessment of the procedural aspects of risk mitigation, both long- and
short-term, down to the timescale of emergency response.
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1. Introduction

The groundwork for a clarifying definition of the concepts of risk and hazard, and
their relation, was first carried out in an international setting in [1], wherein risk is defined
as the possibility of loss (whose type and cause are further specified by attributes, such as
seismic risk for the chance of loss caused by earthquakes), and (natural) hazard is defined as
«the state of risk due to the possibility of occurrence of a» (natural) «disaster». The document also
includes a brief section concerning protection and insurance, arguably the first mention of
the need of a systematic approach to risk mitigation.

Risk Management in Formulas

The current commonly (at least in the field of natural hazards) accepted informal
expression of risk as the product of hazard, exposure (or value), and vulnerability is due
to [2]:

Risk = Hazard x Exposure x Vulnerability 1)

where Hazard indicates the probability of occurrence of the event (e.g., lava flow inundation,
earthquake, etc.), Exposure is a quantification of (the value of) the people, systems, and
property potentially subject to the hazardous phenomenon (in fact, Ref. [2] explicitly
uses the term Value rather than Exposure), and Vulnerability is a quantification of the
effective relative impact of the event, expressed as a percentage, with V = 1 indicating
total loss (100%) and V = 0 indicating total resilience. Contextually, the author also
presents some key elements for risk management (in the context of volcanic hazard, but
of general applicability), such as land-use planning (“zoning”) to reduce exposure, and
preparedness (including monitoring, early warning systems and response planning) to
reduce vulnerability.

We note that Equation (1) is essentially qualitative in nature, rather than quantitative,
as pointed out e.g., by [3]. Other functional relationships are available in the literature,
especially in engineering contexts. For example, Ref. [4], and more recently [5], prefer an
even more informal

Risk = Uncertainty + Damage. )

Appl. Sci. 2023, 13, 265. https:/ /doi.org/10.3390/app13010265

https://www.mdpi.com/journal/applsci


https://doi.org/10.3390/app13010265
https://doi.org/10.3390/app13010265
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0002-1406-4545
https://orcid.org/0000-0002-9947-8789
https://orcid.org/0000-0002-9914-1107
https://doi.org/10.3390/app13010265
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app13010265?type=check_update&version=1

Appl. Sci. 2023, 13, 265

2 0f 10

When relating risk to hazard, Ref. [4] provides a different, but still informal relationship:

. Hazard
Risk = Safeguards ©)
that provides an explicit indication of the possibility of intervention to reduce risk. This
is in contrast to [2] whose formula (1) provides no explicit mention of the possible quan-
tification of mitigation efforts, even though the paper presents several approaches to risk
management.
In the field of natural hazards, an extension of (1) that includes an explicit dependency
on mitigation is given by [3]:

Risk = Hazard x Exposure x (Vulnerability — Risk mitigation efforts), 4)
and more recently in [6] that provides a different formulation for mitigated risk as:

Hazard x Exposure x Vulnerability

Risk = o
Mitigation measures

©)

Equations (4) and (5) are also intended to be informal and qualitative rather than
quantitative, although, like (1), they can be used in a more quantitative sense (see also
Section 2.4). For example, (5) could be used to compute an a posteriori value for the efficiency
of the given mitigation measures as M = Ry;/ Ry, where M represents the efficiency of the
mitigation measures, Ry the unmitigated risk, and R the mitigated risk.

Arguably, (4) and (5) illustrate a philosophical difference in the approach to risk
mitigation: while [3] focuses exclusively on reducing vulnerability, [6] applies mitigation to
risk as a whole, and it is thus closer to the arguments brought forth in [2], which include
the exposure-related land-use planning as a risk management feature. In relation to the
other formulas seen so far, it may also be considered a more detailed version of (3), and
a more general version of (4), even though the latter is not clear, due to the different choice
of mathematical operators used to indicate the influence of mitigation measures.

Considering their qualitative, informal nature, the functional difference between (4)
and (5) is actually largely inessential. It is only when aiming at a more rigorous and quantita-
tive assessment of risk and its mitigation that the specifics of the mathematical formulation
become relevant—an aspect that so far has received more attention in engineering [4,5,7,8]
than in natural hazards [9-11].

In engineering, this quantifying effort is required to manage the multi-objective prob-
lem of minimizing both the risk and the costs associated with the mitigation [8]. In this
sense, risk takes the form of an expected loss of value in a strictly probabilistic sense,
and may be more in general treated not as a single value, but as a formal collection of
all the elements that contribute to its assessment. For example, Ref. [4] defines risk as
a set of triplets that describe all of the known possible, mutually exclusive scenarios, their
probability, and their outcomes; no single value is associated with risk.

In an effort to try and bridge the gap between the more qualitative formulation of
risk (1) presented by [2] and common in natural hazards, and the more formal approaches
to the quantification of risk and its mitigation common in engineering, we present here
a detailed mathematical approach to the quantification of risk assessment and mitigation.

While the description will be kept as abstract and generic as possible, much of it can be
seen simply as a formalization of common practices [11,12]. In addition, our formalism will
make an effort to bring out the explicit dependency of risk (and its components) on several
variables, highlighting the distinction between decision variables (i.e., quantities that can
be influenced by decision-makers and other stakeholders) and other input variables [8],
which will be crucial to our discussion about the quantitative approach to risk mitigation.
The focus will be specifically on (1) and will not directly touch on the mathematical aspects
of hazard and risk assessment (including details about modeling and quantification) that
have been extensively discussed in the literature [3,9-11].
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2. Formalizing Risk

To formalize the risk assessment Equation (1), we must first define hazard, exposure,
vulnerability, and risk in a mathematically rigorous sense, while preserving the spirit and,
as far as possible, the actual functional relationship of (1).

To this end, consider a two-dimensional set QO C R? that represents our area of study
in some appropriate reference system, e.g., a two-dimensional section of the Earth surface
with a specific choice of coordinate system. such as, for example, EPSG:32633 (WGS-84
spheroid with UTM projection, zone 33 north) to study Mt Etna [13] and references within,
or EPSG:32740 (WGS-84 spheroid with UTM projection, zone 40 south) for Piton de la
Fournaise [14].

(Our formalization is actually independent from the dimensionality of the problem:
we could just as well consider Q C R3 and reason in three dimensions, e.g., for the risk as-
sociated with hazards in industrial complexes, taking into account the three-dimensionality
of the distribution of people and other exposed elements. Time as a parameter could be
included in a similar fashion.)

2.1. Hazard

Assume for simplicity that we are looking at the case of a single hazard expressed as
the probability of occurrence of a dangerous event hitting a specific area, with no intensity
information. Formally, this translates to a pointwise hazard probability density function
h: Q) — [0,1] such that, for any area of interest A C (), the probability of the hazard affecting
the area A is

H(A) :/Ah(x,y)dxdy.

Hazard may depend on the location (coordinates) directly, or implicitly through some
other spatial property that can be affected by human action (e.g., many geophysical flows
may be affected by building ditches and barriers).

We can make this dependency explicitly by writing  : 7 x Q — [0, 1], where T is
a family of functions T defined in () and with values in some appropriate codomain Dy
As a practical example, T might be a mathematical description of the topography of (),
and (T, x,y) is the pointwise hazard associated with a geophysical flow whose behavior
depends on the given topography. In this case, we would have D = R, i.e., the set of real
numbers describing the pointwise altitude a.s.l. of the area of study.

Note that T may have “long range” effects, in the sense that a change in the value
of T at some point (xg, yo) may affect the hazard in points (x,y) # (xo,yo): for example,
building an embankment is a local alteration of the topography that can reduce hazard in
all points downstream of the structure. For this reason, 1 must depend explicitly on T as a
function, rather than simply as h(x,y) = h(T(x,y),x,y).

In general, man-made structures have an influence on hazard even if that is not their
intent. For example, buildings and roads can influence geophysical flows, and coastal/river
structures can influence flooding hazard. While the influence of such structures could be
incorporated in T, to simplify notation, we will separate this into an additional dependency
of hazard on some B € B that will in turn depend on exposure-related elements that will
be presented momentarily.

2.2. Exposure

In a similar fashion to hazard, we can define a pointwise exposure e : () — [0, 00| such
that, for any area of interest A C (), its exposure value is defined as

E(A) = /A e(x,y)dxdy.

In general, however, exposure does not depend directly on the coordinates themselves,
but rather on the distribution of elements at risk, such as population, land use, presence
of buildings or infrastructure, etc. As carried out with hazard, it is thus better to write
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e: P xQ — [0, +oco], where P is the family of functions P (defined in () with an appropriate
codomain Dp) that describe mathematically the distribution of the key exposed elements. It
should be assumed that the elements of P have some kind of constraints (e.g., if P represents
population distribution, we can assume that the total population P = [, P(x,y)dxdy is
independent of the choice of P € P).

Moreover, as noted before, the choice of P can have an influence on hazard too, inas-
much as the associated infrastructure impacts the evolution of the hazardous phenomenon.
For a given P € P, we can thus define a set B(P) of functions B in ) that represents
the man-made structures supporting the exposed element distribution P and affecting
the hazard.

Obviously, exposure itself depends on these elements too. The full function signature
foreand histhush : T x H(P) x Q — [0,1],e : P x H(P) x Q — [0, +0co[. Then, the
hazard H and the exposed value E can be computed respectively as

H(A,T,P,B):/ h(T, P, B, x,y)dxdy, E(A,P,B):/ e(P,B,x,y)dxdy  (6)
A A

with A C Q) the area, T € 7 any natural or man-made elements that influences hazard, but
not exposure, P € P the distribution of exposed elements with no impact on hazard, and
B € B(P) the distribution of P-dependent exposed elements that influence hazard.

2.3. Vulnerability

As implemented for hazard and exposure, the pointwise vulnerability can also be defined
as a function v : QO — [0, 1]. Vulnerability, though, does not depend only on the coordinates,
but also on the resilience of the individual exposed elements, as well as on their interactions
with the other exposed elements.

Consider the example of seismic hazard: the vulnerability of a building depends on
the ground properties (sand vs. rock) of the location where it was built, on the resilience of
the building to the shaking, but also on the presence of other surrounding buildings that
could affect it by pounding due to their oscillation during an earthquake [15]. Finally, the
vulnerability may also depend on the same environmental factors that also affect hazard
(e.g., a rampart may reduce the vulnerability of a building, and also divert a geophysical
flow, affecting the hazard).

If we denote by Q(P, B) the family of functions that describe the resilience of the
individual exposed elements described by P € P and B € B(P), then v depends both on P
directly, but also through B € B(P), and through some Q € Q(P, B), making the signature
of the vulnerability function

v:P xB(P)xQ(P,B(P)) x Q2 —[0,1].

2.4. Risk

With all the components of risk defined, the pointwise risk can be defined as the formally
correct application of (1):

r(T/P/ B/ Q/x/]/) - h(T/P/ B/x/]/) ‘ e(P/ B/x/]/) : U(p/ B/ Q/x/]/) (7)

where T € T, P € P, B € B(P) are defined as in (6), and Q € Q(P, B) is the resilience of
the individual exposed element.
The risk associated with a specific area A C () can then be obtained by integration:

R(A,T,P,B,Q) :/Ar(T,P,B,Q,x,y)dxdy:
(8)
:/Ah(T,P,B,x,y)e(P,B,x,y)v(P,B,Q,x,y)dxdy,

and the total risk over the entire domain is thus R(Q), T, P, B, Q).
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The relationship between the input variables and hazard, exposure, vulnerability, and
risk is illustrated in Figure 1.

' N ' )
Hazard T
( of h (em properties affecting hazard)
dangerous happening) (e.g.: topography)
\L J \. J
{ N\ { 3\
Risk Exposure .
(value loss expectation) (total value) (primary elements at risk)
(e.g. population)
\L J \ J
' N ' )
Vulnerability B
(what percentage of value at risk that also affect hazard)
would be lost?) (e.g. buildings)
\L J \. J
( )
- Q .
(resilience of the elements at risk)
\L J

Figure 1. The functional dependencies between risk, vulnerability, exposure, hazard, and their
respective input variables. Arrows point towards the dependent (i.e., X — Y indicates that Y
depends on X).

We observe that (7) matches (1), as intended, and [2] reasoning can be applied to
our definition of risk on each subset of () that has a (spatially) uniform hazard, exposure
and vulnerability, making (1) a zero-order (piecewise constant) approximation of the more
complete (8). Equation (8) on the other hand can also be interpreted as describing risk as the
expected (loss of) value for the random variable e - v with probability density #, in line with
the approach used to quantify hazard in engineering [8]. Indeed, (8) is already frequently
used in its discrete form (and without explicit mention of T, P, B, Q) in the literature (see,
e.g., [11,12]).

3. Formalizing Risk Mitigation

When discussing risk mitigation, we should consider the 4, e, v (and a fortiori r) func-
tions to be fixed: they are the (mathematical or numerical) models that describe how to
compute the hazard, exposure, and vulnerability (and risk) given the appropriate input data.
For example, the values of 1 may be obtained using deterministic physical-mathematical
models of the phenomenon, and e may be computed from well-established criteria that
assign value to human resources present in the area.

Given the unchanging nature of #, e, v, to mitigate the risk, we must operate on the
input data to these functions. Thus, while Equation (8) for risk may not seem particularly
innovative, the explicitation of the dependency on the choice of T, P, B, Q in their respective
sets is essential for the formalization of risk mitigation: these are the model inputs on which
decision-makers have influence, i.e., the decision variables [8].

To see how the choice of these functions maps to risk mitigation efforts, consider, for
example, that to reduce risk, we could strengthen the buildings to make them less vulnera-
ble to earthquakes [16], which corresponds to choosing a different Q, raise the river banks to
reduce flooding hazard [17] (resulting in a different T), and displace population [18-20] or
reconsider land-use patterns [21] so that high-exposure elements are moved to low-hazard
areas (equivalent to a different choice of P, with a possible indirect effect on B and Q).

More formally, assume we have a given Ty € 7, Py € P, By € B(Dy), Qo € Q(Po, By)
and a corresponding (pointwise) risk r( To, Py, By, Qo, X, ) and total risk R(Q), To, Py, By, Qo) =
fQ r(To, Po, By, Qo, x, y)dxdy. To mitigate risk, we need to find Ty € 7, P, € P, By € B(P),
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Q1 € Q(Py, By) such that the total risk R(Q), Ty, P1, By, Q1) = [ 7(Th, Py, B, Q1, x,y)dxdy
satisfies:
R(Q, Ty, P1, By, Q1) < R(Q, To, Po, Bo, Qo).

In practice, the function quartet Cy = (Tp, Py, By, Qo) is a functional representation of
the current situation, and the function quartet C; = (Ty, P, B1, Q1) would be the functional
representation of a distribution of resources that leads to a lower overall risk than the
current situation.

3.1. Mitigation as a Minimization Process

From a mathematical perspective, risk mitigation can be considered a minimization
process: given the set C of all possible configurations

C={(T,P,B,Q):TeT,PcP,BecB(P),Qec QP,B)},
we might be interested in finding, for example, the lowest risk conceivable in the region

inf R(Q), C),

CeC
and whether or not this can actually be achieved, i.e., if there exists C € C such that
R(Q,C) = infcee R(Q, C) (note that, in this case, the infimum is an actual minimum in the
mathematical sense). This can be important to determine the optimal land-use planning
in a “virgin” territory, but also to determine what can be expected “at best” by any risk
mitigation process.

When given an initial configuration Cy € C, risk mitigation would imply studying the

subset of configurations with lower risk:

Coo={CeC:RO,C) < RO,C)}

and possibly look for some C € C.g that is “optimal” in some mathematical sense (possibly
in relation to Cy itself, as we shall see momentarily).

3.2. Cost Functions

In practice, risk mitigation has a cost: levees must be raised, ditches must be dug,
buildings must be reinforced, and infrastructure needs to be changed to accommodate for
the redistribution of population, etc.

Mathematically, this can be taken into account by associating a cost function x to each
pair of configurations Cy, C1, with x(Cp,C1) > 0 modeling the cost of migration from
configuration Cy to configuration Cj.

In risk mitigation, it is therefore in general appropriate to look for new configurations
such that the cost of migration from the previous to the new configuration is less than the
difference in risk, i.e., for configurations in the set

Cy = {CeC:R(Q,C) < R(Q,Co) +x(Co, C)}

for some cost function «. This is a way to express mathematically the idea that the cost of
reducing risk should not be higher than the value saved by reducing the risk.

In this case, one could consider the optimality of a lower risk configuration C € C%, for
example as the “most bang for the buck”, i.e., a configuration that minimizes both R((, -)
and «(Cy, -). This translates to a multi-objective optimization problem and the study of
Pareto-optimal configurations [8,17].

The previous formulation is formally complete if the cost of migration from Cy to
C is unique. This, however, is not the case in general: for example, the same change in
single-building resilience (from Qp to Q) may be achieved with different engineering efforts,
each with a different cost.
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One possible approach to simplify this is to consider as «(Cp, C) the minimum cost
necessary to enact the change in configuration (or at least the infimum of the costs, if the
minimum does not exist). This is sufficient to make the cost function unique but may
result in unrealistic results in the estimation of C%, since, in practice, the costs will have
a probability of being higher than the estimated lower bound «, possibly resulting in a risk
mitigation process that is in practice more expensive than the expected savings in value loss.

A more complete way to approach the multiplicity of the cost function for each
pair of configurations is to take inspiration from homotopies. Mathematically, we define
a transition from configuration Cy to configuration C; as a function Mc, ¢, : [0,1] — C such
that Mc, ¢, (0) = Cp and Mc, ¢, (1) = C;. The mitigation cost is then associated not with
the endpoints of the transition Cy, C, but with the specific transition, i.e., not x(Cp, C1), but
K(Mcy,c,)-

If we indicate by M (Cp, C1) the set of possible transitions from Cy to Cy, risk mitigation
as an optimization problem translates then to the problem of finding C € C such that there
exists Mc, c € M(Cop, C) such that R(Q,C) < R(Q, Co) + x(Mc,,c). Of course, while this
description is more accurate and complete, it significantly increases the search space of
the problem.

3.3. Transitions and Emergency Response

By ensuring that Mc, ¢, () € C Vt € [0,1], we are acknowledging the fact that each
intermediate stage of the transition is a configuration in and on itself, potentially with its
own associated risk assessment. While this may not seem to be particularly relevant for
long-term risk assessment (unless the material time to complete the transition is comparable
with the expected occurrence timescale of the hazardous events), the significance of this
formulation becomes evident when considering its application to emergency responses.

Consider a small-scale example such as a single building and its fire hazard. During
an emergency (one or more fires have started), the response might include an evacuation
plan that, in our formulation, maps to a transition from an initial configuration Cy (in
which people are distributed e.g., to their habitual workplaces within the building) to a new
configuration C; in which no people are left in the building. The transition itself will involve,
at every instant in time, a new distribution of people in the building, along the established
evacuation routes. However, the choice of the evacuation routes (i.e., the choice of transition
Mc, c,) has an impact on the inherent risk associated with the transition itself, due to the
different distribution of people along them at each moment during the evacuation.

Note also that, in such a case, the pointwise risk function r itself would not be fixed,
so a more sophisticated formulation that takes this into account would be necessary to
complete the mathematical formulation necessary for the design of the emergency response.

4. Discussion

The assessment of risk involves determining the probability of a hazard occurring
and estimating the consequences through the quantification of exposure and vulnerability,
while mitigation refers to any action aiming at reducing the risk, and includes prevention,
preparedness, and response. Prevention is focused on a conscientious land-use planning
in order to reduce exposure. Preparedness includes all strategies to better understand the
hazardous phenomenon in order to limit its impact, like the development of monitoring
and early warning systems. Response consists of the design of actions to contain the threat
and for the possible evacuation, reducing vulnerability.

The formalization of risk assessment introduced here does not invalidate the more
informal approaches normally adopted for natural hazards, but extends them in such
a way that the informal approach can be formally recognized as a numerical approximation
stemming from epistemic limits [22] or the need to compromise between accuracy and
computational complexity.

For example, the digital elevation and surface models used as input to numerical fluid
dynamics computational models typically employed in hazard and risk assessment for
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geophysical flows (such as floods [23], landslides [24], pyroclastic density currents [25],
or lava flows [26]) are piece-wise constant approximations of the reality, whose higher or
lower horizontal resolution and vertical accuracy can influence the models” output used in
hazard assessment [27]. Hazard maps for these phenomena are typically assembled from
a large number of such simulations: the choice of the combinations of initial conditions,
source location, geometry, etc. provide a discretized approximation of all the possible
scenarios that may impact the region of interest [28] whose combination is a numerical
approximation of the integral form (8).

We expect that this kind of insight may be useful in the selection of the representative
scenarios for the given problem space, with an eye on well-established numerical integra-
tion schemes that may provide higher accuracy or lower computational loads, such as the
Clenshaw—Curtis [29] or Gauss—Kronrod [30] quadrature formulas rather than the simpler
rectangle formula typically adopted when choosing scenarios on a regular distributed grid.

The main benefit of the formalization proposed here, however, is in the more refined
functional dependency proposed between the components of risk and the underlying
decision variables on which policy makers should act to improve prevention, preparedness,
and response.

The classification of these variables (environmental properties, elements at risk without
direct influence on hazard, elements at risk with an influence on hazard, and resilience
of the elements at risk) can provide insights on the extent to which each of them impacts
the final risk assessment, and thus guide the decision-making process in risk management
and mitigation.

For example, the category described by the family B of at-risk elements with an impact
on hazard (such as buildings and roads in the case of lava flows hazard) presents the
unique property of influencing risk assessment through all three of its components (hazard,
exposure, and vulnerability), giving it a potentially higher priority over variables in other
categories. This is particularly important in land-use and zoning plans (prevention), for
which policies should focus not only on prioritizing construction in low-hazard areas,
but also on favoring designs with higher resilience (preparedness), as well as ensuring
that the associated infrastructure does not amplify hazard itself in the areas of interest
(notoriously, for example, roads can become a preferential course for geophysical flows,
directing them towards densely populated areas that would otherwise be less threatened
by these hazardous phenomena).

Such policies must of course take into account a cost-benefit analysis. While these may
be considered statically in the planning stages, risk management for existing distributions
of elements (population, infrastructure, etc) must be considered in a dynamic sense. For
the scientific community, this implies not only that no risk mitigation result should be
considered complete without an indication of the practical means by which the mitigating
results may be achieved, including an associated estimate of the possible costs, but also
that the design of strategies to minimize such costs should be considered valuable results
in their own right.

As an example, in the response to the hazard associated with geophysical flows, this
means that the optimality in the design of barriers (or other diversion mechanisms) and
their placement should take into account not only the effectiveness of the obstruction/
diversion per se, but also the costs of construction and deployment. More importantly, it also
means that additional research opportunities can be found in the reduction of such costs,
for example by devising deployment strategies that minimize both storage and transport
(a classic application of domination problems from graph theory).

For decision makers, three action points should thus be encouraged, to help the sci-
entific community in providing more effective results: (i) advertise the costs of current
strategies for risk management and mitigation; (ii) minimize administrative costs of cur-
rent and future strategies; and (iii) foster interdisciplinary collaboration between natural
sciences, engineering, and mathematics to maximize the usefulness of research products.
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5. Conclusions

The informal expression commonly used for risk assessment in the context of natural
hazards can be formalized in a way that exposes more clearly the relation between the
fundamental building blocks of hazard, exposure, and vulnerability, while still reducing to
the informal expression with the appropriate simplifications. For the sake of brevity, we
have shown here the formalization for the case of a single risk with no intensity information,
but the same approach can be used by including intensity and multiple interacting risks,
at the cost of an even higher complexity in the functional dependencies between the
components of the final formulation.

While the variables contributing to hazard, exposure, and vulnerability have been
presented here in the most abstract and general form, any expert in the field will be able
to match easily the data and models they operate with, and the corresponding sets and
functions discussed in this perspective. This correspondence will help identify the decision
variables («what can be acted upon to decrease risk?») and their weight in the formulation
(«how effective will it be to act on this variable to reduce risk?»). The actual extent to which the
mathematical formulation presented here can be used depends then on the accuracy and
completeness of the data and information available.

A key novelty of our perspective is the choice to view risk mitigation not only (or
primarily) in terms of its final effect (the scaling or reduction factor previously discussed in
the literature), but as a dynamic process, whose duration and costs have a distinct influence
on the final results. While this increases the complexity of evaluation of risk mitigation
measures, it shifts the attention towards a more realistic, and thus hopefully more useful,
approach, where answering the question «how do we get there?» is of equal, if not higher,
importance as «where do we want to get?»
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