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Abstract: Superannuation is the fund set aside by employers to provide their employees with a
dignified retirement. Studies highlight that issues can arise with retirement funds from employers,
such as failure to make required contributions to an employee’s superannuation fund, incorrect
payments, or debiting the wrong fund, contrary to legal or contractual obligations. To address these
issues, the Australian Government has implemented laws and regulations to ensure employers fulfil
their contribution obligations. Despite these safeguards and highly secured information systems,
there has been a significant increase in fraudulent activity in the finance sector, and there have been
several instances of employers not making contributions, misusing retirement funds, or reporting
incorrectly in their systems. The current process restricts employees from viewing recent data until
the contributions reach their super fund, which opens the doors for fraud. Recently, blockchain
technology has gained popularity because of its ability to improve security and prevent fraud across
many sectors, including finance. Prior studies have shed limited light on how superannuation fraud
can be prevented. Moreover, there is limited literature on the possibility of utilizing blockchain
technology to address this issue. Therefore, this paper aims to review the current superannuation
contribution process and identify the factors contributing to non-payment, incorrect payments,
misallocation of funds and communication gaps. This study presents a novel process model and
develops a blockchain-based application to mitigate fraudulent practices. This research provides
valuable insights into the design of innovative process models that utilize blockchain technology
to address superannuation challenges. Furthermore, the paper presents a sample simulated smart
contract to explore additional implications and advancements in this domain.

Keywords: blockchain; superannuation; super funds; smart contracts; Australia

1. Introduction

Australian superannuation is a retirement savings system that is mandated by the
Australian government [1]. It requires employers to make contributions to a superannuation
fund on behalf of their employees, which are then invested in various assets to grow over
time. The purpose of the superannuation system is to provide retirement income for
Australians, in addition to the government-provided age pension. Employees can also
make voluntary contributions to their superannuation fund, and the government provides
tax incentives to encourage people to save more for retirement. Superannuation funds in
Australia are regulated by the Australian Prudential Regulation Authority (APRA) and the
Australian Securities and Investments Commission (ASIC) [2]. When individuals reach
retirement age, they can withdraw their superannuation savings as a lump sum or as a
regular income stream.

According to Commonwealth Australia (2023), more than 75 percent of Australians
have accounts with superannuation companies to manage their employer contributions.
Over the years it has grown from AUD 148 billion to AUD 3.3 trillion, and represents
139.6 percent of the national GDP [3]. According to APRA [4], at the end of March 2023,
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superannuation assets amounted to over AUD 3.5 trillion, an increase in value of 3.2%
from the December 2022 quarter. Employer contributions were AUD 30.2 billion for the
quarter and AUD 118.6 billion for the entire year that ended in March 2023, representing
increases of 12.6% from the fiscal year which ended in March 2022. This is partly because
of the Superannuation Guarantee (SG) rate increase to 10.5% as of 1 July 2022, along with
the positive trends in the labor market for the year. Around three-thirds of employer
contributions for the four quarters up to March 2023 came from SG contributions (AUD
91.8 billion), and this percentage is anticipated to rise in line with future SG increases [4].

Kleinberg [5] analyses the Australian superannuation system from the standpoint of
human rights, aiming to contribute to the debate on superannuation by examining not
only whether the current superannuation policy is sufficient to meet Australia’s human
rights commitments under the International Covenant on Economic, Social, and Cultural
Rights (ICESCR) in relation to the provision of retirement income, but also whether the
government’s approach, associated with the governance of the superannuation industry
and its management of retirement funds, is satisfactory [5].

Similar to Australia’s superannuation system, most countries have retirement funds
in place to support their working class and offer financial stability. For example, in Europe,
there are several retirement savings options such as pension funds, individual retirement
accounts (IRAs) and annuities. In Asia, mandatory provident funds (MPFs), national
pension systems and private pension plans are part of retirement savings. Whereas, in the
United States, there are several retirement savings options available, including 401(k) plans,
individual retirement accounts (IRAs) and social security.

In Australia, the Superannuation Guarantee (SG) was implemented at a rate of 3% in
place of a pay raise and as a method of increasing retirement savings in 1992. It has now
become a legal matter [6]. The Australian Taxation Office (ATO) provides the most up-to-
date information on superannuation, and it shows that as of 1 July 2022, the SG rate is 10.5%
of employees’ wages, and employers are required to pay this amount to employees’ super
funds at least once in every quarter [7]. By July 2025, the employer contribution mandated
by law will have increased to 12% of income [8]. When making payments, small businesses
are able to pay superannuation through the Small Business Superannuation Clearing House
(SBSCH), which is a free service provided by the Australian federal government through
the ATO [9].

There have been many cases of outstanding super contributions in recent years, and
this has been a contentious issue among the Australian government and industry experts.
For instance, Helen [10] explains that some employees’ superannuation amounts on their
pay slips are different from the amounts on their super funds. The reason for this is
superannuation being underpaid or unpaid by employers. Some employers use the phoenix
method, which refers to “the deliberate, systematic liquidation of a company in order
to avoid the settlement of liabilities, such as salaries, superannuation, overdue taxes,
and business creditors”. The business then “rises from the ashes”, carrying on the same
operations, free of any obligations, under a different or related name [11]. Table 1, presented
below, highlights the unpaid superannuation from 2013 to 2022 due to the existing method
of super contributions.

Table 1. Unpaid superannuation data.

Source Financial Year Unpaid Superannuation
Industry Super Australia 2013-2014 AUD 3.6 billion [12]
Industry Super Australia 2015-2016 AUD 3.9 billion [13]
Industry Super Australia 2016-2017 AUD 5.9 billion [6]
Industry Super Australia 2017-2018 AUD 5.9 billion [14]
Federal Government 2018-2019 AUD 5 billion [15]
Industry Super Australia 2019-2020 AUD 5 billion [15]
Australian National Audit Office ~ 2020-2021 AUD 881 million [16]

Australian Taxation Office 2021-2022 AUD 1 billion [17]
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According to Industry Super Australia (ISA)’s report, Australian companies failed
to make at least AUD 3.6 billion in SG contributions in 2013-2014, which translates to
approximately 30% of workers (or roughly 2.4 million people) not receiving some or all
their required superannuation payments [12]. Furthermore, in the 2015-2016 financial year,
the number of unpaid employees had increased by 220,000 employees in only two years
(since a prior examination of 2013-14 ATO data). Unpaid employer super contributions
have been reported to increase by AUD 300 M annually [13]. According to ATO reports,
ISA [6,14] estimates that 31.3% of super-guarantee-eligible employees were underpaid in the
2016-2017 and 2017-2018 financial years, which is around AUD 5.9 billion in unpaid super
annually. Australian workers missed out on AUD 5 billion in employer super contributions
in both the 2018-2019 and 2019-2020 financial years [15]. The Australian National Audit
Office points out that the total liabilities incurred in 2020-2021 due to corrective compliance
measures only on employee notifications and ATO initiations were AUD 881 million [16].
However, the ATO reports a super-guaranteed gap of AUD 1 billion for the 2021-2022
financial year, which is a significant decrease compared to previous financial years [17].

While most businesses honor their duty to pay the superannuation guarantee (SG),
there is a sizable pool of unpaid super because of some employers’ noncompliance. When
it comes to super fund trustees, Bernie Dean, CEO of Industry Super Australia, points
out that employees lose roughly AUD 6 billion in unpaid superannuation every year, and
the government must take greater action to make sure that companies abide by contri-
bution regulations [18]. The figures from Australasian Business Intelligence show that
240,000 firms admit underpaying their workers a total of AUD 588 million, when the
government had anticipated only 14,000 employers coming forward and acknowledging
underpayments totaling approximately AUD 160 million [18]. However, according to
Industry Super, there has been an “eye-watering” total of AUD 29 billion in unpaid super
over the past six years because of the existing process of superannuation contribution [19].

Industry Fund Services (IFS) believes that superannuation fund trustees must act
quickly to address the issue of unpaid super [20]. According to Thomas [15], one of
the reasons for not paying super is that superannuation contributions are not visible to
employees in real time, since SG is paid monthly or quarterly. In other words, due to the
fact that companies are obligated to pay SG on a quarterly basis, whereas salaries are often
paid weekly, fortnightly, or monthly, employees are unable to depend on their pay slip
to ensure that their SG has been paid [21]. Moreover, some employees find out that their
super has not been paid when they file an insurance claim [15]. Furthermore, the issue of
accurately determining the level of SG non-payment in Australia has been emphasized by
The Senate Economics References Committee (SERC) [12]. Due to numerous data gaps, it is
a challenging task to accurately estimate the extent of SG non-payment. It is vital to obtain
the opinion of a responsible person from the ATO to confirm the degree of success of the
aforementioned processes, even though there are ideas and procedures implemented to
identify SG non-payments. Mr. James O’Halloran [12], the ATO Deputy Commissioner
responsible for Superannuation, stated,

“In relation to the SG gap, effectively most of last year, as certainly many stakeholders
knew, we have been progressing to develop a credible and reliable methodology to determine
the SG gap. We certainly had been working through an appropriate methodology, but at
this stage, as is I think on the public record, we do not feel we have a reliable one, that we
have a high enough level of confidence”. [12]

This statement was made according to data provided by the federal government,
during the six-month amnesty that ended on 7 September 2020.

This highlights the critical need to address the issue of unpaid superannuation and
develop more effective and efficient systems for detecting and preventing non-payment,
thereby ensuring the financial security of Australian workers. Even though it is a major
liability for employers, and superannuation contributions are essential for ensuring the
financial security of employees, the timely payment of superannuation contributions by
employers to employees’ super funds is not always guaranteed, which highlights the need
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for a robust system that enables both employees and the government (ATO) to detect
unpaid contributions and take appropriate action.

It is evident that there has been a significant upsurge in the use of technology to
detect fraud in various industries. In fact, a novel Al-/ML-based system called the Anti-
fraud-Tensorlink4cheque (AFTL4C) has been developed to recognize fraudulent cheque
fraud, which has become a significant problem for financial organizations, causing mil-
lions of dollars in losses as a result of illicit activity [22]. Moreover, National Payment
Switches (NPSs), which are directly owned by Central Banks (CBs), are rapidly embracing
the latest technologies to improve their fraud detection capacities in each of their respec-
tive nations [23]. Furthermore, studies point out that molecular genetics and electronic
monitoring technology can be used to develop solutions to problems including food secu-
rity, prohibited fishing, and depleting fisheries resources through fishery surveillance and
seafood traceability [24]. Additionally, data were analyzed using MS Excel, VOS-viewer,
and Bibliometrix (Biblioshinny) in a study on food fraud to find the most affected countries
and food products [25]. In addition, it can be seen that automated tools such as fraud
detection software, artificial intelligence (Al) algorithms and blockchain have been used
in the detection of financial fraud [26]. Prior studies have noted the use of technology for
fraud prevention and user acceptance. The literature highlights frauds relating to super
funds across the globe. However, it sheds limited light on blockchain-based applications
for preventing superannuation fraud. Therefore, based on the successful application of
technology-based solutions for fraud prevention, this study reviews the role of blockchain
technology in improving transparency and presents a blockchain-based solution to prevent
superannuation fraud in Australia.

The purpose of this study is to introduce a blockchain technology model for the su-
perannuation contribution process that will be useful for identifying unpaid and unsettled
superannuation to Australian workers on the basis of their employers and their payroll
activities. Blockchain technology is a form of distributed computing that effectively resolves
the problem of loyalty to a centrally controlled authority [27]. Demur [28] suggests that
blockchain technology, which was invented at the beginning of the present century, can
be used as a method of information protection, storage, and transaction acceleration. The
article also discusses that, in the future, cryptocurrency may be recognized as a free method
of payment in a few highly developed countries or throughout the world and aid in the
expansion and development of the global economy [28]. Blockchain and cryptocurren-
cies have always benefited from impartial and consistent market incentives in Australia,
which has fueled technological advancement in payment systems, crypto assets, lending,
investments, and custodial services. Therefore, blockchain and other distributed ledger
technologies (DLT) are not currently covered by any specific laws in Australia [29].

Therefore, this study aims to investigate the problem of unpaid superannuation by
examining the superannuation payment process, the current process for detecting superan-
nuation fraud, and the challenges associated with detecting unpaid superannuation, as well
as exploring the possibility of using blockchain technology and presenting a blockchain
application to prevent superannuation fraud. Accounting practices such as superannuation
contributions have yet to fully embrace blockchain technologies. Accordingly, the following
research questions are presented.

RQ1. What are the challenges with current processes in preventing superannuation fraud?

RQ2. How can blockchain technology help prevent superannuation fraud?

The rest of the paper is organized as follows. Section 2 presents the literature on the
challenges associated with detecting unpaid superannuation and a justification for selecting
blockchain technology as a solution for preventing superannuation fraud. Section 3 outlines
the methodology adopted in this research. Section 4 details the existing superannuation
payment process, the proposed process model, and the blockchain solution. Section 5 details
how the developed blockchain application will address the identified issues, and the research
implications and limitations of this study. Section 6 presents the concluding remarks.
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2. Literature Review

AustralianSuper is one of the largest superannuation (pension) funds in Australia. It
is a financial institution that provides retirement savings and investment options for its
members. The fund is designed to help individuals save for their retirement and secure
their financial future. Figure 1 explains the process of saving funds for retirement.

Employer Employee
contributions contributions
Fund

T

Investment
earnings

Retirement
benefits

Figure 1. Process of saving funds for retirement.

The literature review section of this study focuses on two main areas: detecting unpaid
superannuation and exploring the potential of blockchain technology as a solution in this
context.

2.1. Detecting Unpaid Superannuation

Detecting unpaid superannuation is a difficult process. According to the ATO, complaints
from employees accounted for 70% of all claims of superannuation non-compliance [10].
Superannuation non-compliance can be found and reported to the ATO through third-party
referrals such as super funds, community referrals and internal ATO audits. It is evident that
the ATO still relies on its internal audits and complaints from impacted parties, demonstrating
a lack of technological adoption.

According to Helen [10], the Senate Expenditure Review Committee (SERC) has
recommended that the Australian Securities and Investments Commission (ASIC) work
together with the ATO, and discussed the importance of Single-Touch Payroll (STP) for data
sharing to detect unpaid superannuation. Furthermore, government bodies such as the
parliamentary committee agree that closer coordination between the ATO, ASIC, and the
superannuation institutions is necessary to promote early identification and information
exchange on SG non-payments [30].

STP is a system that was introduced by the government for employers to report
payroll information to the ATO [31]. With this system, employers need to report wages,
pay-as-you-go (PAYG) withholding, and superannuation amounts of each pay run, and
the totals at the end of each financial year, by means of an STP-enabled software solution.
As a result, all of these data will be accessible to employees via their myGov accounts,
so that employers will no longer need to provide payment summaries to employees at
the end of the financial year [32]. However, it is uncertain whether the ATO still uses
this data to detect superannuation discrepancies. The STP will not include the payment
of SG amounts; it will merely involve reporting [10]. The SERC also suggested that the
government should consider mandating responsibilities for the reporting and payment of
tax and superannuation [10].
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With regard to difficulties in locating super guarantee payments, ISA, which is on
a great mission to address this issue, has made several recommendations to the ATO. In
response to the government’s announcement of new legislation on utilizing STP in all
businesses, the industry funds organization stated that while this is positive, it misses a
crucial opportunity to match mandatory superannuation payments with periodic wage
cycles [33].

On the other hand, in response to the government’s legislative recommendations to
tighten the rules around salary sacrifice contributions, the Association of Superannuation
Funds of Australia (ASFA) stated that it would support additional government initiatives,
such as requiring employers to make SG contributions on a monthly basis and strengthening
the authority of the ATO [34]. We believe that these recommendations are important when
deciding the most appropriate time frame for SG payments.

Most super funds have been working diligently to complete their duties in the interim.
For example, AustralianSuper introduced a new function in their app, which directly warns
users, indicating issues related to underpayment, thus reducing reliance on the ATO in
order to resolve the problem of lost super [35]. The AustralianSuper group executive
member for experience and advice, Shawn Blackmore, mentioned that notifications will
appear on a mobile device informing the client that their super has been paid. In addition,
if the account holder does not get an alert, it is time to get in touch with their company’s
payroll to find out where the money is [35]. Blackmore also stated that when it comes
to discovering problems with super payments, the ATO should not be the only source
on which people rely [35]. As superannuation companies are responsible for managing
the funds once the payments are made into accounts, and this requires the allocation of
resources, not all superannuation companies have adopted the same approach. This creates
further opportunities for some employers to evade superannuation payments on behalf of
their employees. Table 2, provided below, summarizes suggestions by experts for detecting
unpaid superannuation.

Table 2. Suggestions by industry experts for detecting unpaid superannuation.

Proponent Solution

ASIC to work together with the ATO and share
company information. Using STP to gather

The Senate Expenditure Review Committee data. The government should mandate the
reporting and payment of tax and
superannuation liabilities [10]

Closer coordination between the ATO, ASIC,
and superannuation institutions is necessary to
promote early identification and information
exchange on SG non-payments [10]

Parliamentary committee

There should be further changes beyond
utilizing STP. Mandatory superannuation
payments should be matched with periodic
wage cycles [33]

Industry Super Australia

Requiring employers to make SG contributions

Association of S tion Funds of . .
ssociation of superaniuation funds on a monthly basis and strengthening the

Australia authority of the ATO [34]
Notifications will appear on a mobile device
informing the client that their super has been
AustralianSuper paid. This new function in their app directly

warns users, indicates issues about
underpayment, and reduces reliance on the
ATO [35]




Appl. Sci. 2023, 13, 9949

7 of 28

After considering the aforementioned advice from industry professionals, it is critical
to understand the actions taken by the federal government or the ATO to deal with unpaid
superannuation. The government understands that there are loopholes in the superannua-
tion payment process and has made it clear that any employers that continue to breach the
law will suffer harsh repercussions under the legislation [36]. Additionally, Andrew [36]
outlines the ATO’s demands for compliance from companies and workers in the gathering
of real-time data. The Treasury Laws Amendment (2018 Measures No. 4) Bill 2018 [37]
enacts the following steps that affect employers:

e  Enables the ATO to direct companies who violate their SG obligations to pay correctly
and complete SG education programs.

e  Enables the ATO to provide impacted workers with transparent information about SG

non-compliance.

Enhances the efficiency of the ATO’s compliance and collection procedures

Enrolls all employers into STP.

Facilitates more frequent reporting on the part of superannuation funds.

Simplifies the employee commencement process.

Establishes criminal penalties for disregarding super obligations.

Additionally, the ATO claims that workers also have a part to play in discovering
unpaid superannuation as follows [36]:

Confirming their eligibility to receive superannuation.

Identifying the amount that their company should be paying.

Knowing the frequency, amount and to which fund the employer pays their superannuation.

Verifying the above information by comparing it to member statements from their

super fund.

e  Contacting their super fund to enquire about whether the company has paid super
contributions.

o  Comparing the superannuation fund statements with the superannuation total amount
in their myGov account.

o If, despite taking the aforementioned actions, they continue to feel that the employer

is not contributing any or enough super, they can report them to the ATO.

Non-compliant superannuation contributions are automatically included in a super-
annuation guarantee charge (SGC) if not made on time and in full. The SGC includes the
sum of unpaid superannuation contributions plus an administrative fee and an interest
component [38]. Since the goal of this research is to implement an efficient technological
model for the superannuation contribution process, the current procedure and recommen-
dations for SGC payments are outlined in this paper. According to the ATO [39], the SGC is
collected as a tax. Although this method can be applied to all types of businesses, Helen and
Tess [39] suggest the collection approach described in the ‘Commonwealth Fair Work Act
2009’, in which superannuation is classified as “deferred wages”, which can be recovered
in the same manner as other employee benefits. It is clear that the government charges
a significant amount of interest as a penalty for not paying SG on time, because there is
a need to avoid late payments. However, the Institute of Public Accountants (IPA) [40]
states that these harsh fines have a substantial effect on small businesses, which frequently
fall behind on their SG payments because of cash flow issues rather than any other malign
motives. In view of this, it can be seen that unpaid superannuation has become a significant
issue in Australia, and there is an urge to implement a proper system to solve this problem.
Accordingly, this paper introduces the disruptive technology model that is most suitable
for superannuation payments in order to avoid the aforementioned issues.

2.2. Blockchain as a Technological Solution

Blockchain-based models are used in many industries, and their use in the division of
assets and digital applications, as well as in distributed data records made through smart
contracts, is considered a great way of undertaking the most prevalent rational functions of
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companies. According to Ainsworth and Viitasaari [41], a blockchain solution for each of
the following components of payroll service provision is currently being developed:

e At Futurice, employees track bonus hours on the Ethereum blockchain and are com-
pensated for those hours in the usual course of business.

e  Employers pay their global workforces using Bitcoins, which can be maintained in
Bitcoin or automatically converted to local fiat money in 60 countries using Bitwage’s
smart contracts, which combine the original Bitcoin blockchain and the Ethereum
platform.

e ].P. Morgan Chase is working on Quorum, a private/permissioned blockchain based
on the official Go version of the Ethereum protocol for coordinating payments among
financial institutions that is fully accessible to regulators while being completely
private for participants.

Before a payroll service provider can deliver complete payroll services via the blockchain,
these three key aspects must be reinforced by numerous additional developments in the
payroll industry [41].

Blockchain technology may be used to address the issues raised because of the increas-
ing size of the economy and the complex set of occupational deductions in Australia. As
a result, Allan and Potdar [42] have suggested a blockchain solution for tax and superan-
nuation systems that automates an enormous portion of the process of filing a personal
income tax return and calculating tax liabilities and outstanding tax payments [42]. When
reviewing blockchain solutions for pension plans around the world, van der Schans et al.
explains that blockchain can be used to personalize contribution strategies by means of
smart contracts to avoid having insufficient funds at retirement [43]. After identifying the
requirements for blockchain adoption in the pension sector, Sarker and Datta introduced
an architectural design for blockchain-based re-designed pension business processes [44].
They also demonstrated how blockchain could be integrated with current pension technol-
ogy platforms using an API layer to facilitate the effortless enrollment of all individuals
into a single online platform with the aim of speeding up processing times, eliminating
operating costs, and allowing the completion of other pension reform plans [44].

Blockchain technology and distributed ledgers are attractive in many industries [45-47].
The blockchain concept consists of ledgers of transactions being recorded as blocks of data
through a chain of data packages. The transactions that are created in the blockchain are perma-
nent, verified and encrypted [48]. The technology is a peer-to-peer (P2P) distributed system with
a scalable model. When studying the blockchain concept, it can be seen that these distributed
systems can be adopted in different industries to fulfil their differing requirements [49].

Cryptocurrencies are digital currencies that have no tangible existence, but currency
transactions are rather recorded as digital signals. Bitcoin is an example of a cryptocurrency,
and it records transactions on an electronic ledger [50]. The idea of distributed blockchain
transactions among a cryptographic mailing list led to the development of Bitcoin [50].
Most importantly, these digital ledgers cannot be altered [49].

Among popular disruptive technologies, the next innovation to follow blockchain
was the Hyper ledger. Hyper ledger is an open-source project that came out of the Linux
Foundation, which is a leading developer of open-source technology [51]. Open source
is a software licensing model that allows users to use software for free. The purpose of
creating a Hyper ledger was to help advance cross-industry blockchain technologies. This
is a shared ledger that has smart contract, privacy, and trust features. Salman [51] also
argued that the development of the Hyper ledger was a good solution for industry as such.

Blockchain can be regarded as the fundamental technology underlying many virtual
currencies, as shown by Monrat et al. [52]. Within a decentralized and distributed sys-
tem, a blockchain is indeed a series of blocks that contain data with digital signatures.
Decentralization, immutability, openness, and auditability are some of the characteristics
of blockchain, increasingly enabling transactions to be secure, as well as tamper-proof.
Aside from cryptocurrencies, blockchain technology has applications in social and financial
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activities, risk management, healthcare, and other fields [53]. Several studies have looked
into the potential of blockchain in a variety of applications.

To describe the mechanism of this system, a blockchain, often referred to as a dis-
tributed ledger, is critically an append-only data model managed by a group of nodes
that do not entirely trust one another. The blockchain can be seen as a record of orga-
nized transactions, with nodes agreeing on an ordered collection of blocks, each of them
including numerous transactions. Blockchain can be considered a solution to distributed
transaction management in the database sense. In this, nodes store copies of the data and
concur on a transaction implementation order. Traditional databases, on the other hand,
presume a trusted environment and organize transactions using well-known concurrency
management strategies [54].

Blockchain technology has also been rapidly disseminated around the glob, largely
because of the success of Bitcoin [55]. Bitcoin nodes use a simplified replicating state
machine design to move Bitcoin from one location to another. Since then, blockchain has
evolved to accommodate user-defined states and Turing complete-state machine structures,
in addition to cryptocurrencies. More crucially, industry demand has begun to push the
creation of new blockchain networks built for private settings with verified participants.
Under such circumstances, blockchain systems are referred to as private (or permissioned),
in contrast to the early systems, which operated in public (or permissionless) contexts,
where anybody was able to join and leave. Security trading and settlement [56], assets and
financial management [39,40], and banking and insurance [57] are among the applications
now being developed and appraised. Enterprise-grade database systems such as Oracle
and MySQL are capable of enabling such applications. However, blockchain has the
opportunity to alter that because of its reduced infrastructure and personnel expenses [57].

According to Christos Makridis, blockchain has become “a technology with typical
purposes that is appropriate throughout industries”. The “Finance sector, for instance,
is able to utilize it to create smart agreements among customers and their banks. In the
same way, it may be used in healthcare to create smart agreements among insurance
providers and medical centers, and also between patients and hospitals. The options are
limitless” [58].

Over the years, several cryptocurrencies have been introduced by private entities.
These cryptocurrencies were neither regulated nor guaranteed by government authorities.
However, there have been efforts by government authorities to regulate crypto assets to
protect consumers and benefit from digital products. The Australian Competition and
Consumer Commission (ACCC) noted that the losses due to scammers demanding crypto
payments from their victims amounted to AUD 221 million in 2022 (Commonwealth
Australia 2023) [59]. In addition to cryptocurrencies, the use of blockchain technology in
other sectors has been steadily growing due to smart contracts that can be run on blockchain
networks. Smart contracts generally contain some business logic and a limited amount of
data in order to meet specific criteria. Recently, blockchain technology came to be used
as a decentralized execution platform for smart contracts. There is no specific legislation
applied to distributed ledger technologies such as blockchain technology [45].

One of the many advantages of blockchain applications is perhaps their ability to op-
erate companies effectively. Rajat Kapur, who is a senior manager, stated about blockchain
technologies [58] that “The capacity to establish additional revenue or business strategies, as well
as the necessity to safequard data integrity, are indeed the best drivers for more than half of all
respondents”. With the significant upsurge in the use of smart contracts, it can be seen that
there are different sectors using this technology. It will be advantageous for the proposed
model to be designed after referring to some of the existing models in order to prevent the
aforementioned issues. Kamal [60] gave examples of blockchain-based smart contracts,
including the following;:

e  NXTh, a public blockchain platform that is accessible due to its ready-to-use templates,
which enable the development of smart contracts.
e  Ethereum, a platform for creating smart contracts in a blockchain.
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e Sila, enables the integration of real-world payment features of banks, such as ACH,
KYC, and digital payments, using application programmed interfaces (APIs).

3. Research Methodology

Research is an investigation that is conducted systematically by studying sources
and the literature to verify data and determine conclusions. There are four basic types
of research, namely, descriptive, analytical, basic and applied. The purpose of applied
research is to find solutions for a problem in a society, industry, or organization [61]. This
research work on blockchain technologies for superannuation contributions is an example
of applied research. This research type is beneficial because it can help solve real-world
problems. However, the outcomes of this type of research are usually limited to those
specific cases [62]. The proposed research approach, paradigm and design are discussed in
the sections below. The research approach used in this research work focuses on process
design and simulation.

The first step is to map the existing blockchain technology models that are used in
other disciplines and to design compatible models for superannuation. Once the blockchain
model has been designed, a computer simulation is performed regarding its use in the
field of superannuation contributions. Therefore, there will be a considerable possibility of
obtaining successful results that can be compared in order to refine the model. Figure 2
highlights the processes undertaken in this research study.

Define the problem

Literature review: 2.1 Detecting unpaid superannuation

: 2.2 Blockchain as a technological solution

Analyse the current process model for superannuation payments

Proposed model for superannuation payments using blockchain

Develop a tool to simulate blockchain creations

Summarise limitations and recommendations.

\

Figure 2. The research process.

In our research, we will study the literature on the use of blockchain technology in
finance and other accounting areas. According to the literature review, there is significant
usage of blockchain technology models in many industries such as in the finance, auditing,
hospitality, health, and business sectors. For example, Wang and Kogan [63] explained that
the interaction between accounting and blockchain technology reduces inessential manual
handling, enhances the pace of transaction settlement, and prevents financial reporting
fraud. Therefore, this study reviews the tasks that are being performed, and whether those
models would be appropriate for tasks in the field of superannuation contributions.

A simulation is a process in which a task performed by a system or a procedure is
imitated in order to reflect its operation over a given period [64]. Simulations are related to
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experimental methods, and it can provide researchers with access to procedures that cannot
be observed directly in a secure and controlled environment. During a simulation, different
types of data can be gathered that can be used for the research work and objectives [65].

There are both pros and cons of using simulations in research. From a technological
perspective, simulations are beneficial because they can be used to make forecasts even
under conditions of uncertainty, making it possible to answer many questions. However,
there can be issues such as the necessity of good theories to perform modeling, and the
lack of a standard approach. When concentrating on the process of simulation, there are
advantages such as fewer data being required to model a process and the ability to easily
analyze scenarios. The disadvantages of simulation processes include the challenge of
validating the process and the potential requirement creep in procedures [66].

In this research, simulation is highly important, since it is related to technological
models, and it is necessary to simulate accounting tasks in these models in order to analyze
their performance. During the simulation process, the researcher uses suitable simulation
tools. Following the above-mentioned method, in this study, a simulation process is
adopted regarding superannuation contributions.

The system is linked with several nodes, including the government, employers, auditors,
and accountants. Therefore, it is necessary to consider the security aspects of the blockchain
technology models employed for superannuation contributions. The next important factor
will be the delay in each system. In terms of the efficiency of accounting tasks following
the adoption of disruptive technologies, delays can be a major characteristic that will need
attention when evaluating the performance of the proposed model. Therefore, the simulation
method will be a great approach in the context of this research for finding out answers to the
research questions and achieving the aims and objectives of this research project.

4. Analysis
4.1. Existing Superannuation Payment Process

When an employee is hired by a company, the employee provides details to the
employer such as their name, date of birth, contact number, email, tax file number and
super fund details. Then, the employer sets the employee up in the payroll software with
the provided details. When the employer processes weekly or fortnightly wages and pays
salary to the employee with a payment slip, the accounting software updates the ledger
for payroll clearing, PAYG withholding, and superannuation payables. Additionally, the
employer processes single-touch payroll (STP), which provides information on the wages,
PAYG withholding and superannuation to the ATO. After this process, the employer pays
superannuation to the employee’s super fund monthly or quarterly, prior to the due date.
This payment process can be carried out in different ways. Small businesses (Figure 3) use
the ATO Small Business Super Clearing House (SBSCH) or pay the employees’ super funds
directly. When using SBSCH, the employer must provide all employee details to register
the employee with SBSCH, which will remain for further payments. Then, the employer
has to update their super payment instructions with the payment period and the super
amount payable for each employee. The payment instructions can be lodged followed by
the payment, using the ATO SBSCH payment instructions. The ATO transfers the money
to the employee’s super fund. Figure 3, presented below, outlines the superannuation
payment process used by small and medium-sized enterprises.

With large businesses (Figure 4), the process is similar to that of small businesses
up until the point of the superannuation payments. At the stage of the super payments,
they have the option of paying the employee’s fund directly or using an external online
superannuation payment service provider that uses a similar process to that of SBSCH.
When these payments are carried out, the employer updates the superannuation payable
ledger as liability paid.
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Existing Superannuation Payment process of a small business

Employee Employer ATO/Super Clearing house Supelgir;ré:atlon
Ll Single Touch
Payroll (STP)
Employee Setup
details Employee
PAYG
i Name L Accounting »/ Withholding
softwar / Payable
Date of Wage
processing
Small Business
Contact Updates Super Clearing
Number the ledgers house (SBSCH)
for payroll J Add all employee
clearing & details
Super —
payable Update super
payment
instructions
Generate L
monthly/ | YEs Payable
quarterly instruction
super lodgement
payable
amounts
Tax File report Super
Number payable
amount
to each
Super Use ATO employes
fund SBSCH
details Super
“Fung paymen
period
Using ATO Payment
SBSCH Payment to Transferred
payment » ATO > to Employee
instructions SBSCH Super fund
account

Salary
Wage
Payslip payments

Employer super contribution is
updated in Employee’s ATO | |

super concessional contribution

section

Figure 3. Existing superannuation process model of a small business.
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Existing Superannuation Payment process of a large business
Super Clearing house/ Superannuation
Employee Employer ATO Funds
Start the
job Setup Single
Employee | Accounting Touch
—»
Employee software Payroll
details (STP)
| Wage
T
Salary
Date
of birth
oy iedgrs
slip ledgers for
Number 9
~— payroll
clearing & PAYG
Superannuati Withholding
Payable
on payable
Generate
| monthly/quarterly
Tax File super payable
Number amounts report Super
payable
Payment
to
NO Employee
Use external online Super fund
superannuation account
payment system
Super
fund
details Employer super
- Fund YES contribution is
ABN & updated in
usli Process payment Employee’s ATO |«
instructions in an super concessional
external online contribution
Superannuation section
payment service
provider

Figure 4. Existing superannuation process model of a large business.

4.2. Gaps in the Existing Process

When looking at these two processes (Figures 3 and 4), it can be seen that there is a
problem with the transparency of the super payments, because not all of the related parties
are connected in the payment process. The employers can even defer payments because of
their sole authority in making superannuation payments. Because of the lack of information
transferred among the employer, the employee, the super fund and the ATO, problems can
arise with identifying unpaid superannuation. This warrants the need for a transparent
payment process in which all parties can be involved and linked to the superannuation
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payment process. In line with the idea of promoting security, transparency, accuracy and
consistency, this presents a blockchain-based process model for superannuation payments.

4.3. Suggested Blockchain Superannuation Payment Process Model

The proposed blockchain process model is provided in Figure 5.

Suggesting Superannuation Payment process - Blockchain
Employee ABC Employer XYZ Super Clearing house/ATO SuPirS:gl’;\lahon
) [
Start the job Setup L Receive all
Employee / employee details
» Update from employer
J correct
Employee nformatin Single Touch
Payroll (STP) |
" Payroll information
for each employee
Salary Wage
Name ; Withholding
prt\)lsessmg/ Updating a Payable
_ conae distributed
Date of Payslip Ledger(S) Super
birth L for payable
NO— Employer
Super
liability
'3 ontgct payable for
umber each
employee
Message from \ | Authorisation request
ATO to message Sum of
Address Employee Super
liability to
TEN the
File v employee,
Nuber Transaction
YES Block for each
employee Stored
Super l employee
datails
fund Confirmation Payment
d"‘;ta”z for the Transferred
- Fun
payment to Employee
ABN & Received from Super fund
usl the ATO account
- Member
Number Employer super
contribution is updated
Payment Email/T isnugzggr):iz‘sssg;g <7Payment received
Confirmation mail/Text i
Payment message contribution section & confirmation
Confirmation Updating the Ledger
message (S) for Liability paid

Figure 5. The proposed process model.

The process starts with the employee providing information to the employer. This
enables the employer to update the ATO with the new employee’s details and create a block
to store data permanently until the employee resigns from that company. The employer also
updates the payroll software and processes the wages. The employer will then lodge the
STP file to report wages, PAYG withholding and superannuation liability to the ATO. The
ATO will update a distributed ledger with the superannuation liability for each pay run.

At the end of the quarter, the ATO will create a block for each employee with the stored
employee details and the total amount of super payable for the quarter. Then, the ATO
will send a text message to the employee mentioning “XYZ Employer paid $$$ amount
to a particular super fund for the quarter ending with the date DD/MM/YYYY”. Agree?
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“YES” or “No”. With the pay slip information and super fund details, the employee will
reply with a YES or NO. If it is a NO, the employee can contact the employer and request
to update their super fund details if they have changed the fund, or query the amount
differences if necessary, so that the employer is able to process a correct pay run and report
the STP to the ATO to update the ATO blocks. If the response is YES, the ATO can send a
confirmation to the employer to process the payment to the employee’s super fund. When
the super fund receives the payment, it will send a payment received confirmation to the
ATO. The ATO then can update the distributed ledger with liability paid and inform the
employer and the employee with the following email/text messages respectively. “$$$
is paid to N super fund for ABC employee for the quarter ending DD/MM/YYYY” and
“$$$ is paid to N super fund by XYZ for the quarter ending DD/MM/YYYY”. Figure 6
shows that inter-organizational transactions make blockchain attractive because data can
be exchanged with outside parties ensuring the transparency of the transactions.

e

l

The ATO Generates Blocks with
Employee Data and Super payable |«
amounts reported through STP

l

The ATO sends a request to employee
to verify the accuracy of information

Informs the employer to

D .
atais correct and true correct data & update ATO

ATO informs employer to process the
payment

l

Employer processes the payment to the
super fund

l

Super fund confirms the payment
receipt to the ATO

l

The ATO send the confirmation of the
transaction to the Employer &
Employee

e

Figure 6. The process of updating the ledger.

Figure 7, shown below, highlights the use of smart contracts from the ATO side. Upon
employing a smart contract from the ATO, an employer can start processing the STP. Since
the distributed ledger is a medium that is shared among all involved parties, all information
relating to provenance can be stored on the ledger. This allows third parties to verify the
details for compliance.



Appl. Sci. 2023, 13, 9949

16 of 28

ATO
Immutable,
encrypted ledger as blocks
Contains, Employee data and
Superannuation payable for a
Smart certain period
Contract

Superannuation Fund

@:@ Agreement @:@

Figure 7. Smart contracts.

Through the proposed process, the ATO would have the authority to manage super-
annuation payments, which makes auditing and detecting unpaid superannuation much
easier. Furthermore, all of the parties linked and involved in the process can seamlessly
view the accurate super payment data. This will restrict employers” ability to ignore super-
annuation payments, as all the participants in the blockchain can track the process through
smart contracts.

The rationale for smart contract triggers lies in their ability to automate the execution
of specific actions or conditions within a blockchain-based system. Smart contracts are
self-executing contracts with the terms of the agreement written directly into lines of
code. These contracts are stored and executed on a blockchain, providing transparency,
immutability, and decentralized control [67].

Triggers in smart contracts are essentially event-based conditions that initiate the execu-
tion of predefined actions when certain events occur (Figure 8). They allow for the automation
of processes and the enforcement of predetermined rules without the need for intermediaries.

If the superannuation amount is incorrect,
e.g. levy penalties, enforce rectification within X days, etc

TAX OFFICE

A third party should be able to audit the payments

Smart Contracts / e.g. the auditors of the employer.
blockchain can be hosted in,

Employer fails to make any payment in a period and also sends no
notification to employee

\ In a contract verification can be

Instances that smart contract triggers

done to check if the superannuation fund is correct /

Figure 8. The rationale for smart contract triggers.

One of the key benefits of this proposed model is its ability to provide all parties
with a shared view of the data. This is seen as a valuable tool for managing complex
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NAME
ATOSuperContract

CURRENT BLOCK [
957

20000000000

networks with many stakeholders, because it offers a transparent, decentralized, and secure
way to store and manage data. Every participant in the blockchain network has access
to the same information, which eliminates the need for intermediaries and reduces the
risk of disputes or errors. Additionally, the data are stored on a decentralized ledger that
cannot be altered without the consensus of the network, providing a high level of security
and immutability. In situations where there are multiple stakeholders with competing
interests, smart contracts can help to ensure that everyone is held accountable, and that
all transactions are transparent and auditable [67]. This can be particularly important in
industries like finance, where there are many parties involved in the process and a high
level of trust is required. These blocks can help streamline complex networks and facilitate
secure and efficient transactions among multiple stakeholders. By providing a shared and
immutable ledger, it can reduce the need for intermediaries, increase transparency, and
improve the overall security and efficiency of the system [67].

Figure 9 shows the block simulation interface and outlines how the transactions are
validated, once the new block is formed. The block header includes important metadata
about the block, such as a timestamp, a unique identifier (hash) for the block, a reference to
the previous block in the chain, and other relevant information.

ADDRESS TX COUNT —_—_
0x34752453575fBOcbDB70a08A78BDEDS9CELIF229 2=

(:@) CONTRACTS

BASLIMIT HARDFORK HETWORK ID RPC SERVER MINING STATUS WORKSPACE
6721975 MERGE 5777 HTTP:/f127.0.0.1:7545 AUTOMINING ATO

—mck  ATOSuperContract

ADDRESS

BALANCE

Bx34752453575fBAchDB70aB8A78BDEDS9CE4OF229 6.00 ETH

CREATION TX

6x8abcCfOEaCaa9866F56ddC659546D929DB1744070A1af5f66D985057987513C8

STORAGE

v vrvrwvw

TRANSACTIONS

der :

: {} mapping

{} m=pping

{} mepping

er : {} mapping

(b)

Figure 9. (a) Deployment of contracts. (b) Data storage.

4.4. Implementation of the Superannuation Payment Simulation Model

Configuration: Setting Up a Simulated Blockchain Environment.

This report outlines the steps undertaken to establish a simulated blockchain environ-
ment. The procedures described below detail the configuration process.

Node.js Installation: To initiate the setup, Node.js was installed. The installation
package was obtained from the official Node.js website https://nodejs.org/en/ (accessed
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on 24 August 2023). It is noteworthy that the recommended Long-Term Support (LTS)
version was not selected for installation; rather, the newest version of nodejs was used. The
successful installation was confirmed by executing the commands “node-v” and “npm-v”
in a terminal or command prompt.

Global Installation of Truffle: Following the Node js installation, the global installa-
tion of Truffle was carried out. This step was executed via Windows PowerShell, which can
be accessed through the Start menu. The command “npm install-g truffle” was utilized to
accomplish the installation.

VSCode Download and Installation: To facilitate the development environment, the
process of downloading and installing Visual Studio Code (VSCode) was carried out.
The official Visual Studio Code website (https://code.visualstudio.com/, accessed on 24
August 2023) was visited to obtain the installation package tailored for Windows.

Ganache Setup: The establishment of the simulated blockchain environment was ac-
complished by obtaining Ganache. The necessary software was acquired from the provided
link (https:/ /www.trufflesuite.com/ganache, accessed on 24 August 2023). Following the
acquisition, the installation instructions provided on the website were followed to ensure
the successful setup of Ganache.

NPM Modules Installation: For the seamless functioning of the environment, essen-
tial NPM modules were installed. This was achieved by launching a terminal or command
prompt and executing the command “npm install ethers; npm install http; npm install
express”. The modules “ethers”, “http”, and “express” were installed via this command.

Project Folder Creation: A dedicated folder was established to house the blockchain
project. This preparatory step is crucial to maintaining an organized workspace. To perform
the setup, the command “truffle unpack” was run.

Visual Studio Code Utilization: With the project folder in place, Visual Studio Code
was employed as the integrated development environment (IDE) of choice. Users opened
the dedicated project folder using Visual Studio Code to proceed with development.

Commencement of Development: Having concluded the configuration steps, the
development phase was initiated. The suite of tools installed—including Truffle for smart
contract development, deployment, and testing, as well as Ganache for local Ethereum
blockchain simulation—was harnessed to build and refine simulated blockchain applica-
tions. Visual Studio Code proved to be a reliable hub for integrated development activities.

The aforementioned steps were meticulously followed to successfully set up a simu-
lated blockchain environment. The combination of Node.js, Truffle, VSCode, Ganache, and
essential NPM modules, along with the strategic organization of a project folder, provides
a robust foundation for the development of simulated blockchain applications. In this
application, the data will be stored in the network, specifically, in blocks.

Figure 9a,b show the deployment of the smart contracts using Ganache and the storage
of data in the blockchain network.

As suggested in this research, the employee has the option of confirming or revoking
super payments after reviewing payment details. Figure 10 shows the payment information
that the employee needs to verify. As they are distinctive characteristics, the employee’s
date of birth and TFN must be provided at this stage.
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First Name: Bob

Last Name: Bob

Super Fund Name: AA Super Fund
Super Fund Membership Number: 123
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Figure 10. Cont.
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SIGNATURE (DECODED)

personCreated(publicKey: bytes32, firstName: string, lastName: string, dob: string, tfn: uint256, superFundName: string, superFundMembershipNumber: uint256, hashBlock: bytes3
2)

TXHASH
0xb4c825dc2516556F73538560ca3f9a8d69f3b380eef7abb39eeab’58c20882feb

RETURN VALUES

PUBLICKEY
0x3554d780¢4a2c17726b1b0198b5057c0e6c7054788dd79bc12fbd725adfd027¢

FIRSTNAME
Bob

LASTNAME
Bob

008
2000-12-30

TN
123

SUPERFUNDNAME
123

‘SUPERFUNDMEMBERSHIPNUMBER
123

HASHBLOCK

L0G INDEX
[¢]

BLOCK TIME
2023-08-14 17:32:17

Figure 10. (a) Employee creation page (b) Employee details confirmation (¢) Employee Creation

Confirmation.

During the simulation process, the hash is created (Figure 11). Then, the chains of blocks
for superannuation payment transactions are created for each employee (Figures 12-14).

SIGNATURE (DECODED)

transactionCreated(id: uint256, blockHash: bytes32, publickKey: bytes32, amount: uint256, superFundName: string, superfFundMembershipNumber: uint256, periodOfPayment: string, em

ployerTFN: uint256, employerABN: uint256)

TXHASH
0x4ff7510a095417dab43936478e3e238b34a401F1040082b587a6ddcsdeeele36

RETURN VALUES

BLOCKHASH
0xfaasbf80e04bd54e09b1414db08agbleb8es693d4a7f7858ab27bb86c89e3d15

PUBLICKEY
0x3554d780c4a2c17726b1b0198b5057cBe6c7054788dd79bc12fbd725adfd027 ¢

AMOUNT
195

SUPERFUNDNAME
AA Super Fund

SUPERFUNDMEMBERSHIPNUMBER

123

PERIODOFPAYMENT

Q1

EMPLOYERTFN

123

EMPLOYERABN
215;

Figure 11. Creating hash.

106 INDEX

0

BLOCK TIME
2023-09-01 10:48:42
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Figure 12. Blockchains.

TX HASH

0x02c00d5¢576d19751f378608a8540560d6bba3892d7222¢c5dd797651d84d4915

FROM ADDRESS TO CONTRACT ADDRESS BAS USED VALUE

0xe6AfB29C9ea8F9313d296eChBcF29dD82c8D9216 ATOSuperContract 195866 8

TX HASH

0x89ce2e1978c1e52825bda9c35abbe64a23f727a3cd79f575e3234ea22a7b19a7

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE

Oxe6AfB29C9ea8F9313d2962ChBcF29dD82c8D9216 ATOSuperContract 309498 (]

TX HASH

Bxb4c825dc2516556f73538566ca3f9a8d69f3b380eef7abb39eead58c20882feb

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE

OxebAfB29C9ea8F9313d296eChBcF29dD82c809216 ATOSuperContract 238702 8

TK HASH

0xf7fe34asff17feb%a22af64cdfe@75901d1bc45590d1eefbdcs29c64922b17e5

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE

O*e6AFfB29C9ea8F9313d296eChbBcF29dD82c8D9216 ATOSuperContract 195866 ]

TX HASH

Oxcc52dleaece3a39215decd9d728a30b550¢83b897bd9759c4978d5ebdee8cd58

Figure 13. Transactions.
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75e3234ea22a7b19a7

Figure 14. Contract Calls.

5. Discussion

Blockchain technology offers enhanced transactional security compared to traditional
centralized computing services, making it a promising solution for secure networked
transaction ledgers. However, this experiment highlights that while blockchain provides
reliability, immutability, and security for business transactions involving multiple parties, it
also comes with high overhead. This is due to the replication and redundancy required for
data storage and processing. The partial implementation of blockchain revealed important
lessons, including challenges and issues related to smart contract design, endorsement
policies, data management, and network configurations.

5.1. Smart Contracts and Endorsement Policies

A smart contract encapsulates the business logic of internal operational policies and
rules, as well as regulatory policies and standards [68]. However, the lack of interoperability
between different blockchain regulatory policies in Australia can create silos of data and
assets that are difficult to integrate and use across different networks.

In our simulated environment based on superannuation payments and smart contracts,
we faced the challenge of ensuring adherence to decentralized global platforms that support
global payments [69]. The execution of smart contracts by globally distributed parties such
as employers, the Australian Taxation Office (ATO), and super funds requires enforcement
of government laws and policies. While smart contracts are enforceable under contract law
within the current US legal framework, the situation regarding blockchain laws in Australia
remains uncertain [68]. The specific law applicable to the interpretation of smart contracts
and the jurisdiction responsible for adjudicating disputes is yet to be determined.

5.2. Data Management

According to Bharat and Prakash [70], blockchain technology offers HR profession-
als various benefits, including certificate verification, skill mapping, payroll processing,
data protection, and performance management. Implementing blockchain in the HR de-
partment can enhance effectiveness and efficiency. However, it is crucial to prioritize the
confidentiality and sensitivity of data as key considerations [71,72].
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In our case, given the involvement of multiple third parties, such as organizations
managing superannuation funds, ATO and employers, data management becomes a critical
aspect to consider in blockchain design. The performance and cost of blockchain operations
are significantly influenced by data management.

As blockchain data are replicated across all nodes in the network, data requirements
can become extensive. For instance, in a network with n nodes, where an endorsement
policy demands nodes endorse a transaction, the number of messages exchanged before
committing a new block becomes n messages from the superannuation service to all n nodes.

When applying blockchain to the superannuation process, one notable limitation is
the scalability of the technology. As more users join the blockchain network, the network’s
speed and efficiency may decrease due to the substantial processing and storage demands
of a large volume of data.

5.3. Network Design

The strengths of blockchain technology, such as visibility, traceability, compliance, and
resiliency, have been summarized in previous work [73]. In our simulated environment,
the centralized databases we used were susceptible to cyberattacks, posing a risk to the
entire system. To address this, blockchain utilizes distributed ledger technology (DLT),
which enhances cyber resiliency by eliminating single points of contact. In a DLT system,
an attack on one or a few participants does not impact other nodes, ensuring transparency,
availability, and uninterrupted transactions.

To maintain data security, encrypted channels must be used for data transmission. The
configuration of these channels has a significant impact on factors such as data volume
over the network, workload distribution, network resilience, and visibility. While most
data reside in other ERP systems and are accessible only to authorized employees, our
research did not have the necessary authorization to access them.

In a case study in which multiple parties collaborate on a business process, there
are various ways to configure the blockchain channels [74]. The channel configuration
determines the flow of data within the network. With a single channel, all transactions are
posted to that channel, and unless the data payload is encrypted, all parties typically have
access to them. Alternatively, multiple channels can be created to separate interactions
among subsets of parties. However, managing multiple channels can be complex, as each
channel has its own database and cryptographic keys. Additionally, there are alternative
configurations and complexities to consider, especially when secrecy and privacy concerns
arise with respect to the channel configuration.

When developing the model, two crucial aspects to consider are security and delay.
Regarding security, confidential employee information such as Tax File Numbers (TFNs),
wages, and super payment amounts must be protected from potential attack vectors.
Blockchain can withstand conventional cyberattacks quite well, but cybercriminals are
developing new techniques expressly with the aim of compromising blockchain technology.
Additionally, the time consumption associated with this method should be considered
(Figure 10).

Musa and Thomas [75] suggest that blockchain technology has the potential to enhance
the security of payroll systems and reduce fraud, while improving efficiency. However,
it is important to acknowledge that implementing blockchain technology can be costly,
particularly for smaller organizations or those with limited resources. The expenses include
significant investments in hardware, software, and ongoing maintenance and support.
Furthermore, consensus implementation, which is a crucial aspect of blockchain, is both
time consuming and costly, requiring the replication of several servers and databases in an
integrated approach.

5.4. Other Implementation Implications

The cost is a significant factor to consider when making decisions about adopting
blockchain technology. Some argue that the benefits of streamlined operations, reduced
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risks, and compliance costs outweigh the implementation expenses. However, in high-tech
industries where product features are prioritized and profit margins are high, the cost may
receive less emphasis. It is becoming clear that blockchain is suitable only for applications
where the additional transaction costs can be justified by the overall benefits after a careful
analysis [76]. Privacy is another important factor to consider, as higher visibility often
means sacrificing some level of privacy. IT firms will play a crucial role in developing the
necessary infrastructure, platforms, and products for implementing blockchain technology
in specific industry segments. However, it is challenging to predict the exact timeline for
the widespread use of this technology. Consequently, there is little incentive for either party
to move to a blockchain platform.

In the context of finance, blockchain technology’s primary contribution is breaking
down physical and temporal barriers, providing effective and efficient visibility, and
enabling integration with the ATO’s (Australian Taxation Office), employers’, and super
funds’ ERP (Enterprise Resource Planning) systems. It is important to note that ERP systems
like SAP and Oracle store and manage large databases internally within an organization,
protected by firewalls.

The lack of interoperability between different blockchain networks can result in data
and asset silos, which are challenging to integrate and utilize across multiple networks.
Additionally, blockchain technology consumes substantial energy, particularly in proof-
of-work blockchain, where miners compete to solve complex mathematical problems for
transaction validation and rewards.

Despite the computerization of payroll processes, blockchain-based payroll applica-
tions are currently limited [41]. This can be attributed to the significant barriers to entry,
further compounded by the absence of a fiat cryptocurrency that facilitates international
payroll transactions without significant foreign exchange risks. Moreover, it is essential to
carefully consider the use cases and implementation of different blockchain networks and
protocols to maximize their potential benefits.

In summary, while blockchain technology holds the potential to revolutionize numer-
ous industries, it is crucial to acknowledge its limitations and thoroughly evaluate its use
cases and implementation. Additionally, the operational aspects of blockchain models, such
as breakdowns, delays, and bottlenecks, should be proactively addressed in the context of
addressing challenges in the finance sector.

5.5. Proposed Contributions to the Field of Research

This study makes several research contributions. First, this study reviewed the existing
literature on superannuation fraud in Australia and mapped out the existing process.
Second, there is limited knowledge of how blockchain technology could be used as a
solution to prevent superannuation fraud. This study redesigned the existing process
and developed a blockchain-based application to prevent superannuation fraud. This
will support the finance sector in addressing superannuation-related issues. Third, it
contributes to information systems and finance disciplines, as the presented blockchain-
based application demonstrates the possibility of utilizing technology to address issues in
the finance sector.

6. Conclusions

There are ongoing issues with the superannuation payment process, and industry
experts, together with government authorities, have introduced several options for avoiding
and detecting unpaid superannuation. Furthermore, the literature review explained the
structures and possible technologies, such as blockchain smart contracts, that might be
useful in this research as a solution for mitigating superannuation fraud. Following that,
this paper highlights the use of smart contracts in various processes.

Currently, the largest applications of this technology lies in payment systems such
as Bitcoin. However, blockchain technology represents a major paradigm shift in terms
of how business transactions are conducted, and thus has far-reaching implications. This
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paper explains the adoption of blockchain in superannuation payment processing. Our
findings will allow researchers to develop their awareness of the current knowledge and
limitations in the study area.

This paper reviewed the literature on superannuation fraud in Australia and examined
the existing processes enabling employers to make superannuation contributions into their
employees’ superannuation accounts. This review highlighted the reasons for unpaid super-
annuation not being detected. This study redesigned the existing process utilizing blockchain
technology to present a unique solution for the prevention of superannuation fraud.

Our analysis and the experiment using a newly developed blockchain application
suggest that blockchain technology can be deployed for inter-organizational transactions
among untrusted parties, and in applications that need high levels of provenance and
visibility. This also incurs a very high overhead in terms of storage, networking, and
processing costs, which can be justified only following a thorough case-by-case analysis.

In conclusion, the proposed process model and the blockchain solution will be helpful
in creating more robust and reliable disruptive technology models for superannuation
payments. Overall, this research reiterates that while blockchain technology has the poten-
tial to revolutionize many industries, it is important to be aware of its limitations and to
carefully consider the feasibility of its use.

This study is not free of limitations. This study reviewed the process relating to how
employers make their superannuation contributions to benefit their employees. As this
study is based on the Australian superannuation system, the results may not apply to
every super fund in the world. While this study presents a blockchain-based solution for
preventing superannuation fraud in Australia, future studies on the possibility of adopting
this solution in different contexts may help prevent similar frauds.
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