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Abstract: Recently, the spread of fake images on social media platforms has become a significant
concern for individuals, organizations, and governments. These images are often created using
sophisticated techniques to spread misinformation, influence public opinion, and threaten national
security. This paper begins by defining fake images and their potential impact on society, including
the spread of misinformation and the erosion of trust in digital media. This paper also examines the
different types of fake images and their challenges for detection. We then review the recent approaches
proposed for detecting fake images, including digital forensics, machine learning, and deep learning.
These approaches are evaluated in terms of their strengths and limitations, highlighting the need
for further research. This paper also highlights the need for multimodal approaches that combine
multiple sources of information, such as text, images, and videos. Furthermore, we present an
overview of existing datasets, evaluation metrics, and benchmarking tools for fake image detection.
This paper concludes by discussing future directions for fake image detection research, such as
developing more robust and explainable methods, cross-modal fake detection, and the integration
of social context. It also emphasizes the need for interdisciplinary research that combines computer
science, digital forensics, and cognitive psychology experts to tackle the complex problem of fake
images. This survey paper will be a valuable resource for researchers and practitioners working on
fake image detection on social media platforms.

Keywords: deep learning; digital image forensic; fake images; generated adversarial networks;
multi-modal; image forgery detection

1. Introduction

Social networks, which include microblogging platforms like Facebook, Twitter, Insta-
gram, or Weibo, concerning around 3.8 billion people worldwide, have hugely elevated
information exchange and subsequently led to the rapid dispersion of public sentiment.
Fake content over these platforms has been used to spread malicious intent and sway
public opinion to their benefit. Figure 1 illustrates such an example. Fake images have
become a social menace now as, at times, their impact is grave. The PRCC US survey [1]
shows that around 64% of people need clarification due to false information. Facebook
and Twitter are the two sites that distribute false news the fastest, according to a similar
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study by CIGI-IPSOS and the Internet Society [2]. Global IT companies such as Facebook
and Google are creating Al solutions to combat the threat posed by the proliferation of
fraudulent images and videos online. According to Buzzfeed Analysis [3], Facebook had
more user engagement over fake news than mainstream news on August election day in
the US in 2016. After fake news caused mob lynching in India, WhatsApp had to consider
the automatic identification of fraudulent photographs and videos on their platform [4].
The hoax image of President Donald Trump endorsing Prime Minster Modi went viral in
India (Figure 1).

four
one vote can
‘make a majority.

e —

Figure 1. Trump endorsed Modi during the election in India [5].

Similarly, another morphed image, Figure 2, displays Prime Minster Modi bowing
down to China’s President Xi Jinping. These examples show that fake images have become
a powerful medium in the political arena. Coronavirus sufferers started out refusing
medication in the United Kingdom due to the spread of false information on social media [6].
According to a poll in Norway 2020 [7], social media sites were the primary source of
false information about the coronavirus there. The influence of social media on different
media is compared in Figure 3. Therefore, early fraudulent picture identification on social
networking sites is essential for effectively avoiding risks and harm.

Shared Picture Original Picture

Figure 2. Modi greeting China’s President Xi Jinping [8].
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Figure 3. Social media is the highest contributor to fake news [9].
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1.1. Motivation

False news was mainly used to propagate rumors, satire, or fun. With time, politicians
started using it to sway public sentiments. As stated by the Wall Street Journal, of all color
photos published in the United States, 10% of them had been, without a doubt, altered or
retouched [9]. In 2002, the photograph of then-president George Bush reading a children’s
book upturned was shared like wildfire Figure 4. With the arrival of GAN technology,
forged images can be cloned/altered very closely to authentic images.

Figure 4. President George Bush reading a book, upturned [10].

The harmful impacts became apparent when they led to grave consequences, including
mob lynching, religious disputes, and providing patients with the incorrect treatment
counsel. Since the beginning, deepfakes have caused security concerns. Deepfakes have a
significant adverse effect known as character assassination. It is noticed that images and
videos are spread more to gather additional attention than text. Fake images over fake
news must be detected in time, and their dissemination must be mitigated. This paper
does a comprehensive survey of digital image tampering detection techniques. The survey
considers classical image forgery detection techniques based on forensic features to modern
deep learning multi-modal techniques. It also shares this field’s current challenges and
limitations for further research. Deep learning methods in detecting forged images can be
the most efficient solution to this problem.

1.2. Related Study

Fake news detection has been an essential research topic, and many techniques have
been employed. However, most of the methods are based on text content. The classification
is based on text, sentiment, or user profile analysis. When fake news started creating a
nuisance through fake images and videos, a constant effort was made to detect counterfeit
images on social media platforms. Multiple types of research proposing diverse solutions
were discussed. There has been a continuous effort to review those various image detection
techniques from time to time, and a study has been conducted to compare and further guide
more research toward fake image detection. Mishra and Adhikary [11] studied various
passive techniques. Still, those were more specific to forensic techniques, while later, GAN
and deep learning picked up. Later, Mandankandy [12] performed a comparative study of
different techniques based on image tampering methods. It also discussed various new
techniques and the usage of classifiers. In a media-rich fake news detection, Parikh and
Atrey [13] discuss both techniques through text and visual and share information over
specific datasets. However, it needed to compare which method is better for text or visual.
Tolosana et al. [14] have targeted only deepfakes. It discussed different deepfake tampering
types and their detection methods in detail. It also compared various deepfake detection
techniques. This survey paper exhausts studies of multiple conventional to modern neural
network-based techniques and provides a comparison. It also discusses the issues within
each technique.

1.3. Contribution and Organization

This survey research paper contributes significantly to the field of fake image detection,
offering valuable insights and uniqueness compared to other surveys. This paper focuses
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on detecting fake images shared over social media platforms, a crucial aspect of identifying
fake news on digital platforms. Other surveys have focused on general image forgery,
not on the most impacted area of image forgery—social media platforms. It comprehen-
sively reviews various techniques, from traditional forensics to cutting-edge deep learning
approaches, making it distinct and relevant for further research.

The unique contributions of this paper include:

- Comprehensive Coverage: This paper thoroughly examines the fake image detection
process, leaving no stone unturned. It explores image tampering techniques, including
Generative Adversarial Networks (GANs). It covers various detection methods,
encompassing handcrafted forensic features, semantic features, statistical features,
web retrievals, neural networks, and multi-modal approaches;

- Performance Comparison: It goes beyond describing these methods by summarizing
and comparing their results within each detection category. This performance evalua-
tion aids researchers in selecting the most suitable approach for their specific needs;

- Deep Learning Emphasis: This paper underscores the superiority of deep learning
methods for detecting fake images over social media platforms, backed by evidence
and comparative analysis. This emphasis provides clear guidance to researchers
and practitioners;

- Challenges and Future Scope: It does not shy away from highlighting the cur-
rent challenges and limitations in the field, shedding light on areas where further
research is needed. This forward-looking perspective enhances its value for the
research community;

- Dataset and Evaluation Parameters: This paper also provides valuable information
on fake image datasets and evaluation parameters, facilitating the replication of
experiments and benchmarking new detection methods.

This survey paper is a comprehensive and up-to-date resource for researchers and
practitioners interested in fake image detection. Its emphasis on deep learning, comprehen-
sive coverage, performance comparison, and forward-looking perspective make it a unique
and valuable contribution to the field, guiding future research efforts and advancements
in this critical area. The rest of this paper is organized as follows: Section 2 describes fake
image detection processes and their methods; Section 3 provides a brief description of
various image tampering techniques; Section 4 details the research work performed to
detect fake images using a handcrafted feature set. Their comparisons and issues are also
discussed; Section 5 presents detection methods using neural networks. A comparison
among multiple methods is also presented; Section 6 targets evaluation parameters and
datasets, respectively; Section 7 briefs the challenges and limitations of current work and
guides toward future work. The conclusion is provided in Section 8.

2. Fake Image Detection Process

Detection of fake news over digital media has long been challenging. Multiple research
works using different techniques are used to detect fake news. Figure 5 illustrates the
various methods employed in fake news detection. It can be detected using social context-
based, content-based, and user profile-based strategies. Text-based linguistic, image-
based, and text style-based approaches are used in content-based. It can be observed
from the taxonomy of Figure 5 that even in image-based detection, there are multiple
methods. Therefore, this survey’s scope is limited to image-based detection methods.
Digital signatures and digital watermarking fall under active methods. However, these
active methods are not feasible, with many images added over the internet. Passive
methods can be categorized into two broad categories. One requires a handcrafted feature
set of images, while others are based on neural networks that learn the feature set.
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Figure 5. Fake News Detection Taxonomy—Image-Based approaches.

Conventional domain-specific image forensic techniques are used in a handcrafted
feature set approach. These forensic techniques are now combined with machine learning
for better optimization. Other methods can be used for the semantic and statistical features
of the image. Web-Retrieval is another popular method for searching and identifying
tampered images. On the other hand, in the neural network-based approach, convolutional
neural networks (CNN) are noticed to be very useful in learning the intrinsic features of
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the manipulated image. Much research was conducted through CNN. The multi-modal
approach is currently being applied, i.e., combining images with text, images with social
context, etc. These multi-modal approaches also use the same neural networks as CNN.
The paper by Wang et al. [15] discusses various techniques.

Fake image detection is a classification problem. The final output is identifying
whether the image is fake or not. The process starts with gathering various types of tam-
pered images manipulated using single or multiple alterations and then, after processing,
classifying them as real or false. The fake image detection process at a high level comprises
handcrafted feature sets and self-learning neural networks. Figure 6a exemplifies a fake
image detection workflow using handcrafted features. Initially, a set of tampered images
is collected. Then, each image may undergo pre-processing activity, like gray scaling and
cropping. In the feature extraction phase, various image features are extracted relating to
the image. These features can be device-specific, image-intrinsic, or semantic/statistics
characteristics of an image. Forensic methods use handcrafted intrinsic features of images,
while other methods use other characteristics. Feature preprocessing may or may not be
applied to reduce features to achieve computational efficiency. Figure 6b illustrates the
process used by neural networks, which learn the fake image’s hidden features. Ultimately,
both processes have a classifier applied to mark them as real or fake based on the learn-
ings. Sometimes, based on the detection method capability, image post-processing is also
performed. In post-processing, the tampered regions in an image are identified. Forensic
feature techniques are proficient in localizing the manipulated areas in a fake image.

Fake Images

Fake Images
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Figure 6. Fake image detection workflow. (a) Fake image detection workflow using handcrafted
image features. (b) Fake image detection workflow using neural networks.

3. Image Tampering Techniques

Fake images are not new. The first incident goes way back to 1840 by Hippolyte
Bayard, who created the first fake photograph. There have been a lot of fake images created
since then. In the digital era, tampering with digital photos became very popular as it
was effortless to manipulate digital images with photo-editing tools. Some commonly
used photo-editing tools are Adobe Photoshop, GIMP, Paint.net, Pixlr, Photoscape X, Fotor,
and InPixio. Images can be manipulated in various ways. The primary image tampering
methods used are (1) Mirroring, (2) Resampling, (3) Copy-and-Move, (4) Image Splicing,
and (5) Generative Adversarial Networks (GAN) generated fake images. These tampering
methods have been used well since image altering started, except for GAN, which came
into the picture in mid-2014.
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3.1. Mirroring

Mirroring is a basic tampering technique. In this technique, the mirror image of the
original image is used. These mirrored images are depicted or edited to give different
meanings to them. Mirroring is sometimes performed so that fake images are not searched
in reverse image searches. Figure 7 shows an example of a deer photo mirrored to create a
new image.

Figure 7. Mirroring of deer [16].

3.2. Resampling

Digital images can be visualized as a grid of evenly spaced pixels. Each pixel can
be taken as a subject’s sample or amount of light. Resampling is how a tampered picture
version can be created with a different height and width in pixels. In upsampling, the size
of the image is increased; on the other hand, the reverse is performed in downsampling,
where the size is reduced. Image rotation is also achieved through resampling. Figure 8
exemplifies how rotating an image at arbitrary angles transforms a picture.

Figure 8. Resampling: rotating a lake image.

3.3. Move/Cloning

In copy—-move tampering, a copy of a segment of an image is copied and manipulated
and then pasted over the same image but at a different place. This technique is tricky.
Figure 9 shows an example of how a forged white car is placed on the right side of the road.
The forged car is taken from the same picture on the left side of the road.

Figure 9. Copy-and-move segment from the same image, a white moving car [17].
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3.4. Image Splicing

In this manipulation method, a compound picture takes a few objects from the different
images and pastes them over other pictures. This tampering technique is complex and
requires excellent skills to create an excellent fake image. Figure 10 displays how a vintage
car is placed in front of the Backhoe ground digging machine to depict the car stuck in some
deep pit. Here, a vintage car photo is taken from a different picture and pasted precisely in
front of a backhoe.

Figure 10. Image Splicing [18].

3.5. Generative Adversarial Networks

GAN, a machine learning framework, can produce new virtual images that appear at
least superficially genuine to human observers when trained on different images. The pho-
tos have many realistic characteristics. GAN is well known for generating images/videos
of fake faces. The altering of faces (deepfakes) can primarily be created in the following
ways: full face synthesis; swapping of expression; swapping of identity; and attribute ma-
nipulation over the faces. Figure 11 shows an example of a face swap where the celebrity’s
face is swapped to a different person’s image/video.

GAN is a neural network and comes under reinforcement learning. The system here is
that the network learns dynamically by tuning actions based on continuous feedback.

GAN components are the generator and discriminator. The generator creates fake
images, and the discriminator detects them as fake. The process is repeated until the Nash
equilibrium is achieved or nearly achieved [19]. The discriminator’s stochastic gradient
is updated by ascending to maximize the loss function. On the contrary, the generator’s
stochastic gradient is updated by descending as there is a need to minimize the loss function.

Figure 11. How face swap is made in deepfakes [20].

4. Fake Image Detection Methods—Using Handcrafted Feature Set

As described in Figure 5, various detection methods are used to identify a fake image.
The two most prominent methods are based on forensic features and deep learning. This
section will discuss methods using feature sets extracted from images. Under each method,
a brief comparison is also shown among different research works. It is to be noticed
that performance comparison is only made among various techniques that use the same
evaluation parameter and dataset.

4.1. Forensic Features Based

Forensic feature-based techniques require the detection of the image using its natural
features. Thus, forensic features have different techniques based on image manipulation



Appl. Sci. 2023,13, 10980

9 of 36

type. Each manipulation can be detected in its unique way. Below, the research is discussed
in fake image detection using forensic features.

4.1.1. Copy-and-Move/Cloning

For cloning detection, two main approaches exist: feature-based and hash-based.
Many of the detection algorithms are developed based on features. In contrast, the hash-
based method is used only in the case of plain cloning detection, i.e., when the copied image
fragment is not transformed/processed. The key gain of hash-based algorithms is to use a
low computational complexity. Warif et al. [21] shared a review of various copy-and-move
studies but covered only some of the techniques as it was an evaluation comparison paper.

Initially, Fridrich et al. [22] implemented a copy—move tampering detection algorithm
using quantized Discrete Cosine Transformation coefficients (DCTs) on small overlying
blocks. An image is scanned by BxB block size, and its feature vectors are calculated using
DCT. Then, a block comparison is examined after feature vectors are lexicographically
sorted. Observing irregular patterns is formed by blocks that match copy—move tampering.
Popescu and Farid [23] improvised the DCT-based overlapping block algorithm using
principal component analysis (PCA). The small block sizes were passed through PCA to
reduce the features. Using PCA, the authors could reduce the features to almost half the
feature numbers by Fridrich et al. [22].

The technique is effective and can handle a little noise, but it fails to detect a copy—
move image having rotations efficiently. Another method proposed by Li et al. [24] used
a Discrete Wavelet Transform (DWT) and Singular Value Decomposition (S§VD) based on
a sorted neighborhood approach. The picture is reduced in dimension using the DWT
method, and then the SVD is applied over components having low frequency for obtaining
the feature vectors. The technique works well even if JPEG is compressed to 70-quality
levels but fails if more compression is applied. Bayram et al. [25] applied Fourier Mellin
Transform (FMT) properties to detect cloning invariant to scaling, rotation, and translation.
The author proposed counting bloom filters rather than lexicographic sorting to improve
computational efficiency. It was observed that there is a linear correlation between pixels in
the real image to handle rotations, which becomes distorted upon applying any tampering
technique [26]. They employed SVD for feature detection extracted from image sub-blocks.
This method could detect tampering, such as geometric transformation and brightness
alteration. The technique was found robust against rotation. An enhanced DCT-based
technique was employed by Huang et al. [27] by including a truncating process that would
ignore the blocks having higher frequency coefficients. This process was used to decrease
the dimension of the feature vector for fake detection. The results were quite robust to
AWGN distortions besides JPEG compression. In another method, instead of square blocks,
circular blocks were used [28]. The picture was divided into overlying circular blocks.
The feature extraction of the blocks is attained through consistent Local Binary Patterns
(LBP), which are invariant to rotation. The method was robust to different transformations
like compression, rotation, blurring, flipping, and AWGN. However, the technique fails to
spot tampered regions rotated with random angles. Another novel technique proposed
by Lee et al. [29] suggested using the Histogram of Oriented Gradients (HOG) for feature
detection over overlapping blocks.

The HOG features would detect the forged regions. However, the technique required
improvements where tampering was performed over large areas in an image. At the
same time, Hussain et al. [30] suggested using a multiscale Weber’s law descriptor (WLD)
histogram for feature detection. The multi-WLD abstracts feature from chrominance
components of the picture. The method used SVM as a classifier and was evaluated over
datasets like CASIA 1.0, CASIA 2.0, and Columbia. Another technique used the DCT
technique with Gaussian RBF kernel PCA [31] to reduce feature vectors. Overall, this
method significantly reduced the feature-length without compromising the results. The
results observed were as good as the multi-WLD approach.
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Jwaid et al. [17] performed a comparative study of various methods like DWT, LBP,
and Scale Invariant Feature Transformation (SIFT), and they found that the SIFT-based
approach was better than others. At the same time, Alamro and Nooraini [16] used a fusion
of DWT and Speeded Up Robust Features (SURF). DWT is applied to reduce the photo’s
dimension, and SURF is used to extract the main points from the image. The technique has
been verified with JPEG and BMP format images comprising the genuine and fabricated
image set. In contrast, Chen et al. [32] proposed a novel method where fractional Zernike
moments (FrZMs) are summed to fractional quaternion Zernike moments (FrQZMs) using
quaternion algebra. The algorithm considers the FrQZMs as features and uses an enhanced
PathMatch algorithm to match the elements. The algorithm worked well on color images
and was evaluated over publicly available datasets FAU and GRIP. Dixit and Bag [33]
utilized a “Center Surround Extrema” (CenSurE) detector for detecting keypoints within
the forged images. The “Local Image Permutation Interval Descriptor” (LIPID) was used to
perform the keypoint feature computation. Keypoint feature coupling uses the “k-nearest
neighbor” (k-NN) method.

Conversely, Rani, Jain, and Kumar [34] used sophisticated template matching and
speeded-up robust features (SURF) approach. The hashing algorithm was used by Tanaka,
Shiota, and Kiya [35] to identify picture modifications. This technique may also identify
photos that have been compressed after being altered. Tanaka, Shiota, and Kiya [35]
refined the hashing method for better outcomes. Yang et al. [36] offered yet another unique
approach. Yang and others used a method with two stages. The Grid-Based Filter and
the Clustering-Based Filter were the two filters. Tahaoglu et al. [37] employed a textual
form of the input image extracted using the suggested approach. Since textual pictures are
the source of the SIFT keypoints and descriptors, more robust keypoints and descriptors
were used. Keypoint matching identifies suspicious areas and assesses whether the picture
is fake. The Ciratefi-based technique is used to localize the fabricated pixel. Uma and
Sathya [38] proposed a new CMF detection method that takes into account a few of the
strongest KPs, selected from both FAST-corner KPs and “Difference of Gaussian” (DoG)-
based KPs, evaluates SIFT descriptors, applied DWT for dimensionality reduction, and uses
optimization based on football games (FGBO). The FGBO is a member of the meta-heuristic
optimization algorithm family. Gan, Zhang, and Vong [39] have employed SIFT methods
for copy-move detection. They used FLM and HSF algorithms to reduce computation and
filter out outliers.

Table 1 provides a computational efficiency comparison between the stated above
methods. It illustrates that using a dimensionality reduction technique like PCA gives
the same or better results with fewer features. Table 2, on the other hand, describes the
pros and cons of various methods. It is clear that when images are subjected to any other
alteration like compression or rotation, detecting copy—move manipulation becomes harder,
and the technique fails to spot them as fake. Multiple manipulations are widespread among
images shared over social media.

Table 1. Computational efficiency comparison—copy-and-move.

Methods Feature Length Feature
Fridrich et al. [22] 64 DCT
Popescu and Farid [23] 32 PCA
Lietal. [24] 8 DWT +SVD
Bayram, et al. [25] 45 FMT
Huang et al. [27] 16 Improved DCT

Mahmood et al. [31] 10 DCT and KPCA
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Table 2. Comparison of techniques used in copy—move detection using forensic features.

Author Detea?tlon Dataset Results Pros Cons
Techniques
Lietal. [24] DWT + SVD Self-created Not provided Can handle. Fails after 70 factors
Image set JPEG compression
JPEG compression
o Can handle scaling, and con-
Guletal. [26] SvD 200 Images 86% rotation, and blurring trast/brightness
have low results
200 images Correct Can handle rotation,
. Local . . Images rotated at
Lietal. [28] Binarv Pattern from detection blurring, eneral aneles
y the Internet Ration ~0.9 compression & &
Histogram of Can handle small Hich scaling and
Lee et al. [29] Oriented CoMoFod FC factor > 90% rotation, blurring, & 5
. high rotation
Gradients and contrast
Multiscale Accuracy
Hussain et al. Weber’s Law CASIA 1.0 92.08 Can handle rotation, Car.mo’f tell
. CASIA 2.0 . . localization of
[30] Descriptor Columbi 95.70 compression, noise tampered im.
MWLD ormbia 94.17 ampeted fmage
. . Not verified with
AlamFo'and DWT + SURF 50 Images from 95% Accuracy Good with geometrlc compression and
Nooraini [16] MICC-F2000 transformation .
AWGN noise
F-Measure of
0.9533 over Can handle scalin Low results with
Chen et al. [32] FrQZMs FAU and GRIP GRIP and and noise rocessir% rotation angles and
0.9392 P & JPEG compression
over FAU
Tanaka et al. . UADEFYV, 0.83,0.97, and Can handle pmse, Not Verl.ﬁed on
Robust Hashing CycleGan, compression, social
[35] 0.99 F-score .. .
StarGan and resizing media images
Work well on -
. F-Score 91.50 on . Not verified on
G SFT ovtmecur o Sl
&L 8 on GRIP postp & media images

disturbances

4.1.2. Image Splicing

Detecting image splicing is relatively more challenging than copy-and-move tam-
pering. There is comparable lineation of the object of the same image as copy-and-move
tampering can have equal transitions, texture, length, and many others, while in image
splicing, different former segments are introduced with different textures and image char-
acteristics complexity.

Ng and Chang [40] proposed a method using bicoherence values. The feature values
computed from the bicoherence of a spliced image’s horizontal and vertical 1-D slices
are a detection technique. They observed that image splicing increases the value of the
bicoherence magnitude and phase features. The detection accuracy of this model is about
70%. The method does not work well when other non-splicing factors manipulate the
image. The alternative method proposed by Popescu and Farid [41] used various CFA
interpolations in digital cameras. The correlation of the CFA interpolation is disturbed
when tampering is performed. The variance is calculated between the blocks. This method
is limited to pictures from digital cameras, which use CFA.

After a detailed evaluation study of image splicing, Chen et al. suggested methods
founded on Hilbert-Huang transform in 2006, and the next year [42] improved it with
wavelet characteristic functions along with 2-D phase congruency statistics. They observed
that splicing leaves traces of image tampering, specifically at locations with sharp image
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transitions. Wang et al. [43] suggested a method based on a gray-level co-occurrence matrix
(GLCM). Here, the feature is extracted based on image edges in the chroma channels.
Strong signal denoting the image content was ignored, while the low signals, i.e., the edges
of spliced images, were preserved. LIBSVM is used as a classifier. In an improvisation to
Wang et al., Zhao et al. [44] suggested using chroma image spaces. The technique uses
four directional (0°, 45°, 90°, and 135°) run-length run (RLRN) produced from gray-level
run-length pixel number matrices of the de-correlated channel as distinctive features to
isolate altered images. A novel framework suggested by Liu et al. [45] uses a photometric
uniformity of light in the shadows. Here, the color features of shadows are evaluated by
the shadow-matte value. A picture extracts different matte values from shadow boundaries
and the penumbra region. Then, consistency is compared. However, this technique works
well only on images that have shadows. Improvising over CFA, Farrera et al. [46] proposed
a method by calculating the existence of de-mosaicking artifacts left after tampering and
then using a statistical model that calculates the geometric mean of the variance at the local
level to arrive at the tampering probability of each of two x two image block. However, this
method works only over images taken by a digital camera where de-mosaicking algorithms
are used. He et al. [47] proposed combining DCT and DWT features. A Markov-based
approach was taken where the Markov features were extracted from transition probability
matrices in DCT, and additional elements were added from the DWT domain. For feature
reduction, the SVM-RFE method is employed. Lastly, the SVM classifier is used. Mazumdar
and Bora [48] proposed using an illumination signature to detect images splicing over
human faces. The signature is extracted from the face region existing in an image using the
“dichromatic reflection model” (DRM). [llumination signature is the “dichromatic plane
histogram” (DPH), calculated from the facial region present in an image by applying a 2D
Hough Transform. However, this technique is specifically for images that have human faces.
Moghaddasi et al. [49] employ PCA over SVD in their implemented model, which uses the
SVD-based feature extraction method to extract DCT features from an image. To reduce
the feature dimensionality, the author applied Kernel PCA. The study was performed
over Columbia datasets with different feature vectors. They found that the best accuracy
was observed with 50 dimensions. Sheng et al. proposed a unique method using discrete
octonion cosine transform (DOCT) and Markov [50]. The algorithm would first convert the
image into the DOCT domain, and then the inter-block and intra-block Markov features
are extracted in the DOCT area. LIBSVM is used as a classifier using Markov features. This
method gave excellent accuracy results over CASIA verl and ver2 datasets but failed when
the image size was too small. Jaiswal and Srivastava [51] recently used machine learning
logistic regression to identify the image splicing images. The proposed method first converts
all images to Grayscale. In the feature extraction stage, it learns four different feature sets:
LBP, Laws Texture Energy (LTE), HoG, and DWT (Wavelet Features). As stated above, these
feature sets have been used individually in various research works. A logistic regression
model is trained and used as a classifier, combining all 142 feature vectors extracted from
these feature sets. The model proves its efficiency by giving more than 98% accuracy of
CASIA 1.0, CASIA 2.0, and Columbia data sets. But when applied to photographs that
have been severely downscaled, texture and clarity are destroyed. Itier et al. [52] proposed
a further novel concept by investigating the correlation of image noise over the RGB color
channels over a spliced picture. Monika et al. [53] employed a different conventional DCT
method to find both modifications. Niyishaka and Bhagvati [54] proposed a framework
depending on illumination—reflectance and LBP. The image is transformed into Y and
CrCb color space using this technique. The illumination element is then derived using the
illumination-reflectance approach. The LBP histogram is produced by illumination in the
last stage, and CbCr is used as a function vector for classification. Several machine-learning
classification techniques were employed. In their work, Jalab et al. [55] provide a unique
Pixel’s fractional mean (PFM) approach to improve pictures before classification to improve
recognition of image splicing fraud based on texture attributes. Depending on the intensity
of each pixel’s occurrence, the suggested PFM enhances each pixel independently. The
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most important elements from allegedly spliced photos are extracted using two texturing
algorithms. The SVM classifier then employs these attributes to classify genuine and
spliced pictures. In their proposed system, Agarwal et al. [56] used a self-supervised
method for training splicing detection/localization models using an image’s frequency
transform “real-valued fast Fourier transform” (RFFT) algorithm. The deep network
developed a representation to capture an image-specific signature by enforcing (image)
self-consistency to detect the spliced areas. To solve this issue, the authors suggested
an Edge-enhanced Transformer (ET) for tampering area localization. A novel method by
Sun et al. [57] proposed a two-branch edge-aware transformer created specifically to include
the splicing edge hints into the forgery localization network, creating forgery features and
edge features to collect rich tampering traces. Additionally, the authors provided a feature
improvement module to draw attention to edge area artifacts in forged features and apply
weight values to the resultant tensor in the spatial domain for essential signal amplification
and noise reduction.

Table 3 compares the computational efficiency among various methods stated above
for detecting splicing. Again, as expected in forensic methods, feature processing techniques
like RFE and SVD help drastically reduce the computational power and make the model
fast and efficient. Table 4 briefly compares various techniques after 2010 since earlier
techniques did not have good accuracy results. Here, it can be observed that the forensic
feature set fails to identify the fake image if splicing is fused with other manipulation
techniques like compression, retouching, and resizing,.

Table 3. Computational efficiency comparison—image splicing.

Methods Feature Length Feature
Wang et al. [43] 100 GLCM + BFS
Zhao et al. [44] 60 RLRN
He et al. [47] 100 SVM + RFE
Moghaddasi et al. [49] 50 SVD + DCT
Sheng et al. [50] 972 DOCT + Markov
Niyishaka and Bhagvati [54] 768 IIumination-Reflectance and LBP

4.1.3. Resampling

To detect resampling detection, Popescu and Farid [58] used expectation-maximization
(EM) algorithm to evaluate probability maps and spot the image’s explicit correlations.
Each sample’s image is interpreted with its probability of being connected to its neighbors.
This technique was verified on basic resampling methods only and cannot be used on
compressed images. Fillion and Sharma [59] proposed an approach to detecting content-
aware scaling of images using seam carving algorithms. The study was made from seam
behaviors—like the distance between seams and energy along the path. The features of
a seam are likely to be affected by the seam-carving approach. These seam features were
used in the SVM classifier, which delivered an accuracy of 91%. Mahalakshmi et al. [60]
used an interpolation-related spectral signature method that spots simple image alterations
like resampling. It also detects histogram equalization and contrast enhancements. The
fingerprint detection method is used for histogram equalization and contrast enhancement.
However, this resampling detection algorithm fails when JPEG compression is performed.
Niu et al. [61] recommended using complex-valued invariant features to enhance earlier
keypoint-based methods. Multiple clone concerns and geometric transformation problems
with earlier keypoint-based approaches were overcome by Niu et al.
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Table 4. Comparison of techniques used in splicing detection using forensic features.

S.No Author Detea?tlon Dataset Results Pros Cons
Techniques
Run-length run CASIA 1.0 Accuracy 94.7% Works well in Not verified for any
1 Zhao et al. [44] number . color and pre/post-processing
Columbia 85% . .
(RLRN) grayscale images over images
Markov Accurac Gives lower accuracy
features in the CASIA 1.0 y Works well for over real-world
2 He et al. [47] . 89.76% :
DWT and Columbia o color and grayscale. images, more
. 93.55% o
DCT domain realistic images
R T T
Bora [48] using DRM DSI-1 91.2% with faces contrast skin-tones
Accuracy Have excellent Not verified for color
4 Moghaddasi SVD + DCT Columbia 80.79% (No erformance over images. Not verified
etal. [49] +PCA PCA) P S vaeala with
98.78% (PCA) gray & Pre/Post-processing
Markov Accurac Can handle
CASIA 1.0 o y Gaussian blur and  Fails over small-size
5 Sheng et al. [50] features of CASIA 2.0 98.77% white Gaussian ima
DOCT domain ' 97.59% € auss ges
noise
Jaiswal and 122?:1?;%— CASIA 1.0 Accuracy 98.3% Ca;;ilag;ltl_e Fails when images
6 Srivastava [51] lo istigc CASIA 2.0 99.5% I:;ocelssin are highly
&St Columbia 98.8% P >Ing down-sampled
regression alterations
. IMlumination Can handle Falls. over small size
Niyishaka and Accuracy . images and
7 . reflectance CASIA 2.0 o down-sampling . :
Bhagvati [54] and LBP 94.59% and resizin images with
& blurred background
Agarwal et al. RFFT image . Average Can handlf} Fails over
8 frequency Columbia . down-sampling N
[56] Precision 0.918 L small-size images
transform and resizing

4.1.4. JPEG Compression

JPEG compression is considered a non-malicious manipulation. It is performed to
compress the image to meet social platform storage compliance. The three basic processes
of JPEG compression are discrete cosine transform, quantization, and entropy coding. On
the decoding end, the procedure is reversed. A method for detecting JPEG compression was
created by Fan and Queiroz [62]. It would initially determine whether or not a picture has
been JPEG compressed. Once the compression signature has been evaluated, compression
parameters are estimated. A function to calculate the maximum likelihood for the quantizer
step was developed. MLE estimation was devised, which could be used to assess the usage
of the quantization table. Krawetz proposed Error Level Analysis (ELA) [63], which uses
the fact that the JPEG resaving error is not linear. The method was to resave the JPEG images
with a known rate and then compute the difference. In an uncompressed image, all pixels
in the picture are not at their local minima, but when compressed, they achieve their local
minima. Zhang et al. [64] exemplified a method based on double JPEG2000 compression
to spot and locate the manipulated areas in tampered images. The method utilizes the
fact that there is a statistical difference in single and double JPEG2000 compression. The
difference sums to double quantization of the sub-band DWT coefficients, which brings in
specific artifacts visible in the histograms of the Fourier transforms of the DWT coefficient.
However, this technique could detect single and double compression only. The method
would have a different accuracy if multiple compressions were made. Lin et al. [65]
created a fully automatic model for spotting manipulated images by inspecting the Double
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Quantization (DQ) effect, which is latent in the DCT coefficients. The technique uses SVM
as a classifier. However, the method fails when the original image is not JPEG and if some
other tampering has been made, like resampling or splicing. Kwon et al. [66] used a neural
network with DCT for JPEG detection.

4.1.5. GAN-Generated Images

It is tough to identify GAN images using forensic methods. Though some reasonable
attempts have been made using forensic methods, deep learning methods show better
results. The current work in detecting GAN-generated forged images primarily emphasizes
using signal-level features for spotting the faux. McCloskey et al. [67] examined the GAN
generators, and they observed that the frequency of saturated pixels is limited and that RGB
channels are collapsed using weights that are unlike the spectral sensitivities of a digital
camera. Based on the frequency of over-/under-exposed pixels, it uses a basic forensic to
spot the distinction between GAN-generated and camera imagery. The work introduced
intensity noise histograms for classifying authentic and GAN-generated images. As an
alternative, Nataraj et al. [68] suggested taking the color co-occurrence matrix as input. The
matrix was extracted from the pixel domain’s RGB channels for taking spatial correlation
features. This feature set is then fed into the CNN framework. The framework was verified
against CycleGan and StarGan datasets, with an accuracy of 99%.

For deepfake detection, the “Deepfake Detection Challenge” (DFDC) was organized by
the National Institute of Standards and Technology (NIST). Later, Facebook also launched
a similar competition. Matern et al. suggested that visual artifacts would be enough to
detect deepfakes [69]. The proposed model uses differences in eye color to detect generated
faces. Iris pixels of the eye region are used to calculate the color saturation variance. It
also checks that the distance between the center of the iris and the center of the eye should
be similar for both eyes. However, this method is limited to images that have a human
face with bright, open eyes. For deepfake videos, Li et al. [70] proposed that unrealistic
eye blinking can be used to detect face-swapping. The model used CNN-based VGG16 to
learn this physiological signal of eye blinking using the Eye Aspect Ratio (EAR). The model
becomes confused and gives inaccurate results when the eye region is small in the frames.
It also needs to be improved for the dynamic pattern of blinking.

The model used residual signals of chrominance components from multi-color spaces.
These signals, including HSV, YCbCr, and lab, were passed through a shallow CNN model
to learn the representation. In the end, a Random Forest was used as a classifier. The model
was verified against images having compression, rotation, noise, and resizing. Zhang et al.
proposed a deep learning method using the ELA for face swap detection [71]. The ELA
technique uses the principle of having different ratios of image compression. The model
suggests using images going through the ELA process before passing it to a CNN model.
The CNN learns counterfeit feature vectors from ELA-processed images and identifies
them as fake or real. The technique works well for face swap, with compression, but images
without compressions. A “pixel-region network” (PRRNet) method to detect face forgery
was proposed by Shang et al. [72].

4.1.6. Problems—Forensic Method

The survey presented various techniques used in forensic methods. Forensic methods
are specialized methods to be used for some specific manipulation methods. When the
images are shared over social networks, the shared image typically undergoes multiple
manipulation and transformation. Thus, it becomes very challenging to exploit any one
method for detection. High accuracy is observed in the single-manipulation process, but
not much efficiency is achieved for multi-manipulation. For example, Figure 12 shows
how tiny image manipulations are misclassified as fake using forensic techniques. When
images are highly compressed, resized, and cropped, undergo arbitrary rotation, mirroring,
and added noise for social media usage, it reduces the overall quality of images, making it
hard to discriminate between real and fake. Nowadays, the virtual images generated via
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adversarial examples have significantly the same image features as the original, and thus,
many algorithms fail to spot the tampering. GAN-made pictures are best detected when
the deep learning CNN approach is applied along with a forensic approach.

Figure 12. Tampered region identified by forensic technique [29].

Table 5 illustrates performance results between various forensic feature-based tech-
niques. Here, it is to be noted that only those techniques compared, which used “accuracy”
as an evaluation parameter, and experiments were performed on similar image-specific
datasets. It is obvious that with increasing knowledge and technology, the accuracy of the
methods is improving, and the best accuracy is achieved by using machine learning with
multiple features. However, as explained above, the forensic method'’s efficiency fails when
the image has undergone multiple manipulations.

Table 5. Accuracy comparison of forensic methods.

Models Tampering Method Detection Method Columbia CASIA 1.0 CASIA 2.0

Hussain et al. [30] Copy-and-Move MultiWwLD 94.17% 94.19% 96.61%

Mahmood et al. [31] Copy-and-Move DCT+ KPCA - 92.62% 96.52%
Wang et al. [43] Image Splicing GLCM + BFS - 90.50% -
Zhao et al. [44] Image Splicing RLRN 85.00% 94.70% -

He et al. [47] Image Splicing SVM + RFE 93.55% - 89.76%
Moghaddasi et al. [49] Image Splicing SVD + DCT 98.78% - -

Sheng et al. [50] Image Splicing DOCT + Markov - 98.77% 97.59%

Jaiswal et al. [51] Both DWT + HOG+ LBP + ML 98.80% 98.30% 99.50%

The issues regarding forensic methods over social media images can be collated
as below:

Specialization: Non-specialized examples as they undergo multiple manipulations;
Proper resolution: Social Images are deficient in quality due to size constraints over
the platforms;

e  Compression: They are highly compressed images and have multiple compressions
at times;

e  Visual Features: Noise addition through the blur and edge removal techniques; thus,
features are lost;
Cropping: Much cropping is carried out to hide the details and highlight emotional content;
Regions: Images can have large manipulated areas or tiny tampered patches. Figure 12
shows one such example, where a real tree shoot is marked as tampered (last right shoot);
Source: Sources can be different, like digital cameras, computer-generated, and GAN;
Formats: Platforms support multiple formats like JPEG, TIFE, GIF, BMP, PNG, and PSB.
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4.2. Semantic Features

Fake news is intentionally created to manipulate the individual weaknesses of human
beings. Thus, faux images are dramatically exaggerated to incite anger or hate reactions in
public, which leads to further dissemination of fake news. These deliberative manipulations
have some distinct cues at the semantic level in images that contrast with real news.

Sunstein shares fake news spreaders’ emotional and behavioral studies [73]. The
research shared real-time examples of herding behavior where the fake news spread is
amplified by people sharing the same views or interests. It is also known as the echo
chamber effect. It is noticed that people have a perception that complete falsification is not
factual, but sensationalist or partisan news does contain some aspects of truth. Faux news
generators utilize these behavior patterns to spread their intent fast into society. Based on
the above observation, Jin et al. [74] proposed a model built on psychologically triggered
visual patterns in fake images. They modeled a domain-transferred deep convolutional
neural network with weighted instances and trained over 40k images. Some interesting
visual semantic patterns were observed from the results: fake images tend to be more
eye-catching, event-centric, disturbing, and low-quality than real ones. These cues con-
firm observations by Sunstein. Shu et al. [75] used psychological and social theories in
combination with data mining. The study shows that fake news detection techniques are
primarily based on text or social context content. The social context cues over images can
play a significant role in detecting false news. Ghanem et al. [76] suggested utilizing the
semantic and stylistic elements of the suspicious account to identify the bogus credibility
of the news created from these accounts.

In contrast to the above methods, Huh et al. [38] proposed a self-supervised method
that uses an algorithm based on the picture’s EXIF metadata as a supervisory signal. These
signals are trained in a ResNet50 framework to decide whether a photo is self-consistent. If
the photo is self-consistent/untampered, then its constituents should be generated by a
single imaging pipeline. This approach has a few limitations, as it depends on the EXIF
metadata information of the device. The model is not well-suited for detecting minor
splicing over an image. It also becomes confused with underexposed and overexposed
regions of the picture. It does not work well with the copy-and-move tampering method,
as the manipulation is from the same image. On the other hand, Zhang et al. [77] proposed
a method using photo-response non-uniformity (PRNU). Modern PRNU-based forensics
techniques often depend on Markov random field modeling with multi-scale trace analysis
and result fusion.

Issues with semantic feature detection techniques are their limitation to the semantic
features in an image based on behavior or psychological patterns. Each of these patterns,
despite knowing, is subjective, and they are updated with evolving technology and pub-
lic behavior. They will often require domain expertise as the model interpretability is
complex. Alone with semantic features, they will need other elements to derive more
successful results.

4.3. Image Retrieval/Web Search

Image retrieval or reverse image search is often the most common activity a user
performs when it senses any tampering and looks to verify the integrity of the image.
Image search engines are now advanced and mostly retrieve other sources with similar
images. Commonly used search engines specially designed for these reverse searches are
Tineye, Picsearch, Google image reverse search, Yander, and Yahoo image search.

Xiaohui et al. [78] analyzed the survey of over 200 people and tried to predict the
user intent in searching images over the web. The study shows that user behavior in
searching the web correlates with the intent of his search. Patterns like dwell time, mouse
hover, mouse click, and query reformulation can predict the user’s intentions. Later, based
on user intention, the search engine can provide the exact images the user is searching.
Taking learning from the above survey study, next year, Xiaohui et al. [79] again proposed
a grid-based evaluation matrix implemented in alternative to Discounted Cumulative Gain
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(DCG) or Rank-Biased Precision (RBP), which are traditional list-based metrics. This time,
the suggestion was proposed after studying user patterns like middle bias, slower delay,
and row skipping. However, this study did not include appearance bias and was conducted
on a few people.

Gaikwad and Hoeber proposed an interactive information retrieval process by taking
text with visual images over social media platforms. A user study was conducted, and
the ImgSEE image database [80] was created, which was designed based on Vakkari’s
three-stage model of information seeking. The technique is collaborative with exploratory
search and sense-making processes. These are useful for an image-search activity with less
information, and the user may want to verify what they seek. The study also validated the
efficacy of this technique by comparing it with a grid-based search method using candidates’
views on usefulness, ease, and satisfaction. At the same time, considering text over an
image, a novel technique was employed by Vishwakarma et al., which authenticates the
accuracy of text existing over an image by searching for it on the internet and introduces
the Reality parameter [81]. The Reality parameter (Rp) is calculated by checking the text’s
reliability from the top Google search results. The event is marked as real or fake based
on the Rp value. However, the technique has limitations when correct text is not extracted
from the image using an OCR. If the news depends on geography, it does not gather enough
credibility to appear in top searches and will be wrongly termed fake. Issues with web
retrieval methods are as follows:

Not all images can be searched over the reverse web search;
Images/news not gathering enough highlights will not be ranked in the initial few pages;
Reverse image searches will also bring images from fake websites wherein such fake
images are spread;

e Itrequires time for the fake image to spread; searching before it becomes viral will not
fetch any relevant information;

e  Searching fake videos over the web is a tight task and requires effort and time.

4.4. Statistical Features

It is observed that fake images have different statistical distribution cues compared to
real news on social media. Gupta et al. [82] studied and found that people naturally share
information with photos clicked with them from the incident site. Thus, ideally, the image’s
authenticity can be checked because various observers would also share other photos. At
the same time, if it is fake, there are chances that multiple photos shared will have almost the
same content. Thus, visual statistical features can determine the distributional difference
between real and fake news and classify it as genuine or false. Huang et al. [83] presented
the spatial-temporal structural neural network architecture to model message diffusion
from temporal and geographic perspectives for rumor identification. It was effective in
spreading rumors, but it did not consider the spread of fraudulent photographs. Chen,
Retraint, and Qiao [84] used the GLRT-based statistical method. The detector’s architecture
is based on a JPEG image’s reduced noise model, which considers pixel variance a quadratic
function of pixel expectation. Two features of the proposed simplified noise model can
be used as camera fingerprints to identify fake images. A training-free “Generalized
Likelihood Ratio Test” (GLRT) is created using the framework of hypothesis testing theory,
ensuring good detection performance for a predetermined false alarm rate. Jin et al. [85]
proposed various statistical features of an image by which this differentiation can be made.
This paper suggested the following features:

e Count: The presence of images in fake news. For example, how many images
are present?

e  Popularity: How popular is the event image over social media, such as comments
and re-tweets?
Dimension: What image size is gaining popularity compared to other images?
The study suggested specific patterns in these statistical ratios, which are then used to
classify the event as real or fake;
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e  Issues with statistical methods:

a. Statistical methods need to be researched further. Similar statistical observations
can be observed with real news, too;
b.  Also, it does not accurately identify fake images. It only gives a diligent predic-

tion pointing toward fake image probability.

5. Fake Image Detection Method—Using Neural Networks

This section will discuss the techniques for spotting fraudulent images using neural
networks. By giving neural networks data to train on, they can discover the hidden
properties of a modified image. They can then predict and spot fake images based on
their learning.

5.1. Convolutional Neural Network—Image Specific

A convolutional neural network, or CNN, is a deep learning neural network compo-
nent designed for processing ordered arrays of input, such as photographs. The patterns
in the input image, such as lines, gradients, circles, or even eyes and faces, are very well
recognized by convolutional neural networks. They can automatically learn the mapping
relationship between high-dimensional data and exhibit traits like translation invariance.
Because of this characteristic, convolutional neural networks are particularly effective for
computer vision issues like image classification, labeling, semantic segmentation, and
picture synthesis.

In contrast to earlier computer vision techniques, CNNs may operate directly on
a raw image and do not require prior preparation. In convolutional neural networks,
many convolutional layers are stacked on top of one another, and each layer can recognize
progressively complicated shapes. Three or four convolutional layers are sufficient to detect
handwritten numerals, but 25 layers are required to recognize human faces. CNN uses
convolutional layers to analyze input images and recognize ever-more-complex qualities
like how the human visual cortex is set up.

Initially, a CNN-based model was used for lexical or text-based detection for spotting
fake news. CNN models were used to identify counterfeit images based on user profiles and
network propagation. Xu et al. [86] proposed deep learning about CNN architecture and
long short-term memory (LSTM). The LSTM layer was used before the CNN layer to extract
features locally and densely and produce a temporal structure from the input sequence.
The training utilized videos rather than single images. The temporal characteristics were
collated frame by frame, and the later relationship was established. The technique is
limited to face spoofing in videos only. For images, Bayar et al. experimented with a
novel CNN model mainly designed to restrain image content and adjusted to learning
features to detect tampering. Prediction-level filters are used before passing the image to the
convolutional layer [87]. These filters support suppressing the main content and allowing
for the manipulated features. The model enforced weight constraint during each iteration
after the filter weights had undergone stochastic gradient descent by back-propagating
the errors.

Rao and Ni [88] explicitly designed a CNN architecture for cloning and image-splicing
detection applications. Unlike a regular procedure, the essential 30 spatial rich models
(SRM) filter sets are used to instate the weights at the first layer. This efficiently represses
the image contents’ characteristics and highlights the low-level artifacts produced by the
manipulating attacks. The model was tested against Columbia and CASIA image datasets.
Rao et al. proposed an attention-based multi-semantic CRF model for detecting picture
counterfeiting [89]. To locate the tampered region, it also applied the CRF approach. The
model proved impervious to noise and erosion, although it performed less accurately
with JPEG-compressed pictures. The outcomes of the repeated JEPG compression were
more decremented.

Salloum et al. used a Multi-task Fully Convolutional Network (MFCN) with a Single
Fully CNN. The results were not significant [90]. Two streams of FCNN were used, one
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for producing a surface probability map and another for an edge probability map. The
result of MFCN was that it outperformed existing splicing localization algorithms and
could achieve finer localization than the SFCN. The degradation in performance was
observed when the images were compressed, or Gaussian noise was added. Improving on
it, Bappy et al. [91] employed a hybrid CNN-LSTM deep learning model to differentiate
features in manipulated regions of an image. It is observed that discriminative features
are present at the boundary of manipulated and non-manipulated regions. The images
are passed through a basic convolutional layer at the first level to produce sixteen feature
maps. One of the feature maps is passed to the LSTM layer in blocks. LSTM learns the
boundary variations between different blocks and generates unique features. This helps
in separating the tampered region from the non-tampered region. Now, further layers of
CNN learn features from the manipulated regions. Under the Adobe Research program,
Zhou et al. [92] employed a novel model using a two-stream Faster R-CNN network, one for
RGB and the other for noise. SRM filters the extracted noise features between manipulated
and authentic regions. RGB stream is designed to produce tampering feature artifacts like
fabricated boundaries and acute color differences. The noise branch captures the features
specific to noise using SRM filters, commonly used in steganalysis. A bilinear pooling
layer joins features from both streams to further integrate these two modalities” spatial
co-occurrence. The model showed slight degradation over copy-and-move tampering as
the manipulated region was from the same image. However, compressed images were not
taken in the experiment. Working on optimizing training time, Rehman et al. proposed
an optimized model, LiveNet [93], based on the data randomization technique, which
is like enhanced bootstrapping. In opposition to conventional CNN models, where the
training set is randomly arranged once, that paper suggested continuously picking random
mini-batches from the full training set at each training iteration. This led to a significant
improvement in training time over the datasets. The problem of overfitting is also mitigated
with this technique. This model was verified against an inter-database and cross-database
containing human faces anti-spoofing data. Xiao et al. proposed another multi-branch
framework, a coarse-to-refined convolutional neural net (C2RNet) [94]. In the first stage,
there are two cascading CNN models. The first one is Coarse-CNN (C-CNN), a VGG-16-
based framework to identify the different manipulated regions in an image. The output
of C-CNN is on the coarse level. Therefore, some inaccurately identified areas may be
present, especially around the edge of the picture. The resultant C-CNN is then cascaded
to the next Refined-CNN (R-CNN) model to train over the image features’ differences.
R-CNN is based on the VGG-19 framework. The technique proposes an image-level CNN
against the commonly used patch-level CNN to decrease computational time. Finally, an
adaptive clustering technique is suggested to produce the final detected tampered regions.
Adaptive clustering has two stages, an adaptive outlier filtering and a convex full-filling
stage. The model achieves good results against the CASIA and Columbia datasets, though
degradation is observed when multiple attacks like compression and noise are added.
Improving over BusterNet [95], a two-branch Deep Neural Network (DNN), was proposed
by Wu et al. for a copy—move fake detection (CFMD). It has two branches, Mini-det and
Simi-Det. While the Mini-det was designed to spot tampered regions so that its feature is
useful for the property; on the other hand, the Simi-Det was designed to find cloned regions
and learn their features. Later, the two branches were merged to estimate pixel-level copy—
move masks, distinguishing them from the authentic original image. On similar grounds,
a two-stage cascading CNN model was proposed by Bi et al., proposing a CNN-based
architecture named Ringed Residual U-Net (RRU-Net) [96], which provides a complete
image segregation system. RRU-Net aims to optimize CNN learning through the recall and
reorganization process of the human cerebral cortex. To resolve the gradient degradation
issue of DNN, the residual block is skipped by one layer and utilized to recall the input
vector data. The residual feedback collates the input feature information to discriminate
between the true and tampered areas. The RRU-Net is executed on COLUMBIA and
CASIA datasets. Liu and Pun [97] proposed a fusion network wherein the multiple layers
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of denseNet are used. To make the DNN learn fast, the network uses two major assumptions
instead of learning from the entire image. The hypothesis has been that noise is observed
over the edges where Splicing is applied and compression ratio variations. The FusionNet
works well on pre and post-processing tampering as well. Abhishek and Jindal [98]
used CNN and semantic segmentation to detect image manipulations. Another suitably
lightweight CNN model was proposed by Hosny et al. [99]. It had specific convolutional
and max-pool layers after experimentation. 100. Elaskily et al. [100] employed a hybrid
model of ConvLSTM for copy-and-move detection using deep neural networks, but they
did not include image splicing techniques. Koul et al. [101] proposed a novel method using
a slant convolutional neural network (CNN) for automatic copy—move forgery detection.
In parallel, much research has also been conducted for detecting deepfakes. Hsu
et al. [102] proposed a model common fake feature network (CFFN) designed explicitly
for fake face detection generated by GAN. CFFN is built on reduced DenseNet, having a
two-streamed network structure like the Siamese network to allow for pairwise information
as the input. Contrastive loss is used to learn the CFFs. As the model created the fake GAN
images, it tends to fail on generators using another generation method. Also, videos are
not covered by this method. In contrast to previous research on fake face detection, another
work proposed by Jeon et al. proposed a novel attuning neural network architecture named
“Fake Detection Fine-tuning Network” (FDFtNet) [103]. The model uses a “Fine-Tune
Transformer” (FIT), which comprises many self-attention components, which supports
reducing CNN’s limitation in attaining long-term dependencies. The architecture uses
MobileNet block V3 to determine the picture’s feature vectors through inverted residual
structure and linear bottleneck. The model works well on specially trained datasets and
needs more generalization. Wang et al. [104] proposed a universal detector technique for
finding CNN-based fake faces. Their paper stated that CNN created fake images with
common systematic flaws that will never be equivalent to a realistic image. The paper
discusses that images produced will always retain detectable fingerprints despite using
multiple CNN generators. A suitable image classifier can learn these CNN fingerprints.
The study used ResNet-50 as a classifier and the ProGAN dataset to train it. Various data
augmentation variants are also used to detect post-processing tampering. Contrary to
the above research, Neves et al. propose removing this fingerprinting and implementing
GANPrintR [105]. This CNN-based deep learning model removes the fabrication of fake
faces and makes them look more natural. The architecture in the study uses an autoencoder,
which first learns from the real images, and then the same learning is applied to fabricated
fake faces to add extra naturalness. This is achieved by removing the GAN fingerprinting
over the synthetic image. The study also verified different artificial face detection techniques
like XceptionNet and steganalysis to show a significant drop in the ERR over the dataset
created by this model. The model can develop robust artificial faces to improve fake face
detection algorithms. In their review, Arora and Soni [106] specifically accounted for false
pictures produced by Generative Adversarial Networks. They spoke about several deep
learning techniques. Another innovative hybrid approach to identify GAN-generated
deepfakes was suggested by Yang et al. [107]. The CNN-LSTM-based model has shown
good performance in detecting faked images. LSTM was primarily used with RNN models
in detecting fake news using text or sentiments. However, replacing RNN with CNN for
images has also provided good results. LSTM sort of stores memory and is used in the
prediction. An architectural image of the LSTM cell is depicted below in Figure 13. It
describes how previous state memory is stored in each cell of LSTM and can be used for
the current iteration for better learning and prediction. Table 6 compares deep learning
models used in image tampering detection. A comparative result is displayed for models
using similar evaluation parameters and publicly available datasets. RRU-Net achieves
the best F-1 score in similar dataset comparisons. RRU is based on Residual propagation,
which helps mitigate deep neural network problems of vanishing/exploding gradient.
Table 6 shows Zhou et al.’s Noise Net and Late Fusion results [92]. The original literature
on these networks is not discussed here. A two-stream CNN model was presented by
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Kwon et al. [108]. In one stream, the RGB feature sets of pictures were learned; in another,
the DCT feature set was learned. The embeddings were afterward combined for precise
categorization. ResNet50 was used by Meena and Tyagi [109] to extract features from the
altered photos. The NoisePrint model inflates the manipulation characteristics in the photos
before sending them on to ResNet50. Jaiswal and Srivastava [110] proposed a deep learning
CNN model using multi-scale input and several convolutional layer stages. These layers are
separated into the encoder and decoder blocks. Extracted feature maps from convolutional
layers with numerous levels of down sampling are concatenated in the encoder block.
Similarly, upsampling and combining extracted feature maps occur in decoder blocks.
Using a sigmoid activation function, the final feature map categorizes pixels into forged
and non-forged. Zhou et al. [111] suggested a process of self-attention to locate forged areas
in forged pictures. A “Channel-Wise High Pass Filter” block was the foundation for the
self-attention module (CW-HPF). CW-HPF extracts noise features using high pass filters by
correlating features across channels. A self-attention technique dubbed forgery attention
is developed based on the CW-HPF to obtain rich contextual dependencies of inherent
inconsistency derived from tampered areas. Wu et al. [112] used a noise-based approach.
After carefully analyzing the noise caused by online social networks, the authors split it
into predictable and unseen noises, which are then modeled independently. Mini-Net was
proposed by Tyagi and Yadav [113], which employed the CNN network. Ali, Ganapati,
Vu, and Werghi [114] proposed a deep learning CNN model image patch. A pixel in a
picture is classified using a patch surrounding it, and then the CNN is used to determine
if the pixel is part of the tampered area. The suggested approach accurately predicts the
border pixels of the tampered region and the background picture. Singh and Sharma [115]
proposed Siteforge, a customized CNN-based deep neural network with high-class filters.
Wau et al. [116] used multiple layered CNN networks, ManTraNet, which could detect
fake images, and their local anomaly detection network could even identify the tampered
regions. Similarly, Hu et al. [117] created a spatial pyramid attention network, a CNN-based
network with an attention mechanism for detecting and identifying the tampered regions.
But with noisy pictures, there were some false-negative cases. Zhuang et al. [118] created
an encoder and decoder-based CNN for detecting image forgery. A similar approach was
also used by Biach et al. [119].

A Vision Transformer, often called ViT, is a type of neural network architecture that has
gained significant attention and success in computer vision. It was introduced to address
image classification tasks, similar to how Convolutional Neural Networks (CNNs) have
traditionally been used. ViT is unique because it relies on self-attention mechanisms, previ-
ously popular in natural language processing (NLP) tasks like machine translation. Khan
et al. [120] have written a survey paper on using transformers in vision classification. They
also compared various ViT techniques with recent CNN-based architectures. They found
that the ViT-based approach better detects deepfakes and fake videos. Ganguly et al. [121]
employed a vision transformer with an exception network (ViXnet) for detecting deepfakes
and image forgery. ViXNet has two parts. One part looks at different parts of a face closely
to find things that do not match using a special kind of attention and a vision transformer.
The other part looks at the whole picture to understand where things are in space using a
deep convolutional neural network. Another transformer-based technique was employed
by Hao et al. [122]. Dense self-attention coders and dense correction components are the
two main parts of their approach. While the latter increases the hidden layer’s transparency
and corrects the results from various branches, the former is used to model the global con-
text and all pairwise interactions among local patches at various scales. Arshed et al. [123]
applied vision transformers over deepfakes and got excellent results on deepfake images
shared over Kaggle. Similar results were observed by Heo et al. [124] with deepfake videos.
They combine patch-based positioning and vector-concatenated CNN features to interact
with all positions to determine the artifact region. The sigmoid function trains the logit for
the distillation token using binary cross entropy. The suggested framework is generalized
to increase performance by including this distillation.
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The advantages of using deep learning for fake image detection are as follows:

e  Feature Vectors/Intrinsic characteristics of fake images are learned by themselves. It
does not need a feature set;

It can detect images having multiple manipulations;

Can detect images having Pre/Post-processing after tampering is applied over
the images;

It can use pre-trained state-of-the-art DNN models, which saves time;

Provide higher results and better accuracy;

It can work well on unstructured images/data from various sources and formats;
ViT’s based models work well on deepfakes (GAN) images and videos.
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Figure 13. LSTM Cell at a time interval “T” [125].

Ct — 1 = Previous Cell Memory; Ht — 1 = Previous Cell output; Xt = Input Vector

Ct = Current Cell Memory; Ht = Current Cell output

U, W = weights vectors for Candidate (C), Forget_gate (F), i/p gate (I), o/p gate(O)

1=Ft=0 (Xt x Uf+ Ht — 1 x Wf)

2=Ct=tanh (Xt x Uc+ Ht — 1 x Wc¢)

3=It=0 (Xt x Ui+ Ht — 1 x Wi)

4=0t=0 (Xt x Uo+ Ht — 1 x Wo)

So, with the above parameters, Ct and Ht are derived as

Ct=FtxCt—1+It x Ct

Ht = Ot x tanh(Ct)



Appl. Sci. 2023,13, 10980 24 of 36
Table 6. F1-score comparison of deep learning approach.
Method Framework Columbia CASIA1.0 CASIA20 NIST16
Bappy et al. [91] CNN + LSTM - - - 0.764
Salloum et al. [90] MEFCN 0.611 0.541 - 0.571
Zhou et al. [92] FRCNN (RBG N) 0.697 0.408 - 0.722
. C-CNN +
Xiao et al. [94] R-CNN (C2RNet) 0.695 - 0.675 -
Noise Net [92] FRNN + SRM Filter 0.705 0.283 - -
Late Fusion [92] Fusion FRNN 0.681 0.397 - -
Wu et al. [95] Buster Net - - 0.759 -
Bi et al. [96] RRU-Net 0.915 - 0.841 -
Biach et al. [119] False-Unet - 0.736 0.695 0.638
Hao et al. [122] Vision Transformer - - 0.620 -

5.2. Multi-Modal Approach

Social media fake news consists of multiple entities like texts, images, videos, audio,
links, etc. Sometimes, various objects are combined to propagate fake news, like text over
images or text in comments with irrelevant images. Thus, detecting fake images based
on the image has some gaps. The efficiency of fake news detection solely based on image
analysis only sometimes yields very high accuracy. There are fair chances that the images
used in fake news are real and untampered, but the text or audio content is either irrelevant
or contains false information.

To overcome this problem, researchers have started applying a multi-modal approach.
Besides the image, other content-based features are also considered for detection in the
multi-modal approach. Multiple information is received from various streams at the end to
classify so that the multi-modal architecture will require a fusion classifier. Some multi-
modal approaches are shared below. A multi-modal framework using text and image has
performed better than other multi-modal features [126,127].

To combine text and images, Yang et al. created the Text and Image information-
based Convolutional Neural Network (TI-CNN) model [128]. By projecting the latent and
explicit vectors into integrated vector space, learning the TI-CNN model is simultaneously
based on image and text data. In addition to the natural features, the model uniquely
employs two parallel CNNs to extract hidden features from visual and textual information.
Latent and explicit vectors are projected into an integrated vector space to produce a
new presentation of visuals and texts. Finally, the model recommends fusing visual
and textual representations concurrently to detect faux news. Event Adversarial Neural
Networks (EANN) were suggested by Wang et al. [129] to identify false news, gather
features independent of the event, and support fake news detection on newly emerging
events. The architecture consists of the multi-modal feature extractor, the false news
detector, and the event discriminator. Generating visual and textual features from postings
is the primary task of the multi-modal feature extractor. Predicting whether a message is
true or false is the aim of the fake news detector. An event discriminator’s task is to remove
event-specific features while maintaining event-invariant features.

Sentiment-aware multi-modal Embedding (SAME) [130] incorporates users” hidden
opinions from their comments into a single deep multi-modal embedding framework
as a novel method to detect fake news. The many elements of fake news, such as the
name of the publisher, user profiles, and text and image content, are managed by several
networks. The adversarial method then educates semantically meaningful spaces for each
data modality in the following phase. The model defines a special regularization loss in
the final stage to reduce the distance between relevant pair embedding. The SpotFake
framework was introduced by Singhal et al. [131] to eliminate sub-task dependencies
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like event discrimination. The authors” proposed solution detects fake news without
depending on other subtasks or finding similarities between modalities. It utilizes both
the visual and textual vectors of an article. Bidirectional Encoder Representations from
Transformers (BERT) captures contextual text features. VGG-19, a model that has been pre-
trained using the ImageNet dataset, was used to learn image vectors. However, many text
articles must be used to verify the model. The end-to-end network known as Multimodal
Variational Autoencoder (MVAE) was proposed by Khattar et al. [132]. The construction
of an autoencoder model was a critical task. The three main modules of the suggested
model are the encoder, decoder, and classifier. The model of the encoder component
employs two data streams, text and visual, to train its many characteristics. It employs
VGG19 to create picture features and Bi-directional LSTM to provide text features. The
encoder output is sent to a decoder, which reconstructs and decodes the original post using
analogous techniques. This multi-modal variational autoencoder is fused with a classifier
for marking the post as true or false. The differential autoencoder using KL divergence loss
learns probabilistic hidden variables by minimizing a bound on the marginal similarity of
the observed data. Finally, the fake news classifier uses this multi-modal representation
generated from the bimodal variational autoencoder to mark the article as real or false.

Zhou et al. [133] proposed the Similarity Aware Fake News (SAFE) framework. SAFE
examines visual and textual information in news articles. The algorithm calculates the like-
lihood of erroneous reports using independent textual and visual learnings. To determine
whether or not it is false in the end, it later takes into account both of these probabilities
and the estimated similarity index between the text and visual content. In the first stage,
an extended version of Text-CNN is used separately to generate and learn textual and
visual vectors for news representation. The model also explores the generated vectors’
correlation among the different processes. Then, visual and text data representations and
their relevance factor are mutually learned and used to identify faux news. This model
is advantageous in detecting fake news where the visual and text normally mismatch or
the image is irrelevant to the text content. Chen, Cheng, and Shi [134] suggested a hybrid
features and semantic reinforcement network (HFSRNet), an encoding and decoding-based
network, for picture forgery detection. Long-short-term memory (LSTM) with resampling
characteristics has been employed to record traces from the picture patches for discover-
ing manipulation artifacts. The difference between unaltered and altered areas is further
amplified by consolidating characteristics taken from spinning residual units. Then, to
further include the spatial co-occurrence of these two modalities, the authors hybridize
characteristics from them through a concatenation. A similar encoder and decoder-based
approach was employed by Biach et al. [119]. Singh and Sharma [135] used efficientNet-B0O
and RoBERTa as a multi-modal approach for detecting fake images using the image and
text features.

Table 7 provides the “accuracy” comparison between different multi-modal methods.
It is observed that multi-modal methods will have different accuracy based on the dataset.
The results vary because the dataset’s information may have more text than images or vice
versa. SAFE has better results in MediaEval, whereas SpotFake works better on Weibo. The
results of att-RNN in Table 7 are taken from Khattar et al., and the att-RINN literature is not
discussed here. Also, to our best knowledge, we could not find a multi-modal approach
combining image and network propagation data.
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Table 7. Accuracy comparison of multi-modal approach.

Method Framework MediaEval Weibo
Khattar et al. [129] att-RNN 66.40 77.90
Wang et al. [129] EANN 71.50 82.70
Cui et al. [130] SAME 77.24 81.58
Singhal et al. [131] SpotFake 77.77 89.23
Khattar et al. [132] MVAE 74.50 82.40
Zhou et al. [133] SAFE 87.40 83.80
Singh and Sharma [135] EfficientNet + BERT 85.30 81.20

6. Evaluation Parameters and Datasets

Fake image detection is primarily a binary classification problem, where the assertion
is made about whether the image is tampered with.

6.1. Evaluation Parameters

Besides standard evaluation parameters used in the classification problems, there
are multiple other diverse evaluation parameters that researchers are using. This may
be due to some of the measurement criteria concerning image features. The researcher
usually needs to provide reasoning for choosing specific parameters. It becomes hard to
compare the results of different models/proposals if standard parameters are not used.
The performance of classification problems is usually evaluated through a confusion matrix
(Table 8). The confusion matrix provides a visual representation of the results. Various
evaluation parameters are derived based on the confusion matrix’s data values (Table 9).
Some of the prominent evaluation parameters are described below in Table 9. Some are
derived through a confusion matrix, while others are graph-oriented.

Table 8. Confusion matrix.

. . Actual Values
Confusion Matrix
Positive Negative
. Positive True-Positive False-Positive
Predicted Value Negative False-Negative True-Negative

6.2. Datasets

Only some real-world benchmark datasets are available for fake images on social
media platforms. However, some well-published text and propagation-based false news
databases have been released and made available to the public. Good data sets are available
for face detection, but fake social media images are more than artificial faces. We here
provide the well-known multimedia datasets used in fake image detection. Some are
not from social media platforms, but they provide suitable datasets of tampered images.
Primary datasets used for fake images are presented in Table 10. The table also provides
information about where these datasets can be accessed. Some are free to use, and some
are shared on a paid basis.
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Table 9. Evaluation parameters.

S. No. Parameter Name Formula Description
1 Precision (P) P =TP/(TP + FP) Measure shown to correct model was in classifying positives.
_ Measures how many positives are missed by model. Also
2 Recall (R) R =TP/(TP + FN) called sensitivity or Total Positive Rate (TPR).
A =(TP +TN)/ .
3 Accuracy (A) (TP + TN + FP + FN) Measures how accurately model classifies correctly.
4 F1 (F1) F1 =2(PXR)/(P + R) Measures the harmonic mean of Precision and Recall.
... _ Measure how many negatives are classified as positive.
> False-Positive Rate FPR = FP/FP +1IN Probability of false alarms. Also called Fallout.
6 False-Negative Rate FNR = FN/TP + EN Measures miss rate.
7 Half-Total Error Rate (HTER) HTER = FPR + FNR/2 Average of FPR and FNR.
8 ROC Receiver Operating Characteristic plot is used to visualize the performance of a classifier.
It is a two-dimensional curve for depicting the system’s characteristics.

The area under ROC measures the entire area under the ROC curve. It is a total measure

9 AUROC . o
of performance across all possible classification thresholds.

10 mPA Mean Average Precision is the average of AP. AP is the area under the

Precision-Recall curve.

BuzzFeed: This source contains data and analysis supporting the BuzzFeed News
article, “These Are 50 of the Biggest Fake News Hits on Facebook in 2017”, published on
28 December 2017;

CASIA: Natural color image repository with realistic tampering operations, available
for the public for research;

CelebA: It contains ten thousand celebrity identities, each with twenty images. There
are two hundred thousand images in total;

COCO: The Irnia Holidays—Copydays dataset contains a set of photos that are col-
lected explicitly from personal holidays. Each photo has suffered three kinds of
artificial attacks, JPEG, cropping, and “strong”;

Columbia: The original images in this dataset consist of 312 images from the CalPhotos
collection and 10 captured using a digital camera. The data set consists of 1845 images;
CoMoFod: This database contains a total of 13,520 forged images. These images are a
set of 260 manipulated images. Of 260 images, 200 images are in a small category, and
the rest are in a large category;

FakeNewsNet: This repository contains fake news articles while traversing the fact-
check websites PolitiFact and GossipCop. These articles are then explored over the
web pages. The PolitiFact section has 447 real and 336 fake news articles with images,
while the GossipCop section contains 16,767 real and 1650 fake articles;

Fakkedit: The Fakeddit is the latest and largest multi-modal dataset from the real-
world social networking website Reddit. It contains over 1 million fake textual news
data and over 4 lakh multi-modal samples. The multi-modal samples have text and
images. It has both two-way and six-way labeling. Two-way labeling is fake and
real. As Reddit collects data from micro-sites like Twitter, Facebook, Instagram, and
WhatsApp, this dataset has the largest diversified dataset. In the experiment, we have
selected a two-way labeling of fake vs. real. As the images are from multiple platforms,
it tests the framework’s robustness;

FNC: Kaggle fake news detection challenge dataset. It has content from 244 websites
and includes 12,999 news stories collected from these websites;

MediaEval: Comprises a total of 413 images, of which 193 cases are of real images,
218 cases are of fake images, and two cases are of altered videos. These images
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are associated with 9404 fake and 6225 real tweets posted by 9025 and 5895 unique
users, respectively;

NIST Nimble: The Nimble 16 dataset has approximately 10,000 images with various
types of tampering, including the images where anti-forensic algorithms were used to
hide minor alterations;

PGGAN: Consisting of 100K GAN-generated fake celebrity images at 1024 x 1024
resolution;

PHEME: The rumors and hard facts made on Twitter amid breaking news are collected
in this dataset. It contains rumors related to nine events; each is annotated with its
veracity value, true, false, or unverified.

Weibo: Comprises Sina Weibo data collected between 2012 and 2016 from the web and
mobile platforms. The collection has domestic and international news.

Table 10. Datasets.

S.No Data Set Year Type Source Real Images Fake Images Location Accessed on
Buzzfeed https:/ /github.com/Buz
1 Buzzfeed 2018 Images, Text N 90 80 zFeedNews/2017-12-fake 19 February 2019
ews -news-top-50
Self made http:
2 CASIA1.0 2013 Images Database 800 921 / /forensics.idealtest.org/ 16 March 2019
Self made http:
3 CASIA2.0 2013 Images Database 7200 5123 / /forensics.idealtest.org/ 16 March 2019
Self made https://github.com/tkarr
4 CelebA 2015 Images 2,00,000 _ as/progressive_growing 6 August 2018
Database
_of_gans
5 coco 2008 Images Flickr 500 229 http://learinrialpes.fr/pe 1 pepryary 2016
ople/jegou/data.php
http:/ /www.ee.columbia.
edu/In/dvmm/downlo .
6 COLUMBIA 2004 Images CalPhotos 933 912 ads/ AuthSplicedDataSet 28 April 2019
/dlform.html
Self-made https://www.vcl.ferhr/c
7 CoMoFoD 2004 Images Dataset (Tralic 260 13,520 bs: P 4 June 2020
. omofod/comofod.html
and Grgic)
https:/ / github.com/Kai
8 FAKENEWSNET 2018 Image, Text Twitter 447 336 DMML/FakeNewsNet/t 7 Sezp(;;g‘ber
ree/master/dataset
https://www.kaggle.com 7 September
9 ENC 2018 Images, Text Kaggle - - /c/fake-news/data 2020
https:/ / github.com/MKL
MediaEval . ab-ITI/image-verification-
10 2015 2015 Images, Text Twitter 193 218 corpus/ tree/master/med 16 March 2019
iaeval2015
NIST Self-made https://www.nist.gov /it
11 . 2017 Images database _ 10,000 /iad/mig/media-forensi 22 August 2019
Nimble 16 &
(NIST) cs-challenge
GAN https://github.com/tkarr
12 PGGAN 2016 Images generated _ 1,00,000 as/progrcgswcfgrowmg 6 July 2019
_of_gans
https:
/ /figshare.com/articles/P
13 PHEME 2016 Text Twitter _ _ HEME_dataset_for_Rum 5 September
. . 2019
our_Detectionand Veracity
Classification/6392078
https://drive.google.com
. . /file/d/14LX]J5FCEcN2Qr 26 December
14 WEIBO 2016 Images, Text Sina Weibo 3774 1363 VWHYKKEYDpzluT2XNh 2019

w/view
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7. Limitations and Challenges

In the above portion, this survey presented numerous image characteristics and current
visual-based techniques for successfully detecting fake images. Although there is a lot of
research and models for detecting fake images on social media platforms, some specific
challenges still need to be considered. We present them below.

7.1. Labeled Dataset

While existing datasets are available for fake image detection, there is a significant
limitation of labeled datasets in deep learning methods. The datasets we have today are not
always up-to-date with the latest real-world events, and they often focus on only a limited
number of situations [51,129,131]. For instance, datasets that contain fake news data from
platforms like Twitter, Weibo, or News websites may not cover the full scope of rapidly
evolving multimedia information. This limitation hampers the progress of research in this
field. Authors believe that creating new and continuously updated datasets is essential
to address this issue. Some recent datasets, like Fakeddit and GSR-Net [127,136], from
Reddit, show promise, as they come from a web aggregator that captures a wide range
of content. However, the pace of advancement in image tampering techniques requires
constant adaptation. Furthermore, deep learning models for fake image detection need
regular retraining to stay effective. If they are not updated with the latest data, they
can become too specialized and make incorrect predictions, a phenomenon known as
overfitting. This presents a significant challenge in the research field.

7.2. Cross-Platform Training

Our current challenge is that existing datasets for fake image detection are tailored
to specific social media platforms. Each platform, such as Facebook, Twitter, Instagram,
WhatsApp, TikTok, and Weibo, has a unique style, content, and the way information
spreads. Consequently, a deep learning model trained solely on one dataset may not
perform accurately when dealing with content from other platforms. This limitation poses
a significant hurdle in the field of fake image detection. Adopting a more versatile and
adaptable approach to address this limitation is essential. We should consider training
deep neural networks using a combination of data from various datasets representing
different platforms. This multi-source training can help create a more generic model that
recognizes fake images across various sources. Additionally, researchers should explore
multi-modal approaches [132,133] to account for variations in content and style among
different platforms, ultimately improving the model’s accuracy across diverse social media
sources. By embracing a more holistic and comprehensive training approach, we can
significantly overcome the limitations associated with cross-platform fake image detection.

7.3. Satire vs. Fake

Besides being the highest propagator of false news, social media platforms are the
biggest platform for sharing satirical or sarcastic views about any topic. Everyone is eager
to share their perspective regarding any issue, resulting in images of satire, sarcasm, and
jokes. Thus, any image manipulated or tampered with this non-malicious intention will
also be marked as fake. The models and proposed methods do not discriminate between
fake images posted for misinformation and tampered images posted as jokes. Both are
treated as fake. Sharma et al. [137] have created models to weed sarcastic tweets out.
Research work can be extended to learn the intrinsic feature differences between satire and
fake. More work is needed in detecting sarcastic images from fake images.

7.4. Interpretability

Interpretability is a significant challenge in detecting fake images using deep learning
methods. In artificial intelligence, achieving explainability or interpretability is a common
and critical issue. This need for interpretability becomes even more pressing as deep
learning models, with their inherent complexity, excel in classifying images as fake with
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impressive accuracy but fall short in providing clear explanations for their decisions. While
tools like Grad-Cam and LIME offer insights into image differences, their interpretation
still requires domain expertise. This challenge remains a significant obstacle if we intend
to release reliable solutions to the public. From the author’s perspective, addressing the
issue of interpretability in fake image detection is vital for building trust in Al systems and
ensuring that users can make informed judgments about the authenticity of visual content.

7.5. Audio Splicing

There is much research on detecting fake news via text analysis or fake images.
However, research should also be extended concerning fake audio shared with fake im-
ages/videos posted over social media. Recently, many fake images shared did not have text;
instead, manipulated audio is shared to convey long messages and gather more attention.
Fake audio detection will yield good research and help mitigate fake news during elections
or pandemics wherein such fake audio is majorly shared.

7.6. Multi-Modal Detection

Detecting fake news solely through fake image detection has limitations. Sometimes,
images are unrelated to the text, leading to misinformation, and manipulations may remain
undetected [126]. Additionally, mismatched images from different timelines or locations
can blend seamlessly with text, making them difficult to spot. Fake news creators adapt
to varying text styles and social contexts, making visual and text combinations unreliable.
To address these challenges, a comprehensive approach is needed. Alongside fake image
analysis, investigating diffusion network patterns is crucial. Analyzing the propagation
of fake content across networks can help uncover subtle cases. Multi-modal research,
encompassing image and network analysis, can bridge gaps in detection. This holistic
strategy, utilizing cues from image and network patterns, enhances our ability to identify
complex instances of fake news dissemination.

7.7. Deepfakes

Deepfake images and videos are increasing day by day. Better generators have created
natural, realistic images and videos that are very tough to identify. Though much research
has been performed to detect them, no generic model exists. Some are specific to videos,
and some are specific to images. They are still based on facial expression methods compared
to natural expressions. More research to develop a generic model without intrinsic features
can be worked on and researched further.

7.8. Active Methods

Although active methods are of little use considering the humongous amount of data
from multiple sources across different platforms, they can surely think of some active
method applications now with growing technology and social media companies working
on fake news detection. Research can be performed on creating a scalable architecture
using Al applications or Blockchain architecture to produce digital signatures over images.
Salim et al. [138] have suggested some cryptography-based methods that cannot be scaled
with proper cloud architecture. These architectures can be implemented by social media
firms and limit the spread of fake news.

8. Conclusions

This research paper on recognizing and reducing fake Images on social media plat-
forms delves into critical issues in this domain. Fake images on social media have become
a pressing concern, prompting social media platforms to combat this issue. This survey
assesses various techniques for identifying fake pictures on these platforms. This paper
discusses different tampering methods for creating fake images, from conventional to
recent Generative Adversarial Network (GAN)-generated manipulations. It highlights
the fake image detection process, reviewing multiple detection methods, including those



Appl. Sci. 2023,13, 10980 31 0f 36

using handcrafted features and neural network-based approaches. Performance compar-
isons for these methods and their respective advantages and limitations are presented.
Forensic techniques are noted for accuracy but are less efficient in detecting fake images
subjected to multiple manipulations. While they can localize tampered areas, they may
not address distinct alterations common in fake photos shared on social media. Semantic
and statistical features also have their limitations. This paper emphasizes recent neural
network-based detection methods based on Convolutional Neural Network (CNN) ar-
chitectures. CNN models prove highly resistant to multiple manipulations, effectively
identifying fake photos without pre- or post-processing limitations. CNNs are also ef-
ficient in detecting deepfake images and videos. However, the vision transformer has
shown better results on GAN-generated deepfakes. Multi-modal approaches are discussed,
combining visual and text content results, providing enhanced authenticity prediction.
Evaluation parameters and dataset information are shared. The research explores vari-
ous methods, from traditional forensics to deep learning, concluding that deep learning
methods outperform others in identifying fake images on social media. However, they
depend on extensive labeled datasets, which can be challenging to obtain for fake images.
Cross-platform and interpretability issues are highlighted, with multi-modal approaches
offering improved accuracy.

This paper calls for further research in multi-modal combinations and the creation
of substantial, real-time labeled datasets to support the development of more efficient,
generic models. In summary, this study underscores the significance of deep learning in
fake image detection while acknowledging data availability and interpretability challenges,
advocating for a comprehensive multi-modal approach and more extensive datasets to
advance research in this critical area.
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