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Abstract: Authentication has been adopted in many areas, but most of these authentication schemes
are built using traditional cryptographic primitives. It is widely believed that such primitives are not
resistant to quantum algorithms. To deal with those quantum attacks, lattice-based cryptography was
introduced by Ajtai in 1996. To the best of our knowledge, the existing lattice-based authentication
schemes are based on a lattice-based public key encryption called NTRU: a ring-based public key
cryptosystem, proposed by Hoffstein, Pipher, and Silverman in 1998. However, these schemes
only support the case of a single user. In view of the aforementioned issue, we propose the first
lattice-based group authentication scheme. The proposed scheme is secure against replay attacks
and man-in-the-middle attacks. Moreover, compared with the existing lattice-based authentication
schemes, ours provides the most efficient method to agree upon a session key among a group of users
after mutual authentication.

Keywords: group authentication; lattice-based cryptography; quantum attacks; information security

1. Introduction

Nowadays, authentication has been adopted in many areas, such as radio frequency
identification (RFID), cloud computing, wireless sensor networks, internet of things (IoT), etc.
Authentication schemes can be separated into two types: one is individual-oriented authentication,
and another is group-oriented authentication. The scenario of individual-oriented authentication
is one-to-one communication. There are only two users needing to authenticate each other.
In group-oriented authentication, there are more than two users in a group. They build a private
network and share messages among the group. Such a cryptographic primitive can be applied heavily
to many-to-many network environments, e.g., Internet of Things or RFID.

However, most of these authentication schemes are built on traditional cryptographic primitives,
e.g., RSA and ElGamal, where the cryptosystems are constructed based on discrete logarithm or
factorization. It is widely believed that such primitives are not resistant to quantum algorithms.
For instance, the algorithm proposed by Shor [1] in 1994 is a quantum algorithm that solves discrete
logarithm problems and factorization problems in subexponential time complexity. To deal with those
quantum attacks, lattice-based cryptography was introduced by Ajtai [2] in 1996. A lattice can be
represented as a matrix which has a periodic structure in dimensional space. There are two central
hard problems in lattice-based cryptography: the shortest vector problem (SVP) and the closest vector
problem (CVP). The shortest vector problem (SVP) is, given a base of a lattice, to find the smallest
possible nonzero vector of the lattice. The closest vector problem (CVP) is, given a base of a lattice and
a vector which does not belong to the lattice, to find a vector belonging to the lattice that is the closest
vector to the given vector. Both SVP and CVP are believed to be invulnerable to quantum attacks such
as Shor’s algorithm. As a powerful and promising quantum-resistant primitive, it has been adopted in
lots of applications, such as public key cryptosystems and sieve algorithms.
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To the best of our knowledge, the existing lattice-based authentication schemes [3,4] are based on
a lattice-based public key encryption called NTRU encryption [5], proposed by Hoffstein, Pipher,
and Silverman in 1998. However, these two schemes support only the case of a single user.
Another intuitive way to achieve group authentication is by using a lattice-based group signature.
Nevertheless, a signature scheme is an asymmetric cryptographic primitive, which is usually more
costly than a symmetric one. Besides this, group signatures support additional but unnecessary
properties, such as the anonymity of signers, which may not be a desired property in RFID or IoT.
Therefore, in view of the aforementioned issues, we will propose a new construction for lattice-based
authentication. The proposed scheme also supports group authentication.

Contributions

In this manuscript, we propose a lattice-based authentication scheme supporting group
authentication. Compared with the existing lattice-based authentication schemes, our scheme provides
the most efficient authentication protocol in terms of the total cost to generate a session key among a
group of users after mutual authentication.

2. Preliminaries

In this section, we review some preliminaries, including the definition of lattices, two standard
worst-case approximation problems on lattices, the SampleD algorithm, and the BasisDel algorithm.

2.1. Notation

We denote the set of integers modulo g by Z;. Column vectors are represented by lower-case
bold letters and matrices by upper-case bold letters. For a matrix S € R™*™2, we say the norm of
Sis|| S |= max I si ||, where || s; || denotes the £;-norm (Euclidean norm) of the column vector

ny

<i<
s;. We let S € R™>*m2 denote the matrix whose columns 51, ..., Sm, represent the Gram-Schmidt
orthogonalization of the vectors sy, . ... , s, taken in the same order. Let || S || denote the Gram-Schmidt
norm of S. Let f(n) and g(n) denote two positive real-valued functions. We say that f = O(g) if
there exist two constants ¢1, ¢y such that f(n) < ci1-¢(n) forall n > ¢; f = Q(g) if § = O(f);

and f = O(g) if f = O(g) and g = O(f). We say f = O(g) if f = O(g-poly(logg)) and f = O(g) if
f = 0(g-poly(logg)).

2.2. Lattices

Based on [6], the definitions are shown as following;:

Definition 1. Let R™ be the m-dimensional Euclidean space. A lattice A C R™ is a set

=

A:{ Cibl’|Ci € Zandby, ..., bkERm}

1

Il
-

of all integral combinations of k linearly independent vectors by, ..., by in R™ (m > k). The integers k and
m are called the rank and dimension of the lattice, respectively. The vector set {by, ..., by} is called a basis of
the lattice.

Definition 2. Let A (A € Z"™*™) be a basis. The integers m and n are called the dimension and rank; y and t
are column vectors; and q is a prime number.

A(A) = {y € Z"| y = At mod g, € Z""}

A (A) = {y € Z"| ATy = 0 mod q}
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Definition 3 (TrapGen(1™) [7,8]). There is a probabilistic polynomial-time (PPT) algorithm that, on input of
a security parameter 1>, an odd prime q = poly(™), and two integers n = @(X\) and m > 6nlogq, outputs a
matrix A € Zg™™ statistically close to uniform, and a basis Ta for A+ (A) with overwhelming probability such

that || Ta ||< ©(y/m).

Definition 4 (The Shortest Vector Problem (SVP) [3]). Given a base B (a set of vectors linearly independent)
of a lattice L, find the smallest possible nonzero vector of L.

Definition 5 (The Closest Vector Problem (CVP) [3]). Given a base B of a lattice L and a vector ¢ L, find a
vector v € L that is the closest to .

2.3. The Gaussian Sampling Algorithm: SampleD(B, s, c, t)
Based on [9], the definitions are shown as following;:
Definition 6. There is a PPT algorithm that, given a basis B of an m-dimensional lattice A, a parameter

s >|| B || - w(y/logm), and a center c € R™, outputs a sample from a distribution that is statistically close to
DA s, where D s . is a discrete Gaussian distribution with Gaussian parameter s and center c.

Definition 7. The Gaussian Sampling Algorithm: SampleD(B, s, ¢, t) (B is a trapdoor basis of the lattice. A is
also a basis of the lattice but not a trapdoor).

e Input:
1. Abasis B of a lattice A € R™;
2. Apositive real parameter s >|| B || -w(1/logm);
3. A center vector c € R";
4. Avectort € Zy.

o  Output:
A fresh random lattice vector x € A drawn from a distribution statistically close to Dy, s, c, such that

Ax = tmod q.

Definition 8 ([10]). SampleD is said to be one-way if, given (s, c, t), there is no polynomial-time adversary that
outputs x such that x € Dy, s, c and Ax = t mod q (where A is a basis).

2.4. The Basis Delegation Algorithm: BasisDel(Ta, A, A)

Definition 9 ([111). The Basis Delegation Algorithm: BasisDel(Ta, A, A)
e Input:
1. Anarbitrary A € Zy*"™ such that A is primitive;

2. Anarbitrary basis Tq of A-(A);
3. Anarbitrary A € Zj*7.

e Output:
Abasis Ty of A (A" = A || A) € Z" such that || Ty ||=| Ta ||.
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3. Our Construction

In this section, we present a lattice-based authentication scheme. The proposed scheme consists
of four phases: Setup, Registration, Group Joining, and Authentication. The notation used in the
proposed scheme is defined in Table 1.

Table 1. The notation.

Notations Meaning
| B The Gram-Schmidt norm
14 Security parameter
n An integer
q Prime q = poly(n)
m Dimension m > 6nlogg
m' m' = poly(A) e N
L o(y/m)
s Gaussian parameter s > L-w ( log(m + m’))
M A message set, M = {Bl,...,BQ € Z”X’”/}
Q Q = poly(A)
Q Q' e[Q]
A Public key
Ty Secret key
B; Exclusive matrix of user;
H() Convert a vector into a key of symmetrical encryption

3.1. The Proposed Scheme

3.1.1. Setup

Key generation center (KGC) performs the following operations [2]:

1. Choose a security parameter 1* (A € N).

2. Choose integers n and g (a prime), g = poly(n).

3. Choose dimension m > 6nlogq and a bound L = O(y/m).

4. Choose a Gaussian parameter s > L~w( log(m + m’)), where m’" = poly(\) € N.

5. Chooseaset M = {Bl, ...,Bge zr=m }, where Q = poly(A) and B; is independently chosen
with uniform distribution. Note that B; is the public parameter for user i.

6. Let H( ) denote the function which converts a vector into a key of symmetric encryption.

7. Let Ej denote the symmetric encryption.

8.  Publish system parameters chosen as above.

3.1.2. Registration

KGC performs the algorithm TrapGen (1*) [7,8] to generate (A, T4) (where A € Z"*™ and Ty is
a short basis of A*(A)).

3.1.3. Group Joining
Let group X = {Bl,. ..,BQ/} forsome Q' € [Q] (X C M).
A user; sends B; via a security channel to a group manager.

2. After receiving B;, the manager computes Accy = [Yp,c x Bi] € zr=m', Fp, = [Al| Li<j4i)<o Bjl €
Z”X(””m/), and wp,; = T, = BasisDel (TA, A, Zlgj(;éi)gQ/ B]-).

3. Then, the manager sends wpg, via a secure channel to user;.
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3.1.4. Authentication

1. First, the manager sends t; € Zl’; to user;.

2. After receiving t;, user; computes dp, = SampleD(wBi, s, 0, ti), and then chooses a number 7;
randomly, and computes k; = H(wg,), a; = Ey, (dB,, 1i).

3. The user; sends a; to the manager.

4. After receiving a; from each user, the manager performs the following: for i = 1 to Q’, the manager
computes (dp,, 1;) = DH(WBi) (a;) and Fp, = [Al||(Accx —B;)] € z<(m+m') - then checks if
Fp,dp, = t; mod q. If the check passes, the user is authenticated; otherwise, the manager aborts
the session.

5. Next, the manager performs as follows according to Q'.

Casel (Q' > 1):

1. First, the manager computes R; = 11 @& &...®&r 1®ry...0ry fori = 1to Q,
sk=r1®rnd...d rorn ki = H(wBi), and b; = Eki(Sk, R)).

2. The manager sends b; to each user;.

3. After receiving b;, user; computes (sk’, R;') = Dy;(b;), and then checks if sk’ = R/ @ r;. If itis
true, the manager is authenticated. Then, user; sets the session key sk = sk'.

Case2 (Q' =1):

1. First, the manager chooses a number ' randomly.

2. Then, the manager computes k; = H(wg,), b = Ei, (', H(r;)) and the manager sends b to user;.

3. After receiving b, user; computes (1", h) = Dy;(b). The user; checks if h = H(r;). If it is true,
the manager is authenticated. Then, user; sets the session key sk = " @ r;.

4. Security Analysis

e In this section, we provide the security analyses, which include the analyses on the replay attacks,
the man-in-the-middle attacks, and the secure mutual authentication, where the detailed security
proofs are shown in Appendix A. Replay Attacks:

In the proposed scheme, each user chooses a number r; randomly and sends r; to the manager.
The random number r; is different in every authentication round. Hence, there is no chance that an
attacker can succeed in replay attacks in the proposed scheme.

e  Man-in-the-Middle Attacks:

In the proposed scheme, we use a secure symmetric encryption algorithm to encrypt data in
every data flow of the authentication phase. If there is an attacker wanting to intercept messages a;
or b, there is no chance that the attacker can obtain the plaintext without the symmetric key. In Steps
1-4 of the authentication phase, dp. and r; are protected by the secret key k;, and in Step 5 of the
authentication phase, sk, R;, ', and H(r;) are protected by the secret key k;, too.

The comparisons of features and security between the proposed scheme and [3,4] are summarized
in Table 2.

Table 2. Feature and security comparisons.

Moustaine et al.’s Scheme  Park et al.’s Scheme Our Scheme
Mutual Authentication Yes Yes Yes
Group Authentication No No Yes
No Replay Attack Yes Yes Yes

No Man-in-the-Middle Attack Yes Yes Yes
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. Secure Mutual Authentication:

In the Group Joining phase, a group manager will share a long-term secret wp, with user i, which is
also a trapdoor to function SampleD. In the Authentication phase, the group manager first sends ¢;
to user 7 as a challenge, then user i returns with a; = Ey, (dp,, ;), where k; = H(wp,). Note that it
is necessary to compute dp; using SampleD with wp,. Therefore, if the check in Step 4 passes, user i
is authenticated. On the other hand, if the check in Case 1 (Case 2) passes, then we can assure that
the group manager decrypts the ciphertext a; with k; = H(wp,) to obtain the correct r; for user i.
By the security of the underlying symmetric encryption scheme, we are sure that the group manager
is authenticated. If the two entities are both authenticated by each other, then we know that the
session key sk can be securely established by the security of SampleD and the underlying symmetric
encryption scheme.

5. Performance Comparisons

In this section, our proposed scheme is compared with some existing lattice-based authentication
schemes [3,4]. Tables 3 and 4 summarize the comparisons between the proposed scheme and those
schemes in performance.

In the authentication phase of the proposed scheme, when there is only one user (Q" = 1), the manager
uses one symmetric encryption operation, one symmetric decryption operation, and n x (m + m’) module
multiplications. The user performs one SampleD operation, two hashing operations, one symmetric
encryption operation, one symmetric decryption operation, and one exclusive-or operation. We adopt
AES 256 as the symmetric encryption operation. The cost of AES 256 is 15.875 ms [12]. The cost of
SampleD is 0.00045 ms [13]. We take SHA-3 256 bits as our hashing operation. According to [14],
the time taken to hash a 100-byte message is 0.001295 ms. We use the Montgomery algorithm with
256 bits as our modular multiplication. The time of a modular multiplication is 0.137 ms [15].
According to [16], we set n x (m+m') = 192 x 417 = 80,064. Hence, the computation time of
n x (m+ m') module multiplications is 0.137 ms x 80,064 = 10,968.77 ms. In conclusion, the total
computation cost of the manager is 15.875 x 2 + 10,968.77 ~ 11,000.52 ms . The total cost of
the user is 0.00045 + 0.001295 x 2 + 15.875 x 2 =~ 31.753 ms. When there is more than one
user (Q' > 1), the manager uses one symmetric encryption operation, one symmetric decryption
operation, one hashing operation, and n x (m + m’) module multiplications. Each user uses one
SampleD operation, one hashing operation, one symmetric encryption operation, and one symmetric
decryption operation. The total computation cost of the manager is 15.875 x 2 + 0.001295 + 22,446.08
~ 22,477.83 ms. The total computation cost of each user is ~ 31.753 ms.

In the authentication phase of Moustaine et al.’s Scheme [3], the reader/back-end executes
one NTRU decryption operation, two rotation operations, two exclusive-or operations, one hashing
operation, one subtraction, and 2N? multiplications. The tag performs four addition operations,
three rotation operations, one hashing operation, and two exclusive-or operations. According to [17],
HMAC(K,m) = H((K' @ opad) || H((k' @ ipad) || m)) ~ 2x SHA-3 hashing operations. Thus, the
running time of HMAC is 0.001295 x 2 = 0.00259 ms. According to [3], the cost of an NTRU
decryption is 2N? modular multiplications (N = 167). Hence, the cost of an NTRU decryption
is 2 x 167 x 167 x 0.137 ~ 7641.586 ms. In summary, the cost of the reader/back-end is
7641.586 x 2 4+ 0.00259 ~ 15,283.1746 ms. The cost of the tag is 0.00259 ms.

In the authentication phase of Park et al.’s Scheme [4], the user performs 2N? multiplication
operations, one hashing operation, two rotation operations, one exclusive-or operation, and two
addition operations. The bank executes N? multiplication operations, one exclusive-or operation,
one rotation operation, and one hashing operation. In conclusion, the cost of the bank is 167 x 167 x
0.137 + 0.001295 ~ 3820.79 ms. The cost of the useris2 x 167 x 167 x 0.137 + 0.001295 ~ 7641.59 ms.

Note that for a single-user situation, the computation cost of the server side is 28% faster than [3],
and the computation cost of the user side is 99% faster than [4]. As for the computation cost of the
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group authentication scenario, we can see that the total cost of the server side and the user side is less
than those of [3,4].

Table 3. The cost comparison of the single-user situation between [3,4] and our scheme.

Server (Manager/Reader or Back-End/Bank) User (Tag)

Our Scheme 11,000.52 ms 31.75ms
Moustaine et al.’s Scheme 15,283.17 ms 0.00259 ms
Park et al.’s Scheme 3820.79 ms 7641.59 ms

Table 4. The cost comparison of a Q' + 1 users (Q' + 1) situation between [3,4] and our scheme.

Group Manager Group Member Total Cost
Our Scheme 11,000.52Q’ ms 31.75 ms 11,032.27Q’ ms
Moustaine et al.’s Scheme 15,283.17Q’ ms 0.00259 ms 15,283.17Q’ ms
Park et al.’s Scheme 3820.79Q" ms 7641.59 ms 11,462.38Q’ ms

6. Conclusions

Most authentication schemes are built on traditional cryptographic primitives. It is widely
believed that traditional cryptographic primitives are not resistant to quantum attacks. In 1994,
Shor proposed a quantum algorithm that can solve discrete logarithm problems and factorization
problems. To deal with those quantum attacks, Ajtai presented lattice-based cryptography in 1996.
To the best of our knowledge, there is no lattice-based group mutual authentication scheme which is
based on symmetric encryption. There are two lattice-based authentication schemes which use the
NTRU asymmetric encryption algorithm in the literature. Usually, the cost of an asymmetric encryption
is higher than that of a symmetric encryption. In this manuscript, we have proposed a lattice-based
authentication scheme based on symmetric encryption. Additionally, not only does the proposed
scheme provide group authentication, but also it resists replay attacks and man-in-the-middle attacks.
In the proposed scheme, after making sure of the total number of users in a group, the manager can
choose any of them to create an authentication procedure for any subgroups. Besides this, we give a
cost comparison between our scheme and the other two NTRU-based mutual authentication schemes
in terms of authentication and establishing a session key. Our scheme provides the lowest cost in
generating a session key among a group of users after mutual authentication.
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Appendix A.

Appendix A.1. Security Proofs

In this section, there is no security model suited for the proposed scheme, so we give the security
models at first. Then, we prove that the proposed scheme achieves mutual authentication security and
session key security.
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Appendix A.1.1. Security Models

Definition A1 (Group Mutual Authentication). An attacker interacts with a simulator in the following
game (Figure A1).

Setup. The KGC publishes the system parameters to the attacker.
Training Phase. The attacker is allowed to query the following oracles:

o  Registration oracle: The outputs of this oracle are the public key A and the secret key T4.

e Group-joining oracle: The input of this oracle is B; and the output is wp..

o Authentication oracle: The inputs of the oracle are a group manager name, the group name, and the user of
the group. The outputs of the oracle are t;, a;, and b;.

Challenge. There are two parts of this phase, depending on the entity that the attacker impersonates.
Part I: (The Authenticity of the Manager)

i.  The attacker sends t; to the simulator. After receiving t;, the simulator computes dp..
ii. ~ The simulator chooses a number r; randomly, computes k;, a;, and sends a; to the attacker.
iii.  The attacker sends b to the simulator. If the attacker is authenticated, the attacker wins the game.

Part II: (The Authenticity of the User)

i.  The attacker sends a; to the simulator. After receiving a;, the simulator computes dp, and Fp,.
ii. ~ The simulator checks if Fg,dp, = t; mod q. If it is true, the attacker is authenticated and wins the game.

A scheme is said to achieve secure group mutual authentication if there is no polynomial-time adversary
winning the above game with non-negligible advantage.

The KGC publishes the parameters

AT,
Bi
~ ws; _|Registration Oracle Training Phase
Manager, group name and user Group Joining Oracle
_—> . .
ti,aib Authentication Oracle
Attacker
t : dg, = SampleD (wg,,s,0,t;) Cha’:leng.e.(the
— > | Choose 1; randomly authenticity of
k; = Hwg.) manager)
L Bi

| a; = Ey,(dp,,17)
(sk',R;") = Dy, (b;)

b |checkifsk' =R,/ @
Challenge(the
o Compute dp,, Fg, authenticity of
Check if Fg, - dp,=t; mod q user)

Figure A1. The security model of group mutual authentication.

Definition A2 (Session Key Security). An attacker interacts with a simulator in the following game (Figure A2).

Setup. The KGC publishes the system parameters to the attacker.
Training Phase. The attacker is allowed to query the following oracles:



Appl. Sci. 2018, 8, 987 9of 14

e Registration oracle: The outputs of this oracle are the public key A and the secret key T 4.

e Group joining oracle: The input of this oracle is B; and the output is wpg,.

o Authentication oracle: The inputs of the oracle are a group manager name, the group name, and the user of
the group. The outputs of the oracle are t;, a; and b;.

Challenge. First, the simulator runs the authentication protocol and generates a valid session key sk,
and chooses another random session key sk” . Then, the simulator chooses a bit p and sets skg = sk, skq_p = sk.
Next, the simulator sends sko, sky to the attacker. After receiving sko, sk, the attacker outputs a bit B', and wins
the game if B’ = B.

A scheme is said to achieve a secure session key if there is no polynomial-time adversary winning the above
game with non-negligible advantage.

The KGC publishes the parameters

AT,
B, Training Phase
>| Registration Oracle

Wpg,
<—— | Group Joining Oracle
Manager, group name and user

— 5| Authentication Oracle

ti,ai,b
Attacker

sko.ski | set the session key sk Challenge(the
Choose sk’ randomly session key)

B Set Sk[; = sk

_—

Skl_ﬁ — Sk”
Checkif B’ = B

Figure A2. The security model of a secure session key.

Appendix A.1.2. Security Proof

Lemma A1 (Group Mutual Authentication Security). If the underlying symmetric encryption scheme used
in our authentication scheme is secure against adaptive chosen ciphertext attacks (IND-CCA2) and the SampleD
function used in our scheme achieves one-way-ness, then our authentication scheme can achieve secure mutual
authentication between the manager and the users.

Proof.
Part I (The Authenticity of the Manager):

Assume that an attacker interacts with a simulator via the game defined in Definition Al.
The simulator simulates the Setup Phase and Training Phase like those in the proposed scheme.

Then, the simulator simulates the Challenge Phase as follows. First, the attacker sends ¢; to the
simulator. Then, the simulator computes dg, = SampleD (wBi, 5,0, t,-) and chooses two numbers r?, r}.
Next, the simulator sets my = (d B;s r?) and m; = (d B/ r}), and sends my, mj to the IND-CCA2 game
for symmetric encryption as the challenge messages. After receiving the challenge ciphertext c* from
the IND-CCAZ2 game, the simulator sends c* to the attacker. Then, the simulator receives b from the

attacker, and the simulator sends b to the decryption oracle of the IND-CCA2 game. In the case that
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Q' > 1 (Figure A3), the simulator parses the returned plaintext as (sk’, R!). Then the simulator outputs
0if sk’ ® R} = 1, and outputs 1 if sk’ ® R} = r}. In the case that Q' = 1 (Figure A4), the simulator
parses the returned plaintext as (, h). Then the simulator outputs 0 if & = H(r?), and outputs 1 if
h=H(r}).

If the attacker is able to pass the authentication with non-negligible advantage, then the plaintext
in b should be correct. Therefore, the simulator is able to make a correct guess based on the decryption
result of b, and win the IND-CCA2 game with the same advantage as the attacker.

Part II (The Authenticity of the User, Figure A5):

Assume that an attacker interacts with a simulator via the game defined in Definition A1, and the
attacker sends a user set U C {1, ..., Q}(JU| = Q') to the simulator. To simulate the Setup Phase,
the simulator chooses B; such that A’ = {A || Zgl(Bi — Bj+)}, where i € U and B;- is the target
user that the attacker wants to impersonate. Other system parameters are set the same as in the
proposed scheme. The simulator then simulates the Training Phase as in the proposed scheme.
In the Challenge Phase, the simulator first outputs ¢; to the attackers, and obtains 4; from the
attacker. Then, the simulator performs as in the proposed scheme to obtain dp,, and check whether
Fp.dp, = t; mod q. 1f the formula holds—which means that the attacker passes the authentication
and thus wins the game—then the attacker can be viewed as an inverter for the function SampleD.

Therefore, we are able to break the one-way-ness of SampleD with the same advantage as the attacker.
O

The simulator publishes the parameters

Simulator

Training Phase

t.
i) dp, = SampleD (wg,, s, 0, t;) gCAZ
ame
Attacker Choose 7;%, 17
Setm, = (dB;uriO)
J— .1
t my = (dg,1i') momy e
—>| yption
Oracle
«-—c Challenge —
Phase
——>b b
> -
" pror Decryption
oR sk'. R (@> 1| oracle
Sk,®Ri’ = rio or ril
Output 0, if sk’ @ R, = 1;°
Output 1, if sk’ @ R;" = 1;*

Figure A3. The authenticity of the manager (Q' > 1).
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Simulator
The simulator publishes the parameters
Training Phase
t:
i) dp, = SampleD(wp,, s, 0, t;) gCAZ
ame
Attacker Choose 1%, 1
Setm, = (dBi'riO)
my = (dBi'ril) e m
—2 L 5|[Encryption
Oracle
— Challenge <
Phase
——>b b
> .
Decryption
s ", h Oracle
h=HGDorHGD | e
Output 0, if h = H(rio)
Output 1, if h = H(ril)

Figure A4. The authenticity of the manager (Q' = 1).

Uc{l..,QL|Ul=0Qi*€U

v

The simulator: A,s,ct
1.Set Bjey suchthat A’ = {A || 32, B; — B+} = F,
2. Publish the parameters

Simulator
Attacker e ——
raining Phase
One-
t ti Sett; =t wayness
. Compute of
5 (dgym) = DH(WBi)(az) SampleD
Check if

FBi s dB,; = ti mod q

0 <l dp, I< svm+m’

\4

Challenge
Phase

Figure A5. The authenticity of the user.

Lemma A2 (Session Key Security). If the symmetric encryption used in our authentication scheme is secure
against adaptive chosen ciphertext attacks (IND-CCA2), then our scheme is a secure key exchange scheme.

Proof. Assume that an attacker interacts with a simulator via the game defined in Definition A2.
The simulator simulates the Setup Phase and Training Phase as in the proposed scheme. [

Then, the simulator simulates the Challenge Phase as follows.
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Case I (Q' > 1, Figure A6): First, the simulator chooses j € [1,Q’]. Then, fori = 1to Q/,
the simulator chooses t; € Z; and sends t; to the attacker. Next, for i € [1,Q']/{j}, the simulator
computes wpg,, dp, and g; like in the proposed scheme. For user j, the simulator chooses two

random numbers r?, r} and sets my = (d B/.,r?), my = (dB].,i’]l-). Then, the simulator sends my, m;

to the IND-CCA2 game to invoke the challenge phase. After receiving the challenge ciphertext
c*, the simulator sends aj = c* to the attacker. Then, the simulator sets rp = r?
and b; for i € [1,Q'] as in the proposed scheme. Next, the simulator sends all b; to the attacker.
Finally, the simulator outputs sky = sk, sky =r1 ®...® r} @ ...rg to the attacker. After receiving
sko, ski, the attacker outputs a bit B’ to the simulator. Then, the simulator outputs 0 if §/ = 0 to
the IND-CCA2 game. Otherwise, the simulator outputs a random bit . Let € be the advantage
that the attacker wins the game. If the IND-CCA2 game chooses mj, the simulator makes a correct
guess with probability €. If the IND-CCA2 game chooses 1, then the simulator makes a correct
guess with probability % Therefore, the simulator’s advantage in winning the IND-CCA2 game is

and computes sk

‘ (e + %) — %‘ = €, which is non-negligible.
Case II (Q" = 1, Figure A7): First, the simulator sends ¢; to the attacker. Then, the simulator

chooses r?,rl-l and sets my = (dB].,r?), my = (dB].,r}). Next, the simulator sends mg, m; to the

IND-CCAZ2 game to invoke the challenge phase. After receiving the chllenge ciphertext c*, the simulator
sends a; = c* to the attacker. Then, then simulator sends (r',H (r?)) to the encryption oracle of the
IND-CCA2 game and receives the ciphertext c. Next, the simulator sets b = ¢ and sends b to the
attacker. Finally, the simulator computes skg = ' @® r?, ski =17 @ ril, and sends sk, skq to the attacker.
After receiving sk, skj, the attacker outputs a bit B’ to the simulator. Then, the simulator outputs
0 if B’ = 0 to the IND-CCA2 game. Otherwise, the simulator outputs a random bit . Let € be the
advantage that the attacker wins the game. If the IND-CCA2 game chooses 1, the simulator makes
a correct guess with probability €. If the IND-CCA2 game chooses 1, then the simulator makes a
correct guess with probability 3. Therefore, the simulator’s advantage in winning the IND-CCA2

game is ‘ (e + %) - %‘ = €, which is non-negligible.

Simulator
I Training Phase

Choose j € [1,Q']
L Forli=1to Q')  Challenge
A {Choose t; € Z 4} Phase

For (i = 1to Q' except}j)
Attacker {Compute wp,,dp, a;}

Choose 1;°,7; CCA2 Game
Setmq = (dg, 1;°)

my = (dg,,7;") Mo, M1 -
a; Seta; = c* .| | Encryption
Setr; =10 < i Oracle
Compute sk =1, ®1,® ... Bry/
For(i=1to Q')
b: {R; = 1, @1, ... O (except ;)
¢ t Compute b;}

sk, Sk1 Compute sk, = sk
5 sky =1 @©r,@ .. 0@ ... Ory ,
B

Figure A6. The session key security (Q' > 1).
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Simulator
| The simulator publishes parameters

Training Phase
£ Choose t; EZ 4
Choose 7;%, ;'
Attacker Set my = (dp, 1;°)
t my = (dg, ") Mo ™.} CCA2 Game
a Seta; = c* Challenge c
Phase / 0 Encryption
(r', H(r:")) P
> | Oracle
b c
-— <
Seth=c
Compute
sko = r'®r;°
sk, sk Y X
0071 | sk, =r'®n!
B’ B
im——— )

Figure A7. The session key security (Q' = 1).

Theorem Al. If the underlying symmetric encryption is secure against adaptive chosen ciphertext
attacks (IND-CCA2) and the function Sample D achieves one-way-ness, then, according to Lemma Al,
our authentication scheme is a secure group mutual authentication protocol. If the underlying symmetric

encryption is secure against adaptive chosen ciphertext attacks (IND-CCAZ2), then, according to Lemma A2,
our authentication scheme is a secure key exchange protocol.
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