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Abstract: We investigate the optical absorption and scattering properties of four different kinds of
seawater as the quantum channel. The models of discrete-modulated continuous-variable quantum
key distribution (CV-QKD) in free-space seawater channel are briefly described, and the performance
of the four-state protocol and the eight-state protocol in asymptotic and finite-size cases is analyzed
in detail. Simulation results illustrate that the more complex is the seawater composition, the worse
is the performance of the protocol. For different types of seawater channels, we can improve
the performance of the protocol by selecting different optimal modulation variances and controlling
the extra noise on the channel. Besides, we can find that the performance of the eight-state protocol
is better than that of the four-state protocol, and there is little difference between homodyne detection
and heterodyne detection. Although the secret key rate of the protocol that we propose is still
relatively low and the maximum transmission distance is only a few hundred meters, the research
on CV-QKD over the seawater channel is of great significance, which provides a new idea for the
construction of global secure communication network.

Keywords: discrete modulation; seawater channel; continuous-variable quantum key distribution

1. Introduction

Continuous-variable quantum key distribution (CV-QKD) is one of the most promising
technologies in the field of cryptography [1-3], which can avoid the risk of being eavesdropped to some
extent, thus laying a theoretical and experimental foundation for the establishment of secure quantum
information network. Most CV-QKD protocols typically utilize the Gaussian modulation scheme to
distribute a shared secret string to the two distant users, but their secure transmission distance is
limited, mainly because the reconciliation efficiency is quite low when the transmission distance is
long [4,5]. To improve the performance of the protocol, discrete-modulated CV-QKD protocols were
proposed. Thus far, CV-QKD protocols have been demonstrated in both fibers [6—8] and free-space
air [9-11]. However, underwater CV-QKD has only recently become of interest to researchers. This is
mainly because the oceans cover 70% of the Earth, and the completion of the undeveloped quantum
communication under the seawater is an indispensable part for the establishment of a global secure
communication network.

As an alternative to Gaussian modulation, discrete modulation scheme has attracted much
attention in recent years. This is mainly because it not only allows us to simplify significantly both
the modulation scheme and the key extraction task, but also makes it possible to distill secret keys
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over much longer distance [12]. In Gaussian modulation, the secret information loaded onto the
optical field is discrete data whose amplitude obeys the Gaussian distribution, and the information
carrying amount is large, but the subsequent data are not easy to process. In the discrete modulation,
the discrete 0 and 1 signals are directly modulated to the two orthogonal components of the optical
field, and the information carrying capacity is slightly smaller, but it is easy to realize. When the
channel attenuation is very large, the signal-to-noise ratio (SNR) is very low. In this case, if Gaussian
modulation is adopted, the bit error rate will be very high, which brings great difficulties to error
correction. However, if discrete modulation is adopted, the bit error rate can be reduced to a very low
level. In this way, combining with low-density parity-check (LDPC) codes in classical communication,
highly efficient error correction can be achieved. All of these indicate that discrete modulation is more
suitable for long-distance transmission than its Gaussian counterpart.

Similar to quantum communication in free atmosphere [13-15], underwater secure communication
is an indispensable part of the global secure communication network. In view of the complex
composition and special optical properties of seawater, it is not easy to analyze the attenuation
in the seawater channels and information errors in communication when developing underwater
quantum communication. The absorption of light by seawater results in the loss of energy of the
signal light reaching the receiver, thus affecting the final key generation. The scattering of light
by seawater changes the polarization of photons, which in turn increases the error of information.
The feasibility of quantum communication under seawater has been investigated theoretically [16,17]
and demonstrated experimentally [18,19], but these studies are based on discrete variables. In recent
years, with continuous variable quantum key distribution gradually becoming a research hotspot in the
field of quantum communication, it has also been applied to the research model based on the seawater
channel [20,21]. In this paper, we propose the discrete-modulated underwater CV-QKD protocol
to improve the performance of the previous corresponding protocols that are based on Gaussian
modulation. We investigate the optical property of the seawater channel and make an assumption
for the security analysis of the protocol. Besides, the security of both the four-state protocol and the
eight-state protocol in asymptotic and finite-size scenarios is analyzed.

This paper is organized as follows. In Section 2, we first briefly introduce the optical transmission
characteristics of four different types of seawater, which are mainly reflected in the absorption
and scattering of light by seawater, and then analyze the resulting changes in the intensity
distribution of signal light during propagation. In Section 3, three kinds of underwater CV-QKD
models with different link structures are presented, and the prepare-and-measure (PM) scheme and
entanglement-based (EB) scheme of the discrete-modulated underwater CV-QKD with direct link
structure are described in detail. In Section 4, the security of the protocol in asymptotic case and the
finite-size scenario is analyzed. We conclude the paper in Section 5.

2. Optical Transmission Characteristics of Seawater

7

Quantum key distribution can be realized by utilizing the “optical transmission window”
of seawater to the blue and green light. However, it is difficult to make a detailed analysis of its
transmission characteristics because of the complex composition of seawater and the influence of many
factors such as environment and region. Here, we mainly take the influence of optical absorption and
scattering on the performance of the CV-QKD system into account.

Absorption leads to the loss of light intensity, and scattering causes the deflection of light from
its original direction [22], which is similar to beam-wander in the atmosphere [10]. Due to the existence
of these two factors, the energy of the signal light that can be received by the receiver is continuously
decaying. The absorption coefficient 2 and the scattering coefficient b are both functions of the optical
wavelength A and the chlorophyll concentration C, and they satisfy the following equation [20-23]
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a(A) = [aw(A) + 0.06a,(A)CO6][1 + 0.2¢~0014(A-440)),
b(A) = 0.35%0(:0-62, W
c(A) =a(A) +b(A),

where a, (1) is the absorption coefficient of pure water, a.(A) is a nondimensional, statistically derived
chlorophyll-specific absorption coefficient, and c(A) is the total attenuation coefficient.

Without loss of generality, we mainly analyze four typical types of seawater, namely pure
sea water, clear ocean water, coastal ocean water, and turbid harbor water, and the complexity of
these four types of seawater increases gradually. The relationship between the attenuation coefficients
of the four different types of seawater and the wavelength of the signal light is shown in Figure 1.
As expected, the absorption and scattering coefficients of the four types of seawater to the signal
light gradually increase with the complexity of seawater. It can also be seen in the figure that the
scattering coefficient b decreases obviously as the wavelength increases, and this trend becomes more
obvious with the increase of the complexity of the seawater. In addition, the scattering coefficient of
turbid harbor water is much higher than the three other types water. By contrast, the light absorption
coefficients of the four types of water are relatively stable, fluctuating between 0 and 0.7. Utilizing
the optical window effect of seawater on blue-green light with a wavelength of 450-550 nm, we select
the light with a wavelength of 520 nm to study the influence of seawater on the secure transmission
distance of the secret key in a CV-QKD system. The corresponding attenuation coefficients can be
obtained through the simulation shown in Figure 1, and the values of each attenuation coefficients are
listed in Table 1 [21,22,24].

Table 1. Attenuation coefficients of four types of seawater at 520 nm wavelength.

Water Types a(m™1) b (m™Y) c(m™1
Pure sea water 0.0405 0.0025 0.043
Clear ocean water 0.114 0.037 0.151
Coastal ocean water 0.179 0.219 0.398
Turbid harbor water 0.366 1.824 2.190

Without loss of generality, light with a wavelength of 1310 or 1550 nm is usually used as the signal
light in standard single-mode fiber communication, and the corresponding attenuation coefficients are
0.34 and 0.21 dB/km, respectively [25,26]. In comparison, the attenuation coefficients of the optical
signal propagating in the water channel are much larger than that in the fiber channel. As a result,
the secure transmission distance of the secret key in a CV-QKD system mediated by a seawater
channel is reduced by several orders of magnitude. In the case of such short distance communication,
we can assume that the seawater channel is a linear attenuation model [20]. Similar to the optical
fiber communication, transmittance of the seawater channel can be calculated by Ts., = e~L where ¢
represents the total attenuation coefficient and L is the transmission distance. Based on this assumption,
taking the four-state protocol under the pure sea water channel as an example, we depict the light
intensity distribution diagrams of the signal light at different transmission distances, as shown
in Figure 2. Figure 2a represents the three-dimensional view of the light intensity distribution of
the initial signal light at the sender, and Figure 2d is the corresponding plane view. Figure 2b,c
illustrates the intensity distribution of the signal light at the receiver after transmitting through 8
and 20 m pure sea water, respectively, while Figure 2e,f presents their corresponding plane views.
The three-dimensional views can describe the intensity variation of the signal light more vividly, while
the plan views can show the divergence of the beam more intuitively. As can be seen in the figure, the
energy of the beam is mainly distributed in the central focus position, and the farther it goes, the lower
is its intensity. With the increase of the propagation distance, the intensity of signal light becomes
weaker and the beam spot becomes larger at the reception plane. These are the obvious effects of the
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absorption and scattering on the transmission of the signal light. There is no doubt that the longer is
the transmission distance, the greater is the impact, and the worse is the performance of the quantum

communication system.
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Figure 1. (Color online.) The attenuation coefficients of the four different types of seawater as functions
of wavelength of the signal light. The blue dashed line, the green dashed line, and the red solid line
represent the change curves of the absorption coefficient a(A), the scattering coefficient b(A), and the

total attenuation coefficient c(A), respectively.
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Figure 2. (Color online.) Light intensity distribution at different transmission distances of the four-state
protocol over a pure sea water channel: (a—c) the three-dimensional views of the intensity distribution
of the signal light at the position of initial, 8 m, and 20 m of the seawater channel, respectively; and
(d—f) are their corresponding plane views.

3. Description of the Discrete-Modulated Underwater CV-QKD

There are three main types of communication links in the end-to-end underwater continuous
variable quantum key distribution system, namely the direct link, the feedback link and the reflection
link, which are depicted in Figure 3. Direct link is the most common link structure in which signal light
is transmitted from one side and received by the other. In this link structure, it is necessary to ensure
accurate orientation between the sender and the receiver, so that the receiver can detect the light beam
propagating along the direction of the transmitter. Feedback link can be viewed as a plug-and-play
configuration [27,28], in which the signal light emitted by the sender is incident on a mirror, such as
a Faraday mirror, and the receiver modulates the received signal light. The quantum information
is then loaded onto the reflected light and fed back to the sender via the reverse channel. It should
be noted here that the backscattering of the signal light on the forward channel may interfere with
the reflected optical signal on the reverse channel, which may result in an increase in the bit error
rate (BER) and a decrease in the SNR [29]. In addition, since the optical signal will pass through the
seawater channel twice, the received signal will undergo extra attenuation. Reflective link utilizes the
reflection of the sea surface to transmit information in case the signal light cannot travel in a straight
line [30]. In this configuration, the transmitter projects the beam at an incident angle greater than the
critical angle to the sea surface, causing it to experience total reflection. The receiver should keep the
direction facing the sea surface roughly parallel to the reflected light to ensure proper reception of the
signal. This structure is susceptible to the fluctuation of the sea surface.
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Figure 3. Three link models of end-to-end underwater CV-QKD system.
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In this paper, we only consider the direct link structure of the end-to-end underwater continuous
variable quantum key distribution for simplicity. In the previous investigation, the Gaussian modulated
CV-QKD over the seawater channel has been investigated [20,21]. Although the transmission distance
of the secret key is much shorter than that in optical fiber, the research still provides a new idea for us to
study the underwater quantum communication and opens a new way for establishing a global quantum
communication network. In what follows, the researchers should find ways to further promote the
system so as to improve the performance of the system and finally realize practical application.

Studies have shown that discrete modulation is more suitable for long-distance communication
than Gaussian modulation because of the relatively large key generation rate even at a lower
SNR [12,31]. Up to now, different types of discretely modulated CV-QKD schemes have been
investigated, including the four-state protocol, eight-state protocol, sixteen-state protocol, and so
on. Here, we consider introducing this modulation scheme into the underwater CV-QKD system.
The PM scheme can be described as follows:

Step 1 Alice firstly choose a random number k from the set {0,1,..., N} with equal probability to
modulate the weak coherent light to prepare coherent states |a;) = |« e/(2k+D7/N),
is a positive number related to the modulation variance V4 and satisfies V4 = 202, and then
sends them to the seawater channel.

where «

Step 2 Due to the absorption and scattering of seawater, the quantum signal transmitted in the
seawater channel will be attenuated. According to the above analysis, the transmittance of
seawater channel to quantum signal is Ts, in the case of short distance. On the premise of
assuming that the additional noise introduced by the seawater channel is &, which mainly
contributes to the variation of surrounding environmental factors, the noise added from the
seawater channel referred to the channel input can be expressed as x.;, = 1/ Tsen + € — 1.

Step 3 At Bob’s side, the imperfect detector with efficiency 7 and electric noise v,; is used to
measure the received coherent states. The noise introduced by the detector referred to Bob’s
input can be denoted as yxj, in shot-noise units and it satisfies

Xhom = [(1 -1+ Uel]/ﬂ 2)
for homodyne detection, and
Xnet = [(2— 77) +20€l}/17 3)

for hetrodyne detection. The total noise referred to the channel input can be expressed as
Xtot = Xch + X/ Tsea-

The EB version of the protocol is shown in Figure 4 and it can be described as follows:

Step 1 Alice prepares two-mode entangled states |® ) with variance of V = 1 + V4, which can be

defined as
1 N-1
PN Z i) k), )
where the states
|¢k \/7 Z ¢ 2k+1)m7t/N‘¢ > (5)

are orthogonal non-Gaussian states. The state |¢,,) is written as follows:

—zx2/2 ) aNn+k

90 =~ L N

|Nn + k), (6)
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Step 2

Step 3

where
0o (DCZ)NnJrk

)\k =~ ygm, (7)

and |N#n + k) denotes the Fock state with Nn + k photons. Subsequently, she performs the
projective measurements |¢) (x| (k =0,1,...,N — 1) on the half of the states (mode A) to
get the variables X4 and P4, thus preparing the coherent state ay when her measurement
gives the result k. The other half of the states (mode By) is then sent to Bob through the
seawater channel. The quantum state attenuated by the seawater channel can be represented
by the mode B;.

At Bob’s side, the electronic noise introduced by the imperfect detector causes the received
quantum state to be transformed before measurement, and the transformed quantum
state can be represented by the mode B. Bob decides to measure one quadrature with
homodyne detector or two quadratures with heterodyne detector to get the variable Xp
(Pp) or both Xp and Pg of the mode B, and then decodes the information by the sign of his
measurement results. The electronic noise v,; can be modeled by an EPR state of variance V.
For homodyne detection, we have Vo, = 1 Xnom/ (1 — 17), and for heterodyne detection,
Vanet = (11 Xnet —1)/ (1 —17).

Bob sends the absolute value results to Alice through a classical channel, and they perform
the post-processing procedures, including reverse reconciliation, privacy amplification and
so on to share the final secret key.

Figure 4. The entanglement-based scheme of the discrete-modulated underwater CV-QKD. Alice
randomly prepares one of the N states and sends it to Bob through the untrusted seawater channel.
Bob detects the received model to derive a sequence of bits shared with Alice by using a homodyne

detector or a heterodyne detector. The seawater channel is assumed to be a linear channel.

4. Security Analysis and Numerical Simulation

We mainly analyzed the security of the discrete-modulated underwater CV-QKD protocol under

collective attack in asymptotic case and finite-size regime. The performance of the underwater
communication systems based on the four-state protocol and the eight-state protocol were analyzed by
numerical simulation, and the parameters were optimized to improve the system performance.

4.1. Asymptotic Security Analysis

With a reverse reconciliation efficiency B, the secret key rate of the protocol is [12,32,33]

K>PBI(A:B)—SN(E:B), (8)



Appl. Sci. 2019, 9, 4956 8 0f 19

where I(A : B) is the Shannon mutual information between Alice and Bob, and it can be calculated as

1 V+ Xtot
I(A:B) = zlogp————, 9
( ) 278271 Xtot ©
for the homodyne detection case, and
V + Xtot
I(A:B) =logpp———, 10
(A:B) =logyg=— = (10)

for the heterodyne detection case. Besides, Sy (E : B) is the Holevo bound of the mutual information
between Eve and Bob, and there is

Sn(E: B) = S(E) — S(E|B). (11)

Therefore, the key to calculate the secret key rate is how to calculate S(E) and S(E|B).
After Bob applies homodyne or heterodyne measurement, Eve purifies the whole system so that
S(E) can be replaced by S(AB7), namely

2

S(E) = S(ABy) = ZG(/\Z-), (12)
i=1
where A+l Ai4+1 A—=1 A -1
GA) = 2 log = - S log S, 13)

and A;(i = 1,2) is the symplectic eigenvalues of the covariance matrix 7 4p,. The conditional entropy
S(E|B) satisfies
5

S(E|B) = S(pirc) = 2 G(A), (14)
i=3
where A;(i = 3,4,5) is the symplectic eigenvalues of the conditional covariance matrix 'VEXFG'

The specific calculation process of the symplectic eigenvalues is shown in Appendix A.

Based on the above discussion, we can analyze the performance of the four-state and eight-state
underwater CV-QKD protocols with homodyne detection and heterodyne detection for the four typical
seawater types. For the underwater CV-QKD protocol, its performance is mainly affected by three
parameters, namely channel transmissivity Ts.,, excess noise ¢, and Alice’s modulated variance V4 [34].
Therefore, we can analyze the performance of the protocol from these three aspects.

Figures 5 and 6, respectively, show the relationship between secret key rate and distance
for the underwater four-state and eight-state protocols in different types of seawater. Here,
homodyne detection and heterodyne detection are considered. It is obvious that the secret key rate
and the transmission distance decrease sharply with the increase of complexity of seawater; especially
when the turbid harbor water is used as the quantum channel, the secure transmission distance of the
key is less than 3 m. This result is what we expect. The main reason is that the complexity of seawater
increases the attenuation of light, thus reducing the transmittance of signal light in the seawater
channel. This indicates that channel transmittance has a great influence on the performance of the
system. In addition, by comparing the performance of the protocol in the homodyne and heterodyne
detection conditions, we can find that there is little difference between them, which is associated
with the relatively small modulation variance. Compared with Figures 5 and 6, we can also find that
the four-state protocol is obviously outperformed by the eight-state protocol. Under the eight-state
protocol, the secure transmission distance of the key in the pure seawater increases most obviously,
and its added value is about 30 m. At the same time, the secret key rate of the eight-state protocol also
increases at the same transmission distance.
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Figure 5. (Color online.) Secret key rate of the four-state protocol for realistic reconciliation efficiency

of 90% and a quantum efficiency of Bob’s detection equal to 0.6 with thermal noise v,; = 0.01.
V4 = 0.6,¢ = 0.01 (in shot-noise unit).
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Figure 6. (Color online.) Secret key rate of the eight-state protocol for realistic reconciliation efficiency
of 90% and a quantum efficiency of Bob’s detection equal to 0.6 with thermal noise v,; = 0.01.
V4 = 0.6,& = 0.01 (in shot-noise unit).

Figures 7 and 8 show the maximum tolerable excess noise as a function of the transmission
distance for four-state and eight-state protocols, respectively. The numerical simulation results indicate
that the tolerable excess noise and the maximum transmission distance decrease with the increase
of the complexity of the seawater. The sensitivity of the pure sea water, clear ocean water, coastal
ocean water, and turbid harbor water channels to the excess noise increases gradually, which is mainly
reflected in the steepness of the curve in the figures. Besides, the tolerable excess noise in the case
of homodyne detection is more than that in the case of heterodyne. By comparing Figures 7 and 8,
it can be found that the tolerance to the noise of the eight-state protocol surpasses that of the four-state
protocol, and the maximum transmission distance of the former is much larger than that of the latter.
In addition, we can know that the four different seawater channels are all sensitive to excess noise;
especially the turbid harbor water, coastal ocean water, and clear ocean water have very low tolerance
to the additional noise, resulting in a short secure transmission distance for the quantum key.
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To facilitate the complete analysis of the influence of modulation variance on the performance of
the protocols with four different channels, we take the extra noise value of 0.005 to provide a relatively
wide range of transmission distance values for the analysis under the conditions of four different
channels. Since the four kinds of seawater channels have different transmittances, the corresponding
optimal modulation variances are naturally different. Hence, we need to study the effect of modulation
variance on the performance of the four systems with different channels, so that we can find the
optimal variance of each system to improve its performance.

Figures 9 and 10 separately show the relationship between modulation variance and secret key
rate of the four-state and the eight-state protocols when the four kinds of typical seawater are used as
transmission channels. Combined with the transmission characteristics of the four types of seawater,
we selected different transmission distances to study the influence of modulation variance on secret
key rate with homodyne detection and heterodyne detection. It should be noted that when the variance
V4 of the discrete modulation is small, the lower bound of the secret key rate is close to the secret
key rate of the case in which Alice uses Gaussian modulation with variance V4 [35,36]. The results of
the simulation show that the maximum modulation variance and the optimal modulation variance
decrease with the increase of the complexity of seawater and the transmission distance of the quantum
signals. The maximum modulation variance in the case of homodyne detection is slightly larger than
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that of heterodyne detection, and the difference between them decreases with the increase of the
complexity of seawater and the transmission distance. When the modulation variance is relatively
large, the secret key rate in the case of homodyne detection is larger than that in the case of heterodyne
detection, and the difference of the secret key rate between them gradually decreases as the modulation
variance decreases, which explains why the performance of the protocol in the two different detection
cases in Figures 5 and 6 is not much different. By comparing Figures 9 and 10, we can also find that
the modulation variance range of the eight-state protocol is much wider than that of the four-state
protocol, and the optimal modulation variance and maximum secret key rate of the eight-state protocol
are both larger than that of the four-state protocol under the same conditions.

Through the comparative analysis above, we can conclude that the lower is the complexity of the
seawater channel, the better is the performance of the CV-QKD system. Besides, the performance of
the eight-state protocol is much better than that of the four-state protocol, and homodyne detection is
slightly better than heterodyne detection.
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Figure 9. (Color online.) The compressed variation trend of V4 optimal interval of the four-state
protocol as the transmission distance extends. § = 0.9,& = 0.005, = 0.6, v,; = 0.01.
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Figure 10. (Color online.) The compressed variation trend of V4 optimal interval of the eight-state
protocol as the transmission distance extends. p = 0.9, = 0.005,1 = 0.6, v,; = 0.01.

4.2. Finite-Size Analysis

The above asymptotic security analysis is based on the assumption that the number of exchanged
signals between Alice and Bob approaches infinity. However, this is not the case in reality: some signals
between them are needed for parameter estimation to ensure the accuracy of CV-QKD. Here,
we consider a more realistic security analysis, namely the finite-size analysis, where the number
of exchanged signals is confined to a finite value [34,37]. Different from the fact that the modulated
variance V4 can be optimized to improve the performance of the protocol, the values of transmittance
Tseq and excess noise € need to be estimated. In this part, we mainly analyze the finite-size effects on
the parameter estimation procedure and the calculation of the secret key rate, which are based on the
assumption that Gaussian collective attacks are optimal.

The secret key rate of the discrete-modulated underwater CV-QKD protocol against collective
attack in the finite-size case can be written as [38-41]

K = %(/5 I(A:B) — SE(E : B) — A(n)), (15)

where £ is the ratio of the number of photons used to establish the secret key to the total exchanged
signals between Alice and Bob. B is the reconciliation efficiency and I(A : B) is the mutual information
of Alice and Bob. S%(E : B) is the maximum of the Holevo information compatible with the statistics
except with probability epr and epr is the failure probability of the parameter estimation process. A(n)
is a function corresponding to the privacy amplification, which can be approximately expressed by
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A(n) = 7\ % + %logz(l/em), (16)

where ¢ is the smoothing parameter with an optimal value of 1071 in the private amplification
processes, and €py is the failure probability of privacy amplification. Comparing Equation (15) with
Equation (8), we can find that the coefficient ; is added, which is mainly because only 7 of the N
total exchanged data are used to generate the key. Considering the effect of finite-size on parameter
estimation accuracy, the estimation of the conditional entropy in Equation (15) needs to take the failure
probability of the channel parameter estimation into account. Thus, the conditional entropy Sy (E : B)
in Equation (8) is replaced by S{E(E : B). In addition, in the post-processing stage of data, the failure
probability of privacy amplification should also be considered, so the function A(n) related to the
privacy amplification is also added in the Equation (18).

As can be seen from the above analysis, the sampling estimation may fluctuate in the parameter
evaluation process, which will make the evaluation of the secret key rate inaccurate. To ensure the
security of the protocol, it is necessary to do the worst estimation to the parameters to minimize the
secret key rate. In other words, we need to calculate the maximum value of the Holevo information
SWE(E : B) between Eve and Bob in the case of statistical fluctuation in the parameter estimation.
In a practical discrete-modulated underwater CV-QKD system, Alice and Bob select m = N —n
data samples to evaluate the variables T;,, and ¢, which satisfy the following model

y=tx+z (17)

where t = /T, and z satisfies a centered Gaussian distribution with variance 0% = Type + 1. We can
find a specific covariance matrix %, 51 that can successfully minimize the secret key rate by selecting
appropriate parameters. The matrix is compatible with the exchanged data except with failure
probability of parameter estimation epr and has the following form

€PE _ (VA+1)I tminNO; (18)

AB; tminZNO (tmin Va+ Ui%mx)l ’

where t,,;, is the minimum value of t and 02, is the maximum value of 0.
Maximum-likelihood estimators f and 6 are known for the normal linear mode [39,41]:

~ YY" oxy 1 R
t= %,02 = —Z(yi—txi)z, (19)
i=1% iz
and they obey the following distribution:
R o | mé?
P~ N =) — ~ x*(m—1), (20)
i=1% O

where t and ¢? are the authentic values of the parameters. Therefore, we can obtain the worst-case
value of the parameters t and 0 to maximize the value of the Holevo information between Eve and
Alice with the statistics except with probability epg, namely

toin 2V Tsea — 2 ,/Tse”‘C‘Jr1
min ™~ sea — “epp/2\| T Y,/
mVA
(21)

(Tseat +1)V/2
I —

2
Tax =~ Tseat +1+ Zepp/2
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where z.,, /> is the probability density value corresponding to the upper fractile of the normal
distribution and it satisfies 1 — erf(z¢,./2/V2)/2 = epg /2. erf(x) is the error function which satisfies
erf(x) = %T o et dt.

Similar to the asymptotic case, the mutual information I(A : B) and the Holevo information
SYE(E : B) can be calculated by replacing the parameters T and ¢ with t,,;, and 02, respectively.
Other basic parameter settings are shown in Table 2, and all the variances and noises are in shot noise
unit. According to the above asymptotic safety analysis, there is little difference between homodyne
detection and heterodyne detection in the discrete-modulated underwater CV-QKD system, so here
we only consider homodyne detection in the finite-size scenario. We plot the functional relationship
for the four-state and eight-state protocols between the secret key rate and the transmission distance
under the four types seawater in finite-size scenario, and compare them with that in the asymptotic
case, which are shown in Figures 11 and 12, respectively. The orange solid line, green solid line, purple
solid line, blue solid line, and the red dash line in the subgraphs correspond to the block lengths
of 108, 101, 10'2, and 104, and the asymptotic curves, respectively. We can know from the figures
that the performance of the discrete-modulated CV-QKD protocols under four types of seawater in
the finite-size scenario have the same trend, and their performance is not as good as those obtained
in the asymptotic case. Although the transmission distance and secret key rate gradually increase
with the increase of N, and the transmission distance is very close to the maximum transmission
distance in the asymptotic case when N = 104, the secret key rate is always lower than the value
in the asymptotic case, because a part of the exchanged signals between Alice and Bob are used for
parameter estimation. When comparing the sub-figures in Figures 11 and 12, it can be found that, with
the decrease of complexity of the seawater, the performance of the protocol is more influenced by the
variation of N, which is mainly reflected in the reduction range of transmission distance. By comparing
Figures 11 and 12, we can also find that the performance of eight-state protocol is also better than that
of four-state protocol in the finite-size scenario, which is the same as that in the asymptotic case.

Table 2. Parameters setting of the system in the finite-size scenario.
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Figure 11. (Color online.) The finite-size and the asymptotic secret key rate of the four-state underwater
CV-QKD protocol. From left to right in every sub-figure, curves of different colors correspond,
respectively, to block lengths of 108, 101, 10'2, and 104, and the asymptotic curves.
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5. Discussion and Conclusions

In this work, we focus on the discrete-modulated CV-QKD protocol with different types of
seawater channel. The optical propagation characteristics of the seawater channel and the performance
of the four-state protocol and the eight-state protocol under the four different types of seawater are
analyzed. Simulation results show that the performance of the system decreases with the increase of
the complexity of seawater, and the performance of the eight-state protocol is better than that of the
four-state protocol. Comparing the performance of the system in the asymptotic scenario and in the
finite-size case, we can find that the performance of the former is better than that of the latter, and, with
the increase of the amount of information used for key extraction in the latter, its performance is
gradually closer to that of the former. Although the current theoretical maximum secure transmission
distance of the CV-QKD protocol under seawater is only a few hundred meters away, it is enough
to communicate securely with submarines and sensor network nodes in the hundreds of meters of
water. Moreover, with the development of quantum communication technology;, it is likely to play an
important role in offshore underwater rescue, shallow sea exploration, diving communication and
other aspects.

However, it should be noted here that the security analysis in this paper is based on the assumption
that the seawater channel is linear. However, in reality, it is a nonlinear channel, and the factors that
need to be considered are much more than just the absorption and scattering mentioned in this
paper. Factors such as sea surface wind speed, temperature, and seawater sloshing will also affect
the performance of the system. On the other hand, the new development on the security proof of
the discrete-modulated CV-QKD proposed by Shouvik Ghorai et al. [42] waives the channel linearity
assumptions. This provides a new idea for establishing the full security of continuous-variable
protocols under seawater. All of these require researchers to do further investigation, and there is still
a long way to go before establishing an underwater quantum communication network.
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Appendix A. The Calculation of the Symplectic Eigenvalues

The covariance matrix 7y4p, depends on Alice and the seawater channel, and it has the
following form

VAR, = YA UABl _ VI \/TseaZNU'z (Al)
! UAB; VB V TseaZ N0 TSEH(V + Xch)l ’

where I = diag(1,1), 0, = diag(1,-1), Zy = 202 Y g—;l Therefore, we can calculate the

corresponding symplectic eigenvalues

Ao = \/;(A + /A2 —4B), (A2)

with
A = det(yas,),

(A3)
B = detyp + detyp, + 2det(oap,).

The quantum state pp, arriving at Bob’s side introduces an electric noise v,; when it was detected
by an imperfect detector. This trusted detection noise can be purified by introducing an additional
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EPR source with a variance of V; as well as two modes Fy and G [43], which can be seen in Figure 4.
The corresponding covariance matrix of this EPR state can be noted as

VI V210, A1
YRG = .
’ V210, VI

Subsequently, one of two modes of the EPR state is coupled to the signal. Then, the whole system
can be represented by the quantum state p4prg, and its corresponding covariance matrix can be
derived from [32]

vasrG = Ths(vaB, ® 7r,6)TBs, (A5)

where
V1 V1—7l
—/1—=7l VT

The conditional covariance matrix 'yi rc can be derived from

Ips=1I® @I (A6)

TArG = YAFG — TarcsHO ARG, (A7)

where H = Hpppy = (XTy5X)MP for homodyne detection and H = Hj, = (yp + 1)~ ! for
heterodyne detection. X = diag(1,0) when the homodyne detector detects the amplitude quadrature,
and X = diag(0,1) when it detects the phase quadrature. MP denotes the pseudoinverse of the matrix.
The matrices yarg, CarGp and yp are the submatrices of the covariance matrix oy 4rgg, which can be
obtained by rearranging the rows and columns of the matrix y4prg.

By computing the symplectic eigenvalues of the matrix 75 -, we can get

1
Azq = \/2(C +VC2—4D), A5 =1, (A8)
where, for the homodyne case,

_ XhomB + Tseu(v +Xch) + V\/Z

Chom = ,
o Tsea(V + Xthom)
(A9)
Dh — \/Z \/ZXhom +V
o Tsea (V + Xthom) ’
and, for the heterodyne case,
Ch . Bxiet + Ztht[V\/Z + Tsea(v + Xch)] +A+1+ 2Tsea(ZN)2
t — 7
‘ Tszea(V+Xthet)2 (AlO)
Dht:( V_‘_\/ZXhet 2
¢ Tsea(V + Xthet)
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