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Abstract: The digital signature of documents and degrees is a topic widely discussed in the Federal
Public Administration. Several laws and ordinances were created to standardize the issuance,
validation and legal validity of digitally signed documents in national territory, such as the ordinances
created by the Ministry of Education (MEC) to regulate the issuance of degrees in digital format.
These ordinances created guidelines and standards that must be adopted by Federal Universities
for the signing of in digital format. The main objective of this work is to study these ordinances, the
main technologies and digital signature standards used in the literature to create a digital signature
system model for University of Brasília-UnB, which complies with the MEC and ICP-Brazil standards.
Moreover, the model must be developed with the main standards and technologies in the market,
cohesive to the current UnB architecture, easy to maintain and update to new standards that may
emerge, and also be a fully open source project. An architectural model and a prototype in Java
language were developed using XAdES4j library as a microservice intermediated by the bus used
in UnB. The prototype developed was compared with the current digital signature system named
C3Web. The comparative tests and results between the two solutions showed that the current system
used in UnB does not perform the signature in accordance with the standard proposed by the MEC,
in addition to being a private system using proprietary technologies for the execution of digital
signatures. The tests performed with the proposed model demonstrated that it performs the digital
signature in accordance with the XAdES-T standard, regulations of the MEC and ICP-Brazil. In
addition, the solution presented a performance comparable to the current system used by UnB with
a little more effective security than the current system used. The current model developed in this
work can be a basis for the creation of future subscription systems for Brazilian Universities.

Keywords: digital signature; XAdES; REST; RSA; ICP-Brazil; XAdES-T

1. Introduction

The Brazilian Federal Government is concerned with modernizing the issuance of
degrees, currently issued in physical format. This model results in several problems, such
as: high cost, greater ease of forgery, limitation of validation and longer delay for issuance,
because in addition to printing, they must be physically signed by the University’s rector.

In this scenario, the Ministry of Education (MEC) created two ordinances, the no. 330
and no. 554, which authorize Brazilian Federal Universities to issue degrees in digital
format and standardize the format of a digitally signed degree [1].

The University of Brasília (UnB) aims to modernize the issuance of digital degrees and
is used to show what is regulated by the Ministry of Education ordinance. In 2018, UnB
spent BRL 11,000 with the issuance of postgraduate degrees and, in the same year, it started
to make available a system for the issuance of digital degrees, named C3Web (accessed
on 20 February 2021) [2]. The system maintenance contract is about BRL 200,000 per year.
This system has some disadvantages, such as not signing degrees that are not previously
stored in the database. In addition, as it is proprietary software, UnB is charged an annual
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fee for its use. Another disadvantage is not providing the source code for the evolution
of the system, corrections of possible bugs and adaptation of this software to the Ministry
of Education ordinance. Therefore, it is necessary for UnB to develop its own system for
signing documents in digital format.

The most common problems found in the current solution used by UnB are the
nonconformity to the standards proposed by the Ministry of Education and the difficulty
for maintenance and evolution, caused by proprietary libraries. In addition to that, signed
degrees are kept in the database outside of UnB data model, which means that the data
needed to present the saved degrees is replicated. Another problem is that degrees can
only be signed if they are previously stored in the database, which prevents the signing of
external degrees. Last, but not least, the system is sealed and does not have services for
communication between other applications. Moreover, the software used to read digital
certificates does not integrate with any database, making it necessary to read the certificate
each time a batch of the system is signed.

The purpose of this work is to create a model for digital signature according to the
Ministery of Education and IPC-Brazil standards, cohesive to the current UnB architecture.
Thus, for the development of the digital signature model focused on the current UnB
architecture and the Federal Government guidelines, we analyze laws related to document
signing, standards, files made available by MEC, processes defined by MEC, and current
signing standards to create an architectural model of the signing process.

2. Background and Related Works

The Brazilian Federal Government published two ordinances and a normative defining
and exemplifying the standards and technologies that must be used in the digital signature
of degrees. The ordinances mention that the XML format must be used and the signature
must be done using the minimum standard XAdES-T with the Rivest–Shamir–Adleman
(RSA) algorithm [1,3].

The signature of degrees and documents in digital format must have the same validity
as the signature made in physical format. To execute the signature in digital format we
use the asymmetric cryptography, also called public key cryptography together with the
RSA algorithm, as recommended by the Brazilian Federal Government [4]. Public-key
cryptography is based on mathematical functions and uses two distinct keys, public and
private [5]. By using two different encryption keys, it is possible to encrypt a file using one
of the keys and decrypt it using the other key. The cipher flow of public key cryptography
is demonstrated in Figure 1:

Figure 1. Asymmetric encryption [6].

When an asymmetric signature is used, it is possible to guarantee the authenticity
and integrity of the information, but it is not possible to guarantee non-repudiation. To be
specific, suppose that Bob and Alice exchange messages using the public key scheme,
in this case, some problems can arise: (1) Alice can forge a different message and claim that
it came from Bob. (2) Bob can deny the message sent to Alice. To ensure that a document
was actually signed by that certificate and considered valid, the subscriber’s public key
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must be signed by a Certificate Authority (CA). This CA guarantees that the certificate is
true, integral, and valid. In Brazil, the main CA is named ICP-Brasil.

The Ministry of Education’s ordinances and the technical note regulate that documents
must be signed in XML Advanced Electronic Signature (XAdES) format. This standard of
signature is done in documents in XML format in order to ensure authenticity, integrity
and non-repudiation, defining electronic ways that guarantee its validity for a long period
of time [7]. A signature using the XAdES standard provides basic authentication, integrity
protection and meets the legal requirements for advanced signatures as defined in the
European Directive [EU-DIR-ESIG], but not all types of signature made in the XAdES
standard ensure the non-repudiation [7]. There are several types of signatures that can be
made using the XAdES [8] pattern:

• XAdES-BES: it is basic way of signing documents in XML format, where authenticity
and integrity of records are guaranteed; however, it does not offer the non-repudiation.

• XAdES-T: there is the addition of timestamp to the XAdES-BES basic signature, which
ensures non-repudiation.

• XAdES-C: it adds dataset references to XAdES-T that support electronic signature
validation. Information such as certification path reference, certificate status and
revocation. This type of signature is important when you want to archive informa-
tion externally.

• XAdES-X: builds on XAdES-C by adding timestamps to protect against risk of any keys
used in the certificate chain or revocation status information that may be compromised.

• XAdES-X-L: added to XAdES-X providing more validation data, such as certificate
revocation values, in case the revocation information is not stored in another exter-
nal location.

• XAdES-A: builds on XAdES-X-L by adding a timestamp field for archiving signed doc-
uments.

Related Works

Crampton [9] discussed the need to use cryptography and digital signature in docu-
ments in XML format to protect confidentiality and provide guarantees on the integrity of
those documents transmitted through insecure means. The author focused on how some
XML document access and control policies can be applied using cryptography. Techniques
for assigning keys in a security network that can be adapted to minimize the number of
keys distributed to users were also presented. The author proposed a new XML document
access control policy.

Engelbertz et al. [10] evaluated the validation logic of the open source software
library for creating and validating signed documents—provided by the Connectiong
Europe Facility (CEF) named Digital Signature Service (DSS)—, related to XML-based
attacks. The vulnerabilities discovered allowed reading files from the server and bypassing
the protection provided by XML Advanced Electronic Signature (XAdES). The authors
concluded that there is an urgent need for documents of good security practices and
automated security assessment tools to support security-relevant implementations.

Lepiane et al. [11] presented an insight about the problem of physical degree forgery
that occurs in Brazil and how the certificate in digital format can help to resolve this issue.
Certifications must be secure and legally acceptable throughout the Brazilian territory.
The authors work proposes a technical specification that can be used by higher education
institutions in accordance with the policies adopted by the federal government.

The work proposed by Oliveira Fernandes et al. [12] had as an objective a technical
study for the viability of using blockchain in degrees in a digital format that must be
compatible with Ministry of Education and ICP-Brazil regulations. The study concluded
that the characteristics of the blockchain show that it is possible to use it, therefore, digital
degrees can be accessed in a secure way.

Ibarz and Cruellas [13] mentioned a new way to provide digital signatures using the
Json Web Token (JWT) for digital signatures in the JAdES standard. This standard must
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have the same security and validity as the other signature formats of the ETSI AdES family
(CAdES, PAdES and XAdES). The JAdES standard has special emphasis on signing with
the JWT and the timestamp. This signature must be valid over time along the same lines as
the other standards. At the end, the authors summarize the results obtained by a program
designed to verify the accuracy of the technical approaches adopted and which serve as
proof of concept. This work was a starting point for the construction of a formal proposal
for the production of an ETSI (European Telecommunications Standards Institute) using
JWT [13].

Henny Indriyawati et al. [14] created a certification system for issuing digital degrees
for Semarang University in Indonesia. The process adopted for signing the degree through
physical means was quite bureaucratic, long, ineffective and inefficient. Therefore, there
was a need to develop a digital signature model adhering to the standards of Semarang
University in a web system developed in PHP. The authors created a secure system using
the AES algorithm with a 256-bit key.

Some specific countries, such as Indonesia, recognize the importance of digitally
signing degrees and documents. Many of them developed solutions through the web,
using object-oriented programming languages and the Unified Modeling Language (UML)
to model the proposed architecture [3,14,15]. Some of the solutions studied used QRCode to
guarantee the validity of a digitally signed degree. Other legislations, such as the Brazilian
and European ones, mentioned that the main format that guarantees the legal validity
of a degree must be the XML format with the XAdES signature pattern with, at least,
the timestamp. In addition to the degree in XML format, the same degree must also be
made available in a visual format in PDF using a QRCode for validation [1,14].

Like the solution presented by Semarang University, many solutions identified in
the literature developed closed systems, some with desktop subscription, others using
web solutions, but none of the studies surveyed developed a microservices model focused
on REST communication and saving certificates for signature made exclusively through
the web [16]. Unlike other related works, in this research a model was developed with
validation by a functional prototype whose main objective is to achieve national legal
validity and be validated by any validator of ICP-Brasil.

3. The Electronic Signature Law in Brazil

In 2018, the Ministry of Education (MEC) published several ordinances for Brazilian
federal universities, both public and private, that allow them to issue documents in digital
format. According to the Ordinance No. 330 of 5 April 2018, the digital degree was
instituted within public and private universities belonging to the Federal Education System.
According to this ordinance, the digital degree must cover the student and academic
record. Only educational institutions that have the prerogative to issue and register
degrees can do it in digital format. It is emphasized in this ordinance that digitally signed
degrees must meet the certification guidelines of ICP-Brazil, which guarantees their validity
throughout the national territory. Finally, the aforementioned ordinance stipulates a time
of 24 months for the implementation of the digital signature solution by federal higher
education institutions [17].

The ordinance No. 554 of 11 March 2019, has the objective to regulate the mandatory
issuance of graduation degrees in digital format by federal institutions of higher education.
This ordinance says that the degree issued in digital format must be preserved in a computer
environment that insures [1]: (1) validity at any time; (2) interoperability between systems;
(3) a security technology update; and (4) the possibility of multiple signatures on the
same document.

The signatories of the digital degree must be the same signatories of the degree in
physical format, requiring the signature with the ICP-Brazil digital certificate type A3 or
higher. The certificate must be an official certificate from the higher education institution
that signs the degree in digital format. The degree must be signed in XML format with the
signature in XML format Advanced Electronic Signature—XAdES [1].
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The ordinances No. 330 and 554 regulate how to provide a degree in digital format
that is accepted throughout the national territory and in accordance with current Ministry
of Education guidelines and ICP-Brazil. In addition to these two ordinances, the Ministry
of Education makes available the layouts, patterns and the technical note named Nor-
mative Instruction No. 1, of 15 December 2020, which aims to provide a better technical
specification for each criterion involved in the issuance and registration of the digital
degree [3].

According to Normative Instruction No. 1, of 15 December 2020, it is necessary
a storage in digital media, and whose legal validity is presumed upon signature with
digital certification and timestamp in the Brazilian Public Key Infrastructure—ICP-Brazil,
according to the parameters of the Brazilian Standard for Digital Signatures—PBAD. Only
signatures that follow the standards recommended by the ordinances, technical norms
and the XML Schema Definition—(XSD) defined by the Ministry of Education [3] will be
considered valid.

The digital degree is digital native, that is, it is issued and stored entirely in digital
media. The digital degree must be stored according to the procedures and technologies
that allow validation over time. Technological evolutions must be observed, and the format
of the stored document may be changed to ensure its authenticity, integrity, reliability,
availability, traceability, non-repudiation, timeliness, privacy, legality, interoperability and
national legal validity. The degree issued in digital format must have the same validity and
follow the same current federal legislation that regulates the issuance and registration of
the physical degree. It is the responsibility of higher education institutions to follow the
legislation, regulations and the internal flow for issuing a degree in digital format [3].

The Normative Instruction No. 1, of 15 December 2020 says that it is necessary to
ensure the integrity and correct formatting of the degree in XML format, it is necessary
to generate the XML based on a schema definition (XSD) defined by the Ministry of
Education. XSD is a document based on the XML standard that guides the definition of a
XML document and is also used to check its validity. The XSD documents will always be
maintained and updated to meet the standards required for signing a degree in a digital
format [3].

The XSD files must be constantly updated to follow the current federal legislation
with current technology standards. The XSD made available by the MEC for the creation of
a degree in digital format is present in the so-called “degree portal”, made available by the
same ministry [3,18]. The XSD contains the definitions of type, size, occurrence and filling
rules for the elements that must compose the XML document. The MEC presents some
XSD files for specifying the digital degree and how the signature should be done:

• Digital Degree_v1.00.xsd : defines the syntactic structure of the graduate’s XML.
• Academic Documentation Digital Degree Registration_v1.090.xsd: defines the syntac-

tic structure of academic documentation for issuance and registration.
• Basic Types_v1.00.xsd: responsible for syntactic control of all types used in other files

of this technical specification of the digital degree. It serves to guarantee the syntactic
integrity of the fields used in the digital degree.

• Digital Degree Layout_v1.00.xsd: Responsible for syntactic control of the XML struc-
ture of the graduate.

• Academic Documentation Layout of Digital Degree Registration_v1.00: Responsible
for syntactic control of the XML structure of academic documentation for issuance
and registration.

• Xmldsig-core-schema_v1.1.xsd: responsible for syntactic control of the digital signa-
ture XML structure.

4. Digital Signature Requirements

According to MEC and ICP-Brazil, the degree in XML format must have UTF-8 format
to be signed in the XAdES standard. The use of XAdES-T is the minimum standard
recommended by the MEC for a document to have national validity, be complete and
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guarantee non-repudiation. For digital signature, the degree must already come with
all data of the graduate, the issuing IES, the course data, the data of the registering IES,
the information in registration book, the e-MEC code composed by the code of the issuing
IES , the code of the registering IES in addition to the code of digital degree location. If some
of these elements are missing from the degree, an error message must be sent and the
degree will not be signed. In the model, it is also necessary to validate the degree to verify
that all necessary elements to carry out the digital signature are present [3].

If the degree is valid, it is necessary to sign the degree in XAdES format in accordance
with the ICP-Brasil standard and the Brazilian Standard for Digital Signature—PBAD.
The PBAD standard aims to impose validation rules and the creation of digital signa-
tures so that documents have the necessary security and can be validated by national
and international institutions [3]. According to the ICP-Brasil document for digital signa-
ture, the XAdES signature must be based on the XMLDsig signature. In addition to the
mandatory elements of the XAdES signature, the following elements must be included:
DataObjectFormat (for detached signatures), SigningCertificate and SignaturePolicyIdenti-
fier [19]. A certificate, according to ICP-Brasil, must have at least the following attributes
for its validity, as shown in Figure 2 [19].

Figure 2. Digital signature with time reference [19].

After adding the ID attribute in the Signature element, the initial degree hash function
in XML format must be added. The hash format defined by the MEC technical note is
the SHA256 format, and the the degree element must be used to generate the hash [3].
After generating the hash for the degree element, the signature is created following the
XMLDsig pattern. Next, the elements necessary for the signature to be valid, according to
the ICP-Brasil standards, are included in the Object element. In addition, it is necessary
to add the elements referring to the type of signature used. Inside the Signature element,
the attribute xmlns:ds is added, which represents the signature pattern used, which must
be XMLDsig. In the SignatureValue element, the value of the signature transformed to
base64 is added [20].

It is also necessary to add the real value of the digital signature that is inserted into the
XML inside the SignatureValue element. In addition to this element, the X509Certificate
element must also be present in the digital signature, which includes a public key, digital
signature and information about the identity associated with the certificate and its issuing
CA. With these two elements and the use of cryptographic HASH, the integrity and
authenticity of the signed degree [20] is guaranteed. The digital signature must be done
with the minimum standard XAdES-T and in accordance with XMLDSIG (accessed on
20 February 2021). Using this standard, authenticity is guaranteed for a long period of time
with a signature considered valid, even after the invalidation of the certificate that signed
the given degree [3,20].

5. Digital Signature Model

The proposed signature model aims to demonstrate how a digital signature system
should be developed that uses the XAdES standard and is signed with the certificate A1, A3
or higher, which must be read by a desktop system and saved in a database. Afterwards, all
degrees must be signed using a REST service, where all degrees in XML format are sent in
a zip compressed format. After reading, the elements of the degree that will be signed are
checked, observing if there is the main element <Degree>. Thereafter, a signature is made,

https://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd 
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and each of the signed degrees is saved in the database. This model aims to demonstrate
how a microservices architecture can be developed with the XAdES-T signature, which is
the type of signature that will be developed in this work. Figure 3 shows the complete flow
of the digital signature, from signature until the degree is saved and made available signed
in the database.

Figure 3. Digital signature components.

As can be seen in Figure 3, the process of signing degrees in digital format is divided
into two steps. In the first step, the degree is read, both A1 and A3. In the second step,
a batch of degrees is signed in XML format, compressed in zip format, and all degrees in
the XAdES-T standard are signed, in addition to saving the signed degrees in the database.

To read the A3 certificate, some specific dlls must be used which have to be installed
on the Desktop. For this reason, a Desktop system is necessary, called SDK, and in this
model, the degree read is saved in a database. Once the degree is saved in the database, it
is possible, later, to execute the signature of degrees through the digital signature service,
as shown in Figure 3, it is stored and provided by the server, without the need for have any
system installed on the Desktop. The subscription service is a REST service using the POST
method that needs two parameters to be passed in the request body. The degree batch
in zip format and the certificate password must be sent, then the degree can be signed.
Degrees are signed by the service, saved in the database, and a success message is returned
to the user who signed the degree.

After that, the degrees can be made available by other systems for their visualization
and validation. Figure 3 shows the process performed, from the reading of the degree to
the use of a REST service for the digital signature of degrees. At no point in this process is
there any access to the internet, only the university’s intranet.

The digital signature module is just another service that is provided through the
STI/UnB service bus. The bus communicates with the access method to initiate the
subscription flow within the subscription module. The digital signature system must be
self-contained and have the ability to easily integrate through the main signature model.
A public communication interface is made available for easy integration of this solution
with any other system that will consume this service. Figure 4 presents the summary of
the current architecture of the authentication services proposed by this work and how the
communication and integration between the backend module and the bus is done.

Figure 4 presents the applications that communicate via REST to authenticate using
the LDAP and Oauth2 protocols. The subscription service must be a Java module that is
hosted in a server without internet access. This module is used by the STI/UnB bus as an
intermediary for accessing the subscription service. The digital signature service has three
basic modules. Figure 4 shows the communication flow from a frontend application to
the signature module and the database for storing degrees and certificates. To show the
internal architecture of the digital signature service, is presented the class diagram—using
the UML notation—with the main classes of the digital signature system in the model
shown in Figure 5.
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Figure 4. Service bus diagram.

Figure 5. Subscription model class diagram.

In this Figure 5, the structure of packages can be seen in classes and their interactions.
It is necessary to demonstrate what each class does and its importance in this model:

• XadesController Signature: It is the initial class that has the communication interface
with the service bus. The signXades method is the main method for signing in
the XAdES standard. As a parameter, the degrees are compressed in zip format,
the certificate password and the idPerson are sent to search the certificate.
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• ValidateXadesController: It is the initial class that makes the communication interface
for the validity of a signed degree. The main method is the validate method, which
checks if the signed degree complies with the MEC standard, as the xsd format for
degree validation.

• SignatureXadesService: It is the service class that actually has the function of signing
each document that is inside the digital degree signature zip file. The main method
of this class is the sign method, which makes the signature of a degree using the
XAdES standard. There are two auxiliary methods, one to save the signed degree into
the database and another to fetch the certificate saved by the sdk in the database to
perform the signature.

• ValityXadesService: It is the service class that uses xsds files to validate the degree
signed in the MEC standard. The method validateDegree is the main method that
informs whether the degree is valid or not according to the standard specified in xsd.

• DegreeRepository: It is the class that saves the signed degree in the database and joins
the saved degree to the signed idPerson and the idPerson of the degree student.

• CertificateRepository: Retrieves the certificate from idPerson to sign a batch of degrees.
• Certificate: It is an entity that has all database parameters. It is all the data that will be

retrieved in the certificate table.
• Degree: It is the entity that sets all the parameters to save a degree. All data will be

saved in the degree table.

This work focused on how the tags of the digital signature system are, how this
signature execution module is inserted within the current UnB architecture and, during the
development of the model, demonstrated why the use of a desktop model for creation
of the SDK and another for the execution of the digital signature in the XAdES standard
in accordance with the guidelines of the MEC and ICP-Brazil. The digital certificate for
signing degrees in digital format is carried out in a web environment. In the case of A1
certificate, which is used in this prototype, the digital signature is made through a frontend
web application that sends the certificate to be stored in the server, therefore it improves
the performance of the digital signature at execution time. The standard format that must
be accepted for certificate storage has the .pfx format.

The A3 certificates are stored via USB sticks or memory cards, which are inserted
into computers and can only be read locally, it is not possible to be read directly by the
browser, unlike the A1 certificate. Thus, a desktop solution would be needed for accessing,
validating and storing the A3 certificate in the server for future signatures [21]. To add
an A3 level certificate in the server for future signatures, it must be done locally by an
SDK that will read the token, validate and save it in a specific server for signing degrees
in digital format. This module must have a desktop component in order to validate and
integrate the certificate into the server, then, batches of certificates can be signed in the
future through a frontend application.

For the SDK it is necessary to add specific dlls for each of the certifiers, then the
SDK module can read the certificate correctly and store it in the server, consequently,
the document batches are signed. All certificates are added using database and only some
specific IPS are allowed to save the certificates in the server. A very good security is needed
to ensure that only specific people have access to this server and everything running
on it, which must be done by the logged-in user. The general model of the architecture,
from reading the certificate to signing the batches of degrees in digital format, is presented
in Figure 6:
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Figure 6. Subscription solution components diagram.

The model presented is minimalist and based on microservices. The focus of this
work is the creation of a digital signature model, which should be of easy integration,
evolution and composition between the services to be created. The model presented was
developed by composition of services, which shows the integration between services for
the complete development of the digital signature system according to MEC and IPC-Brasil.
Figure 7 presents the composition of all the requirements needed by MEC and shows that
it is possible to create a system in several small parts, which guarantees good modularity,
maintainability and that future evolutions take place in a controlled manner.

Figure 7. Separation of digital signature process modules.

Figure 7 presents the complete signature process proposed by the MEC with the
separation of components:

• The digital signature of the degrees must be made with the A1 or A3 format.
• After reading the certificate, it is necessary to generate the XML according to the XSDs

provided by the MEC website digital degree (accessed on 20 February 2021).
• After reading and validating with the XSDs provided by MEC, the signature is made

with the XAdES-T standard.
• It is necessary to provide a module for the external digital signature.
• After signing the degree in XML format, it is necessary to generate the degree in visual

format in PDF format.
• A QRCode is generated to ensure the integrity of the degree in visual format.
• Both the degree signed in XML format and the other in visual format, in PDF format

must be made available to the student by digital means, being accessible at any time.

6. Tests and Discussion

The methodologies used are both black box, with performance tests and security tests
done at runtime, as well as white box tests, using static code analysis. The model used
by the performance test was based on the 25010 standard, in which five basic software
quality requirements are evaluated. To define the best expected performance in each of the
requirements of the tests studied, the Key Performance Indicator (KPI) metric was used

http://portal.mec.gov.br/diplomadigital


Information 2021, 12, 289 11 of 19

in order to indicate the expected results for the tests performed and what were, in fact,
the values achieved by each one of the tests applied.

In the first part, it was defined, according to what is expected by UnB, what is
important for an acceptable performance, security and quality for a future system for
signing degrees in digital format. The parameters necessary for the model to be validated
as acceptable were defined, as shown in the Tables 1 and 2.

Table 1. List of C3Web KPI Indicators.

Requirements Expected Value Value Obtained

Code Quality 0.0% 0.0%
High Alerts 0 0
Medium Alerts 1 3
Low Alerts 7 4
Error Instances 50 390
Performance 12 min 6 min and 25 s

Table 2. List of Java Prototype KPI Indicators.

Requirements Expected Value Value Obtained

Code Quality 0.0% 0.0%
High Alerts 0 0
Medium Alerts 1 3
Low Alerts 3 4
Error Instances 50 8
Performance 12 min 9 min and 25 s

Comparing the expected results with what was achieved with the tests, it was possible
to determine that both systems have a performance within the expected standard, both
have good code quality, without any duplicated code, but the current UnB system has
less quantity of security flaws considering the parameters raised and expected by UnB.
The prototype developed, on the other hand, as it has a smaller scope and is highly
modularized, the security parameters are in accordance with what is expected for a secure
system, according to the needs of UnB.

In this section, we present a comparison between the current system used by UnB
named C3Web, and the current model proposed in this paper, to verify which one is more
secure and whether both have a suitable performance for signing UnB degrees. Tests
were carried out to verify security and performance. The tests performed were based on
problems present in systems documented by the Open Web Application Security Project
(OWASP). Test analysis should focus on the following principles: reliability, integrity,
availability, authentication, and authorization. We verified which of the systems has greater
compatibility with MEC and ICP-Brazil regulations and which of the solutions has greater
possibility of future evolution.

We performed static tests using SonarQube [22] to check for possible flaws in the
solutions and verify test coverage in the models. As a consequence, it was possible to
analyze which of the systems is more likely to have a critical flaw in the code. For dynamic
tests, the OWASP ZAP software was used. The purpose of this system is to identify the
main security flaws reported by OWASP [23], as well as verifying if any of these defects
exist in the compared solutions, in addition to analyzing the severity of them.

The code of the C3Web project currently used by UnB was analyzed using SonarQube.
The tests revealed that this system has five bugs, with no vulnerabilities and no code smell,
as can be seen in Figure 8. Thereby, we can conclude that this system has no security issues,
according to static code analysis.
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Figure 8. Results of static tests in C3Web System.

Despite C3Web system test results showing five potential bugs according to the
SonarQube tool, these bugs do not have a high vulnerability in the application. Despite
C3Web being a system that uses a proprietary library to execute the signature, it is secure
and reliable for signatures in the XAdES-BES standard. To date, this system does not use
XAdES-T, which is the standard recommended by the MEC.

To perform the static test of the solution proposed in this work, we also used the
SonarQube. The solution was developed using Java language and XAdES4j library to
implement the system for signing degree batches, according to the MEC and ICP-Brazil
format. The test results are shown in Figure 9.

Figure 9. Results of static tests in the proposed solution.

The results demonstrated that the proposed model and the prototype developed using
the XAdES4j library have a simple and minimalist solution, having no bugs, vulnerabilities
or duplication of code. This result ensures that, statically, the model proposed in this work
has the same results as C3Web, with a smaller amount of bugs and does not have any
duplicated code.

In order to validate the system’s security, it was necessary, in addition to static tests,
to perform dynamic security tests. One of the most used standards to validate the security
of services came from OWASP. OWASP is a non-profit organization with the goal of
improving software security. The main tool that checks the main security vulnerabilities
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documented by OWASP is named OWASP ZAP. This tool is considered a great solution for
problem analysis in web applications and [24] services. This software performs a runtime
scan to check whether the software is secure or not.

After the comparison performed with the static code using SonarQube, the dynamic
security test of the two solutions was done using the OWASP ZAP [24] tool. For this reason,
it was possible to verify at runtime if the applications had acceptable security standards for
signing degrees in digital format [25].

The current system used by UnB, C3Web, use a desktop version to make the signature
of degrees and has a portal for storing certificates, degrees and standards for signing and
maintaining the systems. Security tests were carried out on this administration portal to
verify the security of the storage of degrees, certificates and signatures. The results are
shown in Figure 10.

Figure 10. Security test with the C3Web system.

A test into the security model proposed in this study was performed. The result of
the tests, using the OWASP ZAP tool, concluded that no high risk was found, there was
only an intermediate level risk that has no relevant impact on the security of the proposed
model, as shown in Figure 11.

Figure 11. Security test performed on the prototype of the proposed solution XAdES4j.

In addition to the security tests, performance tests were also carried out, because digital
signature solutions must sign a batch of 200 to 500 documents in an acceptable time.
To accomplish the tests, a batch of 200 degrees in zip format was used. The result is shown
in Figure 12:
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Figure 12. Signing time.

It is possible to see in Figure 12 that the performance in minutes for signing 200 degrees
using C3Web, was 6 min and 46 s. Using the prototype proposed by this work developed in
Java and with the XAdES4j library, it has a total performance of 9 min and 25 s for signing
the same quantity of degrees.

It can be realized that the current UnB system has a better performance; nevertheless,
it is not configured in a real comparison with the proposed system in this work, because this
C3Web makes the XAdES-BES signature without the timestamp. The signature system
developed in this work, on the other hand, makes the signature of degrees in the XAdES-T
standard with timestamp and in the current standard of the MEC and ICP-Brazil, which
shows that they have different protocols, with different characteristics, and consequently
different signing times.

6.1. Guarantee of Better Security in the Signed Degree

According to the work being developed at federal universities, to obtain better security
for degrees signed for a long period of time, blockchain [26–28] is being used [29,30].
The Federal University of Paraíba (UFPB) performed a study with the objective of creating
a private blockchain among Brazilian Federal Universities; consequently, the degrees signed
with the XAdES-T standard have ensured its security and reliability, with the validity of
the blocks already inserted and of the transactions that will insert new blocks [31].

How it is a private network between the Federal Universities and the MEC as a central
entity, the integrity of the blockchain network depends on the credibility of the nodes
added to this network. Node trust is required to ensure total network integrity. This private
blockchain model serves as a dissemination and data control with certain security and
privacy of the degrees inserted in this network, which is an additional way for the degree
to not be stored only in a single location [3,31,32].

Another work developed in Getúlio Vargas Foundation (FGV) has a proposal to create
a private blockchain network for federal universities to share their degrees signed in the
XAdES standard, ensuring the internal and external security of these documents. This
private network would have the MEC as the central body and the federal universities as
sharers of the degrees inside of the blockchain network, where they would be signed and
their security would be reinforced [33].

Considering the proposal of developing a new network for blockchain following the
regulations of the MEC and IPC-Brazil to sign degrees, it is necessary that the degrees
are first signed in the XAdES standard with a timestamp, and can later be inserted into
the blockchain network and signed, therefore, it is possible to have greater security in the
information present in the degree and, since it is a private blockchain network, it is possible
to guarantee reliability in the data added to this network. In addition to this blockchain
network for degrees in digital format, the Brazilian federal government has a National
Archive where all documents, whether in physical or digital format, are kept stored for the
period of validity of this document.

According to the National Archive’s digital document preservation policy, an entity
must be able to maintain the authenticity of the documents stored digitally by the institution.
Thus, policies and methods must be used to ensure that the document is not manipulated,
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altered or falsified [34]. All copies made in the stored digital document must be authentic,
all changes must be mapped, and all digital documents must be identified and cataloged
in order to have a record of the digital documents that are stored [34].

All data present in digital format documents must be kept with integrity and without
changes from the moment that this document is considered valid [34]. Within the scope of
UnB, a degree is considered valid when it is signed in accordance with the XAdES standard.
As a consequence, the data present in the digital degree must be fully preserved.

According to the National Archives, the repository for storing digital documents must
have the capacity to expand to a minimum of three years [34]. The technical note of the
MEC does not have a minimum period for validity and storage digitally signed degrees;
however, it is mentioned that a digitally signed degree must be updated, be valid at any
time and be stored for a long period of time [3].

To ensure the availability, integrity, authenticity and validity of the digital degree at
any time, without fraud, in addition to all the measures presented above, it is necessary
that the degree can be signed only once. If it is necessary to change any information in the
degree, the MEC regulations say that the old degree must be invalidated and a new degree
has to be signed [3]. Every time that a degree is invalidated, the employee name who
invalidated the degree must be saved in a permanent log. This is one of the guarantees,
in addition to the blockchain, which helps to prevent internal and external fraud.

The technical note of MEC says that the digital degree must be stored in a digital
environment that ensures validation at any time, interoperability between systems, techno-
logical security update and the possibility of multiple signatures in the same degree [3].
For this reason, UnB must store digitally signed degrees in local servers, in the blockchain
private network and also in the National Archive, which guarantees that the same degree
is stored in three different places, and the integrity of that degree can be validated by
analyzing the three places to verify that they are all the same, as shown in Figure 13.

Figure 13. Verification servers for validating the signed degree integrity.

As can be seen in Figure 13, there must be three replicas of the same degree. One must
be kept on UnB’s local server, another copy in the National Archives and a third in the
blockchain private network. This ensures a better security in the integrity of the stored
data. An improper alteration in one of the degree’s replicas will make it different from the
others, which will invalidate the change.

Using the blockchain and signature techniques with the XAdES standard, it is possible
to keep the security of degrees in digital format. By sharing degrees in this future network,
it will be possible to have a high availability to verify the validity of the degree at any time.
Another important point, addressed both by the MEC’s technical note and the National
Archive, is the fact that the degrees will remain valid for a long time. For a degree to remain
valid and complete, there was proposed an addition of degrees signed in the blockchain
network. In addition, documents can be stored in a trusted archival service (TAS). This is a
secure storage location where documents are securely available. If there is a technological
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evolution, only the central file server should be updated to keep the documents stored and
already signed in a secure and valid way [35].

With the addition of the degree signed in the blockchain network that will be created
by the MEC and with the internal storage in a TAS, the degrees will have a guarantee of
long-term security, regardless of technological changes and document signing that may
occur in the future.

To date, there are studies both for the creation of a private blockchain network between
the Federal Universities and the MEC as a central entity, and for using the blockchain to-
gether with the digital degree signature standard proposed by the MEC [30,33]. In addition
to these two current studies that demonstrate how to insert a blockchain network and
display its advantages, there are some initiatives to create a degree validation network; that
is, at the time of validation, the degree must be validated in the three places mentioned
in Figure 13.

6.2. European Standard for Signing Digital (Europass)

The European standard for signing digital degrees assumes that every student has
a Europass. Europass is a set of online tools to help create a Curriculum Vitae (CV) for
each student. Thus, Europass works as a digital resume validated with digital certification.
Certificates and degrees are signed by the institution and also by the student [15]. In Brazil,
only university degrees are validated with a digital certificate and the student does not
have a digital card as in Europe.

Because of Europass, documents can be validated without the need of a third party
to validate the student’s data or identity. In addition, the European Union is concerned
about issuing certificates in physical format. The digitally signed degree must have greater
security than a degree issued in physical format [15]. Degrees and certificates signed on
European territory must be valid within and outside Europe [15]. In Brazil, the Ministry of
Education, using the ICP-Brazil, ensures that signed degrees are valid only in the national
territory [3].

For digital signatures, the MEC guidelines recommend that the signature be done
using the XAdES standard with the timestamp. The degree must be signed with at least
a A3 digital certificate. In addition to the XML that must be signed, it is also necessary
that a degree be available in a visual format. The main current works on digital signature
are using the blockchain both to sign a document and to keep the document valid for a
long time. The blockchain is a kind of digital signature. There are several formats of digital
signature that can be made in documents:

• Aggregate Subscription: It is a kind of subscription that receives n different subscrip-
tions from n different users, and it is possible to summarize all these subscriptions in a
single short subscription. This summary ensures that the n users signed the document.
The advantage of this technique is that the computing power for signature storage
and verification is greatly reduced. This technique is recommended in locations with
low bandwidth and limited storage space [36].

• Ring Signing: This scheme assumes a public key for all users and a private key for
each user. This kind of signature is used on documents that need traceability and that
need long-term protection. This approach eliminates the needing of a third party to
validate the signature on the signed document was made [36].

The blockchain is a way of peer-to-peer signing where there is no central control.
To ensure security, a blockchain signature is written so that this document cannot be
changed. Nevertheless, it must accept new transactions. To add new elements in the
blockchain, it is necessary to place a hash reference from the previous block in the current,
sealed block. Because of it, the break attempt in a single document impacts all of previous
documents. Therefore, it is possible to add new transactions, but it is almost impossible
to change the data that was triggered in the past. Any attempt to change it breaks the
hash [37].
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The European Union has a document with guidelines for implementing a school
record using digital certification. The Europass framework for digitally-signed credentials
demonstrates the advantages of using blockchain in conjunction with the PKI public key
signature framework. This technology enables the verification authority to be decentralized,
in addition to controlling the transactions executed on this signed document. It also
prevents anyone from trying to cheat by generating the document with a fake [15] signature.
As was discussed above, this would invalidate the complete chain of certificates, which
facilitates the identification of the fraudulent document.

7. Conclusions

This paper proposed a viable solution for signing degrees in digital format using
microservices architecture, in accordance with the Ministry of Education’s ordinances
and technical note, in addition to being in compliance with the current specifications
currently used by the University of Brasília. Therefore, as it proves to be viable both in
technological and legal aspects, it can be used in any Brazilian educational institution. We
also identified how the storage in the Brazilian National Archive and in a future Blockchain
network should be done, in order to guarantee greater security and a high availability of
signed degrees.

The system with the aforementioned aspects, that is, adherent to the UnB architecture,
easy to maintain and integrate, was developed with the Java programming language,
the SpringBoot framework and the open source library XAdES4j. It is important to mention
that the solution presented only addresses a small part of the signature system, requiring
a more complete system covering the entire process involving the reading, issuance and
digital signature of degrees.

During the work, we conducted comparative tests between the current signature
system used by UnB, the C3Web (which does not make the signature with the XAdES-T
standard), with the prototype developed in this research. The results demonstrate that both
tested solutions are, for the most part, adherent to all standards considered adequate by
UnB for a digital signature system. However, the system currently used by UnB showed
a large number of errors during the tests performed by the OWASP ZAP tool. It is also
important to mention that C3Web is a proprietary system, which makes it difficult to
integrate and customize its resources. Last, but not least, the tests also demonstrated
the importance of not keeping degrees stored in one place, requiring them to be kept in
different locations.

According to what was presented, we conclude that it is currently necessary to create a
new system for signing and validating degrees at UnB, which can be done with open source
technologies and modern architectures, such as microservices. In this way, the university
will not be dependent on proprietary systems that are outdated as new technological
approaches and government regulations appear. In addition, the model studied and
proposed in this article can be implemented by any university in the country, not limited to
the scope of UnB, being a reference guide for those who wish to evolve their system.

The main contribution of this research to the Brazilian Federal Government is that
we propose how the digital signature of degrees from Brazilian Universities should be
developed. Thus, the proposed solution will allow the Brazilian government to minimize
the cost of physically signed digital degrees and the use of proprietary systems by Brazilian
universities. In addition, we demonstrated how to create a solution for storing digital
documents in several places (different servers) to have better security and credibility of
the stored degrees. By storing signed degrees in three different places, as proposed in this
solution, it is possible to validate a degree by comparing it with the one stored in all places
with the degree being validated, therefore ensuring more robust security.
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