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Abstract: The implementation of information and communication technologies (ICT) in power
systems increases the risks of cybersecurity threats, requiring protection measures that should reflect
the multi-actor environment of the contemporary power systems. This paper provides a critical
assessment of the cybersecurity practices of the transmission system operators (TSOs) from South
East Europe (SEE) and the implementation of obligations for TSOs emerging from the complex set
of cybersecurity and electricity legislation. The analyses of TSO cybersecurity practices are based
on a survey conducted with the TSOs from SEE and show there is a lack of consistent cybersecurity
policy at the TSO level. These analyses demonstrate that the differences between TSOs from the SEE
region are not very significant with regards to implementation of technical protection and defense
measures for critical infrastructures (CIs) and assets. The comprehensive analyses of electricity
and cybersecurity legislation uncover the obligations of TSOs emerging from legislation and relate
them to current TSO cybersecurity practices, confirming the necessity to boost existing practices.
Considering the analyzed legislation and implemented practices, this paper presents a proposal
for a cybersecurity framework for TSOs that should improve their organizational and operational
response to the evolving cybersecurity challenges.

Keywords: transmission systems; cybersecurity; critical infrastructure

1. Introduction

Power systems have changed significantly over the past thirty years. These changes
resulted from the need to optimize power systems operation, the need to enable electricity
trade and develop transparent electricity markets for all stakeholders, and the need to
diversify the electricity production and increase the use of clean energies. Therefore, higher
requirements on security of operation, reliability and flexibility of power systems are
set, demanding additional changes in power systems architecture, their operation and
control. As a result, the use of industry control systems (ICS) and penetration of new
ICT has significantly increased [1]. The implementation of advanced control techniques
based on ICT as well as the extensive use of ICS are the cornerstones of the evolution
of contemporary power systems into cyber-physical power systems (CPPSs). A CPPS
consists of a physical system (equipment) which is integrated with control, computing and
communication functions and enables both flow of electricity and information [2]. Thus,
CPPSs are facilitating the shift towards the Smart Grids paradigm and the penetration of
its technologies. During this ongoing transformation process, electricity system operators
have the responsibility to manage and operate simultaneously two different, but highly
interdependent and complex infrastructures. The use of ICT significantly changes the
operation of power systems, but it also introduces new threats to system assets and new
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challenges for the operation of transmission networks. Consequently, cybersecurity has
become an important issue that has to be addressed by system operators.

The objective of this paper is to present the results of the investigation of current
cybersecurity practices of the TSOs from eight countries in SEE and propose applicable
measures and practices that will increase the cybersecurity of the information systems and
ICS used in transmission networks. This paper proposes a new cybersecurity framework,
in line with the latest European legislation, to be implemented on company level and to
improve the cybersecurity practices of TSOs. The necessity for such a framework emerges
from the analyses of the collected data and inputs from the TSOs in SEE, as well as from the
investigation of the current legal framework and its future development. The inputs from
the TSOs increase the relevance of the performed research and point to the shortcomings in
their approach in dealing with cybersecurity threats. However, the role of TSOs in provision
of the essential service of electricity transmission requires that the analyses consider both
cybersecurity and electricity regulatory frameworks. Consequently, an extensive critical
assessment of legislation has been performed to uncover the emerging obligations of TSOs
and present them in a comprehensible manner. These findings have been combined with
technical solutions used by TSOs to develop an applicable framework for increasing the
cybersecurity at the TSO level. The work presented in this paper provides both in-depth
and extensive analyses of all these issues, which has not been done in related work. The
research presented in this paper builds on previous work of the authors presented in [1,3]
and their research undertaken in [4].

1.1. Background on Cybersecurity Issues in Power Systems

Starting from the Slammer worm that infected the Davis-Besse nuclear power plant in
Ohio in 2003 and affected its safety parameters display system [5], the number of cyber-
attacks on energy systems, including power systems, has increased [6]. These complex
attacks were targeted and intended to sabotage the operation of energy utilities and cause
disruption in their services. In the USA, [7], out of 290 cyber-incidents in 2016, 59 have been
reported in the energy sector. Similarly, according to a study [8] of the European Union
Agency for Cybersecurity (ENISA), the energy sector is among the three most impacted
sectors with the highest incident associated costs. The problem becomes more complex for
power systems, having in mind the combination in use of legacy and new technologies.
This causes power systems to have functional equipment which was not designed for the
fast-evolving cyber threats [9]. Furthermore, the ICS, including Supervisory Control and
Data Acquisition (SCADA) systems, are becoming frequent targets for cyber-attacks [10],
with 135 noted vulnerabilities in 2015, compared to 35 for the previous year. One of the
first attacks on SCADA systems was recorded in 1982, when a malware introduced in
the SCADA controlling a gas pipeline in Siberia caused an explosion that was equivalent
to 3 tons of TNT [5]. The SCADA systems of factories, refineries and power plants are
among the most frequently targeted, with global increase of SCADA attacks from 91,676
attacks in January 2012 to 675,186 attacks in January 2014 [11]. SCADA systems are the
building blocks of Energy Management Systems (EMS) and are essential for remote control
of equipment in the transmission systems substations, so attacks on these systems can
cause large-scale effects on the operation and reliability of the power system, as discussed
in [12]. A recent report encompassing the period from January 2019–April 2020 shows
that the technology industry is among the top three targeted sectors [13], mostly through
supply-chain attacks that compromise software development through backdoor attacks or
zero-day exploits.

Successful cyber-attacks in power systems could have multi-fold effects. The dis-
ruption of the services of power companies is the most significant effect, followed by the
potential impact on human wellbeing and financial implications of undelivered electricity,
the potential equipment damage, and the possibilities for cascading effects and spread on
neighboring transmission systems. Some of these effects, which have been observed in
past attacks on power systems, are discussed in [6,14]. The rising sense of insecurity and
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panic is the underlying element of many cyber-attacks, but the effect of cyber-attacks on
power systems is even greater as a huge number of people may be affected. For example,
the attack in Ukraine in 2015 resulted in a power blackout in a part of the country and
caused interruption of power supply to approximately 225,000 customers [15,16]. These
events diminish the sense of trust and security in the systems and their capability to main-
tain continuous operation. The impacts of cyber-attacks on specific transmission system
functions are considered in [17–19], i.e., the effects of cyber-attacks on state estimators are
discussed in [17], the impacts on automatic generation control in [18] and load frequency
control in [19]. The effects on data integrity attacks in electricity markets are studied in [20].
The specifics of cyber-attacks in distribution systems are studied in detail in [21] and a
strategy for increasing the cyber security in distribution systems is proposed in [22].

These are the major reasons measures for protection and defense of power systems
against cyber-attacks should be developed. The measures should ensure physical protec-
tion of CIs as well as protection of information infrastructure and networks from cyber
threats. Bearing in mind the interactions of the physical and cyber segments of the CPPSs,
cyber-attack estimation models for CPPS are developed and simulated in [23] and new
security methodologies are developed in [24]. Various methods to increase the resilience of
CPPSs are described in the review presented in [25] and state-of-the-art system security for
CPPSs is reviewed in [26], showing the importance of analyses of threats and development
of adequate testbeds for CPPSs. The CPPS interdependencies are also considered in [27]
where solutions for eliminating the cascading effects of power systems on communication
networks are developed. A more general approach, considering cyber physical systems [28]
provides an extensive overview of the security vulnerabilities, threats and attacks, identifi-
cation of key issues and challenges as well as analyses of the limitations of existing security
measures applied in these systems.

1.2. Current Issues Related to Cybersecurity of TSOs in SEE

TSOs are responsible for the operation, security and maintenance of the transmission
systems and therefore, have the responsibility to develop and implement measures and
practices to ensure an adequate level of protection against cyber-attacks. As they are
responsible for transmission of electricity, which is an essential service for the economy and
society, their cybersecurity practices are also determined by the cybersecurity legislation
framework, the intersectoral relations with other entities as well as by the specific obliga-
tions for security of their information and communication systems, i.e., the cyber domain
of these CPPSs. In addition, the stipulations of various legislation should be incorporated
in applicable company policies that should improve the cybersecurity of TSOs assets and
information and communication infrastructure. The European Union (EU) has already
introduced a number of acts [29–35] to improve the cybersecurity on EU and national
level which also introduce obligations for TSOs, especially in terms of national and EU
level cooperation.

The development of cyber protection systems is related to investments that have to
be justifiable, thus requiring identification of CIs and deciding on the manner of their
protection. This can be done following a risk-based approach by the TSOs [36] that
considers the vulnerabilities of the critical assets and ICS and ensures a broad system
analysis [37]. These measures should also include implementation of relevant standards
as IEC 60870-5, IEC 60870-6, IEC 61850, IEC 61970, IEC 61968 and IEEE 1815 (DNP3) [14].
Even in these cases, the stakeholders, i.e., the TSOs, should be prepared to find alternative
and new ways to detect attacks in their systems by following novel approaches as described
in [38]. Furthermore, on corporate level, the TSOs have to provide integration of various
security measures into an applicable policy as well as to take into account threats that
emerge on different operation levels and the possibility of coordinated attack scenarios [39].

While it is obvious that the topic of cybersecurity of transmission systems is becoming
increasingly important and novel solutions for their protection and defense are being
developed, the research presented in [14,40] shows that the TSOs in SEE should take
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considerable steps to organize a systematic approach in cyber threat mitigation. On one
hand, their actions are bound by the available technical, financial and human resources,
which may not be adequate to meet the requirements for increased cybersecurity nor
for facing the challenge to manage the highly integrated physical and cyber domain
in their systems. On the other hand, their role in provision of essential services and
continuous evolution of cyber adversaries requires implementation of systematic actions
and risk management.

Considering all these issues, this paper aims to cover the gap between the advanced
research solutions for protection and defense of CPPSs and the current practices in place at
the TSO company level, based on collected data from SEE countries. The implementation
of the proposed measures and policy framework are essential to fill the gap between the
cybersecurity requirements imposed by the evolving threats and the capabilities of the
TSOs to face them. Taking a proactive and holistic approach, as presented in this paper,
would enable the TSOs to act diligently against cyber threats at present and to implement
more advanced solutions in the future.

2. Methods
2.1. Legislation

This paper provides a comprehensive overview of the complex set of electricity and
cybersecurity legislation. The aim of the performed analyses is to uncover the obligations of
TSOs emerging from legislation and relate them to current TSO cybersecurity practices. For
this purpose, a top-down approach was used, starting with analyses of the obligations for
TSOs emerging from EU legislation, national legislation, and cybersecurity policy, practices
and activities at the TSO level. It is worth to mention that due to the specific functions
of the TSOs and their participation in provision of essential services, both electricity and
cybersecurity legislation were analyzed. The investigation considered eight countries
from the SEE region [40], i.e., the Western Balkan countries, that are also Contracting
Parties of the Energy Community Treaty (EnC CPs)—Bosnia and Herzegovina (BiH), North
Macedonia, Montenegro and Serbia, and EU Member States (EU MSs)—Bulgaria, Croatia,
Greece and Romania. The observed region is rather complex in terms of the level of
implementation of the EU energy and cybersecurity legislation. The EnC CPs are not
obligated to implement the EU legislation as they are not members of the Union. However,
by signing the Energy Community Treaty, these countries have agreed on early adoption of
parts of the EU energy acquis, thus aiming to bridge the gaps between the EU targets and
current national legislation.

2.2. Cybersecurity Practices

The legislation analyses are combined with information collected from a survey
that was designed to capture the implementation of legislative obligations as well as to
provide insight into the technical solutions used by TSOs in terms of cybersecurity risk
assessment, information security policies in place, practices to limit external access to
CIs, assets protection and defense, and cooperation with national entities responsible
for prevention and coordination of cybersecurity as Computer Incident Response Teams
(CSIRTs). The survey also provided useful information on the implementation of the
Network and Information systems (NIS) Directive [29]. An overview of the topics of the
survey is presented in Table 1 below and further details on the survey data is available
in [1,40].
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Table 1. Survey topics related to CI and assets.

Risk Management, Cyber Protection and Defense

Risk-assessment procedures and recommendations from the assessment
Existence of company information security policy

Development and maintenance of inventory of assets considering critical systems as well,
Maintenance of a list of companies with access to critical infrastructure systems (CIS) and

existence of special procedures for these companies when accessing CIS,
Implementation of measures to mitigate threats and external access on CIS, limitation of access

rights to users and automatic processes to CIS,
Implementation of measures to secure ICS and approaches in detection of threats to CIS,

Existence of reporting procedures to Computer Security Incident Response Teams (CSIRTs),
procedures for notification neighboring TSOs about cyber incidents,

Existence of Security plan for protection of CIS.

3. Results
3.1. Analyses of the EU Legislative Framework

The EU legislation on cybersecurity encompasses several regulations, directives and
other acts developed to increase cybersecurity at the national and EU level and increase EU
cooperation on cybersecurity issues. The general character of the cybersecurity regulatory
framework is horizontal and intersectoral. However, due to the specifics of transmission
systems, it is also necessary to create links to electricity legislation. This section pro-
vides a comprehensive overview of all the acts that regulate the obligations of TSOs in
cybersecurity.

3.1.1. NIS Directive

The central act in cybersecurity legislation is the NIS Directive [29], which has the
objective to increase the capability of EU MSs and EU to build a systematic approach in
counteracting possible threats to networks and information systems. An essential aspect
of the NIS Directive is designation of Operators of Essential Services (OESs) and Digital
Service Providers across the EU in a coherent manner. The objective of their identification
and designation is to ensure that they implement the required technical and organizational
measures to manage the risks of the networks and information systems they use and
operate. According to the NIS Directive, TSOs are OESs and they are obligated to introduce
these measures in their operation. The NIS Directive also stipulates designation of one
or more national CSIRTs, National Competent Authorities (NCAs) and Single Points of
Contact (SPOCs).

The EU MSs may designate one or more NCAs and their responsibility is to monitor
the implementation of the NIS Directive at the national level, with tasks ranging from
incident reporting, setting security measures, receiving and handling incident notifica-
tions, supervision in implementation of the Directive and identification of OESs. The
SPOCs are responsible for maintaining cross-border cooperation between EU MSs with
regards to incidents notifications. The NCA and the SPOC are the same entity if only one
NCA is designated on national level. The designated national CSIRTs are responsible for
monitoring and responding to incidents, providing early warnings, performing risk and
incident analysis and participating in the CSIRTs Network. This network is established to
facilitate cooperation on incident reporting between the EU countries. The cooperation at
the EU level is ensured by establishment of the NIS Cooperation Group [29] consisting of
representatives of EU MSs, the EC and the ENISA.

The major implementational barrier of the NIS Directive is related to fragmented ap-
proaches in designation of national OESs [41] and Digital Service Providers. Consequently,
there is an absence of clear specification of security measures to be implemented by these
entities. This impedes the expected effects of the directive. The incidents notification pro-
cess requires improvements to facilitate sharing of information on cross-border incidents
and increase the level of trust among the involved entities. In fact, there is still a lack of
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situational awareness and joint response at the EU level. This is of utmost importance
for TSOs, as the implications of cross-border effects of cyber incidents may be significant,
which is already discussed in the introductory section of the paper.

3.1.2. Cybersecurity Act

The Cybersecurity Act [30] is the EU Regulation that is designed to complement the
NIS Directive, introducing two new key aspects: a permanent mandate for ENISA and
EU rules for certification of products, processes and services. Regarding cybersecurity
issues, ENISA should contribute to the development of a cooperative response to large-
scale cross-border incidents and crises related to cybersecurity at the national and EU
levels. With regards to TSOs as designated OESs, ENISA should cooperate with EU MSs
and industry in the development of the technical aspects of the security requirements for
OESs in accordance with existing standards and the NIS Directive provisions. The second
aspect of the Cybersecurity Act is related to certification of products, services and processes
under common certification procedures. This is especially important for the industry, as
it will introduce certification procedures across the EU, which should also contribute to
introducing accountability for cyber incidents among vendors and technology providers.

In fact, the certification under common procedures is also the major implementational
challenge of the Cybersecurity Act. The process is envisaged as formal evaluation of ICT
products, services and processes performed by a certification entity. The aim of the process
is to confirm the level of compliance of products, services and processes with predefined
criteria. The candidate certification schemes are prepared by ENISA upon request of
the European Commission. Their development also includes relevant stakeholders as
the European Union Cybersecurity Certification Group and Stakeholder Cybersecurity
Certification Group. Given the process of digitalization and increased use of ICT products,
services and processes in various sectors, it is challenging and complex to encompass
the various cybersecurity vectors involved; to clearly define the scope; and to avoid
unnecessary burdens in the tangled supply chains (for example various components are
used to build ICS and other devices used in transmission systems).

3.1.3. Blueprint for Rapid Emergency Response

The Blueprint for rapid emergency response [31] has been adopted in 2017 to facilitate
fast and effective response to large-scale cybersecurity attacks. The core objectives of the
Blueprint are to enable effective response using all available national mechanisms, to share
understanding of events by relevant stakeholders on the technical, operational and political
levels and to agree on key public communication messages. These objectives should be
achieved based on the principles of proportionality, subsidiarity, complementarity and
confidentiality of information. The Blueprint also introduces obligations for technical
cooperation on ENISA, CSIRTs Network and the Computer Emergency Response Team for
the EU institutions (CERT-EU). This is a very important aspect of the act, as it engages the
major actors in cybersecurity at the EU level.

3.1.4. Critical Infrastructure Directive

While not directly dealing with the issue of cybersecurity, the Critical Infrastructure
Directive [32] lays down the concept of CIs and their physical protection. The objective
of the Directive is to establish a common framework for identification and designation of
European Critical Infrastructures (ECIs) as well as to establish the basis for their protection.
The Directive addresses two essential sectors—energy and transport. However, since its
adoption in 2008, according to its review [42], the objective is not entirely fulfilled. In addi-
tion, the circumstances and threats have changed significantly in the past decade. However,
it is essential to note that the Directive has provided the environment for improvement of
national legislation as well as increasing the awareness of all stakeholders in EU MSs that
had no obligations for protection of CIs prior the transposition of this Directive. Significant
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activities have been performed to initialize and achieve protection of ECIs, which in some
EU MSs expanded to building resilience as well. Section 3.1.5. Clean Energy Package.

3.1.5. Clean Energy Package

The recently adopted Clean Energy Package introduces specific provisions on cyber-
security for the actors in the electricity sector through the Regulation (EU) 2019/941 on
risk-preparedness in the electricity sector [33] and the Regulation (EU) 2019/943 on the
internal market for electricity [34]. The Regulation on risk-preparedness recognizes cyber-
attacks as risks and ensures that they are properly accounted for in the risk-preparedness
plans. It stipulates the development of national and regional crisis scenarios, taking cyber-
threats into consideration. TSOs, as major stakeholders, have an important role in the
development of these scenarios. The Regulation on internal market of electricity [34]
introduces cybersecurity within the tasks of the European Network of Transmission System
Operators for Electricity (ENTSO-E) and of the EU distribution system operators’ (EU
DSO) entity. Namely, ENTSO-E has the task to promote cybersecurity and the tasks of EU
DSO entity include data management, data protection and cybersecurity in cooperation
with relevant authorities and regulated entities. The Regulation on the internal market for
electricity also sets a requirement for development of a Network Code on Cybersecurity.

As these acts were adopted recently, it is quite early to analyze the effects of their
implementation. For example, the methodology for identifying regional electricity crisis
scenarios in accordance with Article 5 of Regulation (EU) 2019/941 was adopted in March
2020, so its application for crisis scenario identification has just begun.

3.1.6. Recommendation on Cybersecurity in the Energy Sector

The European Commission Recommendation on cybersecurity in the energy sector [35]
considers the real-time requirements of the energy systems, the possibility of cascading
effects and the existence of legacy and state-of-the-art technology. The Recommendation
also identifies the main actions that should increase cybersecurity preparedness in the
energy sector. With regard to real time operation, this Recommendation proposes that OESs
implement the most recent international standards for real-time communication, cyber-
security and installations. They need to provide additional physical protection on legacy
installations so that overall high level of cybersecurity is reached. The system operators are
obligated to carefully consider the possible vulnerabilities when connecting legacy and new
equipment; conduct risk analyses on legacy equipment; update software and hardware
whenever possible; enable automated monitoring and analysis capability for legacy and
Internet of Things devices and take measures against attacks coming from maliciously
controlled consumer devices and applications [35]. The Recommendation on cybersecurity
in the energy sector [35] proposes that network operators, especially designated OESs along
with other relevant stakeholders, should assess their interdependencies and criticality in
case of a successful cyberattack. They should set structured communication procedures,
including communication with CSIRTs, which is in line with the NIS Directive.

3.2. Further Developments of the Legislation in the EU

Aside from the positive effects that the NIS Directive has on the increase of the level
of cybersecurity across the EU, it showed certain weaknesses in implementation as already
discussed in the previous sections. The NIS Directive does not set specific enough criteria
for cybersecurity measures and identification of OESs and Digital Service Providers, which
ultimately led to insufficient harmonization of the cybersecurity frameworks adopted at
the national level. Although it addresses several sectors, the inter-sectoral dependencies
are not entirely captured. Also, the top-to-bottom impacts (vertical links between various
actors) within the considered sectors are not addressed adequately to ensure accountability
in the multi-actor environment.

To account for these issues, the European Commission has already developed a
proposal for a Directive on measures for a high common level of cybersecurity across the
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Union, repealing the Directive (EU) 2016/1148 [43]. The proposal includes a number of
requirements including setting national cybersecurity frameworks; introducing measures
to facilitate strategic cooperation and exchange of information among EU MSs and among
designated entities; information sharing arrangements; as well as introducing the obligation
for performing risk management by all entities in the scope of the proposal.

To address the new challenges for the ECIs, the European Commission has developed
a proposal for a Directive on the resilience of critical entities [44]. The proposal, which was
prepared in 2020, introduces the requirements for national frameworks and strategies on
the resilience of critical entities; addresses the identification of ECIs and the establishment
and designation of competent authorities; introduces the obligations of critical entities
in terms of risk assessment; defines disruptive events and incident information sharing
requirements; and introduces measures to facilitate EU level cooperation.

As discussed above, the Regulation on internal market for electricity stipulates adop-
tion of a Network Code on Cybersecurity with rules on minimum requirements, planning,
monitoring, reporting and crisis management. The Network Code on Cybersecurity is
under development. The Smart Grid Task Force Expert Group 2 [45] proposes that the
Network Code should have the following structure: provision of a baseline protection
for energy systems operators with minimum security requirements and setup of infor-
mation security management systems in accordance with the ISO/IEC 27001:2013, the
ISO/IEC 27002:2013 and the ISO/IEC 27019:2017 standards for risk management; advanced
cybersecurity for energy OESs; and supportive elements and tools.

3.3. Analyses of the Legislative Frameworks in the Western Balkans

The Western Balkan countries lack a consistent approach in identification and des-
ignation of CIs, their protection, as well as providing adequate protection of networks
and information systems. These countries are faced with the same potential risks as EU
MSs; hence, they should develop legislation that will set the principles for achieving a
high level of cybersecurity. The EnC Secretariat has started the activities to overcome
regulatory gaps inside the EnC, as well as towards the EU. For this purpose, the Proce-
dural Act 2018/2/MC-EnC [46] was adopted. It transfers some of the obligations from
Critical Infrastructure Directive [32] and from the NIS Directive [29] to the EnC CPs. These
obligations include establishment of a coordination group for cybersecurity and CI within
the EnC with the aim to promote high level security of network and information systems
and of CI. Furthermore, the Procedural Act 2018/2/MC-EnC [46] introduces the obligation
for designation of one or more NCAs and SPOCs for the security of network and for
CIs by EnC CPs and designation of one or more national CSIRTs. The Procedural Act
2018/2/MC-EnC [46] also introduces obligations on the EnC CPs to identify CIs in CPs
and to report on the applied security measures and operator security plans.

3.4. Analyses of the Obligations of TSOs in SEE Emerging from the Current
Legislative Frameworks

The cybersecurity regulatory framework sets the obligations of various actors and
incorporates intersectoral dependencies that are typical for cybersecurity issues. Figure 1
presents both the complexity and complementarity of the cybersecurity regulative frame-
work. The cybersecurity obligations for TSOs generally emerge from the obligations they
have as OESs, designated CIs and the provisions of the electricity related legislation.

According to [41], all TSOs of the EU MSs in the observed region are identified as
OESs. As for the EnC CPs, the process of identification of OESs is generally related to
the process of identification of critical information infrastructures (CIIs) and is already
an obligation from the Procedural Act 2018/2/MC-EnC [46]. From the observed region,
Serbia is the most advanced, having laid down the criteria for identification of OESs in
the electricity sector, although the process for designation is not completed yet [40,47].
BiH and North Macedonia have started the process for developing identification criteria,
while Montenegro has not started this process at all [40,47]. The criteria for identification
of CIs are already established in Serbia and the process has started in Montenegro [47].
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The process of designation is not completed in Serbia yet. BiH and North Macedonia have
not started the process yet [40]. As identification and designation of OESs and CIs are
necessary in order to apply the other provisions of the relevant legislation, it is essential
that the EnC CPs complete these processes as soon as possible.
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Related to the NIS Directive, the survey showed that all of the observed EU MSs have
established NCAs, SPOCs and CSIRTs. However, the process of establishment of these
entities is not completed in the EnC CPs. These countries usually have a national authority
responsible for cybersecurity issues, but the obligations of these authorities emerge from
various national legislative acts and are not necessarily consistent with the obligations of
NCAs. Still, these authorities can streamline the activities of TSOs and national CSIRTs
in the EnC CPs, in response to cyber incidents. The observed EnC CPs have established
national CSIRTs [40], but these entities are not participating in the European Network of
CSIRTs, which is the link between designated CSIRTs and ENISA.

Apart from the NIS Directive and the Critical Information Directive, most of the
other direct cybersecurity obligations for TSOs emerge from the Recommendation on
cybersecurity in the energy sector. This conclusion is easily derived by observing the
scheme presented in Figure 1. The link between the Recommendation on cybersecurity
in the energy sector and the NIS Directive is the obligation for TSOs to report the cyber
incidents in case of cascading effects. Furthermore, the Recommendation on cybersecurity
in the energy sector [35] stipulates development of risk preparedness plans based on
crisis scenarios, which are established by cooperation among TSOs and other relevant
stakeholders of the electricity sector. The preparedness plans include cyber-attacks among
extreme circumstances for which the TSOs should be prepared. The Recommendation on
cybersecurity in the energy sector is not obligatory for the EnC CPs.

Incident Notification and Reporting Process

As discussed above, the process of incident notification should be established at each
TSO, by developing an internal procedure that will enable determining the significance of
the incident and start the notification process. The recommendations for determining the
significance should be based on reference documents from the NIS Cooperation Group [48].
The notification and reporting process also includes other entities, i.e., NCAs, SPOCs and
CSIRTs, as shown in Figure 2. For simplification, they are shown in a common box, but the
actual notification of the incident is sent to the NCA and/or the designated CSIRT, which
is discussed in more detail further in the text. The SPOC is responsible for notifying the
SPOC in the neighboring country.

The process depends strongly on the national setup and the designated responsibilities
of all stakeholders. The TSO should apply a consistent risk-management procedure to
tackle cyber threats and at the same time, it should develop procedures for determining
the incident significance. These procedures should be simple enough to conduct, as they
would be run at the same time when the incident occurs. The NCAs/CSIRT should develop
templates for incident notification (check-box lists, fill-in templates) and ensure that there
are at least two possible methods for notification. This is important because of the possibility
of limited access of some of the ICT infrastructures by the TSO. Sending confirmation to
the TSO upon receiving the notification would ensure the flow of information. On national
level, it is essential that all stakeholders have clear roles and responsibilities in the process.
As the implementation of the NIS Directive ensures the setup and distribution of roles,
the EnC CPs should consider full transposition of the NIS Directive into their national
legislation. Until this process is completed, the EnC CPs should distribute the roles
and responsibilities among the existing stakeholders, preferably using national CSIRTs
as entities that receive notifications on incidents. An example of good practice is the
established cooperation of the Greek electricity utilities with their national CSIRT. The
survey showed that they participate in frequent national cyber security exercises organized
by the national CSIRT, which is considered an efficient tool for network security assessment
at the organizational level [40].
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3.5. Analyses of Practices for Security of Assets and CIIs

Maintaining security of CIIs and assets is only possible by implementation of adequate
policies at the TSO level and implementation of information security management systems, i.e.,
the ISO/IEC 27,000 family of standards. In this subsection, the results of the investigations and
the survey that included the TSOs of the observed SEE region are presented in a descriptive
manner and anonymously, due to confidentiality of some of the data.

3.5.1. Risk Management of Threats

Risk assessment is essential in the risk-management process and should be performed
regularly, throughout the whole life cycle of the CIIs. However, the analyses of the survey
data [40] show that regular risk assessment is not a common practice for the TSOs in
the observed region since only two of them apply it on regular basis. Consequently,
only two TSOs are implementing the measures derived from the risk assessment process.
Nevertheless, the results from the performed survey show that the TSOs plan to perform
risk-assessment regularly in the future. In fact, performing risk assessment is recommended
for developing tailor-made measures for risk mitigation for each TSO. The survey also
showed that the majority of the TSOs create and maintain lists of CIIs and assets.

3.5.2. Mapping of Assets and Threats

The lists of TSO assets that relate to information systems include: physical components
of the transmission system (cables, relays, transformers, switches, automation, sensors,
FACTS devices, etc.); operational information about electrical assets (status indicators,
alerts, events, disturbance information); historical information (data that is stored for
further use/or as legislation requirement); trending information (all information related
to commercial issues); and information system configuration (communication network
topology, Internet Protocol addresses, Media Access Control addresses, user credentials &
permissions, configuration files, location data). Apart from these assets, the information
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and control systems implemented by the TSOs use software, services, SCADA components
and other hardware components.

Among the major recommendations for the TSOs related to the security of their assets
is to maintain and regularly update their lists of assets and map these assets to possi-
ble threats. The threats may be related to intrusions during data transfer among assets,
software malfunctions and bugs, user errors, field assets malfunctions, communication
equipment malfunctioning/failures, physical attacks (physical destruction of equipment),
system intrusion and abuse of data [50]. ENISA has introduced the main categories of
threats for 2020 [51] as follows: malware, web based/web application attacks, social engi-
neering (phishing, spam), distributed denial of service, identity theft, data breach, insider
threat, botnet, physical manipulation and damage, information leakage, ransomware,
cyberwarfare/espionage and cryptojacking.

Mapping the assets to possible threats will create a useful tool that provides inputs
for determining the significance of an incident as well as for the risk-assessment process.
The mapping should consider the assets in operation, past experiences, threat analyses
and expected impacts on the system. A general depiction of such an exercise is presented
in Figure 3 which shows how specific threats can be matched with different categories
of assets, differentiating among threat risk levels in the process. According to [47], the
highest risks for the TSOs emerge from malware, social engineering, including phishing
and spam, insider threats, espionage, ransomware and botnet. The web-based attack
risks are considered as medium, while the denial-of-service threat risks are considered
as low. Except web-based and denial of service threats, all other threats pose high risks
for cascading. Therefore, using the proposed mapping system presented on Figure 3, the
threats for level 1 equipment may include insider threat (Threat 1) and cyberespionage
(Threat 2). The number and level of risks of threats could change based on the assessments
of the TSOs.
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The main difficulty in this process is uncovering potential threats in a realistic manner.
According to [52], the process of threat intelligence management requires several steps that
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start with adequate planning, which sets the general requirements and security goals. Then,
data on possible threats is identified, collected and processed, considering the requirements
and goals set in the previous step. The collected data is analyzed and shared among the
utilities (in this case TSOs). Sharing of information on threats is the key step in the whole
process but is often avoided due to the sensitivity of data. In fact, a similar observation
is made in [53], noting that the current approach for sharing information within interest
communities is not efficient enough. Sharing information within networks of trust, such as
the European Energy—Information Sharing and Analysis Centre (EE-ISAC) is proposed as an
adequate approach in [52], which is also envisaged within the jurisdiction of the EnC. The
initiative for EnC-ISAC is presented in [54] and envisions that the ISAC would be established
by both public (state owned) and private operators of energy utilities and infrastructures
with the aim to help them protect their assets from cyber and physical threats by analyses
and dissemination of threat information among the members and partners of the ISAC. In
addition, novel approaches for threat analytics that use data mining, correlation of shared data
and automated threat discovery should complement the existing solutions for uncovering
threats, their modeling, analysis, remediation and mitigation [52].

The threat landscape is becoming even more complex if the supply-chains and logistic-
chains are considered. TSOs usually procure equipment from various vendors based on the
requirements they set on quality and depending on the offered price of the equipment. In
this way TSOs benefit from the competition between vendors and avoid being dependent
on a single equipment supplier. Under these circumstances, it is difficult to ensure the
integrity of the supply-chain and uncover threats related to vulnerabilities of specific
equipment components. Therefore, it is necessary to implement existing good practices
consistently, especially in the procedures for equipment purchase. The certification of
products, services and processes should increase the trust in supply and logistic-chains.

3.5.3. Protection of CIIs and SCADA

Figure 4 provides an overview of the cybersecurity protection measures of critical
systems applied by the TSOs in the observed region. The data presented in Figure 4 was
collected through the survey and depicts the implemented measures for minimization of
external access to CIIs, on architectural and system administration level. The measures at
the top of the lists presented in Figure 4 are the most used among the TSOs and the bottom
ones are the least used.
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Generally, implementation of segregation and firewalls are among the most common
measures along with traffic filtering and anti-malware. The administration work on CIIs is
performed using accounts that impose certain restrictions (time duration limit, password
protection, access restrictions). Although the unauthorized external access is critical for
protection of CIIs, the internal access of users with certain administrative and operational
privileges is also controlled. As depicted in Figure 4, the common approach is to implement
multifactor user authentication, but also specific access rights for users undertaking tasks
in the CIIs environment are used (definition of various access levels for various types of
users, personalized accounts, minimum rights for access). A common approach for the
TSOs in the region is implementation of segregation of the SCADA systems from other
CIIs, but also implementation of firewalls and restriction to the internet access. From the
analyses of the collected data, it can be concluded that the TSOs in the region use standard
technical solutions to protect their assets, CIIs and SCADA systems.

Based on the analysis of the collected data, the major recommendation is to ensure
consistency of these measures across critical assets. The users (employees) should be
motivated and trained in maintaining the required level of vigilance. Furthermore, strict
rules should apply to external parties with access to the CIIs, and at the same time, the
TSOs should maintain lists of all active external parties. The survey showed that the
general trend among the TSOs is to maintain these lists and apply measures against
unauthorized access and use of CIIs. Similar to the other measures, these are considered
standard measures for limitation of external access and for limitation of access for users.
The most important recommendations for efficient protection of SCADA systems are to
align protection measures among SCADA/ICS and CIIs, to build cybersecurity awareness
and to foster expertise among users.

4. Discussion

The analyses of the current TSO practices are based on an extensive survey undertaken
by the TSOs in SEE, which helped uncover the gaps in their corporate cybersecurity policies.
From the analyses it is obvious that the TSOs in the SEE region apply standard technical
measures to protect and defend their information infrastructures. However, most of
them lack an organized approach in developing a consistent and sustainable cybersecurity
company policy. The establishment of such a policy ensures incorporation of the obligations
and recommendations from both cybersecurity and electricity legislation. Furthermore,
implementation of advanced cybersecurity measures for contemporary and future CPPSs
can only start when basic cybersecurity measures and policies are in place. This section
provides a proposal for improvements of TSOs cybersecurity practices and bridging any
inconsistencies in their cybersecurity approach.

Proposal for Improvements of TSO Cybersecurity Practices

Figure 5 presents a proposal for a TSO cybersecurity framework, based on the investi-
gations of the observed SEE region [14]. The establishment of a cybersecurity framework
on a company level should improve the company’s resilience to threats and attacks. The
framework envisages that TSOs establish TSO cybersecurity team(s) and, if possible, a TSO
cybersecurity center. The objective of the teams/center would be to coordinate the tasks
and processes at company level.

According to the proposed framework, the TSO management would be responsible
for the establishment of the cybersecurity team and the adoption of the cybersecurity
policy based on recommendations from the TSO cybersecurity team. In this context, the
TSO management should ensure the availability of resources for implementation of the
TSO cybersecurity policy and should stimulate continuous education and specialization
of the TSO cybersecurity team. The TSO cybersecurity team should be responsible for
coordination of cybersecurity tasks and conduct the processes related to operational security.
Among its major tasks would be the performance of a regular risk assessment, as a basis
for developing an effective cybersecurity policy. The TSO cybersecurity team should be
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responsible for raising cybersecurity awareness at the company level and cooperating with
national authorities and the designated CSIRT. To ensure adequate protection of critical
infrastructure, the TSO cybersecurity team should have responsibilities for maintaining lists
of assets, mapping the assets against possible threats, cooperating with the security liaison
officer and ensuring the cybersecurity protection of these assets. This can be achieved by
applying the cybersecurity measures for all products and systems, as shown in Figure 5.
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The proposed framework integrates risk-assessment, cybersecurity policy develop-
ment and implementation, education of employees and auditing as well as revision of
the established policy. Specific risk attack scenarios should be developed to capture the
vulnerabilities, threats and possible actors capable of performing the attacks. Based on
these analyses the likelihood of an attack can be assessed. The steps that should be taken
in the risk-assessment process leading to design of TSO company specific policies are
presented in Figure 6. The capability to assess the possible impacts should be used to
prepare efficient procedures to determine incident significance, which is one of the steps in
the notification procedure described in Figure 2.
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As depicted in Figure 5, the TSO cybersecurity team has numerous responsibilities
aimed to improve the overall cybersecurity practices. From a governance aspect, the TSO
cybersecurity team should be comprised of highly skilled personnel capable of complet-
ing the tasks of cybersecurity policy development, operational security implementation,
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incident reporting, cooperation with designated entities and other tasks. Therefore, the es-
sential challenge for the TSO management is to establish a team and invest in its continuous
training and education.

The governance model presented in Figure 7 is proposed under the assumption that
the TSOs have sectors/departments responsible for planning, operation and control and
ICT. The cooperation of the TSO cybersecurity center with the ICT sector ensures exchange
of knowledge between the IT and operational technology security experts, considering the
possible differences in applied cybersecurity measures in ICT and SCADA systems. In fact,
the cooperation between IT and operational technology experts becomes a requirement as
operational safety and cybersecurity requirements converge. The monitoring and control
functions are essential for the TSO operation and control sector, but also, these functions
may be used to uncover suspicious behavior and intrusions. The expertise of employees
in the TSO operation and control sector should be used in the design of the cybersecurity
protection measures as well as in development of risk scenarios. The cooperation between
the TSO cybersecurity center and the planning sector is also important for the development
of risk scenarios and for taking into account future developments of the transmission
system. A coherent cybersecurity policy at the organizational level can be accomplished
only by strong cooperation between sectors and considerable investment in people and
their skills.

The proposed governance model is in line with the requirements for OESs set by the
NIS Directive. The TSO cybersecurity team is also responsible for establishing cooperation
with the national authorities and sharing information on cyber incidents. Through the
cooperation with the NCA and CSIRT, the EU level relations are established. The proposed
governance model does not set limits for sharing information within networks of trust, such
as the ISAC. As discussed in the previous section, sector based ISACs provide significant
support to system operators in dealing with imminent threats. TSO Security liaison officer
cooperates with the designated national authority on the matters related to protection of
CIs, as recommended in the Critical Infrastructure Directive.

The proposed TSO cybersecurity framework and governance model are developed
based on the collected data and existing practices of TSOs. The expected implementa-
tion challenges may emerge from limited capacity of resources and people, i.e., financial
requirements to provide the necessary analytical tools for the TSO cybersecurity team
and to provide adequate training for both IT and operational technology specialists. The
organizational set-up is not complex, so the simplest approach is to combine the skills of ex-
perts from ICT and operational technology when establishing the TSO cybersecurity center.
The increase of the TSO cybersecurity center operational capacity would be a continuous
process that depends on the current TSO capacities as well as on the commitment of the
management of the company to provide resources and support for the implementation
of the proposed framework. The cooperation between the various sectors/departments
is also an organizational issue which would not increase the complexity of the proposed
framework. With regards to the EnC CPs, the challenges are also related to implemen-
tation of the required legislation as stipulated in the Procedural Act [46]. However, the
proposed framework would only help the TSOs from EnC CPs to adjust and improve their
practices. The proposed cybersecurity framework and governance model are envisaged
as a solution that would bridge the existing cybersecurity gaps as well as prepare the
TSOs for future innovative solutions and new requirements emerging from upcoming
legislative developments.

5. Conclusions

The paper presents results from the analyses of the implementation of cybersecurity
policies and protection measures by TSOs in the SEE region and clearly demonstrates
the necessity to increase the cybersecurity capabilities of TSOs. It includes a comprehen-
sive analysis of the EU cybersecurity legislation as well as analysis of the cybersecurity
requirements emerging from the electricity legislation, focusing on the obligations for
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TSOs. The analyses imply that the implementation of the regulatory framework varies in
maturity across the region. The EnC CPs should accelerate the process of transposition
of the necessary legislation, designate the TSOs as OESs and designate the other entities,
including NCAs and SPOCs. The analyses show that the differences between TSOs from
the EU MSs and the EnC CPs are not very significant with regards to the applied technical
solutions for defense and protection of CIIs and assets. The main differences are related to
the implementation of cybersecurity risk-assessment, which is performed regularly only
by two TSOs in the observed region.

It can be concluded that there is a necessity to create an adequate environment at
the company level to develop and maintain sustainable policies that will address current
and emerging threats. Therefore, the paper proposes a cybersecurity framework and
governance model that should improve the overall TSO response to threats and attacks. The
proposed framework is developed considering the inputs from TSOs and aims to improve
their existing cybersecurity practices. The proposed cybersecurity framework for TSOs is
based on a holistic approach that integrates people and their skills, processes and products.
It introduces the necessary requirements for ensuring security of products and assets at
the process level. The proposed framework also outlines the tasks and activities that need
to be carried out at corporate level. Furthermore, to ensure a harmonized approach, the
framework is linked to a proposed TSO governance model, which is compliant with the
requirements from the EU cybersecurity legislation.
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CERT-EU Computer Emergency Response Team for the EU institutions
CI Critical Infrastructure
CII Critical Information Infrastructure
CP Contracting Party
CPPS Cyber-Physical Power Systems
CSIRT Computer Incident Response Teams
ECI European Critical Infrastructure
EE-ISAC European Energy – Information Sharing and Analysis Centre
EMS Energy Management Systems
EnC Energy Community
ENISA European Union Agency for Cybersecurity
EU European Union
EU-DSO EU distribution system operators’ entity
ENTSO-E European Network of Transmission System Operators for Electricity
ICS Industry Control Systems
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MS Member State
NCA National Competent Authority
NIS Network and Information Systems
SADA Supervisory Control and Data Acquisition
SEE South East Europe
SPOC Single Point of Contact
TSO Transmission System Operator
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