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Abstract: Steganography has become a preferred technique these days to successfully hide secret
messages. Various research has been done in the past to justify and analyze suitable types of cover
file, such as images, audio, videos, etc. Advancement in the image-processing domain has opened
various possibilities of using three-dimensional (3D) images as cover files. In this paper, a systematic
study of the research work done on 3D steganography in the last fifteen years has been carried out.
The study is divided into different sections based on the types of algorithms used, additional security
features, evaluation parameters, etc. Moreover, certain steganalysis techniques that are applicable for
3D steganography are also discussed.

Keywords: 3D steganography; 3D steganalysis; imperceptibility; concealing capacity; robustness;
structure similarity index measure

1. Introduction

Steganography plays a significant role in secret information transmission and has
garnered considerable attention from scholars for years. A variety of options are in practice
for the use of different types of multimedia files as cover. Recently, 3D objects have been
gaining popularity as they provide a good opportunity for multimedia content. The
features of 3D objects are prompting researchers towards 3D steganography, away from
traditional digital multimedia files such as text, image, inaudible frequency, and video
in their native forms [1]. The 3D multimedia files can hide a large amount of secret data.
These objects also keep the secret data safer from unintentional hackers by concealing
secret information inside hidden faces. Because of the good visual quality of the stego file,
the chances of detection of the secret information in the 3D objects are reduced [2].

Multimedia files in 3D are playing a significant role in numerous standard applications,
such as cutting-edge machinery, computer-generated reality, and 3D photogravure. These
3D multimedia files also have applications in education, entertainment, games, business,
video conferencing, marketing and advertisement, etc. The 3D data concealing technique
started in the late 90s when entertainers and 3D visuals inventors desired to impose their
exclusive rights on material. Subsequently, several 3D data-concealing techniques have
been developed by academicians and researchers. Currently, 3D images are getting popular
as compared to other 3D multimedia files because of their intrinsic properties [3-5].

In this paper, a systematic study of 3D steganography research work carried out
in the last 1.5 decades has been done. The research has been analyzed on the basis of
the type of cover file, publication trend, and steganalysis perspective; and numerous
works from related areas have been studied, which are focused on audio, image, and
video steganography, as well as watermarking [6-51]. Moreover, the key features of the
relevant research have been categorized and listed in tabular forms. The key observations
and findings are listed in the later sections, which will be helpful in future research in a
similar domain.
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2. 3D Steganography in Different Domains

Here in this section, steganography is divided into mainly two sections, based on the
domain used to hide the secret data. These two domains are the spatial and transform
domains. In the spatial domain, bits of the cover files are replaced by bits of secret
data [52,53]. Spatial domain techniques are simple and carry a great concealing capacity.
These techniques can be easily exposed against signal-processing attacks. Meanwhile,
transform domain techniques are complex and provide high security against attacks.
Transform domain techniques find some complex regions in which to embed secret data
first, and then conceal secret data inside those complex regions [54]. So, these techniques
result in better security and good visual quality of the stego file. Some of the spatial as well
as transform domain techniques are shown in Figure 1 and explained in detail:
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Figure 1. Different domains of 3D steganography.
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Most of the existing 3D steganography techniques work in the spatial domain as
shown in Figure 2. Spatial domain techniques allow the substitution of secret information
on the pixels of the carrier file. However, transform domain techniques work on the
frequency as well as the time-domain of the carrier file. Transform domain techniques first
find the complex region in the cover file to embed the secret data. Concealing secret data
inside complex regions results in more robustness against operations such as cropping,
clipping, translation, scaling, etc.

Number of Paper Published Domain-wise

M Spatial Domain
m Transform Domain

Other

Figure 2. Categorization based on domain.

2.1. 3D Steganography in Spatial Domain

A review of nine spatial domain steganography techniques was done in this section.
These techniques were reviewed based on features such as carrier files, the method used
to conceal the secret information, their performance evaluations, etc. Spatial domain
3D steganography is getting popular among researchers because of its large embedding
capacity and simplicity [55]. The nine spatial domain-based steganography techniques are
explained as follows:

Steganography is gaining more and more attention from researchers these days. With
the growth of communications systems and transmission technologies, online transmission
of private information has also been increased. So, the security of private information has
become an important issue. Steganography can provide high security, imperceptibility,
large concealing capacity, and robustness against attacks. The high-capacity steganography
technique was proposed using buffer space with the help of a shifting strategy as shown
in Figure 3. Pre-processing of the 3D carrier file is needed for extra security and to hide
a larger amount of secret information. Concealing of secret information was done in the
spatial domain.

The carrier file is divided into many portions of equal size in sequence. Buffer space is
chosen for storing the portioned carrier file. Finally, secret information is concealed inside
these portioned components by shifting them among the intervals. As all the alterations
are needed to be done in buffer space only, there should be less disturbance in the stego file
compared to other existing techniques. The relationship between PSNR and embedding
capacity (EC) was also calculated by the authors. Average PSNR was calculated as 133 dB
and average EC was calculated as 92.9%. However, the proposed technique is robust
against different attacks such as scaling, rotation, translation, clipping, and cropping, etc.
Also, it has a high concealing capacity and good visual quality of the stego file [56].
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Figure 3. Technique of 3D steganography using buffer space [56].

The 3D cover file uses the entire three axes for concealing secret information on the
suitable region of interest, which results in great robustness. A key is optional for the
embedding and extraction of secret data. A different key can be used whenever the process
of concealing and extraction takes place. Information concealing was done in the spatial
domain by the authors using LSB substitution. Concealing secret data in the spatial domain
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is simple and easy. Sometimes, however, secret information can be detected with the help
of signal-processing attacks, as well as steganalysis techniques. Spatial domain techniques
can be used directly without identifying the region of interest. Figure 4 represents both the
concealing and extraction of secret information inside the 3D carrier file.

Concealing Process Extraction Process

ﬁo Cover File \ m Stego File \

I

I I

Spatial Domain Analysis Spatial Domain Analysis
using Secret Key Secret of Stego File
l Message —— l
Multi-layered Hiding of Multi-layered Extraction
‘—
Secret Message of Secret Message

o

I

P

Stego File

J \Secret Message 3D Cover File/

Figure 4. Multilayer data hiding using LSB [57].

In the proposed paper, multilayer data hiding is performed by the authors. The
given file is converted to the multilayered version by the direct accumulation of additional
layers. In the multilayer concealing process, two-state region subsets are prearranged in an
interleaved style for every layer. Moreover, slight alteration is done in state regions of even
layers which are moved to the right by two. The direction of shifting is bidirectional for a
given vertex. Using the above-defined rule, vertices are shifted inward and rearward in the
half interval of a state region when the secret information is concealed by using the LSB
technique. By using the proposed technique, concealing capacity is improved due to the
multilayer concept as well as 3D cover files. It is robust because the 3D carrier file visual
quality of the stego file is good [57].

In the proposed paper, a key was produced by the secret message. Then this produced
stego key was used to embed the secret data inside the carrier file. The proposed technique
worked in the spatial domain for embedding the secret data. It had the following parts:
secret data selection, generation of a stego key, formulation of a triangular mesh, concealing
of secret message, and extraction of the secret message. The secret message was first
converted to ASCII and then into binary format.

The binary form was divided into three parts, and zeroes were added as extra padding.
These three parts were converted into decimal forms. From each part minimum and manxi-
mum were calculated. Then these calculated values were normalized, and the normalized
values were used to find the median. This normalized value was then used in the selection
of the stego key. Figure 5 explains the complete process of LSB steganography in the
spatial domain.
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Figure 5. Steganography using the LSB technique [58].

The initial large triangle was decomposed into smaller triangles to find a large number
of vertices. By dividing the side of the triangle into two equal parts, it was divided into
many smaller triangles. These triangles were then used to embed secret data. With the
help of the stego key, secret data was hidden in vertices in a clockwise direction using the
LSB technique. The technique substitutes the two least significant bits of the vertex with
secret data bits. For extraction of the secret message again, the stego key was generated
with the help of the concealed part. The proposed technique was blind steganography, so
no cover file was produced. The quality of research work was evaluated with the help of
parameters: MSE, PSNR, bit error rate (BER), and normalized Hausdorff distance (NHD),
etc. The concealing capacity of the proposed work was found to be good in several bits. The
average PSNR value for the research work was calculated as 55 dB. The average MSE was
calculated as 0.148 for the work. The average BER was calculated as 2.25 for the proposed
work. Normalized Hausdorff distances were calculated as 6.17 for the proposed work [58].

Chaotic maps are iterative functions that are discrete. These maps are used to privately
secure secret information. Chaotic maps have their applications in mathematics, science,
computers, finance, etc. In the paper, 3D chaotic maps were proposed by the authors for
the secret key. Secret messages and carrier files were taken in the form of an image. After
hiding the secret message, JPEG compression was applied to the secret message. LSB was
used to conceal secret information over the least significant bits of the carrier file.

Figure 6 represents the complete concealing and extraction process. Chaotic map
primary keys were input and formed a flag matrix for grouping certain pixels of carrier
image. One by one, secret message bits were taken and generated the carrier image chaotic
pixel. The process was repeated until all the conditions held. The chosen bit of the secret
message was concealed in the generated carrier image chaotic pixel of LSB, and this pixel
was tagged. If the chosen pixel was the last pixel, the process was stopped process and
the stego image produced; otherwise, the next bit of secret message was chosen. For
checking the quality of the proposed research work visual test, a Chi-square test, PSNR,
structure similarity index matrix (55IM), and a Nist test were performed by the authors.
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The proposed research work was found to be good compared to other existing techniques.
The average value of PSNR, SSIM, and the Nist test was calculated as 55, 0.9986, and 0.82
respectively [59].

3D Carrier File

> Concealing Secret Image using >

Secret Image

Stego File
3D Chaotic Maps and LSB
——p| JPEG Compression on
Secret Image
‘_
Decompression Secret Extraction using 3D
Image by using JPEG Chaotic Map and LSB

Figure 6. 3D Steganography using chaotic map and the LSB technique [59].

In the proposed paper, again 3D mesh triangles were used to conceal secret informa-
tion. These 3D mesh triangles are very much suitable to conceal secret information. 3D
objects can be very well-visualized to find the suitable region of interest. The AES algorithm
was applied to the secret message to encrypt it into some unreadable form. AES is the
standard algorithm with a different size key set. Encryption, along with steganography,
improves the security of the proposed algorithm. For concealing secret information most
significant bit (MSB) was used by the authors.

Figure 7 shows MSB substitution of secret information with complete details. The
main proposed method consisted of a selection of 3D carrier images, encryption using
AES, concealing of secret information using MSB, decryption, and extraction of secret
information. Additionally, the discrete wavelet transform (DWT) technique was applied to
secret information to compress it and improve concealing capacity. MSB provides more
safety to the secret data by increasing the complexity of the detection of secret information.
The experimental results of the proposed techniques prove their robustness as well as
greater concealing capacity [60].

Steganography has its applications in various fields such as medical, business, science,
military, and education. As a carrier file, 3D images are finding very much popularity
on social networking sites. The 3D images provide large exposure for finding complex
regions in which to embed secret data. In the proposed paper, encryption was combined
with steganography to improve security levels. For encrypting the secret information, a
symmetric algorithm was applied on RGB images. For concealing the secret information,
a pseudo-random number generator was used. Pixels chosen by the random number
generator are substituted by the secret information. Figure 8 shows the complete process
of concealing and extracting secret information.
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Figure 8. 3D image steganography with encryption [61].

For concealing secret information, the spatial domain substitution method was used
by the authors. For decoding secret information, the reverse process of concealing was used
by the authors. The proposed research work has to conceal a capacity of approximately
256 bits in the carrier file. A PSNR value was calculated approximately equal to 30 dB.
The MSE for the work was found to be in the range of 0 to 1. The stego file created has a
very good quality almost equal to the original file. The proposed work was implemented
in MATLAB. Security provided by the proposed technique was better than the existing
techniques. It was robust against image-processing attacks [61].

Initially, the video file was taken as the carrier file by the authors in this paper. Then
the video file was converted into multiple frames, and the frames into images. In a second,
24 frames are processed to convert into images. The 2D to 3D video conversion was done
to conceal the secret information. By converting the input files into 3D, the security of
online information transmission was enhanced. For conversion into 3D, the file pixels of
the image were studied in-depth, based on transformation. The depth of the 3D image was
calculated by applying nearest-neighbor regression. For calculating the depth of the image,
the following points were used: color, location of object, motion, brightness, etc. Finally,
the depth of all the points calculated were combined to find the median. Medjian filtering
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across depth fields is known as depth fusion. The output of the depth fusion process of
removing variation is known as depth smoothening.

Figure 9 shows the complete process of concealing and extracting secret information.
After reading and analyzing data, the input image edges were detected by using the nearest
neighbor depth learning algorithm. The algorithm also helps to find the boundary points
for concealing secret information. Secret information was taken in the form of text. The
steganography process then conceals secret information by applying a spatial domain-
based method. The resultant stego file has a good visual quality almost equal to the original
carrier file. For the extraction of secret information, a reverse process was used. Simulation
of the research work proved its quality [62].

3D Carrier File

L 4

Depth Fusion and

Smoothening

Secret Message

Depth based
Image Interpreting

—

L4

3D
Secret Ke
Steganography |[€&— y
v Process
Stego File

v

Extraction of
Secret Message

—>

Secret
Message

Figure 9. 3D steganography using nearest-neighbor depth calculation [62].

Three different methods of 3D image steganography have been proposed, which are
geometric domain-based steganography, topological domain-based steganography, and
representation-based steganography. The 3D images are decomposed into multiple layers
of 2D images resulting in improved concealing capacity. Proposed research work was done
into four parts: encryption using AES-128; encoding; steganography; and finally, jamming.
AES-128 was applied to a secret message to encrypt it. After encryption, encoding of the
secret information was done using a recurrence code with a recurrence key N. N was any
integer value that helps to reduce the distortion in the carrier file. The size of the encoded
and encrypted secret information was checked as to whether or not it was suitable to
conceal that information in the carrier file. The proposed research work is also shown in
Figure 10 as follows.
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Figure 10. 3D steganography technique using recurrence code [63].

The 3D carrier file was thus selected according to the size of secret information to be
concealed. The 3D carrier file was divided into frames that carry red, green, and blue color
components. Concealment of the secret information was done in the blue component of
the carrier file. The human visual system is less susceptible to alteration in the blue color
components. LSB was applied to the blue component to hide the secret information. LSB
results in a high concealing capacity and low visual distortion in the carrier file. Proposed
research work was implemented using the Wolfram Mathematica tool. The quality of
research work was measured in terms of concealing capacity, MSE, and PSNR. Average
MSE was calculated as 0.30 and PSNR as 53 dB. The average concealing time was calculated
approximately equal to 500 s [63].

In the case of cryptography, secret information is scrambled to some unreadable form.
However, in the case of steganography, secret data is embedded inside the carrier file. In
the case of cryptography, because of the visibility of the secret information, there is a chance
of exposure. In steganography, however, the existence of the secret information is hidden
from the third party, so there are fewer chances of the exposure of the secret information.
Online use of 3D images these days results in high concealing capacity. The visual quality
of the 3D stego file also results in improved quality, because of the exploration of complex
regions. The process of secret information concealment using the LSB technique is shown
in Figure 11.

The paper proposes two-layer security using AES at the first level and LSB steganog-
raphy technique at the second level. The 3D image was converted into a 2D image first
and then secret information was concealed inside the sliced parts. Using AES, a 128-bit key
was generated to encrypt the secret information. After encryption, the secret information
was concealed using the LSB technique. Concealment of the secret information was done
inside the selected bits. The selection of bits was done using an arithmetic sequence. An
arithmetic sequence finds the common difference between consecutive bits by setting
common differences for the complete sequence. Selected bits are replaced by bits of secret
information. The quality of research work was calculated in terms of MSE, PSNR, MSSIM,
mean absolute error (MAE), and entropy. Simulation of the work proved that the proposed
research work has good concealing capacity, good visual quality, and robustness against
attacks. Average PSNR was calculated as 51 dB, MSE was 0.498, MSSIM was 0.9704, and
MAE was calculated as 0.9704 for the research work [64].
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Figure 11. 3D steganography using LSB with arithmetic sequence [64].

2.2. 3D Steganography in the Transform Domain

In this research, various transform domain-based 3D steganography techniques were
studied in detail. Transform domain-based techniques are robust and time-consuming
ways to conceal and extract secret information [65]. These techniques were explored based
on the carrier file used, the technique used to conceal secret information, and evaluation
parameters, etc.

Because of the growth of the internet, the security of data transmission is becoming an
important issue in everyone’s life. Methods of 3D steganography provide secure ways to
transmit information without the knowledge of a third party Demand for 3D multimedia
files is increasing day by day.

In the proposed paper, 3D polygon meshes were used to hide a secret message.
Adaptive minimum distortion estimation (AMDE) was applied to attain and preserve
shape features such as edges, vertices, and origin, etc. Concealment of secret information
was done by finding the correlation between neighbor vertices. Secret key, hash function,
and diffusion techniques were also combined to provide more security. Figure 12 shows
the process of concealing and extracting the secret information.

For pre-processing, principal component analysis (PCA) was applied to the polygon
to decompose it into smaller polygons. PCA first produces a vertex body table (VBT),
which provides a relation between a vertex and polygon. Another table generated by PCA
is the polygon neighbor table (PNT), which provides the relation for connections between
polygon and its neighbor. The whole process of pre-processing was very complex and
time-consuming. In reducing complexity and search time, VBT helps by eliminating some
of the candidate polygons. The AMDE procedure helps to conceal at least three bits in a
vertex, resulting in improved concealing capacity. Message adaptation estimation (MAE)
helps to find the suitable region of interest by avoiding several vertex positions, resulting in
greater imperceptibility of the concealed material. Minimal distortion distance estimation
(MDDE) calculates the distance between the vertices to reduce the noise. MDDE helps
to improve the robustness of the proposed technique. Robustness was checked against
different signal-processing attacks, such as rotation, scaling, translation, cropping, and
clipping. The value calculated for research work in terms of evaluation parameters was
EC = 522834 bit, time consumed = 1.16 s, and distortion = 5.69 x 107° [66].
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Figure 12. 3D steganography using a 3D polygon [66].

Video files are getting popular these days because of their applications on social
networking sites. However, information security is becoming a major issue due to the
popularity of digital multimedia files. Many security techniques are available, such as
cryptography, watermarking, steganography, etc.
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The authors in this work have proposed the use of 3D steganography using stationary
wavelet transform (SWT). The proposed technique works in the time and frequency do-
mains, both resulting in improved security and robustness. SWT detected motion among
different video frames. Then, later on, the detect motion frames were decomposed using
wavelet transform. The 3D SWT divided signals up into two levels to provide more security
to secret information. The first signal was divided into four sub-bands: LL, LH, HL, and
HH. Then, again, the LL component was decomposed into four sub-bands. Figure 13
shows the complete proposed research work.

Video Carrier File Secret Message
3D SWT - 1D SWT
L2

l

t Motion

l ‘,

Information Concealing

l

3D ISWT

| 1

Stego Video

Figure 13. 3D steganography using SWT [67].

We applied 1D SWT onto secret images to decompose them into L and H components.
Then L components were concealed inside HHH components using 3D SWT on the carrier
file. Wavelet fusion was used to merge the carrier component and secret information
component. Secret information retrieval is the reverse process of information concealing.
On the stego file, SWT was applied to detect motion among video frames. These processes
of motion detection help to find the frames that carry secret information. Then, inverse
SWT was used to extract secret information from the carrier file. Performance metrics such
as MSE, PSNR, and SSIM were applied to check the quality of the proposed work. Average
PSNR was calculated as 37.8 dB and average SSIM was found to be 98.02 for the research
work [67].

However, extending the concept of steganography, the carrier file was taken as the
audio in the proposed paper. The concept of the 3D magic matrix was used to hide the
secret information. The low bitrate codec G723.1 was used as a carrier file in the proposed
research work. G723.1 is a widely used audio file in the communication media over the web.
The concealing of secret information was done using a line spectral pair (LSP) index. First,
the framing of the G723.1 signal was done, and then LSP analysis and linear prediction
coefficients (LPC) quantization were done. The best suitable numbers for information
hiding were separated by the aforementioned process for concealing secret information.
Figure 14 shows the concealing and extraction process as follows.
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Figure 14. 3D steganography using sudoku matrix [68].

The 3D sudoku matrix has more space and complex points as compared to the 2D
sudoku matrix. The 3D matrix provides an exploration of complex points based on
three parameters such as length, breadth, and height. It carries a 9 x 9 matrix with 9,
3 X 3 sub-matrices. There are 81 cells on one surface, including a total of six surfaces. The
authors suggested four searching patterns to find the matched index code word. Euclidean
distance was used to find the distance or relationship between two neighbor code words.
The codeword with the smallest distance was chosen for the second code index. Then
the second code indexes were quantized based on the value of secret information to be
concealed.

Retrieval of secret information was relatively simple as compared to the concealing
process. It simply requires the secret key and the stego file created. Simulation of the
work proved that the proposed research work carries the concealing capacity of 200 bps.
Perceptual evaluation of speech quality (PESQ) was also carried out to check the quality of
the resultant stego file. Then signal-to-noise ratio (SNR) was carried out for the subjective
test of the visual quality of the proposed work. The average PESQ for the work was
calculated as 3.6, and embedding capacity was found to be 200 bits/s [68].

During the last few years, excessive growth in the field of information transmission
has been observed. Steganography is the art and science of concealing secret information
in such a way that no one apart from the sender and receiver can know the existence of
the secret data. In the proposed work, Blowfish encryption, along with geometric domain-
based steganography, are combined for 3D objects. The 3D image steganography conceals
secret information inside the vertices, edges, and faces of the defined object. As a large
number of vertices, edges, and faces are available in 3D objects, 3D image steganography is
gaining popularity over 2D image steganography.. The 3D steganography works in all the
domains, such as the spatial domain, transform domain, geometric domain, topological
domain, and representation domain. The basic idea behind the geometric domain is the



Electronics 2021, 10, 2357 15 of 35

representation of the object. Because of the wide variety of faces, vertices, and edges for
concealment, the capacity of 3D image steganography is very large compared to the 2D
steganography techniques.

In the proposed research work, 3D image steganography technique was proposed on
polygon models as shown in Figure 15. The secret message was first encrypted with the
Blowfish algorithm to improve the security of the research work. After that, the polygon
was modified according to the bit value of the secret information. The secret information
was concealed inside the 4th and 5th decimal points of the vertex. If the bit to be concealed
is 1, then the 4th or 5th decimal points were replaced by the odd value from 1 to 9 randomly.
On the other hand, if the information bit to be concealed is 0, then the 4th or 5th decimal
points were replaced by even values from 2 to 8 randomly.

Secret Message

Blowfish Encryption

Yes
Binary Bit==0?
A
No
Yes
Yes . )
No Insert Even Values in Insert Even Values in
the 4t Decimal Value the 5t Decimal Value
y
Insert Odd Values in Insert Odd Values in
the 4t Decimal Value the 4t Decimal Value
< \4 v

Figure 15. 3D steganography in transform domain using the 3D polygon model [69].

For retrieval of the secret information, the reverse process of concealing was applied.
For extraction of secret information, every 4th and 5th bit of the stego file was examined. If
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the 4th or 5th bit was found to be an even number that means ‘0’ was extracted from the
stego file. In the case that the 4th or 5th bit was calculated as an odd number, that means ‘1’
was the extracted secret information from the stego file. The performance of the research
work was calculated with the help of performance metrics. The simulation results proved
the high concealing capacity and good visual quality of the research work. The average
concealing capacity was found to be 1,249,800 bits, MSE was found to be 0.355 x 10% and,
the total time taken for the process was found to be 63.7 s [69].

In the paper adaptive 3D steganography has been proposed based on 3D sine chaotic
maps as shown in Figure 16. A 3D carrier file of size N x P x K and secure information
with size ] X m was taken. IWT was applied on a 2D carrier file to decompose it into LL,
LH, HL, and HH. The extracted LL sub-band was blocked with 3 phases and divided into
16 x 16 blocks. After that block-wise permutation was done in phase 4, the permuted
blocks were put into the matrix. Then in the next phase, the 3D sine chaotic map key was
applied to produce random number decimal numbers. The random number generated
helps to convert secret information into an integer number. Now in phase 6, the generated
integer number was used as a coordinate of the matrix to conceal the secret information. In
phase 7, inverse processes were applied to extract the secret information.

Carrier Frame

LL | LH
LL LH
IWT L HL{HH| LH

HL HH
HL HH

Secret
Message

1

| Block-wi
Inverse IWT nverse oc' wise Stego file Conceal Secret
Permutation information using LSB

\ 4

Block-wise Permutation

- 2

Generated Random Integer
Number with 3D sine map

. 4

Key

Figure 16. 3D steganography using IWT [70].

To check the performance of the research work, MSE and PSNR were calculated.
Different attacks such as rotation, resize, sharpen, blur, Gaussian noise, and many more
attacks were also applied. The aforementioned attacks NCC, PSNR, BER, and SSIM were
calculated, which were found to be 0.9784, 53.76, 0.0145, and 0.9997 respectively. Histogram
and space key analysis were also done to check the quality of research work [70].

Due to the availability of lots of smart devices and internet connections online trans-
mission of secret information is gaining a lot of popularity. Because of the increasing
popularity of online transmission of private information security is also become the main
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Carrier
3D File

concern these days. 3D image steganography has an opportunity to save secret private
information on the web. Information-concealing techniques are divided into compression,
frequency, and spatial domain. The 3D turtle shell technique was used in this paper to
embed secret data, as shown in Figure 17. Concealing secret information in turtle shells
results in great concealing capacity. The quality of the stego file produced was found to
be good.

Associate
Set G

,

Secret
Message

i i i 8-ary Secret
Triplet Pixels | St(-ago Tr-lplet ry
File Pixels Message
8-ary Secret S
Message Message

Figure 17. Turtle shell 3D steganography technique [71].

Pixels of 3D carrier files were decomposed into size M x N and secret information was
converted into 8-ary secret digits. An M x N matrix, having size 256 x 256, was rearranged
consisting of the number of hexagonal objects and these hexagonal objects were known as
turtle shells. These turtle shells were divided into special and regular objects. Associated
set G was calculated by applying the following three rules. For finding regular elements if
M (pi, pi+1) was a back digit in the turtle shell, then the associated set G will have all digits
in the turtle shell. Otherwise, if M (p;, pi+1) was an edge digit concerned in at least one
turtle shell then the associated set G was a group of all digits belonging to the concerned
turtle shells. In the case of the special element if M (pj, pi+1) is not involved in any turtle
shell, then associated set G is the group of all digits in its adjacent 3 x 3 submatrices. To
conceal the processed 8-ary secret information, grey-level values were chosen from the
carrier file pixel pairs.

By applying the abovementioned rules, associated set G was obtained and the cover
pair was modified to (p’;, p’i+1)- In the case of multiple solutions, the solution having the
shortest distance was selected, which resulted in minor modifications in the carrier file.
The abovementioned rule was not suitable for all the cases. These rules were also difficult
to design, as in the carrier file a large set of hexagonal objects were produced. It was very
difficult to select the same pair of hexagonal objects. For simplification of the mentioned
rules, algebraic expressions were applied to find the relationships between neighboring
pairs of hexagonal objects. The experiment was performed in MATLAB because of its
popularity. Research work was evaluated based on the parameters PSNR, SSIM, concealing
capacity, and complexity. The average PSNR value was calculated as 48 dB, average MSE
was found to be 0.632, embedding capacity was found to be 1.3 bits/s, and SSIM was found
to be 0.9804 [71].

The 3D mesh triangle steganography technique could be applied in the spatial as well
as in the transform domain. In spatial domain techniques, bits of carrier file are substituted
with the bits of secret message. For concealing secret information, vertices and edges were
chosen by the researcher in the mesh triangles as shown in Figure 18. The spatial domain
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No

could be further categorized as geometrical, topological, and representational domains.
In the proposed research work, the shortest distance between the adjacent vertices was
calculated by applying the Dijkstra algorithm. The algorithm would produce the same
traversal path every time. The algorithm was based on the breadth first search and initially,
all the vertices were marked unvisited.

Secret Text

Yes
Binary Bit==0?
No
Yes
Yes . .
Hide Even Number Hide Even Number
in the 4t Decimal in the 5t Decimal
\ 4 \ 4
Hide Odd Number Hide Odd Number
in the 4t Decimal in the 5% Decimal
v \4 v v

Figure 18. 3D steganography using mesh triangle [72].

The center of gravity of the 3D carrier file was calculated and then the distance
between all the vertices was also computed. The vertex having minimum distance from
the center was chosen as the source vertex. It was marked as visited in the traversal list.
All the remaining adjacent vertices were added to the queue. Again, the distances of all the
adjacent vertices were calculated from the chosen vertex. The vertex with the minimum
distance was added to the traversal list, and so on—the whole process repeated until all
the vertices were traversed. After finding the traversal order for all the vertices, the process
of concealing secret information started. The traversal list was then looped back and due to
the concealment of secret information, a slight modification in the carrier 3D file takes place.

If the secret information that was to be concealed is ‘0’, then the 4th or 5th digit of a
vertex after the decimal was altered by an even number between 1 to 9. Moreover, if the
secret information bit that needs to be concealed is ‘1’ then the 4th or 5th bit of the vertex
after the decimal was altered by an odd number between 1 to 9. The 3D triangular mesh
was then reconstructed using altered vertices and sent to the third party through the web.
On the receiver side, a reverse process was performed by the recipient. Again, the traversal
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order was calculated by the recipient to extract the secret information. The output of the
algorithm was looped back, and the 4th and 5th decimal digits after the decimal point
were retrieved. For the retrieved list, every odd number was updated by ‘1’, and every
even number was updated by ‘0’. The performance of the research work was evaluated
using concealing capacity, PSNR, MSE, SSIM, and NHD. Average PSNR was calculated as
85.07 dB, MSE was calculated as 1.647 x 10~7, NHD was calculated as 2.07 x 1022126 and
embedding capacity was calculated as 48,312 bits [72].

3. Analyzing Research Trends in 3D Steganography

For the last two decades, researchers and academicians have been working on 3D
carrier files instead of 2D carrier files. The 3D carrier files can be explored in three dimen-
sions because that researcher has more options to conceal secret information. The proposed
paper is reviewed: year-wise, based on carrier file, based on the domain in which the secret
information is concealed, and evaluation parameters, etc. In the proposed paper, it has been
concluded that most of the work was done by researchers on images in the spatial domain.
Images are popular in social media these days. Therefore, concealing secret information
inside images can be delivered to the destination without the knowledge of any third party.

3.1. Research Papers Publications Year Wise

Figure 19 shows the papers published in a year. The maximum number of papers
reviewed belongs to the year 2018. The minimum numbers of papers reviewed are from the
years 2012, 2014, and 2021. All the papers reviewed carry some pros and cons associated
with them, as discussed in Table 1 also.

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Year of Publication

Figure 19. Count of publications (year-wise).

3.2. Choosing the Type of Carrier File

Figure 20 shows the number of papers reviewed, based on the carrier file used. Text
and audio steganography techniques are the least used by researchers. These techniques
have low concealing capacity, less imperceptibility, and are not robust against attacks.
Image and video steganography techniques ensure no detection of secret information to
the hackers. Because of their large concealing capacity and good visual quality of stego
files, these techniques are most commonly used by the researchers.
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Trend of Carrier File Choice

H Video

m Audio

Image

Figure 20. Types of carrier file used.

3.3. Attainment of Evaluation Parameters

Figure 21 represents the review of papers based on the evaluation parameters. Evalua-
tion parameters include PSNR, MSE, SSIM, NCC, CC, NHD, MSSIM, entropy, histogram,
MAE, and many more. All these parameters help to find the quality of the work. Quality
of research work can be measured in terms of concealing capacity, imperceptibility, and
robustness against attacks. Concealing capacity is the amount of secret data that can be
concealed in a carrier file. Imperceptibility is the visual quality of the stego file—high
imperceptibility means less chance of detection of secret information. Robustness is the
ability of the stego file to avoid exposure of secret information against different types
of attacks.
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Figure 21. PSNR analysis.

Figure 21 shows the PSNR values of the paper studied. PSNR analyzes the visual
quality of the 3D stego file.

PSNR values greater than 30 dB mean that the stego files have good visual quality.
The higher the value of PSNR, the lower is the chance of detection of the secret information.
PSNR measures the imperceptibility as well as the robustness of the stego file.

Figure 22 shows the graph for the MSE values for the papers reviewed. MSE represents
the error present between the original and stego carrier file. The lower the value of MSE,
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the lower is the chance of detection of the secret information. So, it is also used to measure
the quality of the stego file as well as robustness against different types of signal-processing
attacks.

MSE Value
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Figure 22. MSE analysis.

Figure 23 represents the value of SSIM for the various papers reviewed. SSIM com-
pares the structure of the original and the stego file to find the dissimilarity.
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Figure 23. SSIM Analysis.

The value of SSIM varies between 0 and 1. A value of 1 represents very good quality
of a 3D stego file, and 0 signifies poor quality. SSIM performs better than both MSE and
PSNR in terms of quality checking. SSIM can efficiently check the quality and robustness
of the stego file. Figure 24 represents the amount of secret information concealed for the
reviewed papers. Concealing capacity is the amount of secret information that can be
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concealed in the cover file without the knowledge of a third party. It is measured in the
number of secret bits concealed per unit of time. On concealing a large amount of secret
information, imperceptibility as well robustness can become compromised, resulting in
exposure of the secret information.

Number of Bits
]
il
\

7 < o < w ©
) 1) E S 5 Z S5O 5 e ) c
= = < a = 39,-00‘3,m29_3§ o ® -
> > : o 83 ° W55 @ > T o o
= m = m a) S S 5 X< 7 0 = > c
0 0 = o 3 = g n 95 S O T3
& = 5 = @ S>> 332 382 R3F €5 T 3
L g L9 N S o 3 < @ S 03 - o o
el 2 m S @ 39® <J4g S® <02 o= 2
< 5 IS o ) R S< - 00 o o
N N J o 5 O o o > [T
o o < L S b Y) ™ o < o O
NE ,_\E 5 3. 0O §>23>m,_°%m ~% o
S o oo S o S @@=~ o O N o v
7 « = Lic] S - Q. o C
@, @, = No 2355 - a0 s 8o S o
3 3 > 20 O F o FST N T ©F < Q2
o o 3 5SS 83 & o908 = 9 2
= S &= 9 S
8 o< 7 Q56 > 8
g & =
g 0 = F—‘é
: S =

Authors with Publication Year

Figure 24. Analysis of concealing capacity.

Figure 25 shows the total time taken by the technique for concealment and retrieval of
the secret information. Concealing time is the amount of time required to hide the secret
information in the 3D cover file. Retrieval time is the amount of time required to retrieve
the secret information from the 3D stego file. Some of the reviewed techniques performed
very well in terms of time.
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Figure 25. Concealment and retrieval time analysis.
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3.4. 3D Steganography Technology Preferences

The relevant literature on 3D steganography from the year 2008 to 2021 has been con-
sidered for analysis. The researchers have explored different techniques of varying nature
to implement 3D steganography in different domains. The intention of achieving high
capacity and greater robustness has also led to interdisciplinary work. In this section, the re-
search work done in the aforesaid duration is categorized on the basis of the steganography
methods being focused on. Table 1 summarizes the work done based on LSB techniques
and their modified versions. Being simple to implement and easy to understand, LSB
remained the preferred choice of researchers to implement 3D steganography. Similarly,
Table 2 lists the work based on 3D polygon methods; whereas Table 3 summarizes the
3D steganography work that exploited DCT or wavelet transforms. Table 4 discusses the
basic features and additional security provisions in 3D steganography research based on
different 3D models. Table 5 enlists the other techniques that could not be placed in the
first three tables.

Table 1. 3D steganography using LSB and its variants.

Publication Author, Year Addltl.onal Method Used Key Features
Technique
Chaotic maps were used by the
authors to conceal secret data inside
Hi .. . . 3D images. Three variables were used
igh Secure Digital Milad Yousefi Valandar, Chaotic M to find the pixel positions for
Image Steganography Peyman Ayubi, and aone Vap, o pixe }f)O o
Based On 3D Chaotic Milad Jafari Barani, JPEG . LSB concealing secret information. The
Map [59] 2015 Compression ‘ RGB moFlel was used for. the color
image, which acts as a carrier. The key
used in this paper determines the
robustness of the proposed work.
Modified least significant bit (MLSB)
Tased 30 Image  Nandhini, Nivetna 3D images. The concealing eamciy
. Nirmala, and AES Modified LSB o
Steganography Using Poornima. 2016 of the technique was found to be large
AES Algorithm [60] ’ as compared to LSB. AES encryption
was used for additional security.
For encryption, the RSA algorithm
along with MD5 was used. LSB
Hiding of Text in a 3D Chandraleka, Ankita COI:lCE;lS encryp?ld s;}c:et mforr?atlon
Image Ising Singh, and Astha RSA, MD5 LSB mt ¢ carrier fre. he conceang
Steganography [73] Mehta 2017 capacity of the research work was
’ found to be very high but at the same
time, imperceptibility got
compromised.
The carrier file changed from 3D
images to 3D barcodes for concealing
secret information. In bar codes, the
Study of 3D Barcode Megha S M, and . LSB on 3D bar third dimension ac.ts as the colo.r
with Steganography for Chethana, 2018 Encryption codes component. Encryption was applied
Data Hiding [74] ! to the secret data first to provide a
double level of security. Then the
encrypted data was concealed inside
3D bar codes.

An Efficient Approach Experimental results showed that
Based on 3D Image Navendu Kumar and Pseudorandom 256 bits of secret data could be
Steganography for Dr. Deepak Kourav, number LSB concealed inside the carrier without

Security of Visual 2018 generator degrading the visual quality of 3D

Contents [75]

images.
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Table 1. Cont.

Publication Author, Year Add1t1.ona1 Method Used Key Features
Technique
A Hybrid Approach The proposed 'techmque was al?le to
conceal 256 bits of secret data into
Based on 3D Image . S .
. random bits of carrier file without
Steganography Instead ~ Anjum Ara and Deepa . . . .
g . Encryption LSB affecting the quality of the stego file.
of 2D Image for Gianchandani, 2018 .
Exchange The proposed technique was robust
. against scaling, rotation, cropping,
Information [61] and translation attacks.
Salma Elsherif, Ghadir The AES—.128 encryptlgn techmque
Secure Message Mostafa. Sara Farra was applied to secret information.
Embedding in 3D - & AES-128 LSB Scrambled secret information was
and Wassim Alexan, . . .
Images [63] 2019 concealed using the LSB technique in
3D images.
AES-Secured Seifeldin Yasser, AES encryption scrambled secret
Bit-Cycling AdhamHesham, . information, and then this converted
Steganography in Mahmoud Hassan and AES Encryption LSB secret information was concealed by
Sliced 3D Images [64] Wassim Alexan, 2020 using LSB techniques.
The encrypted secret information was
A Comparative Study concealed using LSB substitution. The
Among Different Wassim Alexan, Mazen experiment was done to calculate
Mathematical El Beheiry and Omar AES-128 LSB image fidelity, image distance,

Sequences in 3D Image Gamal-Eldin, 2020
Steganography [76]

normalized cross-correlation (NCC),
PSNR, MSE, mean structural similarity
index measurement (MSSIM), and etc.

Table 2. 3D steganography using the 3D polygon technique.

Publication Author, Year ?:cil:i(::lel Method Used Key Features
The secret information was concealed
. inside a 3D polygon mesh. The authors
An Adaptlve. Yu-Ming Cheng calculated the correlation between
Steganographic . 3D Polygonal - . .
. and Chung-Ming - neighboring polygons to find the
Algorithm for 3D Meshes
Polygonal Meshes [66] Wang, 2008 smoothness. Rough surfaces were capable
e of storing a great amount of secret data as
well as being robust against attacks.
The number of layers was used to hide
. secret information. The simulation proved
A High-Capacity 3D Min-Wen Che}o, that the proposed technique performs
Chao-hung Lin, 3D Polygon . .
Steganography . - better with a large number of layers in the
. Cheng-Wei Lu, and Model . L
Algorithm [77] carrier file. The number of layers explored
Tong-Yee Lee, 2009 y
! in the mentioned paper varies from
9to 13.
A total 9.6 million bits of secret data were
concealed inside 14004 vertices of the 3D
polygon model. Secret information was
. . Meng-Tsan Li, concealed in two steps. At first, the secret
A 3N1§ \gi Pifg-faap;i?ty Nien-Ching Huang ) 3D Polygon information was divided into many parts,
Al ogri th n% [7};] and Chung-Ming Model then these parts of secret information
& Wang, 2011 were encoded using a random model

produced on a unit sphere. In the second
step, encoded information was concealed
on the surface of the 3D polygon model.
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Table 2. Cont.

Publication Author, Year Add1t1.ona1 Method Used Key Features
Technique
Blowfish encryption was applied to secret
A High-Capacity information to convert it into scrambled
Gegmetncal Sara Earrag and Blowfish 3D Polygon form. A 3P polygc?n was us.ed to .conceal
Domain-Based 3D WassimAlexan, Encrvption Model the secret information by using triangular
Image Steganography 2019 M meshes. The proposed work was robust

Scheme [69]

against scaling, translation, cropping,
clipping, etc.

Table 3. 3D steganography using DCT/WT.

Publication Author, Year Addltl.onal Method Used Key Features
Technique
3D Data Hiding for " S .
. Sensitive patient information was
Enhancement and Tournier, Subsol, concealed inside 3D images. The
Indexation on Puech and Pedeboy, - DCT-DWT . 8es.
. . . transform domain was used by the
Multimedia Medical 2011 . . .
authors to hide secret information.
Data [2]
Lonefei Cai The DCT-CS (discrete cosine transform-
A 3D Video Watermark -Ong 4 compressed sensing) technique was
) Huimin Zhao, Jun DCT-CS . .
Embedding Technology . . - . applied to the 3D video to conceal the
. . Cai, and Li Zhu, Domain . . . .
in DCT-CS Domain [79] 2015 secret information. Secret information
was taken as fingerprint images.
The 3D image steganography was
implemented using the DWT-SVD
technique. Faces in 3D were chosen for
Mohsen Moradi hiding secret information. As human
Combining and and faces have most of the useful information
Steganography of 3D Mohammad-Reza - DWT, SVD in low-frequency components and
Face Textures [80] Rafsanjani-Sadeghi, high-frequency components, they could
2017 be used for embedding secret information.
Face texture was examined by the author
and then in that texture, secret data
was hidden.
The 3D Stationary Wavelet Transform
(SWT) technique was used for concealing
Video Steganography  El-Shahed, Al-Berry, 3D Stationary secret data into video frames. The
. : . performance of the proposed work was
using 3D Stationary and Ebeid, Shedeed, - Wavelet tested on different formats of video files
Wavelet Transform [67] 2018 Transform

as well as different formats of secret data.
The PSNR value of the proposed work
was calculated as 40 db.

Table 4. 3D steganography using different 3D models.

Publication Author, Year ?Sc(::i:rlllael MS:}elgd Key Features
The carrier file is used in the form of 3D sudoku.
An Image Bin-Bin Xia, A cyclic moving algorithm was applied to build
Steganography An-Hong Wang, ) 3D-Sudoku the 3D sudoku. On concealing secret information
Scheme Using Chin-Chen Chang, inside the carrier of 3D sudoku, some bits are

3D-Sudoku [81] and Li Liu, 2016

modified. These modified bits of the coordinated
sudoku were then used to extract the secret data.
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Table 4. Cont.

Publication Author, Year 1;::::;?:;? MS;}elgd Key Features
A High-Capacity Nannan Li, For concealing secret information, the author
3D Steganography  JiangbeiHu, Riming used a shifting strategy that results in low
Algorithm With Sun, Shengfa Wang - 3D Model distortion. Depending upon the value of the
Adjustable and Zhongxuan threshold, the amount of secret information that
Distortion [56] Luo, 2017 can be concealed was calculated.
Rethinking the
High-Capacity 3D Zhenyu Li, Hamiltonian path quantization was applied on
Steganography: Sebastien Beugnon, ) 3D Model 3D images to conceal secret information. The
Increasing its William Puech, and proposed technique was robust enough for
Resistance to Adrian Bors, 2017 different signal-processing attacks.
Steganalysis [82]
Chin Feng Lee, A magic cube .technique was applied to embed
. Ti Shen. Somva the secret data in the proPosed paper. In 4 pixels,
Data Hiding Jau-] IA ! y . 9 bits of secret information were embedded by
Method Based on grawal, - 3D Magic the authors. A secret key was also used to
Ying-Xiang Wan Cube Y
3D Magic Cube [83] & 5 & improve the security against different attacks.
and Yen-His Lee, . .
2020 Concealing capacity was calculated as 2.25 bpp
and PSNR as 44 dB for the research work.
3D Multilayered Ji-Hwei Horng, A new model named 3D turtle shell models was
Turtle Shell Models Juan Lin, Yanjun 3D Turtle used by the author to conceal the secret
for Image Liu and Chin-Chen Shell Model  information. Quality of work was checked with
Steganography [71] Chang, 2020 the help of performance metrics PSNR and SSIM.
Reversible data concealing can separate both
carrier and secret information at the receiver side.
Secure 3D Data- A 3D mesh model was used to conceal secret
Hiding Technique Sara Farrag and 3D Mesh information using a traversal algorithm. Based on
Based on a Mesh Wassim Alexan, - Model the distance between neighbor vertices, secret
ode . . .
Traversal 2020 information was concealed in the proposed paper.
Algorithm [72] The smaller the distance between vertices, the
lower the chance of detection of the
secret information.
Table 5. 3D steganography using miscellaneous approaches.
Publication Author, Year Addltl.onal Method Used Key Features
Technique
3D Steganography Mihai ]?upac and Symmetric Grayscale Symmetri.c encryption alopg with
Models [57] Nicolae Encryption Height Map steganography in a grayscale height map was
Constantinescu, 2008 proposed.
Secret information was concealed in 3D
shapes by mapping the coordinates of two
Steganography in adjacent bins in pseudorandom order. The
3D Geometries and Hao-Tian Wu and Adjacent Bin quality of the stego file was measured by
Images by Adjacent Jean-Luc Dugelay, 2009 i Mapping histogram tail. The simulation of the work
Bin Mapping [84] showed that high-order statistics of the carrier

file were conserved, while small disturbance
was observed.
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Table 5. Cont.

Publication Author, Year Add1t1.onal Method Used Key Features
Technique
A minimum spanning tree was used to
conceal secret information. The 3D images
allow information concealment without
Lossless 3D oy . .
Stevanoeraph shifting the location of vertices in the three
sanography Pamat, Puech, Druon, Minimum dimensions. The concealing of secret
Based on MST and . . - .
Connectivit and Pedeboy, 2010 Spanning Tree information was done by altering the
nnecivity connectivity of boundaries in the particular
Modification [85] . .
areas built of quadruples. After concealing
the secret information, the boundaries of the
object are seen to be the same.

Mesh Triangle meshes were used in this work to
Discriminative Ying Yang and Ioannis ) Supervised conceal the secret information; supervised
Features for 3D Ivrissimtzis, 2013 Learning learning was applied on triangle meshes with

Steganalysis [86] the help of discriminative feature vectors.

An adaptive 3D symmetrical model was
proposed by the authors on triangle meshes.

Pattern-Based 3D Thlyagara]gn, P;%ttern—based The first triangle mesh was reconstructed
Natarajan, Aghila, and Triangle Mesh . . -
Image . . using the proposed algorithm, which works
Prasanna Venkatesan Algorithm in . . ;
Steganography [58] . . . in the spatial domain on patterns of 3D
Anitha, 2013 Spatial Domain . i .
images. In the modified triangle meshes, up
to 9 bits of secret data were concealed.
Automatic
Conversion of The 3D video was converted into images.
Image and Video Then these converted images were used to
Global Nearest-
from 2D to 3D with  Sariga N P, and Sajitha ) Neighbor Depth hide the secret data. For the conversion
Steganographic A'S, 2015 I%earnin P procedure, the global nearest-neighbor
Data Hiding in & technique was used. LSB was used to hide the
Converted 3D secret data inside converted 3D images.
Image [62]
S tlenf;)rrlrsa:;oi Azin Azizifard Information concealing was done using the
reganography ’ . residue number system (RNS). RNS
within 3D Images Mohammad Residue . .
. - - represents integer numbers by their modulo
Using Residue Qermezkon, and Reza Number System . . . .
J co-prime pairs. Then, 3D images provide
Number System Farshidi, 2015 . . .
[87] more detail to conceal the secret information.
Proposed research work was done by
. exploring the Gaussian distribution. The
A A31D Osliﬁf;lzg;m Ying Yang, Ruggero mean and variance of the watermark and
Stge analvsis- Pintus, Holly ) Gaussian original carrier image were calculated to
R%sis ta}1,1t Rushmeier and Ioannis distribution measure the quality of the proposed research
Watermarking [88] Ivrissimtzis, 2016 work. T-test and histogram analysis was also
& done to check the visual quality as well as
robustness of the work.
The research work proposed 3D
3]? Steganography ZhenyulLi, DaofuGong, steganography using edge vectors. Cartesian
using the Extended o . Extended Local . .
Fenlin Liu, and Adrian - and Laplacian coordinate systems were used
Local Feature Set Features Set . f .
9] G. Bors, 2017 to calculate the suitable region for concealing

secret information.

Distortion Design
for Secure Adaptive
3D Mesh
Steganography [90]

Hang Zhou, Kejiang
Chen, Weiming Zhang,
Yuanzhi Yao and
Nenghai Yu, 2018

Syndrome
Trellis Codes

In this research work, the author concealed
secret information in a non-adaptive way that
is robust against attacks rather than in 3D
meshes. By using syndrome trellis codes
(STCs), local areas of vertices were calculated
and then secret information was concealed.
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Table 5. Cont.

Publication Author, Year Add1t1.onal Method Used Key Features
Technique

Audio steganography on the 3D magic matrix
A Novel Methoq of Zhong-Liang Yang, was performgd by.usmg a line spectrum pair
Speech Information . (LSP) of the inaudible frequency. Redundant

L Xue-Shun Peng, Line Spectrum . - . .

Hiding Based on Yone-Fene Huane and - Pair data bits of low inaudible frequencies were

3DMagic §Teng & chosen for concealing secret information. LPS

Matrix [68]

Chin-Chen Chang, 2018 works on several vector quantization features

of audio.

An Integer Wavelet
Transform Image
Steganography
Method Based on
3D Sine Chaotic
Map [70]

3D steganography was performed by authors
Milad Yousefi Valandar, using a sine chaotic map. Sine chaotic map

Milad Jafari Barani, . . calculates the secret key for finding the
. 3D Sine Chaotic . ) . .
Peyman Ayubi, and Ma suitable region of interest. Every time, a new
Maryam P key was generated to find the region of
Aghazadeh, 2019 interest. Randomness improves the security

of the proposed work.

The various works discussed here reveals that researchers have not relied upon 3D
steganography solely; rather employed additional layers of security such as encryption, etc.
Figure 26 shows that LSB is the preferred technology for implementing 3D steganography
over other types of steganography.

3D Steganography Technology
Preferences

LSB and Variants 3D Polygon DCT/WT 3D Models miscellaneous

Figure 26. 3D steganography technology preferences.

4. Steganalysis of 3D Steganography

3D steganalysis uses machine-learning algorithms to distinguish stego files from
carrier files. These techniques carry out many training and testing phases to expose
secret information. These techniques came into existence in the late 2010s. After that,
many different and more robust 3D steganalysis techniques have been implemented by
researchers. The objective of these techniques is to gather adequate evidence for the
existence of concealed information to break the security [91]. These techniques have many
applications in computer forensics, cyber warfare, tracking criminal activities on the web,
and assembly evidence for investigations specifically in the case of antisocial elements [92].
These techniques also improve the security of 3D steganography techniques and tools by
assessing and recognizing their weaknesses.
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3D mesh steganalysis techniques find the set of vertices and local curvature for expo-
sure of secret information. In this technique, the first disturbance needs to be calculated.
Disturbances can be calculated in terms of mean, inconsistency, skewness, and kurtosis.
Both the original 3D cover and the stego file are compared to find the mismatch or dis-
turbance among the two files. Then a machine classifier can be used to find the statistical
properties of the two files. The quadratic discriminator and the FLD ensembles are finally
applied to identify whether secret data was embedded in a 3D cover file or not [93]. It
is very challenging for 3D steganalysis to find hidden secret information. For exposure
of secret information, steganalysis techniques work on very small changes in 3D original
and stego files. A variety of local features are analyzed to find the difference between the
two files. The statistical properties of both files are checked with the help of experiments,
such as machine learning algorithms. These algorithms include quadratic discriminate,
Fisher linear discriminate (FLD) ensemble, and the support vector machine (SVM). These
machine-learning algorithms train the data set and analyze the statistical properties to find
the differences between two files [94].

3D steganalysis techniques are mainly divided into signature steganalysis and statisti-
cal steganalysis. This categorization is created based on whether the signature of the 3D
steganography technique or the statistics of the image are used to perceive the existence of
concealed information in the carrier file. Based on these two properties of carrier files, these
techniques are future divided into subparts [95]. The categorization of 3D steganalysis
techniques is given in Figure 27. 3D steganalysis provides two main types of analysis:
visual analysis and statistical analysis. Visual analysis detects secret information with
human eyes or through the computer in which bit planes of carrier files are analyzed
independently for any uncommon alteration in appearance that could signify the existence
of secret information.

Specific

3D Steganalysis
| | |
3D Signature 3D Statistical
— E—
Universal Specific Universal
JPEG Additive BPCS Secret Spread Transform
Compression Noise Information Spectrum Domain

Figure 27. Categorization of 3D steganalysis techniques [96].

The statistical analysis deals with the detection of alteration in statistical features of
the stego file initiated by steganography techniques. Steganalysis can also be divided
into universal and specific steganalysis techniques. Universal steganalysis techniques
can detect secret information in stego files concealed by any steganography technique
and specific steganalysis techniques are complex techniques and work with some specific
steganography techniques.

4.1. 3D Signature Steganalysis

Concealing secret information inside any digital media using the 3D steganography
technique involves variations in media properties that might introduce unusual appear-
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ances, degradation in carrier files, and patterns. These unusual appearances might act as
signatures to detect the existence of concealed information. Attacks on these anomalies are
simple and provide good results when the secret information is concealed successively. It
is hard to detect secret information when it is concealed in video frames taking random
locations [97].

e  Universal steganalysis: This technique can find the concealed information embedded
through any of the 3D steganography techniques. Spatial domain steganography
techniques are easily detected by steganalysis techniques. But secret information
concealed through the transform domain steganography technique is more robust and
difficult to detect by steganalysis technique.

e  Specific steganalysis: These techniques are designed for some specific steganography
techniques. Stego images created through steganography techniques are compared by
taking their histogram. When histograms generated for original and stego images are
not the same, then chances of detection of secret information increase.

4.2. 3D Statistical Steganalysis

Steganography conceals secret information in any type of digital carrier. The statistics
of the carrier file may be altered because of information concealing. The 3D statistical
steganalysis method analyzes these altered statistics of carrier files for detecting the secret
concealed information. This steganalysis is found to be more powerful than signature ste-
ganalysis. These techniques are evaluated mathematically, and mathematical calculations
are more accurate as compared to visual perception [98].

e  BPCS steganography steganalysis: This technique is efficient to identify the presence
of secret information in the carrier file. It can easily identify secret information in both
spatial and transform domains. It is concluded that a statistical characteristic known as
isotropy is modified after concealing secret information through BPCS-steganography.
This modification is known as steganalysis. Histograms, the Chi-square test, entropy,
correlation coefficient, MSE, and hypothesis, etc., are used to detect the presence of
secret information [99].

e JPEG compression steganalysis: Because of their ideal characteristics, JPEG images
are extensively used on the internet, so they are also used in most of the 3D steganog-
raphy techniques for concealing secret information. When secret information is con-
cealed using the DCT technique, it is found that the quantized DCT coefficients of
JPEG images allocate evenly in zeros in carrier images. Chi-square measurements
of the stego image are produced and a variation equation is applied to conclude the
existence of secret information [100].

o Transform domain steganalysis: From histogram exploration, it is concluded that
the histogram of the carrier image is flatter than the stego image. A stego image is
quantitatively analyzed by its spectrum and energy difference with that of the carrier
image. From this experiment, it is concluded that the energy difference for stego
images is greater than carrier images. The threshold value is also calculated to check
whether secret information exists or not [101].

e Additive noise steganalysis: This is a 3D steganalysis scheme of binary images,
which are concealed by reversing pixels with boundaries. This steganalysis scheme
depends on the correlation between compression rate and information concealing
rate. As and when more secret information is concealed inside the carrier image, more
compression is required. This compression rate is then used for differentiating the
statistical properties of carrier and stego images [102].

e  Spread spectrum steganalysis: When secret information is concealed using a spread
spectrum then this 3D steganalysis technique is used to find the existence of secret
information. The carrier image is initially re-established using a spatial filter. After
that spread, the spectrum procedure is applied on the carrier image many times and
modification of low-frequency coefficients in every DCT block is assessed. The same
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procedure is used on a stego image with its modifications produced. The differences
between these two images detects the existence of secret information [103-106].

5. Observations and Findings

The study of relevant literature on 3D steganography in approximately the past
15 years has laid down certain interesting observations. These points are helpful for future
research in this domain. The observations are listed as follows:

e Image file remained the preferred choice for cover file in most of the research work.
The scope of exploring other types of multimedia files as cover in 3D steganography
is still open.

e  Most of the researchers relied upon conventional cryptography techniques for addi-
tional security. It adds to the computational requirement of the method.

e  The PSNR attainment in 3D steganography is lesser as compared to image and video
steganography. It shows the further scope of improvement as PSNR is a measure of
robustness, which is an essential requirement of steganography.

e An attempt to increase embedding capacity results in compromised robustness as
witnessed from MSE and PSNR attainments. A balance between these two parameters
remains an open question.

e  Majority of the research utilized LSB or its variants to implement 3D steganography.
However, there are many other techniques of steganography with their inherent
benefits that are unexplored in this context.

e People have started using machine learning in 3D steganography; however, its use is
still in the infancy period.

6. Conclusions

A systematic study of 3D steganography techniques has been carried out. The study
reveals that 3D steganography is dominantly implemented in the transform domain,
where robustness was the prime objective; however, the spatial domain 3D steganography
techniques dominated to achieve high capacity. LSB technique was dominantly used as
the main embedding algorithm. A lot of attempts using hybrid approaches have also been
done to improve the robustness; however, the capacity remained a question there. Most of
the researchers have used an image as a cover file and very few go for audio and video.
Spatial domain techniques are found to be less complex as compared to transform domain
techniques, but they are easy to detect comparatively. Steganalysis can be done based on
various properties such as histogram analysis, entropy change, changes in the statistical
properties of the image, compression rate, change in the format of image and threshold
value of the image, etc. Many steganalysis tools also exist that can detect the presence of
secret information but not the contents. There is a scope of future research in this domain
to find the balance among complexity, robustness, and capacity.
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