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Abstract: Computer networks are facing serious threats from the emergence of malware with
sophisticated DGAs (Domain Generation Algorithms). This type of DGA malware dynamically
generates domain names by concatenating words from dictionaries for evading detection. In this
paper, we propose an approach for identifying the callback communications of such dictionary-
based DGA malware by analyzing their domain names at the word level. This approach is based
on the following observations: These malware families use their own dictionaries and algorithms
to generate domain names, and accordingly, the word usages of malware-generated domains are
distinctly different from those of human-generated domains. Our evaluation indicates that the
proposed approach is capable of achieving accuracy, recall, and precision as high as 0.9989, 0.9977,
and 0.9869, respectively, when used with labeled datasets. We also clarify the functional differences
between our approach and other published methods via qualitative comparisons. Taken together,
these results suggest that malware-infected machines can be identified and removed from networks
using DNS queries for detected malicious domain names as triggers. Our approach contributes
to dramatically improving network security by providing a technique to address various types of
malware encroachment.

Keywords: malware detection; dictionary-based domain generation algorithm; domain name; net-
work security

1. Introduction

Some of the most serious security threats currently faced by computer networks
involve malware. Most commonly, cybercriminals take control of malware-infected com-
puters through a command-and-control server (C&C) and then use those computers to
engage in malicious activities such as stealing confidential information, spreading malware
to additional computers, and phishing within an organization. According to a recent
McAfee report [1], over 300,000 new forms of malware and their variants are created each
day, and the global annual cost of malware-related cybercrime may be as high as $600 bil-
lion. Therefore, the establishment of security mechanisms to protect networks against
malware encroachment is imperative.

To prevent malware-related damage, administrators must rapidly identify and remove
any infected computers that may reside in their networks. However, many malware fami-
lies use domain generation algorithms (DGAs) to avoid detection [2]. A DGA is a technique
in which the domain name is changed frequently to hide the callback communication from
the infected computer to the C&C. Specifically, DGA malware dynamically generates and
then attempts to resolve domain names. The domain name that returns the correct response
is considered as the C&C. However, since the lifetimes of domain names generated for
such callbacks are extremely short, it is difficult for conventional security appliances that
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monitor communications with known malicious domains to detect callbacks caused by
DGA malware.

Some previous studies [3-5] have focused on identifying discernible differences in
the character strings of benign and malicious domain names for detecting the callbacks
of DGA malware. For example, Truong et al. [4] proposed a method that learns and
predicts the character patterns in domain names using bigram models with supervised
learning algorithms, and Anderson et al. [5] extended this method to include character-
level modeling with long short-term memory (LSTM) networks. These methods are based
on two observations: Benign domain names tend to reflect the intent of their domain
registrants, such as an organization, product, or content, while malicious domain names
tend to be meaningless character strings because conflicts with already registered domain
names must be avoided. These efforts have spurred the emergence of more sophisticated
DGA malware to defeat these detection methods, including new types of malware families
that have their own dictionaries from which they can concatenate words to dynamically
generate domain names that are difficult to distinguish from human-generated domain
names [6]. As a result, character-level modeling, which excludes words, is unlikely to be
sufficiently accurate to detect such dictionary-based DGA (dict-DGA) malware.

In this paper, we aim to identify dynamically generated domains from massive do-
main name system (DNS) queries to detect the callbacks of dict-DGA malware. We focus
on queried domain names for the traditional DNSs, in which name resolution is an unen-
crypted interaction that occurs prior to data exchange between malware and C&C. In fact,
numerous studies have been reported to detect various malicious activities by analyzing
queries for the traditional DNSs [7]. The main issue is character-level similarities between
dynamically generated domain names and human-generated domain names. Therefore, we
propose an approach for identifying malicious domain names by analyzing their character
strings at the word level. This approach is based on the following observations: Each type
of dict-DGA malware uses its own dictionaries and algorithms to generate domain names,
and the word usages of malware-generated domains are distinctly different from those
of human-generated domains. Note that natural language processing techniques cannot
be effectively used to the analysis of domain names because domain names are short,
unstructured, and unsegmented character strings. Here, an unstructured character string
means that each word has no role such as subject, verb, object, or predicate. Chen et al. [8]
designed a model with knowledge powered attention mechanisms for classifying short
texts according to their semantics. A further example of short text analysis is spam iden-
tification in social media posts, emails, and short messaging services [9,10]. However,
typical short texts are structured and segmented character strings such as “Jay and Jolin are
born in Taiwan” in [8] while domain names are unstructured and unsegmented character
strings such as incometaxindiaefiling.gov.in, teacherspayteachers.com, and adnet
workperformance.com in the top one million sites provided by Alexa [11]. Moreover,
domain names have no contextual information that typical short texts have.

The remainder of this paper is organized as follows. In Section 2, we review related
studies and discuss their limitations. In Section 3, as a way to remove malware-infected
computers, we propose an approach to identify malicious domain names by analyzing their
character strings at the word level. Then, Section 4 describes the experiments conducted
to analyze the effectiveness of our proposed approach for detecting the callbacks of dict-
DGA malware. Finally, we summarize our conclusions and directions for future work in
Section 5.

2. Background

Because the interconnectivity and reachability of computer networks make them
vulnerable to malware hazards, numerous research communities have expressed strong
ongoing interest in the development of adequate defense solutions [12-14]. Accordingly,
we begin this section by describing the details of DGA malware, after which we introduce
studies aimed at detecting various malware and note their limitations.
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2.1. DGA Malware

Malware programs such as Conficker and Kraken, which have caused considerable
worldwide damage, implement DGAs as one aspect of their capabilities. Moreover, re-
searchers have found improper codes embedded in websites and web-based advertise-
ments that are designed to promote the spread of such malware programs over broad
target areas [15,16].

Figure 1 schematically depicts callbacks implemented by DGA malware. In this figure,
communications labeled Q are requests for name resolution from DGA malware to a
recursive DNS server (RDNS), while communications labeled R are responses to these
requests. We begin by assuming that DGA-generated domain names, being the capability
of a C&C, are preregistered in an authoritative DNS server (ADNS). The malware first
dynamically generates multiple domain names, such as d8wgr9gpa7 . com, fpeqbiwxfx.eduy,
and gxwx123nrs.net, based on its DGA and then directs DNS queries regarding these
domain names to the RDNS in the network to which the malware itself belongs. Upon
receiving a query, the RDNS returns the address assigned to the domain name if it is
registered in the ADNSs or a nonexisting domain (NXDOMAIN) response if it is not.
Finally, any domain, e.g., gxwx123nrs.net in this figure, that corresponds to an affirmative
DNS response is assumed to be the C&C, and the malware attempts callbacks for the
address assigned to that domain.

C&C Authoritative
192.168.0.100 DNSs
Global Q1:d8wgr9gpa7.com
Q2:fpegbiwxfx.edu e

Local Q3:gxwx123nrs.net

DGA Malware\_/ Recursive

R1:NXDOMAIN DNS
R2:NXDOMAIN
R3:192.168.0.100

Figure 1. Callback communication between DGA malware and C&C.

The character strings generated by typical DGA malware for use as malicious domain
names are easily distinguished from benign domain names. In GameOver Zeus [17],
domain names are random sequences of letters and numerals ranging in length from
15 to 30 characters, such as 1ygx14ulvnf8hb1twhv8619h8ygr.net and cipuOwdgsnq9u8s
t8m11ymOhq. com. These domain names are designed to avoid namespace collisions with
previously registered domains. In Rovnix [6], a type of dict-DGA malware, domain names
are generated by concatenating words from dictionaries, such as accelerateaccountant
.in.net and accelerateactress.in.net. These domain names are difficult to distinguish
from human-generated domain names due to their string similarities.

The objective of a DGA is to establish highly available communication channels
between the malware and the C&C. One result of this process is that communication
barriers based on blacklists are easily avoided by changing C&C domains. Furthermore,
communications from within the network to the outside span a wide range of destination
addresses and are thus difficult to detect since they are not restricted by firewalls. Notably,
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with identical DGAs, the malware and the C&C avoid the need to exchange any information
related to changing the domain name.

2.2. Related Work

Studies that focus on producing more sophisticated blacklists are conducted fre-
quently and constitute the core of most network threat defense strategies. For example,
Soldo et al. [18] proposed a method to substantially enhance the performance of blacklists
based on previous attack logs provided by multiple contributors. Meanwhile, Freudi-
ger et al. [19] improved the confidentiality of this method by sharing attack logs through
peer-to-peer communications. Separately, Spacek et al. [20,21] developed a DNS firewall
system that blocks communications from a protected network to malicious domains on
outside networks. This system uses DNS response policy zone (RPZ) technology [22] for
advanced domain blacklisting. Unfortunately, malware families constructed using DGAs
are capable of avoiding blacklist-based detection by frequently changing the domain of
their C&C.

In another approach, deep packet inspection (DPI), which surveys packet payloads,
has been used to strengthen protections against malware encroachments. For example,
Gu et al. [23] implemented BotHunter, which is a DPI-based passive network monitoring
system that models typical malware behavior and interprets communications exhibiting
strong associations with such behavior as evidence of malware contamination. Other
studies have discussed efforts to improve the performance of DPI-based detection [24,25].
However, in a recent cybersecurity report [26], Cisco Systems noted that more than 50% of
current Internet communications are encrypted and that approximately 70% of all malware
programs encrypt their communications. Thus, in inverse proportion to the fraction of
encrypted communications, the share of future communications amenable to DPI analysis
will eventually be reduced to a negligible subset. A common practice in applying DPI to
encrypted packets is by employing a Man-in-the-Middle approach [27], which interrupts,
decrypts, and analyzes communications between two end-points, but this approach has
both practical and privacy concerns. Specifically, the large latency is incurred due to
computational costs in encrypt-decrypt processes, and the privacy guarantee is violated,
raising potential compliance issues. These scenarios have motivated focus on the resolution
of domain names for the traditional DNSs, which are not encryption, as an information
source for detecting malware. Through previous investigations [28], we have confirmed
that the traces of malicious activities appear in queries for the traditional DNSs.

Rahbarinia et al. [29] developed a system, called Segugio, that finds unknown ma-
licious domains based on their co-occurrence relation with known malicious domains
in DNS queries. Segugio is based on the following insights: (1) Infected computers in
the same malware family tend to communicate with the same malicious domain group
and (2) uninfected computers have no reason to communicate with malicious domains.
However, since the temporary malicious domains used for DGA malware callbacks have
extremely short lifetimes and since the domains that co-occur with temporary malicious
domains may not actually exist, this system is not sufficiently able to detect the callbacks of
DGA malware.

In another example, Berger et al. [30] developed a system called DNSMap that dis-
covers potentially compromised computers based on DNS traffic. Specifically, DNSMap
identifies suspicious agile DNS mappings, i.e., mappings characterized by rapidly chang-
ing domain names and/or addresses, which are often used by the C&C. Meanwhile,
Wang et al. [31] deployed a system called DBod, which classifies and detects DGA malware
based on the analytical results of DNS query behaviors. Moreover, since computers con-
taminated by the same DGA malware family tend to generate a large number of identical
DNS queries, those queries also tend to exhibit a similar domain scope and distribution.
Thus, DBod exploits these similarities for classification and detection. However, since both
DNSMap and DBod require the observation of an enormous quantity of extensive DNS traf-
fic, their utility is limited to large-scale networks, such as Internet service providers (ISPs).
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Plohmann et al. [32] revealed the DGA landscape by reverse-engineering 43 malware
families, and Zago et al. [33] provided a mature dataset with analysis results for over
30 million domains generated by 50 malware families. Based on those results, other re-
searchers have attempted to distinguish between benign and malicious domains using only
their character strings in manners similar to our approach. For example, Truong et al. [4]
proposed a technique that learns and predicts character patterns using bigram models
with supervised learning algorithms, and Anderson et al. [5] extended this technique using
character-level models with LSTM networks. Meanwhile, Qiao et al. [34] combined LSTM
networks with attention mechanisms to assign appropriate weight values to the characters
in domain names. In addition, Vinayakumar et al. [35] compared the performance of
various machine learning (ML) and deep learning (DL) algorithms when detecting DGA-
generated malicious domains. These techniques are based on the existence of discernible
bias in the rules for generating malicious domain names and thus must learn the bias in
advance by analyzing both benign and malicious datasets.

Pereira et al. [36] proposed a method for detecting dict-DGA malware based solely
on domain strings. This method has two functions: Estimating the dictionary used by
dict-DGA malware from their callbacks and identifying malicious domain names using the
estimated dictionary. However, this method is extremely simple in that malicious domain
names are identified by whether the number of words constituting the character string
exceeds a given threshold in the estimated dictionary. As a result, numerous false positives
are caused by the inability to consider benign domain names. In contrast, our work focuses
on using ML to characterize the differences between benign and malicious domain names
and thus produces better results than can be achieved by the method in [36].

3. Proposal

In this paper, we report on attempts to detect dict-DGA malware by identifying
malicious domain names from massive DNS queries. We focus on queried domain names
for the traditional DNSs, in which name resolution is an unencrypted interaction that occurs
prior to data exchange between malware and C&C. Table 1 shows examples of domain
names generated by dict-DGA malware. Because these domains depend on the C&C of
the callback destination, each type of malware uses its own dictionaries and algorithms to
generate them. For example, a comparison of the Gozi and Matsnu dictionaries reported
in Refs. [37,38] reveals that the dictionaries contain 975 and 1391 words, respectively,
with only 240 words appearing in both dictionaries (Ursnif in literature [37] is an alias
name for Gozi). Moreover, the word usage is expected to exhibit significant differences
between malware-generated domain names and human-generated domain names. Based
on these observations, we propose an approach for identifying malicious domain names by
analyzing character strings at the word-level. The novelties of this approach include the
following: (1) the use of general graph-theoretical techniques to represent relationships
among words in domain names; and (2) the use of centrality to quantify the importance
of each word in this graph. These indicators characterize the differences between benign
and malicious domain names on the basis of word biases in their character strings. Finally,

Table 1. Examples of domain names generated by dict-DGA malware.

Banjori earnestnessbiophysicalohax.com
pbmnestnessbiophysicalohax.com

Gozi williamseasily.com
printingthatlabel.com

Matsnu shoulderracerecognizeblue.com
emergencyadaptselectdoubt.com

Suppobox windowtherefore.net
severadifference.net
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we apply ML techniques to the feature vectors derived from these indicators and thereby
reduce the number of false positives in identification.

Figure 2 shows an overview of the proposed approach, which has four steps: (1) Noise
reduction, (2) word segmentation, (3) word graph construction, and (4) feature-vector-
based identification. The following sections describe the training datasets and each of these
steps in detail.

( Domain Name )

Training
Datasets

Noise Reduction [S~77~ ;(; " ;(;’
\L \}/ X*o oo X5
Word Segmentation | ____ Wo ... Wn \
Vi
Word Graph
Construction
s s,
\/ L
Identification |€-----1 Training
Feature-Vector-Based Ildentification

( Results )

Figure 2. Overview of our proposed approach for identifying malicious domain names by analyzing
their character strings at the word level.

3.1. Training Datasets

We denote a dataset comprising the same type of domains by x € X;,i € 0---n, where
the dataset X contains benign domains and the remaining #n datasets Xj, - - - , X;, contain
malicious domains generated by 7 different malware families. In other words, malicious
domains are classified into the datasets of each malware family. Note that domain names in
the datasets are shortened and replaced with primary domain names. A primary domain
is the highest-level domain name given to a registrar [39]. For example, the primary
domain names for www.mdpi.com, mail.tohoku.ac. jp, and ns.isc.kyutech.edu would
be mdpi.com, tohoku.ac. jp, and kyutech. edu, respectively.

As noted in Section 2.1, a change in a callback destination by DGA malware is com-
monly accompanied by NXDOMAIN messages as the result of forward lookup. In such
cases, the NXDOMALIN response is an error message that indicates an invalid domain
name. Based on this insight, our approach focuses attention on specific domains for which
the name resolution meets both the forward lookup request and NXDOMAIN message re-
sponse.

3.2. Noise Reduction

The first step is to identify benign domains via comparison with whitelists, which
consist of domains owned by trustworthy organizations and those used by specific ser-
vices that cause massive NXDOMAIN messages. Examples of these domains include
kyutech.ac.jp and kyutech. jp, which are owned by our institution; uribl.com and
dnswl.org, which are queried for DNS-based lists (DNSBL) [40]; and trendmicro.com,
which is associated with endpoint antivirus software. Next, domain names that violate
DN specifications are deemed to be the result of misconfiguration and are discarded [41].
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Notably, any domains prefixed with “xn--" are excluded here because our approach does
not support internationalized domain names (IDNs) [42]. We expect IDNs to be not of-
ten used by dict-DGA malware that generates domain names from word dictionaries
because in name resolution IDNs are replaced by seemingly random character strings, such
as xn--sjquwbxkwbgyd9ay881 and xn--djry4lkibj6u, which are distinctly different from
human-generated domain names. Incidentally, one of the most common abuses of IDNs
is the registration of domain names that exhibit a high visual and semantic similarity to
those of reputable brands [43,44]. The remaining domain names are considered possible
DGA-generated strings and are passed as training datasets X7,7 € 0- - - n to subsequent
functional units for further analysis.

3.3. Word Segmentation

This step segments the primary-level character string for domain x into a word group
w using D, which consists of an English dictionary and a corpus collected through web
crawling. Word segmentation is based on two conditions: (1) Minimizing the number of
words while maximizing word lengths, and (2) giving preference to words that are in the
dictionary by increasing their likelihood of being selected.

We define this word segmentation approach with the following equation:

F(x) = arg max L ity P(wj)
weW(x)

1 eD

P(w]) (w] < )

/D@ (w; ¢ D)

Here, W(x) is all the candidate segmentations for the primary-level character strings
of domain x; w is the candidate segmentation comprising words wy, - - - , Wi, Wn; |w]| is
the length of word w;; and |D| is the total number of words in dictionary D. Furthermore,
P (w;) is the selectivity of word w;, which is based on whether word w; is in dictionary D.
P(wj) = 1 when w; € D, and P(w;) = 1/|D|!®il when w; ¢ D. As an example of word
segmentation, the primary-level character string kyutechlocaldomain is divided into the
word group {kyutech, local, domain}. When this algorithm step is complete, a set of word
groups W; derived by segmenting the primary-level character strings is output for all the
domains in training dataset X7. Note that set W; can contain duplicate elements.

3.4. Word Graph Construction

This step uses a word graph to represent the relationships among a set of word groups
W; corresponding to domain strings in training dataset X;. A word graph G; is simply a
weighted undirected graph with a vertex set and an edge set. Each vertex corresponds to
a word in set W;. The edge weights indicate the frequencies of co-occurrence of words in
set W;, where co-occurrence means that the words belong to the same word group. Note
that words with similar character strings share the same vertex. We use the Levenshtein
ratio for similarity calculations and unweighted centroid clustering with threshold th, for
word aggregation. Figure 3 shows an example of a constructed word graph using the set
of three-word groups [{kyutech, local, domain}, {kyutech, local, net}, {mdpi, domains }].
Due to the similarity of domain and domains, the two words share a vertex.
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Figure 3. Example of constructing a word graph using a set of word groups.

Dynamically generated malicious domain names and human-generated benign do-
main names exhibit clear differences in their word co-occurrence frequencies, and the
words that illuminate these distinctions most effectively play the central role in a word
graph. Specifically, words that have low centrality in word graph Gy, which is constructed
from benign dataset X, and that have high centrality in another word graph are effective
for identifying malicious domains. Based on these findings, we first define conjunction as a
process that uses two-word graphs. Specifically, conjunction is a process of reconstructing
word graph G;;; from word group sets W; and W; into word graphs G; and G;.

Figure 4 shows an example of the conjunction process G;.j for word graphs G; and G;.
Here, the vertices in white represent words in word graph G;, the vertices in black represent
words in word graph G;, and the vertices in gray represent words that are common to both.
Note that the weights of edges are updated with the conjunction process G;.;. We then
associate the following importance value with an arbitrary group w comprising words
Wy, W, Wy

Si(w®) = Yy cw [j1(Coilw;) = Co(w;))

Here, |w;| denotes the length of word w;. Co(w;) and Cy.;(w;) are functions that derive
the centrality of word w; in word graphs Gy and Gg;. Accordingly, this value means that
the change in the centrality of word group w resulting from the conjunction of word graph
Gy is constructed from benign dataset Xy and that G; is constructed from malicious dataset
X;. To compute the values, we use the PageRank centrality, which can be used even if a
word graph is undirected and disconnected.

(a) word graph G; (b) word graph Gj (c) word graph Gi;j

Figure 4. Example of the conjunction process G;.; for word graphs G; and G;.

3.5. Feature-Vector-Based Identification

This step first calculates feature vectors from the domains in the training datasets.
Next, based on the importance values in the word graph defined in the previous sec-
tion, the feature vector for the domain name consisting of word group w is given by the
following equation:

@ = (Sy(w), -+ Si(w), - Su(w))

Then, we apply ML to these feature vectors to construct a training model. Specifically,
we adopt support vector machine (SVM) as the ML algorithm because of its generalization
and identification performance. The output of this step is the overall identification results of
our algorithm regarding the benign versus malicious nature of the unknown input domain
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names, which are obtained by reducing noise, segmenting the domain name, calculating
the feature vector, and applying the training model.

4. Evaluation

This section presents evidence to support the effectiveness of the proposed approach
in detecting callbacks instigated by DGA malware. We begin by verifying the identifi-
cation accuracy of this approach from various perspectives and then extensively discuss
its effectiveness and limitations. The experimental setup and results are described in
Sections 4.1 and 4.2. Finally, we clarify the functional differences between our approach
and other published methods via qualitative comparisons in Section 4.3.

4.1. Experimental Setup

Figure 5 shows the layout of our campus network, which has two class B address
blocks. This network consists of one core network, 135 access networks managed by 30
departments, and three wireless networks. We manage only the core and wireless networks,
including the connection points to the access networks. The total number of media access
control (MAC) addresses observed at their connection points was approximately 9500. A
total of 470 access points are located in the three wireless networks that geographically
cover most of our campus. The computers of more than 6000 employees and students,
in addition to numerous visitors, routinely connect to the three wireless networks. The
total number of computers connected to the three wireless networks is approximately 6500
at any given point in time. Broken down by operating system (OS), 43% of those computers
use iOS, 28% use Windows, 22% use Android, and 7% use macOS. As expected, there are
no details regarding the 135 access networks outside our management area. The dataset
used for the experiments comprises DNS queries observed on three RDNSs in the campus
network during the one-month period beginning on 1 August 2018, with a total size of
approximately 65 GB.5 Note that these three RDNSs were used on our entire campus
network, including the access networks outside our management areas. The results show
that 3,021,124 queries, i.e., approximately 15% of all queries, meet both a forward lookup
request and an NXDOMAIN message response.

©

Internet

3 Wireless Networks
132 Access Networks (our management areas)
(outside our management areas)

Figure 5. Layout of our campus network.

Table 2 shows the datasets of the benign and malicious domains used in the experi-
ments. The benign domains X, were the 3,021,124 queries, i.e., approximately 15% of all
queries, collected via the campus network described above. We confirmed the absence
of malware-related domains in the benign set via the following procedure. First, suspi-
cious computers were detected by multiple security appliances, after which they were
examined for matches with the characteristics reported in [6,31,32], which reported that
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a DGA malware will generate massive numbers of NXDOMAIN responses as a result
of name resolution for unfamiliar domains during a short period. Notably, even though
this approach cannot guarantee the absence of malicious domains with perfect certainty,
the number of malicious domains likely to remain among the set of benign domains, if not
zero, was considered to be extremely small and unlikely to have a significant impact on
our experimental results. In contrast, the malicious domains of seven DGAs X;,i € 1---7
were published on the websites [45,46]. Banjori X; and Sisron X dynamically generated
domain names by combining random characters with specifically selected words, while
the other types dynamically generated domain names by concatenating words in their
own dictionaries. Banjori and Sisron are not strictly categorized as dict-DGA malware,
but we included them in the datasets because they use meaningful words as domain
components. In our experiments, five-fold cross-validation of the benign and malicious
domains was performed using 20% of the data as the testing datasets and the remainder as
the training datasets.

Table 2. Numbers of benign and malicious domains in the datasets.

Xo X; X, X3 Xy Xs X6 X;

Benign Banjori Gozi Matsnu Pizd Rovnix Sisron Suppobox
3,021,124 30,000 30,000 30,000 30,000 30,000 30,000 30,000

For comparison with our approach, we implemented two different methods for identi-
fying benign and malicious domains based solely on their character strings, as described
in [5,36]. The first implementation used character-level modeling with LSTM networks
applied to the domain strings, whereas the second implementation used the number of
words that constitute the domain string and are present in the estimated dictionary as
the identification threshold. Table 3 shows the specifications of the computer used for
implementation and calculation, and Table 4 shows the calculation time in our approach
and the two implementations required to train 2,584,900 benign and malicious domains,
which is 80% of the datasets, and to predict 646,224 benign and malicious domains, which
is 20% of the datasets. Here, this computer is equipped with a dedicated GPU to accelerate
the training phase in the first implementation.

In our proposed approach, we mainly used words registered in Aspell [47] and the
corpus in [48] as the dictionary for word segmentation. The total number of words in the
dictionary was 500,000. We set the threshold th, to 0.85 and the SVM kernel to a radial
basis function with hyperparameter 1.0 and cost 5.0. These parameters were determined
experimentally, and their optimization will be addressed in future work.

Table 3. Specifications of the computer used for implementation and calculation.

CPU Xeon Silver 4110 (8core 2.10 GHz)

GPU NVIDIA GeForce RTX 2080 Ti (11 GB GDDRG6)
RAM 96 GB DDR4-2666

SSD Seq. Read and Write up to 560 MB/s and 530 MB/s

Kernel Linux 3.10.0-957.1.3.el7.x86_64
Software  TensorFlow 2.0.0, CUDA Toolkit 10.0, cuDNN 7.6.5

Table 4. Calculation time for each phase in our approach and two implementations.

Training Predicting
Anderson et al. [5] 10,860 s 402 s
Pereira et al. [36] 118 s 72s

Our work 82,618 s 2896 s
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4.2. Experimental Results and Discussion

We employ three common metrics to characterize the ability to identify benign and
malicious domains. The first is accuracy, which is defined as the ratio of the number
of correctly predicted benign and malicious domains to the total number of benign and
malicious domains; the second is recall, which is defined as the ratio of the number of
correctly predicted malicious domains to the total number of actual malicious domains;
and the third is precision, which is defined as the ratio of the number of correctly predicted
malicious domains to the total number of predicted malicious domains.

The experimental results are presented in Table 5, where each value is the mean of
the five-fold cross-validation results. The proposed approach achieves an accuracy of
0.9989, a recall of 0.9977, and a precision of 0.9869, indicating that our approach provides
higher accuracy than that of the two previous implementations. Possible explanations for
the performance deterioration in the two implementations include the following. First,
there are natural limitations to how well benign and malicious domains can be identified
based on character patterns alone. In the implementation based on [5], the tendency to
identify domain names consisting of eight or more letters as malicious was particularly
prominent, and the results caused more than 15,000 false positives for benign domains Xj.
Next, in the implementation based on [36], uniformly quantifying the importance of words
in the domain strings resulted in a large number of misidentified domains. Specifically,
the cases of benign domains Xy and Pizd domains X4 were significant, exceeding 100,000
and 23,000, respectively. While Pizd misidentifications might be improved by optimizing
the threshold level, false positives for benign domains will also increase. The ability of our
proposed approach to navigate these challenges can be attributed to the consideration of
differences between words constituting benign and malicious domain names and to its
focus on words playing central roles in word graphs.

Table 5. Experimental results.

Accuracy Recall Precision
Anderson et al. [5] 0.9950 0.9977 0.9305
Pereira et al. [36] 0.9599 0.8873 0.6380
Our work 0.9989 0.9977 0.9869

The numbers of misidentified domains are presented in Table 6, where each value
is the sum of the five-fold cross-validation results. Our approach achieves an extremely
strong identification performance for Banjori X; and Sisron X¢, whereas the other datasets,
including the benign domain names, result in some misidentification. Notably, Banjori
X1 and Sisron X generate domain names by combining random characters with specific
words, and the other types generate domain names by concatenating words contained
in their own dictionary. Most of these misidentified domain names can be classified
into four categories: (a) Domain names consisting of a single word, (b) domain names
consisting of words that appear with extremely low frequency in the training datasets,
(c) domain names containing some words common to both benign and malicious domains,
and (d) domain names comprising words not included in the dictionary. The proposed
approach focuses on the relationships among words in domain names and leverages
supervised ML to identify benign and malicious domains. However, the properties of
this approach naturally make accurate identification difficult in cases (a) and (b). An
investigation into the character strings arising in case (c) revealed numerous occurrences
of words such as domain, network, host, and local, which are common to both benign
and malicious domains. Therefore, it may be possible to improve the performance in
this area by excluding words that commonly appear in domain names by following the
technique of stop words in natural language processing [49]. The poor performance in case
(d) arose from domain names being segmented into meaningless short character strings.
Examples of this problem include domain names composed of random character strings,
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nonalphabetical strings represented alphabetically, or proper nouns. Thus, the use of more
comprehensive dictionaries is expected to alleviate this issue.

Table 6. Numbers of misidentified domains in the datasets.

Xo Xi X5 X3 Xy X5 X6 X7
Anderson etal. [5] 15,631 0 154 0 62 27 0 220
Pereira et al. [36] 105,706 0 285 26 23,286 28 0 36
Our work 2772 0 295 31 29 32 0 82

Despite the above problems, the proposed approach achieves high performance,
with an accuracy of 0.9989, a recall of 0.9977, and a precision of 0.9869. These results
suggest that dict-DGA malware can be removed from a network using name resolution for
malicious domains as triggers.

4.3. Qualitative Comparison

Table 7 presents a qualitative comparison of the proposed approach and nine pre-
viously published methods, which are representative examples of blacklist-based detec-
tion [18], DPI-based detection [23], behavior-based detection [29-31], ML-based detec-
tion [4], DL-based detection [5,34], and estimated dictionary-based detection [36]. In this
comparison, we focus on the following five items: (1) DGA malware detection performance,
(2) dict-DGA malware detection performance, (3) the ability to detect malware in real time,
(4) robustness to encryption, and (5) dependence on network scale. These items are used
to compare detection performance and operational limitations, which are the practical
issues of each method discussed in Sections 2.2 and 4.2. The first three items correspond to
detection performance, while the other two correspond to operational limitations.

Table 7. Qualitative comparison of our work with other well-known detection methods.

(1) DGA Malware (2) Dict-DGA (3) Real-Time (4) Robust to (5) Network-
Detection Malware Detection Encryption Scale Indepen-
Detection dent

Soldo et al. [18] v v
Gu et al. [23] v
Rahbarinia et al. [29] v v
Berger et al. [30] v

Wang et al. [31] v v v

Truong et al. [4] v v v v
Anderson et al. [5] v v v v
Qiao et al. [34] v v v v
Pereira et al. [36] v v v v
Our work v v v

As noted in the previous section, the proposed approach has the ability to detect
dict-DGA malware with high accuracy. The specific advantages of this approach include
the following: In contrast to the BotHunter of Gu et al. [23], the detection performance is not
limited by encrypted communication; in contrast to both the DNSMap of Berger et al. [30]
and the DBod of Wang et al. [31], the operation does not depend on the network scale.
Unfortunately, our approach is useless against typical DGA malware because it specializes
in detecting dict-DGA malware and thus must be complemented by additional techniques,
such as the methods of Anderson et al. [5] and Qiao et al. [34], for practical operation.

The proposed approach is more computationally expensive than other detection meth-
ods based on character strings in domain names [4,5,34,36] because of the two tasks must be
performed via brute-force algorithms in Sections 3.3 and 3.4: Identifying optimal candidates
to segment domain strings into words and associating vertices with words. As described in
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Section 4.1, our approach took 2896 s to process 646,224 queries while the calculation times
for [5,36] were 402 s and 72 s, respectively. To reduce the computational cost, this approach
restricts attention solely to specific domains for which the name resolution meets both the
request of forward lookup and the response of NXDOMAIN messages. Imposing these two
conditions substantially limits the number of domains that must be identified. Note that
an NXDOMAIN response signifies that a domain is not registered, so no data transmission
can arise associated with the name resolution. Consequently, since our approach does not
require strict real-time identification, simple optimization should suffice to yield acceptable
performance for practical operation.

The importance of encrypted communication in networks has spurred efforts to
standardize protocols such as DNS over TLS (DoT) [50], which encapsulates DNS queries
and their responses inside TLS communications to prevent eavesdropping and tampering.
Since the proposed approach relies solely on the character strings of domain names, it works
unaffected by DoT encryption under the condition that the query logs can be retrieved from
the RDNSs. Meanwhile, it is powerless when DGA malware directs queries to the external
RDNSs, such as Google and Cloudflare Public DNSs. A guideline published by National
Security Agency [51] recommends blocking name resolution via such unauthenticated
RDNSs because of security and privacy concerns. Consequently, the condition does not
compromise the practicality of our approach in typical network operation.

Our approach, similarly to all ML- and DL-based methods, requires the preparation
of large datasets to achieve high performance. Several projects have released datasets as
part of their results, and several studies have focused on the accumulation of datasets
themselves. For example, Kountouras et al. [52] implemented a system called Thales, which
creates massive amounts of malicious domain names by distilling multiple freely available
sources, while Pearce et al. [53] developed a scalable, accurate, and ethical system, called
Iris, which measures global name resolution and uses active manipulation to track the
trends of domain names that evolve over time. In addition, Viglianisi et al. [54] referred
to SysTaint, which facilitates reverse engineering of malware communications. Therefore,
the increasing importance of ML and DL techniques for security applications may be
expected to further stimulate activities associated with expanding the datasets on which
such methods rely.

The above discussion demonstrates the superiority of our proposed approach for
detecting dict-DGA malware. Specifically, our approach allows the elimination of infected
computers without restrictions due to encrypted communication or network scale, thereby
helping to ensure secure network operations.

5. Conclusions

In this paper, we aimed to identify dynamically generated domains from massive
DNS queries to detect the callbacks of dict-DGA malware. The main issue to address
was the character-level similarities between dynamically generated domain names and
human-generated domain names; modeling based on these similarities is unlikely to be
sufficiently accurate to detect dict-DGA malware. Therefore, we proposed an approach for
identifying malicious domain names by analyzing their character strings at the word level.
This approach was based on the following observations: Each type of dict-DGA malware
uses its own dictionaries and algorithms to generate domain names and the word usages
of malware-generated domains are distinctly different from those of human-generated
domains. The results of the experiments conducted as part of this study showed that our
approach could achieve accuracy, recall, and precision as high as 0.9989, 0.9977, and 0.9869,
respectively. We also clarified the functional superiority of our approach via qualitative
comparisons with published methods. Taken together, these results suggest that malware-
infected computers can be identified and removed from networks using DNS queries for
detected malicious domains as triggers. Therefore, we conclude that our approach can
contribute considerably to improving network security by providing the ability to address
various malware encroachments.
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The novel characteristics of our strategy ensure three levels of effectiveness. First,
our approach enables high performance for detecting dict-DGA malware, even though it
lacks the ability to detect typical DGA malware. It may be possible to resolve this issue
by combining this approach with other available techniques. Next, the applicability of
our approach is not restricted to networks with encrypted communications. In addition,
its nature does not depend on the network scale. Finally, the computational cost of our
approach can be reduced by restricting attention solely to specific domains for which the
name resolution meets both the request of forward lookup and the response of NXDOMAIN
messages. Imposing these two conditions substantially reduces the number of domains
requiring identification, which means that simply optimizing this approach should suffice
to yield satisfactory performance for practical operation.

In the future, we plan to evaluate the identification accuracy and computational time
of our proposed approach in relation to DNS queries observed over large-scale networks.
We will also continue to discuss the evaluation results.
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