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Abstract: With the continuous development of the Internet of Energy, the access of a large number of
distributed renewable energy has caused difficulties in energy management. The traditional energy
management mode cannot meet the needs of existing energy management and trading. Therefore,
this paper proposes an integrated energy management platform based on blockchain, which allows
multiple decentralized energy management systems to conduct unified identity authentication. At
the same time, an editable and verifiable anonymous authentication (EVAA) scheme integrating
blockchain in the Internet of Energy is designed, which combines the idea of chameleon hash (CH)
and the algorithm of elliptic curve encryption (ECC) to realize the dual identity authentication of user
information. Finally, the generated certificate is stored in the chain through blockchain consensus.
The scheme is mainly constructed using multiple secure cryptographic algorithms, which combine the
advantages of blockchain for information authentication. Thus, it can accomplish user cross-system
authentication and transaction, and achieve more secure editable anonymous identity authentication
through the algorithm performance test, compared with the existing similar schemes under the
unified test standard. This paper not only ensures the operation efficiency, but also reflects the
obvious advantage of realizing higher intensity security performance.

Keywords: Internet of Energy; blockchain; anonymous authentication; editable; verification

1. Introduction

In recent years, with the awakening of people’s awareness of low-carbon environmen-
tal protection and the growing demand for electricity resources, renewable energy, such
as wind power, solar power, and other green energy sources, has attracted widespread
attention around the world. For their ability to alleviate the fossil fuel crisis and reduce
greenhouse gas emissions, it is recyclable and cost-effective [1]. The development of mod-
ern Internet technology has made it possible for individual users to store, sell, and transmit
energy [2,3]. The existing energy trading system relies on a centralized architecture, and
the whole process is controlled by a central organization. Access to a large number of
distributed energy has brought great challenges to this kind of centralized energy transac-
tion [4]. At present, P2P (Peer to Peer) energy trading schemes based on various information
and communication technologies [5-7] can solve the problem of the two-way flow of infor-
mation and power among distributed energy in the process of distributed energy trading.
However, the centralized intermediary used to manage P2P energy transactions among
distributed energy may lead to security problems, such as privacy leakage and single point
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of failure. Therefore, distributed P2P energy transactions will become the mainstream way
of energy transactions in the future [8].

Due to the conceptual similarity between blockchain technology and distributed
energy trading, energy trading based on blockchain has become a research hotspot for many
scholars. In recent years, blockchain technology has been widely used in P2P energy trading
systems for its decentralized, tamper-evident, and traceability features. Many researchers
have proposed blockchain-based P2P energy trading schemes [9-18]. Huang et al. [9]
proposed a multi-blockchain-based energy trading framework to ensure the security and
privacy of energy transactions. In [10], the authors put forward a secure and efficient
energy trading scheme that enables green computing while ensuring privacy security.
Abdella et al. [11] introduced a P2P energy trading framework based on permissioned
blockchain to integrate three different types of energy trading systems to achieve a unified
form of energy trading and settlement. In [17], a blockchain-based multi-microgrid two-
layer energy trading framework is proposed to provide decentralized trading, information
transparency, and a mutual trust system for each node in the trading market. Although the
above energy trading schemes based on the blockchain can solve some security problems
in the centralized energy trading system, they do not solve the problem of user privacy. If
the privacy problem is not solved, users with additional energy may not be willing to join
the P2P energy trading system for energy trading.

Therefore, some scholars have carried out a series of research on the privacy and
security of P2P energy transactions based on blockchain. Li et al. [13] used an access
control mechanism and anonymous authentication technology to protect user privacy.
Aitzhan et al. [14] proposed a multi-signature and anonymous message technology to
protect the privacy of users. In [18], the dynamic account allocation method and differential
privacy based on noise are combined to protect user privacy. Gai et al. [19] proposed
to hide the user privacy information by using the account mapping algorithm based on
blockchain to realize privacy protection. Zhao et al. [20] proposed a differential privacy
scheme based on noise, which protects users’ privacy by utilizing the privacy parameter
to limit the relevant information of the data set with noise output leakage. In [21], a
supervised anonymous authentication scheme suitable for blockchain systems is realized
by combining anonymous authentication technology, zero-knowledge proof, and group
signature. However, most of the existing schemes only realize a semi-decentralized energy
system, only a few certified third-party nodes can manage and verify the transaction,
and the prosumers in the energy transaction have no right to manage and verify the
transaction. In addition, once the user’s private information is uploaded to the blockchain,
the user cannot update the uploaded information due to the tamper-proof characteristics of
the blockchain.

In order to make up for the shortcomings of blockchain, Ateniese et al. [22] proposed
the concept of “Redactable blockchain”, which rewrites the blockchain history by using
chameleon hash (CH) [23]. Huang et al. [24] proposed a new threshold chameleon hash
(TCH) and accountable-and-sanitizable chameleon signature (ASCS) schemes to build a
reconfigurable blockchain. Wei et al. [25] proposed a rewritable blockchain for secure
federated learning based on a novel chameleon hash scheme with a changeable trapdoor
(CHCT). The above schemes use the improved chameleon hash function to replace the
original hash algorithm (such as SHA256) to build a reconfigurable blockchain. In the above
solutions, rewritable roles should be selected for the setting of the rewriting function. Once
the selected roles are attacked, the security of the whole system will be threatened [26].

In view of the above problems, this paper proposes an integrated energy manage-
ment platform based on blockchain. The platform allows access to multiple decentralized
energy management systems and carries out unified identity authentication for users so
as to realize that one authentication can respond to different systems, support users to
conduct cross-system transactions, and accomplish the interconnection of multiple energy
management systems. At the same time, in order to achieve a high degree of autonomy
and anonymous authentication of user identity information, a user-editable and verifiable
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anonymous authentication scheme integrating blockchain in the Internet of Energy is pro-
posed. Combined with the idea of CH and the algorithm of ECC (elliptic curve encryption)
with the shorter key to achieving higher security, the dual identity authentication of user
information is realized, and the hash value generated by the chameleon hash signature is
further authenticated to generate a certificate. When there is a need to modify data, it is
necessary to provide correct trapdoor and certificate at the same time to modify. Finally,
the certificate is stored in the chain through blockchain consensus. The scheme is mainly
constructed using multiple secure cryptographic algorithms, which combine the advan-
tages of blockchain for information authentication so as to achieve the effect of one-time
registration and multiple uses. Users can authorize multiple different energy management
systems to conduct energy transactions.

The specific contributions of this paper include the following three points:

(1) We propose an integrated energy management platform based on blockchain,
which mainly carries out unified authentication for the identity of energy prosumers.
Users can authorize multiple different energy management systems according to their own
needs only through one-time authentication on our platform, and realize cross-system
energy transactions;

(2) We come up with an editable and verifiable anonymous authentication (EVAA)
scheme integrating blockchain in the Internet of Energy, which combines the idea of CH
and the algorithm of ECC to realize the dual identity authentication of user information;

(3) Through experimental verification, the scheme proposed in this paper improves
the efficiency of the user authentication process on the premise of ensuring the security of
user identity. Meanwhile, the integrated energy management platform based on blockchain
proposed in this paper can not only ensure the privacy and security of users, but also
expand the scope of energy transactions, which is convenient for users to conduct cross-
system energy transactions.

The remainder of the paper is organized as follows. The second section introduces the
related work of the paper, and the third section introduces the overall system architecture,
the scheme structure in detail about EVAA. Section 4 analyzes security analysis of EVAA
and compares the efficiency and function of the scheme. Finally, the conclusions are given
in Section 5.

2. Related Works

Recently, blockchain technology is considered to be one of the most influential tech-
nologies. It provides an effective solution to the security problems in current energy
management and trading process. This part mainly introduces the related work from the
following two aspects: identity authentication and preparatory knowledge.

2.1. Identity Authentication

Identity authentication is a process to confirm whether a claimed identity is real and
effective which is widely used in many fields, such as finance, communication, and social
networking. Through identity authentication, it can be determined whether the user has
access and use rights to certain resources [21]. The commonly used identity authentication
methods mainly rely on the online digital certificate issuer to provide online identity proof,
which requires the issuer to be online at all times, increasing the burden of the system;
another typical way is that the user obtains the digital certificate in advance through the
offline certificate authority (CA) and directly presents the digital certificate to the verifier
when authentication is required. The whole process does not need the participation of
CA [21].

The current standard of digital certificate is X.509 standard formulated by International
Telecommunication Union (ITU-T) [27]. Under the X.509 standard, the user first generates
a public-private key pair, sends the public key and other information to be authenticated to
the CA, then CA issues a public key certificate for the user and maintains the public key
and certificate in the database of CA. Certificates can be selectively revoked or renewed
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through the database. When verification is required, the user sends the certificate to the
verifier, and the verifier can use the CA public key for verification. Under the X.509 digital
certificate standard, functions such as data integrity, identity certainty, non-repudiation,
and tamper resistance can be realized.

However, most identity authentication schemes do not consider the privacy protection
of authentication, and users are easy to be exposed during authentication. Therefore, how
to ensure the anonymity of identity authentication has become a hot issue of privacy protec-
tion [21]. Zero-knowledge succinct non-interactive argument of knowledge (ZK-SNARKSs)
and Camenisch-Lysyanskaya signature (CL-Signature) based zero-knowledge proof (ZKP)
are representative schemes that provide strong anonymity in the process of identity au-
thentication. ZK-SNARKSs [28] can generate concise proofs that can be efficiently verified.
CL-Signature [29] can verify the integrity of the verification information provided by the
certifier without disclosing the original information. RA [28] et al. proposed verifiable
anonymous identity management for human-centric security and privacy in IoT based on
ZK-SNARKS. In order to realize the user’s supervision, combined with anonymous authen-
tication technology, zero-knowledge proof, and group signature, a supervised anonymous
authentication scheme suitable for blockchain system is proposed [21]. Although the exist-
ing anonymous authentication schemes have been able to ensure the privacy and security of
users, they do not take into account the autonomy of users to personal identity information.

2.2. Preparatory Knowledge
2.2.1. Bilinear Pairing

The bilinear pairing was first used in cryptographic analysis, the reduction of discrete
logarithm problems on elliptic curves. For example, the well-known Menezes—Okamoto-
Vanstone (MOV) reduction based on Weil pairing and Frey-Ruck (FR) reduction based
on Tate pairing reduce the discrete logarithm problem on the elliptic curve to the discrete
logarithm problem on the corresponding finite field, which makes it easy to solve. In
recent years, with the proposal of various identity-based encryption and signature schemes,
the bilinear pairings have also been proved to be used to construct low-bandwidth and
provably secure signature, encryption and key agreement schemes. The following is the
mathematical definition of bilinear pairing.

Assume that Gy, G,, and Gr are cyclic groups of order p; Z, is an integer group of order
p; g1 is the generator of G1 and g is the generator of Gy; and e is said to be a bilinear pair if
there exists a computable mapping e: G; x G — Gr satisfying the following properties:

Bilinear: For V1 € Gy, Yiup € Gy, Va, b € Z,, there is e(y‘f,yg) = e(p1, 12)™.

Non-degenerate: ¢(g1,82) # 1, thatis, e(g1, §2) is generator of Gr.

Computability: For Va, beGy, there is an efficient algorithm to compute e(a, b).

Generally speaking, when G; # G; is called e asymmetric bilinear pair, and when
G1 = Gy is called e a symmetric bilinear pair.

2.2.2. Chameleon Hash

The chameleon hash function is a special anti-collision function. Each chameleon hash
function can be considered to set a trapdoor. If you master the trapdoor, you can easily find
collisions. Otherwise, it still meets the collision resistance.

The chameleon hash includes the following four algorithms:

Setup(A): Given a security parameter A, output public key pp of chameleon hash;

KeyGen(pp): Enter the public parameters and output the corresponding public-private
key pair (pk, sk), where pk is the public key, and sk is the private key and trapdoor.

Hash(pk, m, r): Enter public key pk, message m and a random number r, the en-
crypted chameleon hash ch can be obtained.

Forge(pk, m, r, m'): Enter private key sk, message m, random r and new message n’,
output a new random number " and it can meet ch = Hash(pk, m,r) = Hash(pk,m',").
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2.2.3. ECC

Neal Koblitz and Victor Miller introduced the concept of ECC in 1985, which can
be used for digital signature, encryption, key exchange, and key negotiation schemes in
blockchain-based IoT implementations. The main benefit of using ECC is to reduce the
key size and thus increase the speed of key generation, signing, and verification. 256-bit
ECC public keys and 3072-bit RSA public key ensures almost the same level of security [30].
The security of the algorithm is mainly based on the difficulty of the discrete logarithm
problem on elliptic curves, and there is no polynomial-time algorithm to solve the discrete
logarithm problem on elliptic curves.

3. System Model

We have proposed an integrated energy management platform based on blockchain.
First, the blockchain provides verifiable public trust and offers trusted identity certificates
of corresponding users for multiple different energy management systems. Secondly,
the security in identity certificate’s generating process is mainly guaranteed by EVAA.
EVAA has the characteristics of CH and ECC, which ensures that the user will not disclose
the user’s own information but can only get the processed results when presenting the
certificate or verifying the certificate, and realizes the strong anonymity of the user’s
information. At the same time, users only need to show their certificates when conducting
transactions. In this section, we first introduce the overall operation process of the platform
in detail, just as shown in the overall architecture diagram in Figure 1. Finally, the whole
process of the proposed the scheme of EVAA is described in more detail.
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Figure 1. System architecture diagram.

3.1. Overall Architecture

The framework of the blockchain-based integrated energy management platform
proposed in this paper is shown in Figure 1, where users can collect the generated energy
through IoT devices. At the same time, users can share, buy, sell, or transmit energy
with each other. When a user has excess energy to sell or buy, the user can authenticate
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anonymously through the blockchain-based integrated energy management platform and
generate proof of identity to be stored in the blockchain through smart contracts for storage.
Since several different energy management systems are connected to the platform, users
can use any of the systems connected to the platform to buy and sell energy through the
generated identity the proof, allowing buyers and sellers to check each other’s identity
in the process of the transaction; in the process of identity checking, only the result of
checking is returned, and no specific information is returned to ensure the safety of users’
identity. Meanwhile, through the improved authentication technology based on the CH
idea, a high degree of autonomy of user information is realized, and personal information
can be legally modified without amending the identity proof on the chain. To avoid the
problem of slow system operation caused by multiple authentication or modification in
the blockchain, the verification process of generating identity proofs and revising personal
information is placed off-chain for calculation, and only the generated identity proofs are
consensus, verified, and stored on the chain.

3.2. Editable and Verifiable Anonymous Authentication Incorporating Blockchain on Internet of
Energy (EVAA)

The symbolic variables and meanings mainly involved in the scheme of this paper are
shown in Table 1.

Table 1. Symbolic variables and meanings in this paper.

Variable Symbol Meanings
pk Hash public key
pkea CA public key
m User information
m' User new information
7o User-entered trapdoor
9] Trapdoor from personal information library
sk Hash private key(trapdoor)
skeg CA private key
CH(m) Encrypted hash value
certificationg User’s identity proof
certificationy Certificate from certificate library
proof User-showed certificate
certification; Certificate from blockchain

The scheme of EVAA incorporating blockchain constructed in this paper combines
the CH idea and ECC technology; the scheme model is mainly composed of the following
parts: user, verifier, CA center and blockchain. The program flow is shown in Figure 2:

User: The role of the user in the whole process is to provide personal information,
which is processed by the platform to generate data for user identity authentication and
store the data in the off-chain (information library) and the blockchain respectively.

Verifier: The staple function of the verifier is to verify the user’s identity.

CA center: This part is used in distributing key pairs, generating certificates, and
verifying certificates.

Blockchain: In our scheme we mainly make use of the decentralized and tamper-proof
characteristics of blockchain to store the generated identity certificate on the chain. Since
different energy management systems are connected to the blockchain, the users can use
the identity certificate in the blockchain to publish and execute transactions in each energy
management system when they need to conduct energy transactions.
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After the platform is established, firstly initialize and generate the CA center. Then
the user provides personal information m, and the system initializes the parameters
Paring(Gy, Gr, Zy, €) required to generate the CH signature, where G; and Gr are the cyclic
groups of order p, and Z, is the integer group of order p. The generating element g of the G;
group is selected, and e is the corresponding bilinear pairing. Randomly select an exponent
r, and calculate i = g", where r is the user’s private key sk and trapdoor information, and
the public key pk = (g, h). It can be calculated that CH(m) = ChameleonHash(pk, m,r).
Then the CH(m) is provided to the CA center for authentication to obtain the identity
certificate. The CA center generates the authentication public and private keys for the user,
encrypts the CH(m) with its own public key pk,, and creates the user’s digital certificate
certification. When the user needs to modify the information due to the information up-
date, the user’s private key sk and certification must be displayed at the same time, and
the information can be modified only after the verification of both is successful. When
users need to authenticate, they can present their own certification. The verifier can verify
the presented certification. If the verification is passed, the certificate is valid and the user
identity authentication is successful; otherwise, the presented certification is invalid; at
this time, the verifier can send the certificate information to the CA center for arbitration.
After receiving the certificate information of the verifier, the CA center can obtain the real
identity of the user according to the multi-database information comparison and return the
verification result to the verifier.

The scheme of EVAA incorporating blockchain in the Internet of Energy consists of
the following processes:
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Step 1: Establish a CA center: The CA center is generated by running the Equation (1),
which is mainly used to distribute public-private key pairs, generate and verify digital certificates.

CA < createCA() 1)

Step 2: Initialize the generation curve equation and generate user key pairs: Input
parameters rBits , qBits, and then run the Equation (2) to generate the parameters of the
Equation (3), where Gy, Gr is the cyclic group of order p, and Z, is the integer group of
order p, and e is the corresponding bilinear pairing. Then select the generation element g
of G; group, an index r randomly on the integer group Z, to calculate i = g, where r is
the user’s private key sk, also is trapdoor information, and public key is pk = (g, h).

((pk, sk) <— E) < Setup(rbits, qbits) 2)

Pairing(Gy, Gr, Zy, €) ©)]

Step 3: User registration: User inputs personal information 1, then runs the Equation (4)
in combination with pk and r generated in the previous step, and outputs CH(m).

CH (m) <— ChameleonHash(pk, m, r) 4)

Step 4: Storage parameters: The generated hash value CH(m) is written to the
blockchain through the smart contract; at the same time, the hash value CH(m), pub-
lic key pk, and curve parameter g are written to the personal information library of the user
outside the chain.

Step 5: Generate CA issuance key: Run the Equation (5) and output the CA-assigned
key pair (pkeq, skea), which is used to generate and verify the user digital certificate.

(pkea, skea) < getGenerateKey() )

Step 6: Certificate request: Input the secret value CH (), combine it with the pk gener-
ated by step 2, run the Equation (6) and generate the certificate request certificationRequest.

(certificationRequest) <— CR(pk, CH(m).toBytes()) (6)

Step 7: Certificate request validation: Input certificate request certificationRequest,
combined with pk., and then run the Equation (7). If verification passed, set result = 1 and
generate the certificate for the user.

(certificationRequest) <— CR(pk, CH(m).toBytes()) (7)

Step 8: Generate certificate: Input secret value CH(m),combine it with pk., and run
the Equation (8), generate certification and send it to user for audit.

(certification) < eccEncrypt(pke,, CH(m).toBytes()) 8)

Step 9: Store parameters: CA retains and stores generated (pkcq, skeq), and generated
certificates are stored separately in the personal information library and certificate library.

Step 10: Information modification: Input new message m’, secret value CH (m), private
key of user r and certificate proof. By getting CH(m), certification, from the blockchain,
getting CH (m), r, certificationy values from the information library, comparing the values
of CH(m),r, certification obtained from multiple parties to see if they are consistent, if it is
consistent then recovering h through the curve parameter g,then to run the Equation (9) for
get CH(m') and v'. By judging whether CH (m).equal (CH(m')) is true, if it is consistent,
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it will pass the verification and modify the data, and update the r value in the personal
information database to the new ’.

v, CH(m')) < forge(m', CH(m), r, proof) )

Step 11: Display certificate: Input user private key r,user information m, and pk.,,
then run the Equation (10) and output proof.

proof < showCertification(r, m, pkea) (10)

Step 12: Certificate verification: User present proof, pkc; and CH(m), and then run
vertify(proof, pkca, CH(m)) algorithm in the Equation (11). Compare with the certificate in
the information library and certificate library, and at the same time find the corresponding
skcq according to pke, and run eccDecrypt(proof, ske,) in the Equation (11) to compare the
calculation result with CH(m), if they are consistent then result = 1, indicating that the
presented certificate is valid, and return the verification result; otherwise, the verification
fails, showing that the certificate is invalid.

result <— vertify(proof, pkea, CH(m))&&eccDecrypt(proof,skea) (11)

4. Experiments and Results Analysis
4.1. Security analysis of EVAA

To test the reliability and validity of the editable and verifiable anonymous authentica-
tion incorporating blockchain in the Internet of Energy, the following is a brief security proof
of the authentication scheme in terms of both computational security and algorithm design.

4.1.1. Proof of Computational Security

The CH is implemented by a bilinear mapping; the group G; generates the curve
parameter g, the user public key pk = (g, ), and the integer group Zr generates the user
trapdoor the sk = r; and the signature CH(m) is generated using pk and sk. The difficulty
for an attacker to derive r and m using CH(m) and pk is equivalent to solving the discrete
logarithm problems on an elliptic curve. Similarly, the difficulty of trying to derive CH(m)
from a digital certificate implemented by ECC is comparable to that of trying to derive
CH(m) from a certificate. Therefore, the security assumptions of the discrete logarithm
puzzle and the ECC digital certificate guarantee the computational security of the scheme.

CH(m) = g™ x h" = eccDecrypt(certification, ske,) (12)

4.1.2. Proof of Algorithmic Security

In the scheme described in this paper, the modification right is always in the hands
of the user himself, and the reasonable legality of the modification right needs to verify
whether the 7y input by the user is consistent with the value r; of the corresponding hash
signature in the information library, and whether the certificate information proof input
by the user is consistent with the certificate certification; of the corresponding hash in the
blockchain and that the certification; in the certificate base of CA is consistent. If all the
above information is consistent, the data can be modified. When the verifier disagrees
with the digital certificate presented by the user, the digital certificate can be sent to CA for
verification. In the verified process when, and only when, the entered proof is consistent
with the certification; stored in the blockchain and certification; from the certificate library
and the calculation result of eccDecrypt(proof, skeq) is the same as CH(m), the verification
is successful. The whole process of user’s modification, verifying data by the verifier do
not contain the original message m, which also ensures the privacy of the message m.

r=ry (13)
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{proof = certificationy = certificationy (14)

CH(m) = eccDecrypt(proof,skea)

4.1.3. Proof of Anonymous Security

In the scheme of EVAA, the identities of all users in the energy Internet are encrypted
when they communicate and transact with each other. Neither of the other users can
confirm the true identities of the user because a secret private key only exists between the
CA and the user.

(1) Other users: During transactions between users, the identity of the other party
will be verified. In the verification process, the results of CA decryption will be compared
with the relevant information queried in the blockchain. Only the verification results can
be returned without disclosing any other information, thus ensuring the anonymity and
authenticity of the user’s identity.

(2) CA: CA has strong physical properties and is not easy to be broken. CA and users
generate certificates by running the Equation (15). If the user’s private key and real identity
are not known, it is difficult to associate a user with the certificate.

eccEncrypt(pkeq, CH(m).toBytes()) (15)

(3) Blockchain: Blockchain is a distributed public ledger, and all its transactions are
jointly supervised by all users. Unless the attacker has mastered 51% of the computing
power, the blockchain is absolutely safe.

(4) User’s public key: Due to the use of double encryption to generate certificates, it
is almost impossible to obtain users’ information by cracking a separate public key. This
is because in the EVAA, the substantive problem of public key cracking is to solve the
problem of discrete logarithm on two elliptic curves, which is a recognized mathematical
problem that is almost impossible to solve.

4.2. Performance Analysis

Aiming at the scheme proposed in this paper, this part analyzes and compares these
with other propositions from the two aspects of function and efficiency. The blockchain
system combined in this paper is the FISCO BCOS, into which we store identity information
through smart contracts.

4.2.1. Functional Analysis

Compared with the supervised anonymous authentication scheme [21], the scheme
in this paper adds an editable function and improves the anonymity. When users edit
information, they need to present both the relevant certificate and trapdoor for dual
authentication, and information modification can only be done after the authentication is
passed. Meanwhile, when verifying the validity of the certificate, the correctness of the
user’s anonymous identity information can also be verified. The scheme proposed in this
paper can modify the user’s personal information under the condition of ensuring the
user’s anonymity, but the user’s identity can only be verified and cannot be traced back to
the original information, which ensures the security of the user’s private information.

4.2.2. Efficiency Analysis

This paper improves the anonymity of user information and adds editable functions
in the supervised anonymous authentication scheme. The following experiments compare
the efficiency of the original scheme.

The experimental environment of this paper is mainly based on windows10 64-bit,
Intel(R) Core(TM) i5-9400@2.90 GHz, and 16 G RAM and macOS Monterey Intel Core
i5@2.7 GHz, and 8 G RAM. The blockchain platform FISCO BCOS involved in the ex-
periment is deployed in the macOS environment. The development tool used in the
development of FISCO-SDK is IDEA 2021, main development languages are Java and
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Solidity, and main java toolkit used is JPBC (http://gas.dia.unisa.it/projects/jpbc, accessed
onl May 2022). The efficiency comparison is shown in the figure below.

Compared with the ZK-SNARKSs [28] and CL signatures [29] mentioned in the existing
VAIM scheme, the results given by this scheme are shown in Figure 3. ZK-SNARKSs [28],
CL signatures [29], and the CH signature verification time based on the proposed scheme
will all increase with the increase of the number of users. However, it is more obvious that
the signature time of ZK-SNARKSs [28] and CL signatures [29] change the fastest when the
number of users increases from 1 to 5, and increases slowly from 5 to 20. The signature
verification time of the proposed scheme in this paper is relatively stable with the growth of
the number of users. Compared with other schemes, the efficiency of the proposed scheme
is higher and the signature verification time is shorter.

30
mCL

2k mZK-SNARKs
20 mCH
10 l
o -
1 5 10 20

Numbers of user

Timels
I

(2]

Figure 3. Comparison of signature verification time between CL, ZK-SNARKSs, and CH.

Figure 4a shows the comparison of the computational efficiency of this scheme, the
supervised anonymous authentication scheme [21] and its precomputing scheme at dif-
ferent stages. As can be seen from the figure, in the two stages of generating the user
key and certificate, this scheme takes slightly longer than the other two schemes, but the
time is relatively shorter in the stages of generating CA key, presenting the certificate, and
displaying the certificate. The main reason for this is that multiple curve parameters need
to be generated in the stage of generating the user key; in the stage of generating CA key,
due to the short length of ECC key, the generation cost is low and the time is relatively
short; in the certificate generation stage, the encryption speed of ECC is relatively slow;
and in the certificate presentation and verification stage, the generated certificate is directly
stored in the certificate library of the certificate center. When it is necessary to verify the
user’s certificate, the certificate in the certificate library, the corresponding certificate of
the blockchain, and the certificate held by the user can be directly compared to verify the
authenticity. On the whole, this scheme can ensure the improvement of efficiency while
ensuring security, which has great advantages.

Figure 4b shows the comparison of certificate storage space under the different number
of users. In addition to the certificate library provided by the certificate center, certificates
are also stored in the blockchain. When certificates need to be presented, they can be
obtained directly through the blockchain. When certificates need to be verified, the user
identity can be determined directly through the comparison and verification of multi-party
pre-stored certificates. That is, the strategy of space for time is adopted for certificates
storage, which can be directly accessed when needed, eliminating the process of real-time
calculation. Therefore, when presenting and verifying the certificate in Figure 4a, it takes
the least time and has the highest efficiency compared with other schemes.
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Figure 4. Analysis of scheme efficiency [21]. (a) Comparison of calculation efficiency; (b) comparison
of certificate storage space; (c¢) multi attribute efficiency comparison; (d) efficiency comparison of
certificate presentation; and (e) verify the efficiency of the certificate.

Figure 4c shows the comparison of the efficiency of this paper’s scheme, the supervi-
sory anonymous authentication scheme [21], and its precomputed scheme under different
attributes. From the figure, it can be seen that both the supervisory anonymous authentica-
tion scheme [21] and its precomputed scheme gradually decrease in efficiency as the value
of attributes increases. However, the efficiency of the proposed scheme is not related to
the number of attribute values, and the efficiency of the proposed scheme varies slightly
within a certain range regardless of the number of attribute values and does not have a
significant impact; moreover, the efficiency of the proposed scheme is higher compared
with the supervised anonymous authentication scheme [21] and its precomputed scheme.

Figure 4d,e, respectively, show the comparison of the efficiency of this scheme, super-
vised anonymous authentication scheme [21] and its precomputing scheme in presenting
and verifying certificates under different attributes. From the figures, it can be seen that the
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time in both the supervisory anonymous authentication scheme [21] and its precomputa-
tion scheme decreases with the increase of attribute values, and the time to present and
verify the certificate increases; however, in the scheme proposed in this paper, the efficiency
in this paper is also not affected by the attribute values at this stage.

Figure 5 shows the performance analysis of certificates and their public key in storing
on-chain by utilizing smart contract in this scheme. The above results are obtained by
performing tests 1, 5, 10, and 20 times on different numbers of users N =1, 5, 10, 20
and taking their average values. From the figure, we can see that when the number of
users N is 1, 5, 10, and 20, respectively, the time of certificate and its public key storage
fluctuates within a certain range, indicating that the time of storage on-chain is not much
affected by the number of users. In the scheme proposed in this paper, we support multi-
users authentication and unified certificate storage. When verification is required, the
corresponding part can be queried separately without disclosing other information. While
ensuring security, it also ensures the efficiency of storage.

—o—N =1 —0—N=5

140 —A—N=10 N=20
120 L
100 P\é—%v
S >
g 80
[
60
B
40
20
0
1 5 10 20

Number of tests
Figure 5. Analysis of on-chain certificate storage performance.

Figure 6 shows the performance analysis of the blockchain authentication certificate.
The performance tests were conducted 1, 5, 10, and 20 times for different numbers of users
N =1,5, 10, 20, respectively, and their average values were taken to derive the above results.
From the figure, it can be seen that when the number of users N is 1, 5, 10, and 20, the
time to obtain the corresponding certificate from the blockchain swings within a certain
range and has small increasing trend, and the average time when the number of users N is
5 is shorter than the average time when the number of users N is 1, which indicates that
the time to obtain the certificate from the blockchain is weakly affected by the number of
users. At the same time, multiple users suffer from large network delays when acquiring
evidence, resulting in unstable data. However, the impact of this situation is not much
significant. Therefore, in the scheme proposed in this paper, the performance of obtaining
certificates from the blockchain for authentication is stable and efficient.

—o—N=1 —o—N=5
40 —a—N=10 N=20
35
30
» 25 -
3 20 ~
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Figure 6. Analysis of verify certificate performance from blockchain.
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5. Conclusions

The current continuous growth of renewable energy demand has led to a major chal-
lenge in distributed renewable energy management. To solve the current energy manage-
ment dilemma, this paper proposes an editable and verifiable anonymous authentication
scheme incorporating blockchain for renewable energy users in the Internet of Energy.
Combined with the idea of the CH, ECC, and blockchain, the scheme introduces the editing
function into the existing distributed energy management system so that users can modify
and update their identity information without affecting the use of certificates. Anonymous
authentication technology is used to protect users’ identity privacy and complete identity
authentication without disclosing their identity information; users can register at one time
to meet the energy transactions of one or more systems, and blockchain technology is used
to store certificates on the chain. When users need to conduct energy transactions, multi-
party authentication is carried out through personal information, certificate information
stored on the blockchain and in the certificate library. This scheme solves the problem that
the current authentication technology cannot be edited. It aims to update the user’s identity
through editable technology, facilitate the user’s high autonomy of their identity, reduce
system redundancy, and improve the operation efficiency of the system. The proposal
of this scheme will be beneficial to the security of users’ privacy in the process of users’
transactions in the energy Internet, and will be of great benefit to the development of the
energy industry and the information technology industry in the future. In future studies,
we plan to specifically analyze how to further improve the efficiency of the proposed
scheme while ensuring security and consider the key security. This paper shows sufficient
advantages in authentication and anonymous security. However, in order to improve the
verification efficiency, some space efficiency needs to be sacrificed. In the future, while
improving the verification efficiency, more consideration should be given to the utilization
of storage space. In addition, a more feasible and secure solution is also needed for user
key management.
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