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Abstract: In managing the COVID-19 pandemic, the Malaysian government enforced mandatory
body temperature screening as a rudimentary form of infection detection at the entry points of estab-
lishments and public transportation. However, previous iterations of IoT body temperature screening
systems were bulky, fragile, expensive, and designed for personal use instead of the screening of
many people. Therefore, a standalone, portable, and rugged IoT-enabled body temperature screening
system for detecting elevated temperatures was developed in this research work. This system uses
a proximity sensor to detect subjects and determine their body temperature using a non-contact
temperature sensor. Body temperature data is displayed on the device and uploaded over a Wi-Fi
network to a cloud server for data storage and analysis. From the cloud server, body temperature
information is retrieved and displayed on the Blynk IoT client dashboard for remote monitoring. The
device also provides alerts for body temperatures above 37.5 ◦C. The prototype system performed im-
pressively during the assessment. Body temperature readings were impressively accurate compared
to a medical-grade non-contact thermometer, with an average variance of less than 1%. Additionally,
the system was highly reliable, with a 100% IoT data broadcast success rate.

Keywords: COVID-19; body temperature screening; internet of things; 3D printing

1. Introduction

The coronavirus disease (COVID-19) pandemic is the defining global health crisis of
recent times and the greatest threat humanity has faced of late. COVID-19 is an infectious
disease caused by the SARS-CoV-2 virus [1]. The virus spreads via respiratory droplets
from an infected person or by touching a contaminated surface. Symptoms range from high
fever or chills, runny nose and cough, shortness of breath or difficulty breathing, fatigue
and body aches, vomiting and diarrhoea, as well as loss of taste or smell. Persons at the
greatest risk of developing severe complications include adults over the age of 60 and those
with underlying medical conditions or a weakened immune system [2].

Since its emergence in Asia in late 2019, the virus has spread to every corner of the
globe, killing millions and infecting many more. As it stands, the global death toll resulting
from the virus is 5.5 million from over 300 million reported infections [3]. In fact, experts
warn that up to 70% of the world’s population will be infected with the virus by the end of
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the pandemic [4]. In addition to being an international health crisis, the pandemic is also
an unprecedented socio-economic crisis. The pandemic has wreaked havoc on the social,
economic, and political spheres of even the most developed countries, such as the United
States, Italy, Spain, and the United Kingdom. The deep scars inflicted by the wrath of the
virus will undoubtedly linger for many years to come [5].

In Malaysia, the worst effects of the pandemic have been somewhat alleviated by the
introduction of the movement control order (MCO) announced by the government. The
partial lockdown has succeeded in drastically reducing the infection rate and fatalities
in the country. In fact, the global health community has lauded Malaysia’s response and
efforts in managing and controlling the COVID-19 pandemic as one of the most successful
in the world during the first phase of infections [6].

However, despite sustained efforts from the government to curb the spread of the
virus, the country has seen a rapid rise in the number of daily infections in recent months,
breaching the five-figure mark in daily new cases in early July and reaching a peak of
around 20,000 new daily cases by the end of August. This worrying issue has been further
exacerbated by the emergence of newer and highly contagious variants such as Delta and
Omicron [7].

Fortunately, the number of new daily infections has seen a steady decline over the
past couple of months, thanks in no small part to the high vaccination rate of the Malaysian
population [8]. However, as witnessed from the rising number of worldwide infection cases
each day, the war on COVID-19 is far from over. The government has once again stressed
the significance of practicing new normal measures such as social distancing guidelines,
the mandatory use of facemasks in public, and strict standard operating procedures (SOP)
for eateries, retail outlets, and businesses while reopening the economic sector through the
recovery MCO [9].

The most basic SOP set by the Malaysian government is body temperature screening
and contact-tracing via the MySejahtera mobile application. For instance, when entering a
restaurant, shopping mall, business premise, or even when using public transportation,
members of the public must test their body temperature before scanning the QR code at the
specific location with MySejahtera. Since one of the most common symptoms of COVID-19
is a fever, body temperature screening can provide a quick and rudimentary assessment to
determine if a person might have COVID-19 [10]. Failure to practice these measures could
result in hefty fines [11].

However, the current method of body temperature screening at most public spaces
employs security guards to personally scan individual visitors using non-contact ther-
mometers [12]. This approach not only results in high manpower requirements and labor
costs to screen a large number of people daily but also increases the risk of transmission and
spread of COVID-19 due to close contact. Additionally, these simple thermometers only
provide a live reading and not historical data, which could help cross-reference visitors for
contact-tracing purposes.

As COVID-19 is the first global pandemic to arise in the digital age, many advanced
technologies and platforms have been employed to curb the spread of the virus. Researchers
have attempted to develop Internet of Things (IoT)-enabled smart thermometers for this
exact purpose. However, previous iterations of IoT body temperature screening systems
have been plagued with issues that have hindered widespread adoption. These issues are
listed below:

1. Robustness: These devices are bulky and fragile due to the lack of an enclosure to
safeguard their internal components [13].

2. Costs and maintenance: As these systems are integrated into existing infrastructure,
such as smart doors for monitoring body temperature and facemask detection, they
can be expensive to deploy and maintain [14].

3. Designed for personal use: Based on Figure 1, most IoT-enabled body temperature
assessment devices, such as Tempdrop, iFever, and iSense, are designed for personal
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use and are typically worn on the wrist. Thus, they cannot be used for real-time body
temperature screening of a large number of people [15].
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Figure 1. Wearable body temperature assessment devices.

As such, there exists a need for a rugged, low-cost, standalone body temperature
assessment device to detect elevated body temperature, which could strongly indicate
possible instances of COVID-19 infection. This work presents a portable IoT-enabled body
temperature screening system that quickly and accurately assesses the body temperature of
a large number of people. The plug-n-play device can be fixed in place at individual entry
points of establishments or even on public transportation and moving vehicles such as
trains and buses, where visitors and passengers can quickly scan their temperature before
entering the premises or vehicle.

2. Materials and Methods
2.1. Description and Components of the System

This research focuses on developing a system to assess the body temperature of visitors
quickly and accurately at entry points of establishments and public transportation in order
to detect the possibility of COVID-19 infection. As presented in Figure 2, the workflow of
the prototype system begins by retrieving the proximity sensor readings.
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The proximity sensor, the HC-SR04 ultrasonic sensor, detects the distance to an
object using sonar. The transmitter emits a high frequency 40 kHz ultrasonic pulse
that reflects off the object and bounces back to the receiver. Sound travels at about
29.412 µs/cm [16]. To measure the distance the sound has travelled we use the formula
Distance = (Time × Speed of Sound)/2. The value is divided by 2 as the sound has to
travel back and forth. For example, if it takes 100 µs for the ultrasonic sound to travel,
then the distance is ((100 µs/2)/29.412 µs/cm), or about 1.7 cm. There is a concern that the
ultrasonic pulse could cause nausea, headache, and discomfort to subjects. However, prior
literature has shown that short exposure to ultrasonic frequency does not lead to significant
adverse effects in the general population [17].

When the proximity sensor detects the subject’s forehead at a maximum distance
of 2 cm away, the temperature sensor is triggered, and the subject’s body temperature is
measured. A time lapse of 5 s between proximity sensor detection and temperature sensor
activation is included to provide leeway for subjects to place their forehead, ideally in
front of the sensor for accurate body temperature measurement. Two types of sensors are
typically utilised for body temperature measurements—namely, a thermal vision camera
or a non-contact infrared (IR) thermometer. An MLX90614 IR non-contact thermometer
was preferred for this application to keep development costs to a minimum.

The sensor uses the Stefan–Boltzmann Law to calculate the temperature of an object
by measuring the amount of IR energy emitted from it. According to this principle, the
IR energy emitted by an object is directly proportional to the fourth power of the tem-
perature of the object [18]. To measure the temperature of an object we use the formula
Temperature4 = IR energy/(Emissivity × Stefan-Boltzmann Constant). For example, the
human body emits an average of 510 W/m2 IR energy and has an emissivity of 0.98 [19,20].
Knowing that the Stefan–Boltzmann Constant is 5.67 × 10−8 Wm−2K−4, we can calculate
the average body temperature 4√ 510 W/m2/(0.98 × 5.67 × 10−8 Wm−2K−4), or about
310 K ≈ 37 ◦C.

The MLX90614 is a small and low-cost sensor with a temperature measurement range
of −70 ◦C to 380 ◦C, an accuracy of 0.1 ◦C, and a measurement distance of 2 to 5 cm. Thus,
by ensuring that the temperature sensor is triggered only when the subject is 2 cm away
from the proximity sensor, the accuracy of body temperature readings can be improved,
and false readings eliminated.

As shown in Figure 3, the information captured by the sensors is processed by a
microcontroller. In addition to displaying the sensor readings via a 0.96-inch, 128 × 64
resolution Organic Light-Emitting Diode (OLED) display, the microcontroller also provides
alerts in the form of a beeping buzzer when an individual with an elevated body temper-
ature or fever above 37.5 ◦C is detected. Based on these alerts, building management or
security personnel can take follow-up action such as barring the individual from entering
the premises.
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In addition, the microcontroller also broadcasts the body temperature data over a
Wi-Fi network to a cloud server for data storage and analysis. For this research work, a
low-cost NodeMCU microcontroller was selected. Featuring an integrated ESP8266 Wi-Fi
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module, this open-source, Arduino-based development board is specifically targeted for
IoT applications and supports seamless connectivity to wireless networks without requiring
external peripherals. Additionally, the compact dimension of the microcontroller enhances
device portability.

From the cloud server, the Blynk IoT client dashboard retrieves and displays body
temperature information for remote monitoring. A free, open-source IoT client available for
iOS and Android devices, Blynk, enables the monitoring and control of hardware projects
through graphical interfaces. User-friendly widgets facilitate the visualisation of sensor
data, control and manage multiple devices and remote equipment, and also set alerts
and notifications.

Additionally, one common issue with the IoT framework is data security. As the device
will be broadcasting sensitive health information to the cloud server, it is vital that this
information cannot be accessed or intercepted by unauthorised persons. Fortunately, the
Blynk IoT platform includes built-in encryption for safe and secure data transfer to the
cloud server.

For this work, the Blynk IoT client is used to visualise a live view of visitor body
temperature along with the timestamp in a bar chart widget. Consequently, users, in-
cluding building management, security personnel, and healthcare officials, can access this
information from anywhere, at any time, and on any supported device. This data can also
be downloaded in terms of a CSV file to cross-reference visitor body temperature and an
accompanying timestamp for improved contract-tracing.

In addition to simply displaying visitor body temperature, data analytics performed
with this information could be vital in determining trends and forecasting COVID-19
hotspots. The goal is for these devices to become sufficiently widespread to act as a
meaningful early detection, warning, and response system for the healthcare sector.

Thousands of units of the prototype body temperature screening system placed in
hundreds of locations and establishments all over the country would collect a massive
amount of anonymous health data, which could offer invaluable insights into the current
and into future pandemics. The ability to track fever levels across the country in real-time
could be a crucial piece of information for both the public at large and for decision makers
in the healthcare sector and government.

The temperature readings and basic demographic information could offer guidance
into whether an area is seeing unusual fever levels. This real-time data allows healthcare
officials to track COVID-19 clusters across the country, so that the government can be better
prepared to mobilise resources in the right places at the right times. Furthermore, this
aggregated data could also be displayed on a health map to provide the public with a way
to make more informed decisions about their health.

Additionally, by applying predictive models to the data, future COVID-19 outbreaks—
or any other pandemic for that matter—could be forecasted by relying on data collected over
several years. By subtracting the norm against a current spike in illness, the predictive model
would be able to determine anomalies, which could be correlated to potential outbreaks.

2.2. Assembly of the System

The first phase of development for the body temperature screening system was in-
terfacing the sensors with the microcontroller. The NodeMCU board is powered via
micro-USB and consists of 16 general-purpose input–output (GPIO) digital pins and one
analogue pin for the connection of supplementary peripherals such as sensors and actu-
ators. The Inter-integrated circuit (I2C), Serial Peripheral Interface (SPI), and Universal
Asynchronous Reception and Transmission (UART) are some of the serial communication
protocols supported by the board [21].

The HC-SR04 is a digital ultrasonic sensor, and the connection is straightforward, with
the TRIGGER and ECHO pins connected to pins D5 and D6, respectively. Based on Figure 4,
both the MLX90614 non-contact temperature sensor and the OLED display communicate
with the microcontroller via the I2C protocol, which is a simple, bidirectional synchronous
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serial bus. I2C requires only two wires—a serial clock line (SCL) for synchronising trans-
mission and a serial data (SDA) line through which bits of data are sent or received—to
transmit information between devices connected to the bus.
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The master device generates a clock to open the slave device to initiate the bus transfer
of data. The relationship between the transmitting and receiving master and slave devices
on the bus depends on the direction of data transfer at the time and is not constant. In this
case, the MLX90614 sensor acts as the master, transmitting temperature data to the OLED
display and the microcontroller for further processing. The SCL and SDA pins on both
these components are connected to pins D1 and D2.

The master sends each slave a 10-bit address and a read/write bit to the slave it wants
to communicate with, which the slave then compares with its own. The slave leaves the SDA
line high if the addresses do not match. Alternately, the slave returns an acknowledgement
(ACK) bit, which switches the SDA line to low for one bit if the address matches. The data
frame master is then sent or received by the master. The receiving device returns another
ACK bit to the sender to acknowledge successful transmission after each data frame has
been transferred. Finally, the master sends a stop signal to the slave by switching the SCL
to high before switching the SDA to high to stop the data transmission [22].

Lastly, the signal pin on the buzzer is connected to pin D7. The active buzzer will
sound as soon as it is energised with a DC voltage. However, since the frequency is fixed, it
can only produce a continuous or pulsed audio signal [23]. With all components interfaced
to the system, the next step was to design a custom rugged enclosure to protect the fragile
electronic parts from the elements, whether indoors or outdoors. With the dimensions of the
components measured, computer-aided design (CAD) software—CREO Parametric—was
utilised to model the case.

Based on Figure 5, the case is comprised of upper and lower parts that are screwed
together to hold all components in place. This design was selected so that the case could be
easily taken apart to replace or upgrade the internal components such as the sensors and
microcontroller. These components typically have an average lifespan of around 3 years in
hot climates and up to 10 years in colder climates [24]. This lifespan was deemed sufficient
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for the prototype stage, while production-ready units could utilize industrial-grade sensors
instead, which have a much longer lifespan of up to 20 years.
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Relevant cut-outs to ensure the functionality of all components were included in the
top part of the enclosure. The CAD model was then 3D-printed (Anet A8 Plus), using a
Fabbxible 1.75 mm polylactic acid (PLA) filament, an environmentally friendly plant-based
plastic that is highly durable and waterproof [25]. Transmission of wireless network signals
to the microcontroller is also possible through PLA material. The components were then
assembled into the case, as presented in Figure 6.
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Next, the Arduino IDE programming interface was utilised to develop and upload
the custom code—necessary to capture body temperature data via sensors and broadcast
the information to the cloud—to the NodeMCU microcontroller. Based on Figure 7, the
initial step in programming the script to obtain body temperature information was to install
and include the applicable libraries—namely, the Wire library for the I2C connection, the
OLED display library, the MLX90614 library, and the Blynk library. The Wi-Fi SSID and
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password for connection to the wireless network was added, along with the custom Blynk
authorisation key to upload data to the cloud server.
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Figure 7. Including the relevant libraries in the Arduino sketch.

The script for capturing distance values was added, while the body temperature
readings are retrieved via library functions, as shown in Figure 8. This data is then uploaded
to the Blynk IoT client. Next, the script to display temperature values via the OLED display
was added along with the high-temperature warning script for the buzzer. Lastly, the Blynk
IoT client application widgets were configured to display relevant information to users, as
presented in Figure 9.
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3. Results and Discussion
3.1. Sensor Performance Assessment

For sensor performance assessment, body temperature readings retrieved by the
prototype system were compared to medical-grade standalone sensors—in this case, a
non-contact thermometer, as shown in Figure 10, for the evaluation of device accuracy and
reliability. It should be noted that values retrieved by the prototype system are defined as
test readings, while base readings are the values obtained by the standalone thermometer.
A total of five body temperature readings were recorded over the course of five days from
10 test subjects, by recording one reading every day for a grand total of 50 readings, as
tabulated in Table 1.
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Table 1. Body temperature readings.

Subject

Temperature (◦C)

Day 1 Day 2 Day 3 Day 4 Day 5

Test Base Test Base Test Base Test Base Test Base

1 35.9 35.7 36.1 35.8 35.8 35.7 36.4 36.1 36.6 36.4
2 36.2 35.9 35.8 35.6 36.3 36.1 35.9 35.8 35.8 35.6
3 35.8 35.5 36.3 36.0 36.7 36.3 36.6 36.3 36.2 35.9
4 35.6 35.3 35.4 35.2 36.5 36.2 36.0 35.8 36.3 36.1
5 36.9 36.7 36.5 36.2 36.6 36.3 36.1 35.8 35.7 35.4
6 36.8 36.5 36.7 36.6 36.7 36.6 36.5 36.4 35.9 35.7
7 35.7 35.4 35.5 35.3 35.3 35.0 37.0 36.7 36.8 36.6
8 36.0 35.8 35.9 35.6 35.9 35.6 36.3 36.0 36.1 35.9
9 35.4 35.1 36.1 35.8 35.8 35.4 36.6 36.4 36.0 35.7

10 36.3 36.0 36.5 36.1 36.1 35.8 35.9 35.7 36.6 36.3

In order to measure body temperature, the readings for both the prototype system and
standalone thermometer were taken in a controlled environment with room temperatures
of 30 ◦C, 2 cm away from the forehead, as recommended by the government-set SOP.
The non-contact thermometer acted as the benchmark for body temperature readings.
Accordingly, the percentage difference was calculated based on the variance of readings
obtained by the prototype system. This evaluation served as a testament to the accuracy
and precision of the sensors in the prototype system and verified if the device was fit for
use in medical applications.

From Table 2, it was observed that the prototype system had a marginally higher
average body temperature reading bias, at 36.06 ◦C, 36.08 ◦C, 36.17 ◦C, 36.33 ◦C, and
36.20 ◦C, compared to the standalone thermometer with readings of 35.79 ◦C, 35.82 ◦C,
35.90 ◦C, 36.10 ◦C, and 35.96 ◦C. This led to a percentage difference of 0.75%, 0.73%, 0.75%,
0.64%, and 0.68% over the five-day test period. Thus, from the results of this assessment,
it can be said that the prototype system was especially accurate when compared to off-
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the-shelf sensors, with an average variance of less than 1% between temperature readings
throughout the test period.

Table 2. Comparison of test and base readings.

Temperature (◦C)

Day 1 Day 2 Day 3 Day 4 Day 5

Test Base Test Base Test Base Test Base Test Base

Average 36.06 35.79 36.08 35.82 36.17 35.90 36.33 36.10 36.20 35.96
Variance 0.75% 0.73% 0.75% 0.64% 0.68%

However, this result is to be expected, as both the prototype system and standalone
thermometer utilise the same temperature measurement method—in this case, a non-
contact IR temperature sensor. Furthermore, this assessment also proves that the device
enclosure has minimal impact on sensor performance. Therefore, with regards to the
preliminary evaluation, the prototype device is highly suited for mass body temperature
screening as the system is precise and accurate.

3.2. IoT Client Reliability Assessment

Next, the reliability of the prototype system to broadcast visitor body temperature data
to the cloud server and subsequently display the values on the IoT client dashboard was
assessed. In this evaluation, the prototype system was placed in the office lobby of a local
turnkey solutions provider, herein referred to as Company X. The establishment consists of
28 employees coming into work and an average of around 10 business guests daily.

Employees and guests were requested to scan their body temperature using the
prototype system only once before entering the premises. If they were to leave and return to
the establishment, visitors were not required to rescan their body temperature, to prevent
duplicate readings for each day. The number of daily visitors and the check-in times were
manually recorded over the course of 10 days. This value was cross-referenced with the
body temperature information and timestamp generated by the IoT client in terms of a CSV
file, as shown in Figure 11.
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If the CSV file had lower body temperature readings than the manual count, it would
indicate a data broadcast failure, wherein the visitor information was not uploaded and
saved in the cloud server. It is vital that the prototype system has a high data broadcast
success rate, as an unreliable system would defeat the purpose of having IoT functionality
in the first place.

The results in Table 3 showed that the prototype system could successfully upload
and save visitor body temperature information via the IoT client at all times throughout the
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test period. Furthermore, the visitor count and the number of readings displayed via the
CSV file were tallied at the end of each day, with no data broadcast failures detected. As
such, the system had an impressive 100% success rate in uploading body temperature data
to the IoT client, displaying the values through the dashboard, and saving the information
in the cloud server. Therefore, the prototype system is indeed highly reliable, with minimal
risk of failure during everyday use.

Table 3. Evaluation of IoT client reliability.

Day Visitor Count Total No. of
IoT Client Readings

Data Broadcast
Failures Detected

Data Broadcast
Success Rate

1 37 37 0 100%
2 35 35 0 100%
3 29 29 0 100%
4 32 32 0 100%
5 39 39 0 100%
6 36 36 0 100%
7 33 33 0 100%
8 30 30 0 100%
9 33 33 0 100%
10 38 38 0 100%

4. Conclusions

The aim of this research work was to develop a body temperature screening system
for detecting elevated temperatures that could indicate COVID-19 infection among visitors
quickly and accurately, as per the government SOPs. The rugged, portable, and plug-n-play
ready device can be placed at entry points of establishments and public transportation.

The prototype system uses a proximity sensor to detect subjects and then determines
their body temperature using a non-contact temperature sensor. Body temperature data
is displayed on the device and uploaded over a Wi-Fi network to a cloud server for data
storage and analysis. Body temperature information is retrieved from the cloud server and
displayed via dashboard widgets on the Blynk IoT client for remote monitoring. The device
also provides alerts when a body temperature above 37.5 ◦C is detected.

Users, including building management, security personnel, and healthcare officials,
can access this information for improved contract-tracing, determining trends, and forecast-
ing COVID-19 hotspots. The system could act as a meaningful early detection, warning,
and response system for the healthcare sector so that the government can be better prepared
to mobilise resources in the right places at the right times.

Evaluation of the prototype system demonstrated that it could function as anticipated.
Body temperature readings were impressively accurate when compared to a standalone
non-contact thermometer, with an average variance of less than 1%. Additionally, the
system was highly reliable, with a 100% IoT data broadcast success rate.

While this research has been a success, there are recommendations identified for future
work. Long-term field testing of 3 to 6 months with a minimum of 20 participants should
be carried out to further determine device performance, accuracy, and reliability.
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