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Abstract: In this paper, we investigate a delayed SEIQRS-V epidemic model for propagation of malicious
codes in a wireless sensor network. The communication radius and distributed density of nodes is
considered in the proposed model. With this model, first we find a feasible region which is invariant and
where the solutions of our model are positive. To show that the system is locally asymptotically stable,
a Lyapunov function is constructed. After that, sufficient conditions for local stability and existence of
Hopf bifurcation are derived by analyzing the distribution of the roots of the corresponding characteristic
equation. Finally, numerical simulations are presented to verify the obtained theoretical results and to
analyze the effects of some parameters on the dynamical behavior of the proposed model in the paper.

Keywords: boundedness; delay; Hopf bifurcation; Lyapunov functional; stability; SEIQRS-V model

1. Introduction

Malicious codes are harmful programs which reproduce themselves from one computer to others
without any user interaction [1-3]. Specially, they have the ability to transmit directly from device to device
through wireless technology such as Bluetooth or Wi-Fi. With the increasing rapid advent of wireless
technology and the Internet of Things, the threat from malicious codes have become increasingly serious.
According to 2017 Cybercrime Report [4], hundreds of thousands—and possibly millions—of people can
be hacked via their wirelessly connected and ‘The Big Data Bang’ is an IoT (Internet of Things) world that
will explode from 2 billion objects (smart devices which communicate wirelessly) in 2006 to a projected
200 billion by 2020 according to Intel. Thus, there has been an urgent need to investigate the malicious
propagation dynamics in wireless sensor networks especially in the aftermath of the Yahoo hack and
Equifax breach. In the past decades, some mathematical models describing malicious codes propagation
are proposed to study viruses’ behavior. For example, the classic epidemic models [5-9], the models with
graded infection rate [10-18], the stochastic models [19-23] and some other models [2,24-26].
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The common problem of the above models is that the characteristics of networks like communication
radius, and distributed density of nodes are not considered in models. Thus, computer virus models
considering the characteristics of networks have drawn the attention of scholars both at home and abroad.
In [27], Feng et al. formulated an improved SIRS epidemic model considering communication radius and
distributed density of nodes in wireless sensor network. In [28], Srivastava et al. proposed an SIDR model
for worm propagation in wireless sensor network and they considered the dead nodes, the communication
radius and node density in the proposed model. Nwokoye et al. [29,30] investigated an SEIRS-V worm
model with different forms. Ojha et al. [31] proposed a modified SIQRS worm propagation model by
introducing quarantined compartment into the model proposed by Feng et al. in [27]. Very recently,
based on the model proposed in [29,30,32], Nwokoye and Umeh [33] formulated the following modified
SEIQRS-V epidemic model for propagation of malicious codes in wireless sensor network:

B = A ETES(01() — (1 +p)S(H)
+@R(t) +eV (1),
O~ BTES(I(1) — diE() — OE(D),
MO~ GE(t) — (di +dp +m +a)I(2), (1)
d%@ = al(t) — (di +da+12)Q(t),
RO — 1) +mQ(F) — (d + @)R(D),
WO = pS(t) — (dy +e)V (1),

where S(t), E(t), I(t), Q(t), R(t) and V() denote the numbers of the susceptible, exposed, infectious,
quarantined, recovered, and vaccinated nodes at time ¢, respectively. A is the entering rate of nodes into
the sensor network; d; is the death rate of the nodes due to hardware or software failure; d, is the death
rate due to attack of of malicious codes; r is the communication radius of the nodes; L x L is the area in
which the nodes distributed; g is the contact rate of the infectious nodes; ¢ is the distribution density of
nodes; p, ¢, €, 8, 71 and 1, are the state transition rates.

When malicious codes spread in networks, there are different forms of delay, including immunity
period delay, latent period delay, cleaning-virus period delay etc. In [34], Keshri and Mishra considered a
dynamic model on the transmission of malicious signals in wireless sensor network with latent period
delay and the temporary immunity period delay. They showed that the two delays play a positive role
in controlling a malicious attack. In [35], Zhang and Bi investigated the Hopf bifurcation of a delayed
computer virus model with the effect of external computers by using the latent period delay as the
bifurcation parameter. Zhao and Bi studied a delayed SEIR computer virus spreading model with limited
anti-virus ability and analyzed the effect of the cleaning-virus period delay on the model [36]. In [37], Chai
and Wang analyzed the Hopf bifurcation of a delayed SEIRS epidemic model with vertical transmission in
network by taking the different combinations of the latent period delay and the temporary immunity period
delay as the bifurcation parameter. In [38], Dai et al. proposed a delayed computer virus propagation
model with saturation incidence rate and temporary immunity period delay and studied stability and
Hopf bifurcation.

Motivated by the work about delayed computer virus models in [34-38], we incorporate the latent
period delay into system (1) and obtain the following delayed SEIQRS-V epidemic model for propagation
of malicious codes in wireless sensor network:
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B = A= BEES(0)I(1)  (d +p)S(),
+oR(t) +eV(¢),
dEO -~ B S()I(t) — dyE(t) — OE(t— 1),
A~ OE(t—1) — (dy +da + 1+ )I(1), @)
WU = w1(t) — (dy +da + 12)Q(1),
RO I() +mQ(E) — (d + @)R(),
WO = ps(t) — (di +e)V (D),

subject to the initial conditions S(6) = ¢1(0) > 0, E(8) = ¢»(6) > 0, 1(0) = ¢3(0) > 0, Q(0) = ¢4(6) >0,
R(6) = ¢5(0) >0, V(0) = ¢6(0) > 0,0 € [—7,0), $;(0) > 0,i =1,2,3,4,5,6, and 7 is the latent period
delay of malicious codes.

The structure of this paper is as follows. In the next section, it is shown that the solution of system (2)
is positive and bounded in a feasible region R, which is invariant. In Section 3, the condition for local
asymptotical stability is examined by constructing a suitable Lyapunov functional. Section 4 deals with
local stability and existence of Hopf bifurcation. Some numerical simulations are carried out to illustrate
the obtained theoretical results and effect of some parameters on behaviors of the model in Section 5.
The paper finally ends with conclusion in Section 6.

2. Positivity and Boundedness

In this section we shall discuss about the positivity and boundedness of solution of the system (2).
For this we assume the function V as:

V(t)=S(t)+ E(t) + I(t) + Q(t) + R(t) + V(t). 3

Taking the derivative of (3) and using (2) we get,

V(t) =A—diS(t) —diE(t) — (d1 +d2)(I(t) + Q(t)) — d1R(t) —d1 V (1), (4)
where S(t), E(t), I(t),Q(t),R(t),V(t) >0
IfE(t) =0,I(t) =0,Q(t) = 0,R(t) = 0and V(t) = 0 from (4) we get
lim sup V(t) < é (5)
t—o0 1

Also, if V(t) > % then V(t) < 0. Therefore, we get 0 < V < ;lil' i.e., we get a feasible region R as
R={(S(t),E(t),I(t),Q(t),R(t),V(t)) € R®:0 < S(t) + E(t) + I(t) + Q(t) + R(t) + V(t) < % .

Thus we see that the solution of system (2) is bounded and independent of the initial condition. So
the feasible region R is an invariant set. Also,as A > 0,d; > 0, éil > 0, i.e., the feasible region R is positive.
Hence all solutions of system (2) will come to the field R or will remain in R.
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3. Lyapunov Stability Analysis

In this section the linear stability of the system (2) has been discussed by constructing a suitable
Lyapunov functional given in Equation (7). By direct computation, it can be concluded that if the basic
reproduction number

Antr?Bo(dy +¢)

R =
O L2y (dy +0)(dy +e+p)(d1 +dr +a+ 1)

>1,

then, system (2) has a unique endemic equilibrium P, (S, Es, L, Q«, R, V), where

Lz(d1 +6)(dy+da+a+ 171)
Bootr? ’

S*:

_ (it @)(di +do+12)(d1 +do +a+ 1) [A— Sidi(di +e+p)/(di +e)]

w8 + (dy +dz +112)[(d1 + 0)(d1 + @) (d1 +do +a+171) — O]
OE. Q. = al, _ 7711*+772Q* V. — PS*

di+dy+a+m’ dy+do+m" " di+e 7 di+e

For this let u1(t) = S(t) — S*, up(t) = E(t) — E*, ug(t) = I(t) — I*, ug(t) = Q(t) — Q*, us(t) =
R(t) — R* and ug(t) = V(t) — V*, then the system (2) transform into

I*:

dt( = —&11U1 — AUz + Pus + Eulg,
,}(t) = apiuy — (d1 + 0)up + arpus,
dpétt) = Oup — (dy +dy+m1 +a)us, ©
duﬁt(t) = aug — (di +dy +12)uy,
dust(t) = muz+nouy — (d1 + ¢)us,
d
u;lt(t) = puy — (di +¢€)u,
2Q%*
where pi(t) = uy — 0 [{_us(s)ds, pa(t) = uz+0 [} uz(s)ds, ayy = dy +p + apy, app = ﬁmzrzsf
_ Bonr*I*
b1 ="

Now, following the steps as in [39], we shall check the stability of the system by assuming a suitable
Lyapunov function w(u)(t) as follows:

w(u)(t) =Y (kwj(u)(t)), )

where k;,i =1,---,21 are given in Appendix A and w;(u)(t),j =1, --,21 are given in Appendix B.
As all the parameters are assumed positive and chosen in such a way thatk; > 0,i =1,---,21 and
w(u)(t) > 0. Taking the derivative of Equation (7), and using Equation (6) we get

d
< i=1--- 6.
i < ZAu S,6j=1,---,6 (8)

where expression for A;,i =1,---,6 are given in Appendix C.



Mathematics 2019, 7, 396 50f 18

Theorem 1. If the value of the delays T satisfy the conditions A; < 0,i =1, - - - ,6 then the endemic equilibrium
point P*(S*,E*, I*,Q*,R*,V*) of system (2) is locally asymptotically stable. ~Otherwise if any one of
Afs(i =1,2,---,6.) becomes positive then the system will be unstable.

Proof of Theorem 1. Let A = max{A;,i=1,---,6}. Then for t > T, from Equation (8) we get w(u)(t) +
Af;(Zuf(s))ds <w(u)(T),i=1,---,6 for t > T, implies Zu% € L[1[T, o], i=1,---,6. Itis easy to
conclude from (6) and the boundedness of u(t) that Y u?(t)(i = 1,- - -, 6) is uniformly continuous. Using
Barbalat’s lemma in [38], we can say that
ggQZﬁJ:Ln-ﬁ}:Q 9)

So the internal solution of Equation (6) as well as solutions of system (2) is asymptotically stable,
i.e., the endemic equilibrium P* of system (2) is locally asymptotically stable. Hence, this completes
the proof.

We remark thatas A;,i =1, -, 6 depends on the delay T and the local stability condition for P* of
the system (2) is preserved for small 7 satisfying A; < 0,i=1,---,6. O

4. Existence of Hopf Bifurcation

The characteristic equation at the endemic equilibrium P, can be obtained as follows

A® 4+ UsA® + UgA* + UsA® 4+ UpA? + UhA + U

+ (VA + VA 4+ VA3 + VoA2 + VA 4+ Ve ™M =0, (10)
with
Uy = wa3304ais5(a11066 + X16861),
Uy = —[aqe0e1(a0nz3(ag + ass) + aganss(ann + a33))

+a11a22033 Q44055 + K446 + K55K66)
+ogans5066 (11022 + 11033 + €a33)],

Uy = (wr1a22 + 11433 + a20033) (44055 + X466 + X55066)
o103 (gg + a5 + we6) + ragissaes (a1 + a + a33)
+a16061 (X22033 + aq0055 + (@22 + a33) (aaq + a55) ),

Us = —[agene1 (a2 + a33 + &g + as5) + 11020033 + K44055066
+(a11 + o2 + 33) (gq055 + 440066 + X55066)
+(ogq + as5 + wee) (A11022 + 211433 + 0a33)],

Uy = w1661 + 11022 + 11033 + o033
To44055 1 d4ak66 1 X55066
+ (11 + a2 + 33) (g + @55 + aep),

Us = —(a1 + a4 a33 + agq + as5 4 te6),

Vo = anaesBa2(nie — a15)(a43ts5s + aqet53)

+aegqnss (0160330061 B2 + 13021066 532 + 11433066 B22),
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i =

V3 =

V4 =
a1 =
a3 =
X1 =

A3 =
X33
a43 =
L
55 =

Koo =

6 of 18

a1 B3z (@16 — 15) (ass + wasats3)

—ap1053 832 (t4q + s ) (15 — a16)

—a16061 B2 (X33044 + A33055 + (44i55)

—a13021 B2 (X455 + Agq0e6 + X55066),

—Bolar1asaeas (w55 + aep) + a11055066 (X33 + A4q) + X330044455X66],
(1606122 (233 + daa + as55) + a13001 B30 (wag + (055 + @e6) )
+ao1053B32 (w16 — @15)

+Bo2[azzeas (55 + tes) + as50t66 (X33 + ttag)]

+a11Bo2[wasnay + assaes + (a3 + ag) (@55 + tes )],

—[a11B22(a33 + agq + 55 + aep) + 13021 832 + 16461 P22

+B22(a330044 + as50066 + (33 + ) (as5 + aes))],

Baz(a11 + Bo2 + @33 + ttag + 55 + ae6), Vs = —Poa,
(5‘272" L +di+p),
’Bczls*,lxw P, &16 = &,

'BULlI*,azz = —dy,

ﬁaerrr S, B =

—(di+dy+m +0€),[‘532 =0,

w044 = —(d1 +dy +12),
1, %54 = 12,

—(d1 + @), 61 = p,

—(d1 +¢).

To guarantee the existence of Hopf bifurcation of system (2), we need some assumptions and they are
listed in the following for clarity.

Assumption (Hj):

D] = U()() > 0, (11)
Uos 1
D >0 12
2 Uy Ups (12)
Uos 1 0
D3 Ups Ups Ups | >0, (13)
Upr Ugp  Ups
Uos 1 0
Ups Ups Ups 1
D >0, (14)
¢ Un Uz Ups Uy
0 Uy Uy U2
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Ups 1 0 0 0
Uz Uy  Ups 1 0
Ds = | Uy Uyp Uy Uy Uk |>0, (15)
0 Upo Uy Up  Ups
0 0 0 U Uy
where
Up = Up+ W, Uy =U+V,
Up = U+ Vp, Uy =Us+ V3,
Ups = Ug+ Vy, Ugs = Us + V.

Assumption (Ha):
Equation (16) has at least one positive root vp,

V8 + Upsv” + Upav* + Usgy® + Uppv? + Upyv + Uy =0, (16)

where

Uy = U;—Vg,

Uy = U?—2Uplp +2VoVa — V2,

U, = U2+ 2Ugly +2Uy Us + 2V Vs — V2 — 2V, Vy,

Uy = U3+ 2U U5 —2Uy — 2UpUy +2Vi Vs + 2V, Vy — V2,

Uy = U3Z+2U, —2UsUs +2V3Vs — V2,

Uy = U2—2U,— V2

Assumption (Hj3):
' (vo) # 0, where g(v) = v® + Uysv° + Upgv* + Uyzv® + Uppv? 4 Upgv + Uyg.

Theorem 2. For system (2), if the conditions (Hy)-(Hz) hold, then Pi(Ss, Ex, L, Q«, Ry, Vi) is locally
asymptotically stable when T € [0,70); system (2) undergoes a Hopf bifurcation at P, (S, Ex, L., Q«, Ry, Vi)
when T = 1y and Ty is defined as in Equation (21).

Proof of Theorem 2. When 7 = 0, Equation (10) becomes

A® + UgsA* 4 UpgA? + UpsA® + UgpA? 4+ U A + Ugg = 0, (17)
Obviously, Ups = Us + V5 = /&'L—Zﬂl* +a+@+e+0+p+1n+mnm > 0. Thus, according to the

Hurwitz criterion, it can be concluded that system (2) is locally asymptotically stable when T = 0, if the
following the condition (Hp) holds.
For T > 0, let A = iw(w > 0) be a root of Equation (10). Then,

{ (Vsw® — V3w + Viw) sintw + (Vaw?* — Vaw? + Vp) cos Tw = w® — Uyw? + Upw? — Uy, as)

(Vsw® — V3w + Viw) cos Tw — (Vaw?* — Vaw? + Vo) sintw = Uzw?® — Usw® — Ujw.



Mathematics 2019, 7, 396 8 of 18

Thus, one can obtain
W' + Upsw' + Upgw® + Upzw® + Uppw®* + Upw?® + Upg = 0, (19)
Let w? = v, then, Equation (19) becomes
V0 + Ugsv® + Upav* + Uygsv® + Uppv? + Uy + U = 0. (20)

If the condition (H;) holds, then, Equation (19) has one positive root wy = /v such that Equation (10)
has a pair of purely imaginary roots tiwy. From Equation (21), we obtain

1 Gy (Wo)}
Tp = — X arccos , 21
07 wo {Gz(wo) @
with
Gi(wo) = (Va—UsVs)wp’ + (UsVs — UsVs — UgVy — Vo)l
+H(UpVy + UyVs — Uy Vs — Uz V3 — UsVy + Vo)w§
+(U1V3 + U3V1 — U()V4 — u2V2 — U4V0)w3
+(UpVa + Up Vo — Uy Vi) wi — UV,
Ga(wy) = Vswil+ (VZ —2V3Vs)w§ + (V2 +2V4 Vs — 2Va Vi) w$

F(V2+2VoVa + 2V V3w + (V2 — 2V Vo) + V2.

Differentiating both sides of Equation (10) with respect to T yields

dA]TN L (6A° 4 5UsA* 4 4UA® + 3UsA? + 2L + Uy)
dt| 7 A(AB+ UsAS + Ughd + UsA3 + UpA2 + Up A + Uy)
5VsA +4V4A3 + 3VaA2 42V + 1 T

)\(V5/\5 + VAL VA3 + VoAZ + VIA + V()) A

Further,
-1
rf ] ' - gl

E =19 - Gz((ﬂo)'

Obviously, if the condition (Hs) is satisfied, then Re[%];zlm # 0. Based on the discussion above and

the Hopf bifurcation theorem in [40], Theorem 2 can be proved. [

5. Numerical Simulations

In this section, we present some numerical simulations to support our obtained theoretical results.
Choosing A = 1000, = 0.009, 0 = 0.5,r =1, L = 10, d; = 0.05, p = 0.65, ¢ = 0.05, ¢ = 0.55, 6 = 0.45,
dy = 0.035, 71 = 0.35, « = 0.1 and 77, = 0.07, then Equation (2) becomes
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45lt) - — 1000 — 1.4130e — 004 (£)I(t)
—0.75(t) + 0.05R(t) + 0.55V (1),
4E(D)  —  1.4130e — 0045 (#)1(t) — 0.05E(t) — 0.45E(t — 1),
dit) — 045E(t — 1) — 0.5351(t), 22)
40— 0.11(t) - 0.155Q(),
R~ 035I(t) +0.07Q(t) — 0.1R(#),
VI~ 0.655(t) — 0.6V(1),

from which one can obtain Ry = 2.2819 > 1 and the unique endemic equilibrium P, (4207,1663.8,
1399.5,902.9032, 5530.3,4557.6). It can be verified that system (22) is locally asymptotically stable
when T = 0.

For T = 0, by some computations with the aid of Matlab software package, we obtain wy = 0.0558,
T9 = 13.1047 and ¢'(v9) = 0.0029 > 0. Thus, the conditions for existence of Hopf bifurcation are
satisfied. Based on Theorem 1, we can see that P, (4207,1663.8,1399.5,902.9032, 5530.3,4557.6) is locally
asymptotically stable when T € [0, 7p = 13.1047). This can be shown as in Figure 1. However, P, (4207,
1663.8,1399.5,902.9032, 5530.3,4557.6) will lose its stability when the value of T passes through the critical
threshold 1y, a Hopf bifurcation occurs, which can be seen from Figure 2. The bifurcation phenomenon
can be also illustrated by the bifurcation diagrams in Figure 3. In what follows, we are interested to study
the effect of some other parameters on the dynamics of system (22).

(i) Effect of #1 and #2: In Figure 4, we can see that the number of infectious nodes decreases when the
values of 771 and 7, increase. And the system changes its behavior from limit cycle to stable focus as we
increase the value of #; and 7, which can be shown as in Figure 5.

(ii) Effect of ¢ and e: In the same manner, we can see from Figures 6 and 7 that the number of infectious
nodes increases when the values of ¢ and ¢ increase. Also, we observe that system changes its behavior
from stale focus to limit cycle as we increase the value of ¢ and e.

(iii) Effect of r and L: As is shown in Figures 8 and 9, the number of infectious nodes increases
when the value of r increases and the value of L decreases. In other words, as the density of sensor node
increases, the number of infectious nodes increases. In addition, r and L effect the dynamic behavior of
system (22) when their value changes. That is, system changes its behavior from stable focus to limit cycle
as we increase the value of r and decrease the value of L.

In addition, in the presence of delay, the Lyapunov exponents (LE) have been derived numerically.
For a non zero value of 7, LE for different species have been plotted in Figure 10. As all LEs are negative,
then the system is stable.
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Figure 1. Time plots of S, E, I, Q, R and V with T = 12.85 < 19 = 13.1047.
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Figure 2. Time plots of S, E, I, Q, R and V with T = 13.75 > 15 = 13.1047.
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Figure 3. Bifurcation diagram with respect to time delay of system (22): (a) S— 1, (b) E— 1, (¢) [ — T,

dO—-7,(e&)R—1,(H) V-—r1.
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Figure 4. Time plots of I for different #7; and 7, at T = 12.85.
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Figure 5. Dynamic behavior of system (22): projection on I-Q-R for different 1 and # at T = 13.75.
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Figure 6. Time plots of I for different ¢ and € at T = 12.85.
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6. Discussion and Conclusions

In this paper, we present a delayed SEIQRS-V epidemic model for propagation of malicious codes in
wireless sensor network based on the work in [32] by incorporating the latent period delay of malicious
codes. As stated in [41], one of the significant features of malicious codes is their latent characteristics,
which implies that the nodes are infected at time t — T and they are surviving in the latent period T and
then become infective at time . In addition, too large time delay may lead to large number of infected
nodes, because of which malicious codes propagation persists in the system. Therefore, compared with the
model proposed in [33], the delayed model in our paper is more general. It should be also pointed out that
there are some proposed epidemic models for propagation of malicious code in a wireless sensor network
such as the models in [5,6,9,42,43], but the authors did not consider the characteristics of networks like
communication radius and distributed density of nodes in wireless sensor network.

We first find a feasible region which is invariant and where the solutions of our model are positive
and the Lyapunov exponent stability is analyzed by constructing a Lyapunov functional. Then, the critical
value of time delay 7y at which a Hopf bifurcation occurs is obtained by choosing the delay as the
bifurcating parameter. It is found that when the time delay is suitably small (7 € [0, 1p)), system (2) is
locally asymptotically stable. In this case, the propagation of malicious codes can be controlled easily.
However, once the value of the time delay passes through the critical value 19, system (2) loses its stability
and a family of periodic solutions bifurcate from the endemic equilibrium of system (2). In this case,
the propagation of malicious codes will be out of control.

Also, the effects of some crucial parameters on dynamics of system (2) are studied by numerical
simulations. As the values of #; and 7, increase, the number of infectious nodes decreases and system (22)
changes its behavior from limit cycle to stable focus as we increase the value of #; and 7, it is strongly
recommended that users of the wireless sensor network should periodically run antivirus software of the
newest version, so that the propagation of malicious codes can be controlled. This phenomenon can also
be illustrated by the effects of ¢ and € on dynamics of the system. In addition, the number of infectious
nodes increases when the density of the sensor node increases. Thus, it can be concluded that the manager
of the wireless sensor network should control the number of nodes connected to the network properly.
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Appendix A
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k13 = 3k14 = 2k15 = k19 = 2k20 = 2171 + (P +&— 21 — dl

ki = ki7 = 2kig = ko1 = 2112 4+ 2e + 3¢.



Mathematics 2019, 7, 396

Appendix B

wy (u)(t)
wa (u)(t)

w3 (u)(t)
wa (u)(t)
wy (u)(t)

wg (u)(t)
wg (1) (t)

w1 (u)(t)
w1 (u)(t)
w1 (u)(t)
wis (u)(t)
w1 (u)(t)
way(u)(t)

wig(u)(t)

wig(u)(t)

Appendix C

A1

—2n11k1 — Oar Thy + k7 (0(21 +

150f18

ui(t),

toopt
pi(t) +6(dy + 6 — 2a12) /t / ua(1)dlds,
—TJS

p5(t) +6(0 —dy —dy — 11 — ) /t; /st ua(1)dlds,
uj(t), ws(u)(t) = ud(t), we(u)(t) = ug(t),
un(B)pa () + 001 +"‘122 —¢=¢) /t T/s B (1)dlds,

up (Dpa(t) + (H‘P*“” — o) / /S W3 (1)dlds,
u(t)ug(t), wio(u)(t) = Ml(f)us(t) wry (u)(t) = ul(t ug(t),
pl(t)pz(t)+9(0612+0621+D(—29+dz+771 /ttT u dlds,

;
pr(b)ug(t) + (d1+d2+’72_“ / /Suz 1)dlds,
pr(t)us(t) + (d1+¢ '72_'71/ /Suz )dlds,
pr(t)ug(t) + dl“ / /u2 )dlds,
oty + (“_dl dz_’” /”/ u3(1)dlds,
pa(t)us + (”1+’72_d1 9) /4 [ (nyards,

— _ t t
Pz(t)um-w/ /u%(l)dlds,
2 Jt—7 Js

ug(t)us(t), wao(u)(t) = ug(t)ue(t), wa (u)(t) = us(t)us(t).

00T ot ot
2y p k15+p kis,

ks + pk11 +

90(11’[ 0{11 ot
2

ky(20(dq + 6)T — 2d7 — 26 — 20015T) + k3 (29% —01(dy +dy + 11 +a))

(@11 + 1o — P — €)

TG(—DCU —ap+¢+ E)

7 + ks .
+k1o {6 + T0(1p + a1 + —249 +dy+m —dp) V4 ks 0(dy + d22+ 12 — &)
P GO T/ Y klsw e T dlz_ s —12)
+k17 w0l +2 = ~¢) + klgw

2 4



Mathematics 2019, 7, 396 16 of 18

0 0
A3 = —0tapky — (2 + T9)(d1 +dr +a+ 171)](3 + k7T 512 — kg (D&u + 0(1221' )
. (0612 n T@(dl +dy +2771 + o+ 0612)) — abtkys — 17129Tk14

0 0
+k16 <IX + a2T> + k7 <1’]1 + 17121—) ,

Ay = —2(dy+dy+m)ks — 792172 kg — (e + d22+ UZ)TQ’% + Teznz k17 + 112k19,
As = =2(dy +¢)ks — T97¢k7 + Tziks + Te(dl;_ ?) kis — 79(d12—|— ¢)k17,
Ne = —2(d1+e)ke— Toﬁ]@ + Leekg + ek11 + k15 (8 + 0 + £)> — (1 +e) k1.
2 2 2 2
References
1. Keshri, AK,; Mishra, B.K.; Mallick, D.K. Library formation of known malicious attacks and their future variants.
Int. ]. Adv. Sci. Technol. 2016, 94, 1-12. [CrossRef]
2. Singh, J.; Kumar, D.; Hammouch, Z.; Atangana, A. A fractional epidemiological model for computer viruses
pertaining to a new fractional derivative. Appl. Math. Comput. 2018, 316, 504-515. [CrossRef]
3. Keshri, A.K.; Mishra, B.K.; Mallick, D.K. A predator-prey model on the attacking behavior of malicious objects in
wireless nanosensor networks. Nano Commun. Netw. 2018, 15, 1-16. [CrossRef]
4. Cybercrime-Report. Available online: http://cyberseurityventures.com/2015-wp /wp-content/uploads/2017/
10/2017-Cybercrime-Report.pdf (accessed on 23 April 2019).
5. Khanh, N.H. Dynamics of a worm propagation model with quarantine in wireless sensor networks. Appl. Math.
Inf. Sci. 2016, 10, 1739-1746. [CrossRef]
6. Mishra, BK.; Kershi, N. Mathematical model on the transmission of worms in wireless sensor network.
Appl. Math. Model. 2013, 3, 4103-4111. [CrossRef]
7. Mishra, B.K.; Pandey, S.K. Dynamic model of worms with vertical transmission in computer network.
Appl. Math. Comput. 2011, 217, 8438-8446. [CrossRef]
8. Xiao, X.; Fu, P; Dou, C.S.; Li, Q.; Hu, G.W,; Xia, S.T. Design and analysis of SEIQR worm propagation model in
mobile internet. Commun. Nonlinear Sci. Numer. Simul. 2017, 43, 341-350. [CrossRef]
9.  Keshri, N.; Mishra, B.K. Stability analysis of a predator-prey model in wireless sensor network. Int. J.
Comput. Math. 2014, 91, 928-943.
10. Yang, L.X.; Yang, X.F. The spread of computer viruses under the influence of removable storage devices.
Appl. Math. Comput. 2012, 219, 3914-3922. [CrossRef]
11. Muroya, Y.; Li, HX,; Kuziya, T. On global stabiity of a nonresident computer virus model. Acta Math. Sci. 2014,
34B, 1427-1445. [CrossRef]
12.  Wang, EW,; Zhang, Y.K.; Wang, C.G.; Ma, ].F. Stability analysis of an e-SEIAR model with point-to-group worm
propagation. Commun. Nonlinear Sci. Numer. Simul. 2015, 20, 897-904. [CrossRef]
13. Tang, C.Q.; Wu, Y.H. Global exponential stability of nonresident computer virus models. Nonlinear Anal. Real
World Appl. 2017, 34, 149-158. [CrossRef]
14. Fatima, U.; Ali, M.; Ahmed, N.; Rafig, M. Numerical modeling of susceptible latent breaking-out quarantine
computer virus epidemic dynamics. Heliyon 2018, 4, e00631. [CrossRef]
15. Zhang, X.X; Li, C.D. A novel computer virus model with generic nonlinear burst rate. In Proceedings of the
International Workshop on Complex Systems and Networks, Doha, Qatar, 8-10 December 2017; pp. 325-329.
16. Yang, X.F; Liu, B.; Gan, C.Q. Global stability of an epidemic model of computer virus. Abstr. Appl. Anal. 2014,
2014, 456320. [CrossRef]
17.  Chen, LJ.,; Hattaf, K.; Sun, ]J.T. Optimal control of a delayed SLBS computer virus model. Phys. Stat. Mech.

Its Appl. 2015, 427, 244-250. [CrossRef]


http://dx.doi.org/10.14257/ijast.2016.94.01
http://dx.doi.org/10.1016/j.amc.2017.08.048
http://dx.doi.org/10.1016/j.nancom.2018.01.002
http://cyberseurityventures.com/2015-wp/wp-content/uploads/2017/10/2017-Cybercrime-Report.pdf
http://cyberseurityventures.com/2015-wp/wp-content/uploads/2017/10/2017-Cybercrime-Report.pdf
http://dx.doi.org/10.18576/amis/100513
http://dx.doi.org/10.1016/j.apm.2012.09.025
http://dx.doi.org/10.1016/j.amc.2011.03.041
http://dx.doi.org/10.1016/j.cnsns.2016.07.012
http://dx.doi.org/10.1016/j.amc.2012.10.027
http://dx.doi.org/10.1016/S0252-9602(14)60094-1
http://dx.doi.org/10.1016/j.cnsns.2014.03.032
http://dx.doi.org/10.1016/j.nonrwa.2016.08.003
http://dx.doi.org/10.1016/j.heliyon.2018.e00631
http://dx.doi.org/10.1155/2014/456320
http://dx.doi.org/10.1016/j.physa.2015.02.048

Mathematics 2019, 7, 396 17 of 18

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

Muroya, Y.; Kuniya, T. Global stability of nonresident computer virus models. Math. Methods Appl. Sci. 2015, 38,
281-295. [CrossRef]

Zhou, H.X.; Guo, W. A stochastic worm model. Telecommun. Syst. 2017, 64, 135-145. [CrossRef]

Amador, J. The stochastic SIRA model for computer viruses. Appl. Math. Comput. 2014, 232, 1112-1124. [CrossRef]
Tafazzoli, T.; Sadeghiyan, B.A. Stochastic model for the size of worm origin. Secur. Commun. Netw.
2016, 9, 1103-1118. [CrossRef]

Jafarabadi, A.; Azgomi, M.A. A stochastic epidemiological model for the propagation of active worms considering
the dynamicity of network topology. Peer-to-Peer Netw. Appl. 2015, 8, 1008-1022. [CrossRef]

Zhang, C.M.; Zhao, Y.; Wu, YJ.; Deng, S.W. A stochastic dynamic model of computer viruses. Discret. Dyn.
Nat. Soc. 2012, 2012, 264874. [CrossRef]

Keshri, N.; Gupta, A.; Mishra, B.K. Impact of reduced scale free network on wireless sensor network. Phys. Stat.
Mech. Its Appl. 2016, 463, 236-245. [CrossRef]

Hosseini, S.; Azgomi, M.A.; Rahmani, A.T. Malware propagation modeling considering software diversity
andimmunization. J. Comput. Sci. 2016, 13, 49-67. [CrossRef]

Zhang, C.M.; Huang, H.T. Optimal control strategy for a novel computer virus propagation model on scale-free
networks. Phys. Stat. Mech. Its Appl. 2016, 451, 251-265. [CrossRef]

Feng, L.P; Song, L.P.; Zhao, Q.S.; Wang, H.B. Modeling and stability analysis of worm propagation in wireless
sensor network. Math. Probl. Eng. 2015, 2015, 129598. [CrossRef]

Srivastava, A.P.; Awasthi, S.; Ojha, R.P,; Srivastava, PK.; Katiyar, S. Stability analysis of SIDR model for worm
propagation in wireless sensor network. Indian |. Sci. Technol. 2016, 9, 1-5. [CrossRef]

Nwokoye, C.H.; Ejiofor, W.E.; Orji, R. Investigating the effect of uniform random distribution of nodes in wireless
sensor networks usingan epidemic worm model. In Proceedings of the CORI'16, Ibadan, Nigeria, 7-9 September
2016; pp. 58-63.

Singh, A.; Awasthi, A.K,; Singh, K.; Srivastava, P.K. Modeling and analysis of worm propagation in wireless
sensor networks. Wirel. Pers. Commun. 2018, 98, 2535-2551. [CrossRef]

Ojha, R.P; Sanyal, G.; Srivastava, PK.; Sharma, K. Design and analysis of modified SIQRS model for performance
study of wireless sensor network. Scalable Comput. 2017, 18, 229-241. [CrossRef]

Mishra, B.K.; Tyagi, I. Defending against malicious threats in wireless sensor network: A mathematical model.
Int. J. Inf. Technol. Comput. Sci. 2014, 6, 12-19. [CrossRef]

Nwokoye, C.H.; Umeh, LI. The SEIQR-V Model: On a More Accurate Analytical Characterization of Malicious
Threat Defense. Int. J. Inf. Technol. Comput. Sci. 2017, 12, 28-37. [CrossRef]

Keshri, N.; Mishra, B.K. Two time-delay dynamic model on the transmission of malicious signals in wireless
sensor network. Chaos Solitons Fractals 2014, 68, 151-158. [CrossRef]

Zhang, Z.Z.; Bi, D.]. Bifurcation analysis in a delayed computer virus model with the effect of external computers.
Adv. Differ. Equat. 2015, 317, 13. [CrossRef]

Zhao, T.; Bi, D.J. Hopf bifurcation of a computer virus spreading model in the network with limited anti-virus
ability. Adv. Differ. Equat. 2017, 183, 16. [CrossRef]

Wang, C.L.; Chai, S.X. Hopf bifurcation of an SEIRS epidemic model with delays and vertical transmission in the
network. Adv. Differ. Equat. 2016, 10, 19. [CrossRef]

Dai, Y.X,; Lin, Y.P.; Zhao, H.T.; Khalique, C.M. Global stability and Hopf bifurcation of a delayed computer virus
propagation model with saturation incidence rate and temporary immunity. Int. J. Mod. Phys. 2016, 30, 1640009.
[CrossRef]

Xia, W].; Kundu, S.; Maitra, S. Dynamics of a delayed SEIQ epidemic model. Adv. Differ. Equat. 2018, 336, 21.
[CrossRef]

Hassard, B.D.; Kazarinoff, N.D.; Wan, Y.H. Theory and Applications of Hopf Bifurcation; Cambridge University
Press: Cambridge, UK, 1981.

Ren, J.G; Yang, X.F; Yang, L.X.; Xu, YH.; Yang, FZ. A delayed computer virus propagation model and its
dynamics. Chaos Solitons Fractals 2012, 45, 74-79. [CrossRef]


http://dx.doi.org/10.1002/mma.3068
http://dx.doi.org/10.1007/s11235-016-0164-4
http://dx.doi.org/10.1016/j.amc.2014.01.125
http://dx.doi.org/10.1002/sec.1403
http://dx.doi.org/10.1007/s12083-014-0306-y
http://dx.doi.org/10.1155/2012/264874
http://dx.doi.org/10.1016/j.physa.2016.07.059
http://dx.doi.org/10.1016/j.jocs.2016.01.002
http://dx.doi.org/10.1016/j.physa.2016.01.028
http://dx.doi.org/10.1155/2015/129598
http://dx.doi.org/10.17485/ijst/2016/v9i31/98453
http://dx.doi.org/10.1007/s11277-017-4988-3
http://dx.doi.org/10.12694/scpe.v18i3.1303
http://dx.doi.org/10.5815/ijitcs.2014.03.02
http://dx.doi.org/10.5815/ijitcs.2017.12.04
http://dx.doi.org/10.1016/j.chaos.2014.08.006
http://dx.doi.org/10.1186/s13662-015-0652-y
http://dx.doi.org/10.1186/s13662-017-1243-x
http://dx.doi.org/10.1186/s13662-016-0793-7
http://dx.doi.org/10.1142/S0217979216400099
http://dx.doi.org/10.1186/s13662-018-1791-8
http://dx.doi.org/10.1016/j.chaos.2011.10.003

Mathematics 2019, 7, 396 18 of 18

42. Zhang, Z.Z.; Song, L M. Dynamics of a delayed worm propagation model with quarantine. Adv. Differ. Equat.
2017, 155, 13. [CrossRef]

43. Upadhyay, R.K.; Kumari, S. Bifurcation analysis of an e-epidemic model in wireless sensor network. Int. J.
Comput. Math. 2018, 95, 1775-1805. [CrossRef]

@ (© 2019 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
@ article distributed under the terms and conditions of the Creative Commons Attribution (CC

BY) license (http://creativecommons.org/licenses/by/4.0/).



http://dx.doi.org/10.1186/s13662-017-1212-4
http://dx.doi.org/10.1080/00207160.2017.1336550
http://creativecommons.org/
http://creativecommons.org/licenses/by/4.0/.

	Introduction
	Positivity and Boundedness
	Lyapunov Stability Analysis
	Existence of Hopf Bifurcation
	Numerical Simulations
	Discussion and Conclusions
	
	
	
	References

