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Abstract

:

In deploying the Internet of Things (IoT) and Internet of Medical Things (IoMT)-based applications and infrastructures, the researchers faced many sensors and their output’s values, which have transferred between service requesters and servers. Some case studies addressed the different methods and technologies, including machine learning algorithms, deep learning accelerators, Processing-In-Memory (PIM), and neuromorphic computing (NC) approaches to support the data processing complexity and communication between IoMT nodes. With inspiring human brain structure, some researchers tackled the challenges of rising IoT- and IoMT-based applications and neural structures’ simulation. A defective device has destructive effects on the performance and cost of the applications, and their detection is challenging for a communication infrastructure with many devices. We inspired astrocyte cells to map the flow (AFM) of the Internet of Medical Things onto mesh network processing elements (PEs), and detect the defective devices based on a phagocytosis model. This study focuses on an astrocyte’s cholesterol distribution into neurons and presents an algorithm that utilizes its pattern to distribute IoMT’s dataflow and detect the defective devices. We researched Alzheimer’s symptoms to understand astrocyte and phagocytosis functions against the disease and employ the vaccination COVID-19 dataset to define a set of task graphs. The study improves total runtime and energy by approximately 60.85% and 52.38% after implementing AFM, compared with before astrocyte-flow mapping, which helps IoMT’s infrastructure developers to provide healthcare services to the requesters with minimal cost and high accuracy.
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1. Introduction


The complexity of the relationship between service providers and requesters and balancing the flow between them is challenging for IoT- and IoMT-based infrastructures. When sharing a patient’s private information on the Internet of Medical Things, intruders may be able to access their records, leading to security and confidentiality risks. A defective device also deteriorates the security by distributing malicious messages and data, in which the issue endangers the patient’s health situation [1,2]. Some studies presented different approaches and protocols to follow doctor authentication, client privacy, and creating security purposes for the various IoMT-based applications [1,2,3]. The researchers aimed their case studies on dependability and availability and provided different fault detection methods to protect people’s confidential information and improve the quality of service. Some studies inspired the human brain’s neural cells to present the different approaches for improving the performance and cost of the IoT and IoMT applications in facing the increasing complexity of their computational operations and the relationship between their components and layers [4,5,6]. Kwon et al. [7,8,9] addressed many hardware-deep learning accelerators (DLAs) to tackle the energy efficiency problem in the graphic processing unit (GPU)-based systems and support the complexity of implementing different machine learning algorithms (convolutional neural networks, deep neural networks, and recurrent neural networks) that were employed in the IoMT physical layer, and improved its performance and cost. The researchers utilized the deep neural network (DNN) and reinforcement learning to decision-making about the service providers in the IoT by reward-based agents, which their studies inspired from the hieratical structure of the human brain [10,11,12]. Guan et al. [13], utilized the NC’s memristor feature to the processing in a resistive random-access memory (ReRAM), in which neuromorphic computing-PIM affects improving energy efficiency and communication delay because of reducing memory accesses. The processing-in-memory affects the improvement of IoMT’s efficiency as employing neuromorphic computing in PIM has a highlighted role in order to speedup computational operation and reduce the cost [14,15]. Additionally, the researcher simulated the body language (such as hand sign language) through the neuromorphic computing that was inspired by the human neural structures [16].



By reviewing Alzheimer’s disease and its internal symptoms, the researchers demonstrated the astrocytes cells’ highlighted role in the disease progression that related to distributing the cholesterol into the neuron [17]. The astrocyte cells diagnosis the dead cell and waste by phagocytosis operation and decomposition and digestion them to remove their negative impact. The medical studies proved astrocytes’ vital role in the nutrition of neurons that lack fairness distributing the cholesterols and creating amyloid plaques have led to patients with Alzheimer’s disease [18]. The cell operations can help to gather an idea regarding how to dedicate healthcare service to the patient and fault detection in IoMT in a timely manner, due to the complexity of the safe relationship between layers.



The mentioned studies point to the problems with IoMT and exciting discussions about the issue, including:




	
Rising the complexity of the relationship between different components in IoMT layers;



	
Deploying the Internet of Medical Things and dataflow balancing between its nodes;



	
Increasing the probability of occurring the faults and becoming defective devices;



	
Detecting defective devices before failure the dependable communication between components;



	
The highlighted role of the inspired approaches from the human brain’s neuron cell structure to support the complexity.








According to the role of the brain neuron cell structure and support of all mechanisms in the human body with high complexity, we review the astrocytes’ operations to distribute the cholesterol into the neurons and tackle cellular waste by phagocytosis. After analyzing the Alzheimer’s internal symptoms and astrocyte operations, we propose an astrocyte flow-mapping method to distribute the traffic of IoMT-based applications onto a mesh network’s PEs and detect defective devices. To follow the issue, this work defines a task graph of vaccination against COVID-19 and maps it onto mesh nodes, according to the network characteristics in distributing traffic in four directions and deadlock-free routing algorithms [19,20,21,22,23]. The features create an opportunity to distribute the traffic based on astrocyte cell and phagocytosis operations and cluster the mesh nodes by inspiring the cell structure. We propose a model to classify the processing elements into similar categories for balancing the flow between nodes and quickly detecting defective PEs by evaluating the mapped node’s performance, which is located on a cluster. The case study describes mapping, clustering, and detecting defective devices by presenting the equations. A defective node is detected in a timely manner before failure due to a dependable relationship between the mapped tasks and investigating the processing elements in the different clusters with fewer PEs than the total number presented. We collect a dataset from vaccination COVID-19 and present an algorithm for astrocyte-flow mapping and detecting defective devices (AFMD), which define a task graph including a vaccine distribution center, a vaccination center, and an emergency center. AFMD maps the tasks and distributes their traffic onto a mesh that the proposed algorithm employs the real collected dataset of vaccination COVID-19 to follow the purposes. After detecting the defective devices and pruning them, the algorithm re-maps the tasks onto mesh PEs due to the updated acknowledgments of the available network nodes. This work passes the different steps necessary to satisfy its purposes, as shown in Figure 1.



By reviewing the upper concepts and the pointed IoMT challenges, we point the study’s main contributions and novelties as follows:




	
Inspiring the astrocyte cell operation to fairness distribute IoMT traffic onto mesh nodes;



	
Detecting defective devices based on astrocyte and phagocytosis operation to tackle increasing the probability of failure communication between IoMT components;



	
Defining a task graph of the COVID-19 vaccination based on the relationship between astrocytes, neurons, and dendrites;



	
Presenting an algorithm and a model to map the tasks onto a mesh network;



	
Describing AFM, clustering the network, and detecting a defective node by presenting equations.








In reviewing the main contribution and novelty, we employ the astrocyte pattern to fairly distribute cholesterol to neurons and nourish them for mapping a task graph onto the mesh network nodes and balancing flow onto their processing elements. The study defines a task graph based on an IoMT application and addresses the relationship between vaccination distribution, vaccine, and emergency centers as one of the highlighted applications of the Internet of Medical Things due to the COVID-19 epidemic. We also inspire the phagocytes operations to eliminate waste for detecting defective devices and removing them from the application nodes, which are mapped onto the network’s PEs. After timely detecting fault, IoMT nodes are re-mapped onto the mesh processing elements and transferred data between them by updating the initial information for AFMD.



To evaluate the study’s role in improving the Internet of Medical Things, we compare the reported communication delay and energy consumption after and before performing AFMD and injecting random fault with different rates onto the IoMT components in different layers, including physical, information integration, and application service. This work estimates the performance of astrocyte-defective device detection before and after injecting random faults and pruning the failed processing element. The timely detection of the defective devices and balancing dataflow onto mesh processing elements leads to improve the idea efficiency in increasing the performance of IoMT-based applications.



The next sections of the case study follow the issues that are included: Section 2 reviews the related researches to the provided approaches for improving IoMT performance from different angles; the astrocyte-flow mapping, AFMD, and equations are explained in Section 3; Section 4 evaluates the reported results by the simulators to demonstrate the idea efficiency in facing the challenge of IoMT; Section 5 discusses the presented observations and simulation results; and a conclusion of the background and purposes the work is presented in Section 5.




2. Related Work


Many case studies addressed IoMT’s weaknesses and advantages to provide the solutions against the challenges improve the performance and cost of the Internet of Medical Things. Some researchers utilized the human neural structures to simulate and implement different multi-layer systems with high complexity. The Internet of Medical Things followed the multi-layer structures in that its deploying increased the complexity of the relationship between its nodes and computational operations. This section reviews the related works to the mentioned concepts, according to the study’s research area.



The researchers almost focused on detecting the active and passive attacks on the Internet of Medical Things due to sharing the patient records and the probability of intruders’ access to their private information. Kumar et al. [24], detected the cyber-attacks in fog and cloud layers that have employed the machine learning algorithms, including decision tree and random forest. The study proposed architecture to support the heterogeneous communication infrastructures (Such as IoMT), which could detect the attacks with high accuracy by providing a structure, including software and infrastructure as services (SaaS and IaaS) in fog and cloud layers (Integration information and application layers in IoMT). Reducing the number of cyber-attacks affected facing them and satisfying the security and quality of service besides presenting attack detection methods, in which the researchers followed the issue by identifying the malicious attacks, vulnerabilities, and consensus of hybrid multi-agent systems with malicious nodes via security and authentication protocols [25]. Khan et al. [26] also addressed malicious malware detection by presenting a software-defined network (SDN) framework and deep learning approach to timely decisions about malware with high precision and accuracy without imposing cost overhead. The different learning techniques had a highlighted role in detecting the faults and deciding about them in a timely manner to satisfy the security in IoT and IoMT such as reinforcement learning to online training and diagnosis of the cyber-attacks [27].



Verifying the signature affects provision of the fault tolerance-based methods to protect the shared records tackling the intruders and different attacks. The researchers addressed the different protocols to identify an invalid signature after testing based on group technologies, including bitcoin, a combined framework of different security protocols, and Hyperledger Fabric [28]. The case studies utilized the sensor ID, signature, and a shared key to verify the security and the sensor validation that have supported the trust in different layers of IoMT, according to restrictions of the main contribution of security in integration information and application layers. Das et al. [29] focused on increasing the fault tolerance to satisfy the security in distributing the COVID-19 vaccine using blockchain framework, according to its features, including transparency, decentralization, and immutability. The work utilized artificial intelligence (Al) to monitor and control the related data to vaccination that consists of request, supply, and the entered dose of vaccine. The blockchain provided a secure framework that employing Al-based methods to protect privacy and improve fault tolerance satisfied the security of the IoMT application. According to the lack of storing the data transaction between IoMT nodes in the blockchain, the researchers utilized an artificial neural network and machine learning algorithm to predict the different attacks and protect the information security.



Some case studies addressed the Internet of Medical Things to detect the related diseases to the brain (Such as Epilepsy, Brain tumor, Parkinson) by employing fuzzy-based approaches to analyze the reported wearable and biomarker sensors’ information [30,31]. Khan et al. [32], detected the brain tumor that timely diagnosed and predict the grade of the disease by analyzing the details of the condition of brain cells with a partial tree. Deng et al. [33], also graded the brain tumor using the heterogeneous convolutional neural networks to medical image processing, in which the study employed IoMT applications to share the patient records and timely dedicate suitable healthcare service providers to the patients with the disease.



The brain neural structure affects facing the complexity in different communications between components that astrocyte has a highlighted role in the nourishing the neuron cells. Liu et al. [34] proposed HANA that was inspired the astrocyte distribution pattern to provide the architecture for reducing the communication between the nodes of an NoC-based infrastructure. The researchers tiled the network based on the astrocyte structure and analyzed the performance of HANA due to the number of cells that have presented an application-specific integrated (ASIC) design. Indeed, HANA has provided an ASIC-design that has only supported applications with a similar pattern to astrocyte cells. Our idea utilizes the pattern of the relationship between astrocytes, neurons, and dendrite to map the tasks and distribute their traffic onto the mesh network’s PEs. Since we propose a flexible structure to support different applications with high efficiency without changing tiling techniques in a mesh topology. Table 1 indicates an overview of the mentioned studies, which consists of their methods, advantages, and weaknesses.



According to the mentioned studies as the related works, the flow balancing and timely fault detection are challenging for the IoMT infrastructures, with a rising complexity of the relationship between their nodes and computational operation. Many studies focused on the issues to present attack detection, fault tolerance, and trust definition to satisfy the security on the Internet of Medical Things. Additionally, the reviewed works demonstrate the role of machine learning algorithms and fuzzy-based approaches to tackle the challenges. Nevertheless, the researchers employed IoMT for timely detecting and predicting the brain’s diseases and almost addressed identifying the attacks as the parameters that could be deteriorated the security; however, the role of hardware-based failures is invisible. Therefore, we focus on timely detecting hardware-based defective devices and flow balancing between IoMT nodes in different layers to reduce its complexity by employing an astrocyte cholesterol distribution pattern to map the IoMT application’s tasks and traffic.




3. Astrocyte-Flow Mapping and Defective Device Detecting


This section provides the details of our work steps to map the tasks onto mesh processing elements and detect a failed or defective node after distributing an IoMT application traffic. To satisfy the purposes, we define a task graph based on an application of the Internet of Medical Things for analyzing AFMD’s efficiency. The section explains collecting a dataset and distributing its traffic onto the network’s PEs, according to the defined task graph and astrocyte cell operation. Additionally, the proposed algorithm is explained to demonstrate the role of the clustering method and detecting defective devices that are inspired by phagocytosis operation.



3.1. Task Graph and Data Collection


After investigating the astrocyte cell operation and its relationship to the neurons for nourishing them, we define a task graph, in which the relationship between tasks imitates the cell pattern. The study focuses on IoMT- based application to present a task graph to prove AFMD’s role in improving its efficiency, which consists of the vaccine distribution, vaccination, emergency centers, and clients, as shown in Figure 2. The centers of vaccine distribution, vaccination, emergency, and clients have inspired the astrocyte, neuron, and dendrite, respectively. According to the task graph, the vaccine distribution center provides a service to the emergency center besides assigning service to the vaccination center for critical situations and occurring disruption in a client’s vital condition. The received correct or incorrect feedback of a client about her health situation affects dedicating a correct service from the vaccination center and final result.



To compute the probability of dedicating the healthcare service provider (Emergency service), we estimate the probability of occurring a mistake decision or feedback from the vaccination center and client, as shown in Equation (1). In Table 1, we describe the existing parameters of the task graph to compute the probability of dedicating an emergency service to the client.


  E m e r g e n c  y  s e r v i c e   = µ ×  1  α ×   1 −   ε × β        



(1)







The study investigates the registered information in laboratory monitoring the astrocyte operation to find a pattern for distributing traffic onto mesh nodes and utilizes the real dataset of vaccination COVID-19 to describe traffic traces. Since we collect a dataset, which includes the registered information about astrocyte cell operations and vaccination, and share it on Github (https://github.com/yasamanhosseini/Astrocyte-flow-mapping-project accessed on 8 October 2021) [35,36,37].



To present a fair report of the idea efficiency, this work simulates the defined tasks as the healthcare service provider nodes and sensors and injects fault (based on a random rate) to them using the CupCarbon simulator tool [38].



Figure 3 demonstrates that the traffic traces are defined based on the collect dataset, including vaccination COVID-19 and a pattern of astrocyte operations.




3.2. Equation and Astrocyte-Flow Mapping Algorithm


The subsection is aimed at the details of the provided equations and proposed algorithm to explain mapping the tasks’ dataflow onto a mesh network-processing element and the equations.



We define a mesh topology as a binary matrix (M), in which Equation (2) describes astrocyte mapping as task 1 (Vaccine distribution center). Table 2 illustrates the parameters that are employed to define the equations.


  M =        m  0 , 0      ⋯     m  0 , j        ⋮   ⋯   ⋮       m  i , 0      ⋯     m  i , j          










  A M =        m      2 × i   + 2   , j + 2   =  A n  ,     1 ≤ i < ⌈    i  m a x − 4    2  ⌉   ∧   1 ≤ j < ⌈    j  m a x − 4    2  ⌉     ∧   0 ≤ n <    n  m a x    2           m      2 × i   + 1   ,     2 × i   + 2     =  A n  ,     ⌈    i  m a x   − 4  2  ⌉ ≤ i <    i  m a x   − 4     ∧   ⌈    j  m a x − 4    2  ⌉ ≤ j <    j  m a x   − 4     ∧      n  m a x    2  ≤ n ≤  n  m a x            



(2)







Equation (3) describes mapping the neuron cells based on the pattern of the relationship between astrocytes and the cells that their role is defined as the emergency and vaccination centers, according to the task graph.


  N M =        m      2 × i   + 2   ,     2 × j   − 1     =  N o  ,     1 ≤ i ≤ ⌈    i  m a x − 4    2  ⌉   ∧   1 ≤ j ≤ ⌈    j  m a x − 3    2  ⌉     ∧   0 ≤ o <    o  m a x    2           m      2 × i   + 1   ,     2 × j   − 1     =  N o  ,     ⌈    i  m a x   − 4  2  ⌉ < i ≤    i  m a x   − 4     ∧   ⌈    j  m a x − 3    2  ⌉ < j ≤    j  m a x   − 3     ∧      o  m a x    2  ≤ o ≤  o  m a x            



(3)







This work presents a clustering method to categorize the mesh nodes with inspiring the relationship and communication pattern between astrocyte, neuron, and dendrite. Before clustering, we determine the total number of processing elements that are located into a cluster (processing elementcluster), as shown in Equation (4). The proposed clustering method is provided by considering the network structure and feature besides analyzing the communication pattern between the mentioned brain cells and dendrites.


      P r o c e s s i n g   e l e m e n t     c l u s t e r   =  1 4  ×    ∑       i = 1       j = 1           j =  j  m a x   − 1       i =  i  m a x   − 1         m  i , j    



(4)







Theorem 1.

    m  i , j     is an element of binary matrix      M    i , j     , which is located on i row and j column of      M    i , j     in Equation (4).





Example 1.

Verifies Equation (4) double summation operation where   1 ≤ i ≤ 3   and   1 ≤ j ≤ 3   are met.







       P r o c e s s i n g   e l e m e n t     c l u s t e r   =  1 4  ×    ∑       i = 1       j = 1           j = 2       i = 2         m  i , j   =  1 4  ×      ∑       i = 2       j = 1       j = 2       ∑       i = 1       j = 1       j = 2     m  i , j     =  1 4  ×      m  1 , 1   +  m  1 , 2     +    m  2 , 1   +  m  2 , 2         











After determining the number of clusters based on the total number of the located PEs into a cluster, Equation (5) defines our clustering method where c demonstrates the cluster number.


  C l u s t e r i n g =  {         (  C l u s t e r  )   c  =  m   (  i ×  j  j m a x    )  + j ,    (   (  1 ≤ i ≤ ⌈    i  m a x   − 2  2  ⌉  )  ⋀  (  1 ≤ j ≤ ⌈    j  m a x   − 2  2  ⌉  )   )  ∧  (  c = 1  )              C l u s t e r    c  =  m    i ×  j  j m a x     + j ,       1 ≤ i ≤ ⌈    i  m a x   − 2  2  ⌉   ⋀   ⌈    j  m a x   − 2  2  ⌉ < j ≤    j  m a x   − 1       ∧   c = 2               C l u s t e r    c  =  m    i ×  j  j m a x     + j ,     ⌈    i  m a x   − 2  2  ⌉ < i ≤    i  m a x   − 1     ⋀   1 ≤ j ≤ ⌈    j  m a x   − 2  2  ⌉   ∧   c = 3               C l u s t e r    c  =  m    i ×  j  j m a x     + j   ,     ⌈    i  m a x   − 2  2  ⌉ < i ≤    i  m a x   − 1     ⋀   ⌈    j  m a x   − 2  2  ⌉ < j ≤    j  m a x   − 1     ∧   c = 4            



(5)







According to astrocyte structure and connection between it and neurons, we classify each cluster into sub-clusters where (total number of the located PEs into a cluster) ≥18 is met. The proposed sub-clustering method is described by Equation (6).


     (  S u b c l u s t e r  )    n u m b e r   =  {         (  S u b c l u s t e r  )    n u m b e  r c    = [  1 9  ×    ∑       i = 1       j = 1           j = ⌈    j  m a x   − 2  2  ⌉       i = ⌈    i  m a x   − 2  2  ⌉         m  i , j       ] ,    (  c = 1  )            S u b c l u s t e r     n u m b e  r c    = [  1 9  ×    ∑       i = 1       j = ⌈    j  m a x   − 2  2  ⌉           j =  j  m a x   − 1       i = ⌈    i  m a x   − 2  2  ⌉         m  i , j   ] ,     c = 2             S u b c l u s t e r     n u m b e  r c    = [  1 9  ×    ∑       i = ⌈    i  m a x   − 2  2  ⌉       j = 1           j = ⌈    j  m a x   − 2  2  ⌉       i =    i  m a x   − 1           m  i , j       ] ,     c = 3             S u b c l u s t e r     n u m b e  r c    = [  1 9  ×    ∑       i = ⌈    i  m a x   − 2  2  ⌉       j = ⌈    j  m a x   − 2  2  ⌉           j =    j  m a x   − 1         i =    i  m a x   − 1           m  i , j       ] ,     c = 4          



(6)







The highlighted purpose of the study addresses timely detecting a defective device in an IoMT application because of rising complexity in the communication between its components and computational operations. Therefore, we propose a method to detect a defective node (as the mapped node by a task) based on phagocytosis operation against waste cells, as shown in Equation (7).


      D e f e c t i v e   d e v i c e     i , j   = 1 −     ∑   t = 0   t =  t  m a x         f a u l t          m  i , j      t       t  m a x      



(7)







After presenting the mentioned equations to describe mapping, clustering, and detecting a defective device, the algorithm demonstrates the steps of implementing operation and clarifies the proposed method to timely fault detection. Algorithm 1 demonstrates AFMD steps to satisfy the work’s purposes and explains the existing parameters and conditions in the algorithm. More AFMD’s time complexity is related to mapping the defined tasks onto the mesh nodes and distributing their traffic onto its PEs. We explain the mentioned operations and the updated initial information after detecting fault by describing the traffic traces and imposing them on the simulator, which reports total runtime and energy consumption.





	Algorithm 1. Astrocytes-flow and defective device detection (AFMD) (An astrocyte-flow mapping and defective device detecting (AFMD) algorithm)



	 [image: Mathematics 09 03012 i001]






AFMD first maps the defined tasks (vaccine distribution, vaccination, and emergency centers and clients) onto the network’s processing elements, according to the presented equations to follow the issues. The algorithm searches the occurring fault on the processing elements in the separate determined clusters that are led to detect a fault faster than investigating the situation of different nodes in a mesh topology. We define a threshold value to identify a node as a defective device and prune it from the network. This value is determined by evaluating the processing elements’ efficiency and their correct data transaction rate. AFMD detects a defective device, prunes it and updates the information about the network where (Defective device) IndexNode < (Threshold value) is met. After detecting the defective nodes in a period (t = tmax), the failed PEs are pruned and re-mapped the tasks onto the network nodes based on the updated initial information of the topology, which the concept is clearly explained in the next subsection.




3.3. Astrocyte-Flow Mapping Onto Mesh Network Nodes


According to the special and successful operation of astrocyte cells to distribute cholesterol into the neurons and its phagocytosis against the waste cells, the work utilizes the astrocyte pattern to IoMT traffic distribution onto mesh network’s PEs and fault detection onto them. Nevertheless, the type of network-on-chip (NoC) based communication infrastructure, traffic pattern, flow mapping and data or bus scheduling method, and clustering the network nodes affect improving or deteriorating the ideal performance [19,20,39].



We utilize a mesh network to distribute the traffic in four directions and multicasting it onto the network processing elements and clustering its nodes based on astrocyte pattern and relationship between tasks. Additionally, the study classifies the clusters to the sub-cluster where (Total number of the located PEs into a cluster) ≥18 is met. Figure 4a–c demonstrate clustering, sub-clustering, and clustering where (total number of the located PEs into a cluster) <18 is met, respectively.



After clustering and mapping the tasks onto the processing element, this work analyzes the performance of the nodes in the separate cluster to detect fault and decisions about determining a defective device. We face the defective devices based on two assumptions, including pruning them from the topology (Assumption 1) and considering them as circuit switching (Assumption 2). To tackle assumption 1 that inspire from phagocytosis operation, AFMD re-maps the network’s processing units based on the updated information about the topology, including the pruned nodes from a mesh. Figure 5a,b show mapping the tasks onto 8 × 8 2D Mesh before detecting defective node and re-mapping them onto the nodes after detecting defective PEs and pruning them (Assumption 1). In assumption 2, we utilize the feature of circuit switching, which removes the probability of occurring the related fault to short circuit and open circuit, as shown in Figure 5c. The study demonstrates reducing the total hopcounts per cluster for Assumption 2, compared with assumption 1 when the algorithm detects the defective devices.



To describe our method for distributing the IoMT application traffic onto the network’s PEs, we distribute the traffic onto the mesh nodes from the four directions of left, right, up, and down. The black-color pointers demonstrate data transfer between up and down partitions with the connected distributer nodes to the shared bus, in which the red-color pointers illustrate data transfer between left, right partitions, and the distributer nodes.



By analyzing the mentioned concepts in the section, employing an astrocyte pattern to distribute cholesterol into the neuron affects supporting the complexity of the relationship between IoMT nodes and layers. We defined a task graph based on the relationship between astrocyte, neuron, and dendrite, which follows an IoMT application to evaluate the idea’s efficiency in improving the Internet of Medical Things to support communication between its nodes and tackle defective devices after failure more nodes. The issue has a highlighted role to provide dependable healthcare service to the patients with reducing the probability of occurring a risky condition for the requesters. The algorithm can help to map the different tasks (Various IoMT applications) onto the different NoC-based infrastructures and detect defective nodes before the failure of the system.





4. Simulation Results


We simulate the mapped tasks onto mesh processing elements and the IoMT application’s traffic distribution onto the network nodes, in which this section analyzes the results of simulating to evaluate the idea efficiency.



AFMD maps the tasks onto 8 × 8 2D Mesh PEs and distributes the traffic based on the X-Y routing algorithm, which is utilized the On/Off buffer backpressure mechanism to report releasing the input buffer. We can consider a mesh with the larger dimension that only leads to an increase in the rows of the defined traffic traces and has not affected deteriorating delay and energy consumption due to the rise in the number of the mapped tasks. The network size depends on the total number of tasks, which are mapped onto the nodes based on the pattern of the relationship between astrocyte, neuron, and dendrite. To simulate a mesh network, this work uses a cycle-accurate SystemC-based simulator and describes the relationship between the network nodes as the traffic tables and importing them to the simulator [19,20,39]. To deploy the simulator with a multicasting traffic feature, the researchers inspired the Noxim tool [40,41]. The simulation results demonstrate the total runtime and energy of mapping the tasks onto the network PEs and distributing their traffic onto mesh nodes using the simulator.



To analyze the efficiency of the proposed defective device detection methods, we describe the task graph (as the IoMT application) with a large number of nodes by co-design Java in MAC and Ubuntu LTS 16.04, and simulate them using the CupCarbon tool [38]. Additionally, we inject the faults onto the simulated nodes with different rates to analyze their availability and dependability to define a threshold’s value for detecting a defective device by the CupCarbon. After injecting faults and estimating the availability and dependability, we re-map the tasks onto mesh processing elements due to the defective nodes and simulate by the Cycle-accurate simulator.



We first demonstrate the relationship between the activity of astrocyte and neuron cells to distribute the cholesterol and protein detection to the neurons before and after patients with Alzheimer’s disease for proving the highlighted role of astrocyte operations, as shown in Figure 6a,b. The study collects a dataset of the relationship between the cells by monitoring and investigating the reported laboratory experiments of the astrocyte and neuron cells’ situations based on cyclin-dependent kinase 2 (CDK2) [37]. The experimental results prove the direct relationship between the cells by computing the correlation coefficient between them that is approximately 0.9.



To analyze the efficiency of AFMD, we inject the faults with different rates in the time slots and estimate the availability and dependability of the network’s nodes by the CupCarbon tool. The simulation results prove the inverse relationship between fault rate and availability that Figure 7a–d illustrate the issue for the mesh’s PEs with IndexNode number, including 11, 14, 35, and 38, respectively. According to the node’s cost, AFMD detects the defective processing elements and tackles them based on assumption 1 and assumption 2, in which the study defines dependability or availability as the cost of the nodes.



After determining the defective nodes based on the worst hypothesis, we describe the traffic patterns based on the astrocyte operations and their relationship with the neurons to map the tasks (Vaccine distribution, vaccination, and emergency centers, and clients) onto the dependable nodes of an 8 × 8 2D Mesh network. The case study describes the worst hypothesis when facing the maximum number of defective nodes, in which the communication between the mapped tasks has not failed. We raise two assumptions in facing the defective devices that are included the turn-off of the defective nodes and their interconnections (Assumption 1) and pruning them based on phagocytosis operations (Assumption 2). To evaluate the performance of the astrocyte-flow mapping and phagocytosis-detecting defective device, this work reports the total runtime and energy, which the simulation results prove reducing them by approximately 60.85% and 52.38% for AFM compared with the mapping the task without employing AFM pattern, as shown in Figure 8. This improvement is caused by distributing the tasks’ traffic onto the network nodes in four directions and multicasting them between the PEs into the different clusters, simultaneously. According to the lack of employing the human brain neural structure in the other related works, we define a standard traffic pattern to distribute the traffic of the IoMT application based on the other studies (Without AFMD) and compare their efficiency with AFMD. Additionally, Figure 8a,b show improving communication delay and energy efficiency by approximately 6.15% and 10.26% for assumption 2 compared with assumption 1 after detecting defective nodes. After detecting the defective nodes and simulating them by the cycle-accurate tool, the relationship between processing elements demonstrates reducing the total hopcouns for assumption 2 compared with assumption 1, which leads to performance improvement [19,20,39].



This section analyzed the astrocyte operations and their relationship to neuron cells and proved the dependency between cholesterol distribution and the activity of neurons. The experimental results demonstrated reducing the activity of neuron cells after patients with Alzheimer’s disease because of destructing some of them. The observations illustrated that astrocytes have an impressive effect on fairness distribute cholesterol to the neurons and support the memory’s health, and operate based on a special pattern. AFMD improved the IoMT application’s efficiency, which is affected by increasing the efficiency of different applications due to employing mesh-based communication infrastructures and their features. According to utilize the clustering method and phagocytosis operation, this work timely detected the defective nodes before failure the communications between a set of nodes, including successfully passing the processes of the task graph. To verify the reported observations, simulation, and experimental results, we share the collected dataset, the logs of simulators as the VCD files, and traffic patterns on Github (https://github.com/yasamanhosseini/Astrocyte-flow-mapping-project accessed on 8 October 2021) [35].




5. Discussion


By presenting the observations and simulation results, the discussion addresses the relationship between the mentioned experimental and the proposed idea efficiency in facing IoMT challenges.



The related studies almost followed the methods to predict the different attacks to present a secure healthcare service to a requester by satisfying the patients’ confidentiality records. The authentication protocols aimed to verify the doctors’ legitimate and identify the shared malicious information, whereas they accessed the patients’ records. The researchers proved the highlighted role of inspiring the human brain neural structures to tackle the problems of increasing the computations’ complexity and neuromorphic computing-based approaches. Additionally, the studies illustrated that timely fault detection had an impressive effect on improving the quality of service in the Internet of Things and Medical Things. Since we follow the purpose of timely detecting faults and tackling them by inspiring from the human brain neural structure and analyzing its efficiency in improving IoMT-based application. This work aims to evaluate the proposed algorithm and method for timely detecting faults onto IoMT nodes by defining a task graph (Based on the Internet of Medical Things applications) and mapping it onto the mesh network due to the relationship between astrocyte and neuron cells.



In inspiring the relationship between astrocyte and neuron cells, we first analyze dependency between astrocyte cholesterol distribution and neuron activity, which results prove a direct relationship between their activities. Additionally, the observations illustrate reducing the astrocyte cells activity after infecting Alzheimer’s disease caused by losing the neurons and replacing them with the amyloid plucks. The mentioned observations prove the highlighted role of balancing cholesterol distribution between neurons and nourishing them to support their health by astrocytes. Therefore, we define a task graph based on the IoMT application to map it onto the network’s PEs and analyze AFM’s efficiency in improving performance, which is injected the random faults onto the mesh nodes before estimating communication delay and energy consumption. After injecting faults with various rates by the CupCarbon tool, the study evaluates the dependency between the node availability and fault rate that simulation results indicate the indirect relationship between them for the different nodes of the mesh network. To assess the total runtime and energy consumption of transferring data between the network nodes, we define two assumptions of AFM-ASP1 and AFM-ASP2 for tackling the defective devices (Defective mesh nodes), which assumption 2 describes facing the faulty processing elements based on phagocytosis operations. In removing the faulty nodes and employing direct connection (Circuit switching) instead of their routers, total runtime and energy consumption are reduced for AFM-ASP2 compared with AFM-ASP1 by running the proposed algorithm.



Other works employed the random traffic patterns to data transfer between the network nodes because of lacking the neural structure to implement the relationship between IoMT-based application nodes. We compared latency and energy efficiency for transferring data between the mesh network’s PEs before and after performing AFMD. By balancing flow onto the processing elements, simulation results indicate improving the performance for astrocyte-flow mapping compared with other approaches (mapping without AFMD).




6. Conclusions


The Internet of Medical Things-infrastructures supports a huge number of sensors, patients, different healthcare service providers that are led to increase the complexity of the relationship between them and their computational operations. The issue is challenging for IoMT to balance the flow between its nodes in the different layers and detect a defective device before failure the communications and losing trust in the relationship between service providers and requesters. Some case studies addressed the human brain’s structure-based methods to face the problems caused by increasing the complexity in different applications such as machine learning algorithms, decision-making in IoT, and simulating the body language. According to the highlighted role of astrocyte cells as a part of the human brain’s neuron structure, a study can utilize the cell features in distributing cholesterol into the neurons to tackle the challenge of IoMT’s complexity. Since we proposed a flow mapping method to distribute an IoMT application’s traffic onto mesh network processing elements and detected the defective nodes by inspiring the astrocyte and phagocytosis operations. Our work defined a task graph based on the Internet of Medical Things application (Vaccination COVID-19) and the relationship between astrocyte, neuron, and dendrite for evaluating the idea efficiency in improving IoMT performance. We improved its performance by balancing flow between its nodes and detecting a defective device before failure the communication between a set of nodes and losing trust between them. The work achieved the result by estimating communication delay and energy consumption caused by data transfer between IoMT nodes before and after performing the proposed algorithm.



By inspiring the human brain’s neural structure, we will improve the Internet of Medical Things-based applications’ performance in different aspects. We can predict the defective device’s area of the different IoMT applications by analyzing the patterns of distributing proteins (such as α, β, αβ, and bach1) and replacing neurons by them, which depends on the brain disease types (Such as Parkinson, depression, anhedonia, and Alzheimer’s).
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Figure 1. The stages of the proposed idea. 
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Figure 2. The defined task graph based on an IoMT application and the relationship between astrocyte, neuron, and dendrite. 
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Figure 3. The collected dataset, including astrocyte pattern to cholesterol distribution into the neurons and vaccination COVID-19. 
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Figure 4. The proposed clustering and sub-clustering methods; (a) clustering the mapped nodes based on the relationship between tasks; (b) defining the sub-clusters into main four clusters; (c) clustering and sub-clustering ((total number of the located PEs into a cluster) <18). 
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Figure 5. The data transfer between the mapped tasks onto 8 × 8 2D Mesh PEs before and after detecting a defective node; (a) mapping the tasks onto 8 × 8 2D Mesh PEs before detecting a defective node (the black-color pointer demonstrate the data transfer between the located nodes into up and down partitions with the connected distributer nodes to the shared bud); (b) re-mapping the tasks onto 8 × 8 2D mesh PEs before detecting a defective node (vaccination center); (c) pruning the defective node (vaccination center) and re-mapping the tasks onto 8 × 8 2D Mesh PEs. 






Figure 5. The data transfer between the mapped tasks onto 8 × 8 2D Mesh PEs before and after detecting a defective node; (a) mapping the tasks onto 8 × 8 2D Mesh PEs before detecting a defective node (the black-color pointer demonstrate the data transfer between the located nodes into up and down partitions with the connected distributer nodes to the shared bud); (b) re-mapping the tasks onto 8 × 8 2D mesh PEs before detecting a defective node (vaccination center); (c) pruning the defective node (vaccination center) and re-mapping the tasks onto 8 × 8 2D Mesh PEs.



[image: Mathematics 09 03012 g005]







[image: Mathematics 09 03012 g006 550] 





Figure 6. Analyzing the astrocyte and neuron cells’ performance; (a) The relationship between the percent of astrocytes and neuron activities; (b) The detected protein before and after patients with Alzheimer’s disease. 
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Figure 7. The relationship between fault injection rate and availability of mesh network nodes; (a) the relationship between fault injection rate and availability for node 11; (b) the relationship between fault injection rate and availability for node 14; (c) the relationship between fault injection rate and availability for node 38; (d) the relationship between fault injection rate and availability for node 35. 
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Figure 8. Comparing total runtime and energy for different situations and assumptions, including mapping the task without employing AFMD (Without AFMD), after implementing AFMD (AFMD), AFMD after detecting defective nodes based on assumption 1 (AFMD-ASP1), AFMD after detecting defective nodes based on assumption 2 (AFMD-ASP2); (a) comparing total runtime for different situations and assumptions; (b) comparing total energy for different situations and assumptions. 
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Table 1. An overview of the mentioned studies.
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	Case Study
	Method
	Advantage
	Weakness





	Kumar et al. [24]
	-Detecting attacks

-SaaS and IaaS

-Machine learning algorithms
	-Detecting attacks in fog and cloud layers of IoT and IoMT

-Satisfying IoMT security
	-Only secure-based service provider

-Focusing two layers

-Lack of solution for faulty components



	Rahman et al. [25]
	-Detecting cyber-attacks

-Detecting vulnerabilities

-Authentication protocols
	-Supporting cyber-attacks and vulnerabilities

-Satisfying IoMT security
	-Only secure-based service provider

-Lack of solution for faulty components



	Khan et al. [26]
	-Detecting malicious malware

-SDN

-Deep learning
	-Timely detecting malware

-High precision and accuracy
	-Only secure-based service provider

-Lack of solution for faulty components



	Chaabouni et al. [27]
	-Detecting cyber-attacks

-Reinforcement learning
	-Timely detecting attacks
	-Only secure-based service provider

-Lack of solution for faulty components



	Xiong et al. [28]
	-Verifying signature

-Bitcoin

-Security protocols
	-Satisfying trust of IoMT

-Supporting different layers
	-Trust-based service provider

-Lack of solution for faulty components



	Das et al. [29]
	-Blockchain

-Artificial neural network

-Machine learning algorithm
	-Satisfying IoMT security

-Fault tolerance
	-Only secure-based service provider

-Lack of solution for faulty components



	Kumar et al. [30]
	-Diagnosing infectious diseases

-Numerical models

-Fuzzy-based approach
	-Diagnosing infectious diseases

-Predicting infectious diseases
	-Approximation model

-Hidden the fault role



	Wang et al. [31]
	-Similarity measurement

-Fuzzy-based approach
	-Finding similarities with high accuracy
	-Approximation model

-Hidden the fault role



	Khan et al. [32]
	-Detecting brain tumor

-Predicting grade of brain tumor

-Partial tree
	-Timely detecting brain tumor

-Predicting grade of brain tumor with high accuracy

-Employing IoMT
	-Lack of Supporting rising computational complexity and IoMT challenges



	Deng et al. [33]
	-Detecting brain tumor

-Predicting grade of brain tumor

-Convolutional neural network

-Medical image processing
	-Timely detecting brain tumor

-Predicting grade of brain tumor with high accuracy

-Employing IoMT

-Timely providing healthcare service
	-Lack of Supporting rising computational complexity and IoMT challenges



	Liu et al. [34]
	-Network on chip

-Tiling technic

-Astrocyte cells pattern
	-Tiled the network based on the astrocyte structure

-Reducing latency and energy consumption
	-ASIC-based design

-Low flexibility

-Low scalability



	This study
	-Providing astrocyte-mapping flow algorithm

-Clustering mesh nodes

-Providing IoMT flow mapping
	-Timely detecting fault

-Reducing total runtime and energy

-High flexibility and scalability

-Balancing flow into IoMT applications’ nodes
	-Traffic pattern complexity
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Table 2. Explaining the employed parameters in the defined equations.
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	PARAMETER
	DESCRIPTION
	CONDITION





	A
	The probability of providing service to the vaccination center
	0 ≤ α ≤ 1



	B
	The probability of providing service to a client
	0 ≤ β ≤ 1



	µ
	The probability of providing service to the Emergency center
	0 ≤ µ ≤ 1



	ε
	The probability of the client awareness from her situation
	0 ≤ ε ≤ 1



	M
	Mesh network’s nodes
	-



	A
	Astrocyte cell
	-



	C
	The number of clusters
	i ≥ 1



	I
	The number of mesh network’s row
	i ≥ 0



	J
	The number of mesh network’s column
	j ≥ 0



	MI,J
	A matrix’s element in location’s row i and column j
	ai,j = 1



	N
	The number of astrocyte cell
	n ≥ 0



	IMAX
	The maximum number of a mesh network’s rows
	imax ≥ 0



	JMAX
	The maximum number of a mesh network’s column
	jmax ≥ 0



	SUBCLUSTERNUMBER
	The sub-cluster number
	-



	PROCESSING ELEMENTNUMBER
	The number of the located processing element into each cluster
	-



	FAULT
	Receive a faulty acknowledgment from the mapped neuron at t moment
	0 ≤ Fault ≤ 1



	T
	Available time
	t ≥ 0



	TMAX
	Maximum available time
	tmax ≥ 0



	DEFECTIVE DEVICE
	Detect a defective device based on occurring fault
	0 ≤ Defective device ≤ 1



	AM
	Astrocyte mapping (vaccine distribution center)
	-



	NM
	Neuron mapping (vaccination and emergency centers)
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