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Abstract: Online auctions are now widely used, with all the convenience and efficiency brought by
internet technology. Despite the advantages over traditional auction methods, some challenges still
remain in online auctions. According to the World Business Environment Survey (WBES) conducted
by the World Bank, about 60% of companies have admitted to bribery and manipulation of the
auction results. In addition, buyers are prone to the winner’s curse in an online auction environment.
Since the increase in information availability can reduce uncertainty, easy access to relevant auction
information is essential for buyers to avoid the winner’s curse. In this study, we propose an Online
Auction Price Suggestion System (OAPSS) to protect the data from being interfered with by third-
party programs based on Intel’s Software Guard Extensions (SGX) technology and the characteristics
of the blockchain. Our proposed system provides a smart contract by using α-Sutte indicator in
the final transaction price prediction as a bidding price recommendation, which helps buyers to
reduce the information uncertainty on the value of the product. The amount spent on the smart
contract in this study, excluding deployed contracts, plus the rest of the fees is less than US$1.
Experimental results of the simulation show that there is a significant difference (p < 0.05) between
the recommended price group and the actual price group in the highest bid. Therefore, we may
conclude that our proposed bidder’s price recommendation function in the smart contract may
mitigate the loss of buyers caused by the winner’s curse.

Keywords: online auction; winner’s curse; blockchain; price recommendation; SGX technology

1. Introduction

With advancing modern technology, E-commerce has become a part of daily life
and has made considerable progress in recent years. In 2020, it is estimated that online
transactions accounted for 25% of all business transactions. While more and more users
have explored the business opportunities on the internet, the online auctions market has
become an important business entity among them. Unlike traditional auctions, online
auctions generate a lot of data during the transactions, including information about the
products, participants, and related behaviors. If we studied and analyzed it properly, the
data could bring huge benefits to buyers, sellers, and auction platforms.

The World Business Environment Survey (WBES) conducted by the World Bank has
shown that approximately 60% of companies have been bribed and admitted to manipulat-
ing the online auction process, which ultimately affects the final results. A previous study
has suggested that transparency of the overall process is a critical part of auctions [1].

Despite many benefits over traditional auctions, online auctions still cannot overcome
some existing challenges. The winner’s curse, for example, is a phenomenon where the
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winner overpaid to win the auctions. It has been a challenge to bidders in traditional
auctions and now in online auctions as well [2]. Past studies have indicated that when
participants overestimate the value of an item in a competitive bidding environment, they
will pay more than the market value and suffer the loss [3].

Providing relevant information, such as the price of the merchandise, can reduce the
uncertainty and suppress the winner’s curse. While past research has studied the causes
and impacts of the winner’s curse, few have suggested how to reduce or avoid it. In
addition, how to leverage the data collected from online auctions to provide the bidders
with more accurate information and recommendations remains in question.

In this study, we design an online auction system that provides auction procedures
by writing smart contracts in general. Our system aims to avoid loss from the winner’s
curse using the characteristics of a blockchain and price recommendation on the auction
items, which reduces the information uncertainty for bidders. In addition, we protect the
system environment with Intel’s Software Guard Extensions (SGX) technology to ensure
all the information can be safely processed without manipulations from third parties or
malicious intruders.

2. Background and Related Work
2.1. Online Auctions

Online auctions have grown substantially since the late 1990s. As an alternative
form of retail with a dynamic pricing mechanism, electronic auctions have attracted many
businesses and individual users who can buy and sell almost anything on the internet. In
the second quarter of 2020, eBay (www.ebay.com, accessed on 1 June 2020), the current
leader in electronic auctions, had 157 million active buyers worldwide, with 800 million
products listed and 25 million sellers daily. The tremendous growth of electronic auctions
has undoubtedly aroused great research interest.

Auctions have existed in human history for thousands of years. Klein and O’Keefe [4]
believe auction is a standardized transaction procedure. With the restrictions of auction
rules, participants bid and set the item price interactively. Traditionally, there are four main
types of auctions [5]:

1. First Price Sealed Bidding Auction (FPSBA): The buyer seals the bid in an envelope
and delivers it to the auctioneer. Subsequently, the auctioneer opens the envelope to
determine the winner with the highest bid.

2. Second Price Sealed Bidding Auction (Vickrey auction): It is similar to FPSBA except
that the winner will pay the second-highest bid.

3. Open Ascending Auction (English auction): Bidders make increasingly higher bids
and stop bidding if they are unwilling to pay higher than the current highest bid.

4. Open Descending Auction (Dutch auction): The auctioneer initially sets a high price
and then gradually reduces it until any buyer decides to pay at the current price.

2.2. Winner’s Curse

The first study on the winner’s curse was to discuss the rights of oil drilling [6].
Without enough information about the auction item, the buyer may have given up benefits
or even suffered losses when the winner’s curse occurred. Bazerman and Samuelson [7]
conducted an experiment to prove the existence of the winner’s curse. In a bidding auction,
the person with the highest bid wins and the reason behind the high bidding price is
because the person expects the item to be of a higher value.

According to a past study [8], during an auction, the participating buyers usually have
insufficient information about the values of the auction items. The information obtained by
each buyer is imbalanced, and the most optimistic buyer tends to win the bid. Therefore, it
is common to overestimate the products, where the winner pays more than the actual value.

www.ebay.com
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2.3. Price Recommendation and Prediction

The α-Sutte Indicator prediction method was proposed originally in 2017 as a new
method to predict stock trends. Subsequent research has shown that this method can also be
used to predict all-time series data [9]. During the prediction process, α-Sutte Indicator only
needs the first four data points and does not require any hypothesis, providing the flexibility
to analyze any type of data. We chose α-Sutte Indicator as our price prediction method
in consideration of the auctioning environment and compatibility with the blockchains.
This method provides better accuracy and is not limited to predicting stock price trends
but can also be used to predict various time series data. Compared with ARIMA and other
methods, this method is more capable of writing formula conditions in smart contracts and
the cost of implementation is also lower. α-Sutte Indicator is described as the following
Equation (1) [10]:

αt =

α

 ∆x
α + δ

2

+ β

 ∆y
β + α

2

+ r

 ∆z
r + β

2


3

(1)

where
δ = a(t − 4)
α = a(t − 3)
β = a(t − 2)
γ = a(t−1)
∆x = α − δ = a(t − 3) − a(t − 4)
∆y = β − α = a(t − 2) − a(t − 3)
∆z = γ − β = a(t − 1) − a(t − 2)
a(t) = the observation at time t
a(t − k) = the observation at time t − k
In the studies of machine learning and blockchains, most of the related algorithms are

performed outside the blockchain [11] or experiment with external data sets [12]. However,
the algorithm of α-Sutte Indicator can be integrated into the blockchain, can be used in a
similar way to internal functions, can be compared with external use, is simpler, and is also
the key to adopting this method in this study.

2.4. Blockchain

A blockchain with a distributed consensus protocol is a distributed ledger technology
(DLT) that combines peer-to-peer networking, cryptography, and game theory, but the data
structure of the blockchain itself is older than DLT [13]. It originated from Nakamoto’s
white paper [14]. When there is no verification or auditing mechanism, the trust issue to
the information system will be extremely complex, especially with sensitive information,
such as economic transactions using virtual currency. Nakamoto proposed two radical
concepts in his research. The first is Bitcoin, a virtual cryptocurrency that maintains its
value without the support of any centralized agency or financial entity. Instead, tokens
are collectively and safely held by a decentralized network of P2P participants, which
constitutes an auditable network. A blockchain is the second concept, and it has been more
popular than cryptocurrency. Blockchain technology consists of six elements [15]:

1. Decentralized: The most basic feature of a blockchain is that the data do not rely on a
centralized node but can be recorded and stored in a decentralized fashion.

2. Transparent: The data can be updated on any nodes in the blockchain system, which
is the main contributor to the blockchain’s trustworthiness.

3. Open source: Most of the blockchain systems are open to the public for inspection,
verification, and usage to create other applications.

4. Autonomous: Based on the consensus algorithm, all nodes in the blockchain system
can safely transmit and update data without intervention.
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5. Unchangeable: All records will be stored forever and cannot be changed unless one
party occupies at least 51% of the nodes at the same time.

6. Anonymous: A blockchain resolves the problem of trust between nodes, so data
can be transmitted and traded in an anonymous manner, with only the blockchain
address being known to each other.

2.5. Ethereum

In 1997, Szabo [16] defined a smart contract as a “computerized transaction agreement
that enforces the terms of the contract.” One key feature of a smart contract is having a way
to execute contract terms on its own, which was not technically feasible until the blockchain
was proposed. In fact, a blockchain is an ideal technology to support smart contracts, where
smart contracts also contributed to the development of the blockchain, commonly known
as blockchain 2.0. In the absence of centralized control, automated contract execution in a
trusted environment could potentially change the traditional ways of business.

In summary, Ethereum technology has the ability to remove third parties from the
environment while executing developers’ applications on the blockchain. Smart contracts
can execute different conditions according to different roles; the online auction situation
also requires multiple roles and exclusive behaviors. In this study, we use Ethereum’s
smart contract with α-Sutte Indicator as the core of our system.

2.6. Blockchain-Based E-Auction

In the research of blockchain-based online auctions, Foti and Vavalis [17] proposed
the design of the decentralized, real-time, unified-price double-auction energy market.
Desai et al. [18] proposed a novel hybrid framework that combines private and public
blockchains to help protect the privacy of participants. Wang and Mu [19] proposed a
system framework that uses blockchain technology and smart contract to solve the privacy
and security problems of E-bidding systems. Jiao et al. [20] proposed an auction-based
market model for efficient computing resource allocation. Braghin et al. [21] developed an
online auction system based on Ethereum smart contracts. Smart contracts are executable
codes that run on the blockchain to facilitate and execute agreements between untrusted
parties without the participation of trusted third parties.

In most of the studies on blockchain and online auctions, mainly aimed at the protec-
tion of privacy, the bidding process can be integrated into the blockchain without a third
party, but it has not yet tried to integrate decision-making in the blockchain. This study
attempts to present time series forecasting methods through smart contracts and provide
the function of the bidder’s price recommendation.

Most of the research on online auctions with blockchains tends to be decentralized,
real-time, and smart-contract driven. However, it is quite rare to find price-related recom-
mendations in the auction research with a blockchain. Ethereum provides different roles
and smart contracts to help integrate the online auction situation process into the blockchain.
α-Sutte Indicator, the time series forecasting method, is easier to write into smart contracts
than other methods. This study tends to add a price recommendation function to smart
contracts, which may mitigate the loss of buyers caused by the winner’s curse.

2.7. Trusted Execution Environment

Trusted execution environments (TEE), such as Intel’s Software Guard Extensions
(SGX) and ARM TrustZone [22], are widely used in personal computers, servers, and
mobile platforms, respectively. TEE provides an isolated execution environment that runs
in parallel with the host operating system and standard cryptographic functions. In this
study, we use Intel SGX as the TEE for our system.

Intel SGX is the technology developed by Intel with the main purpose of enhancing the
security of executing programs. While it cannot identify or isolate all malicious programs
on the platform, it packages the safe operations of legitimate programs in an enclave to
protect them from malicious programs. Neither privileged nor unprivileged programs can
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access this area. In other words, once the programs and data enter this security zone, they
will not be affected even by the operating system. The security zone created by SGX can be
considered a trusted execution environment.

In the past research on online auctions and blockchains, the bidding process was
generally transplanted to the blockchain. This study mainly integrates the time series
method α-Sutte Indicator on the Ethereum platform, provides price recommendations
through smart contracts during the bidding process, and helps bidders reduce the chances
of creating a winner’s curse.

3. System Framework
3.1. System Environment

This study uses the online IDE environment Remix to write and test smart contracts
and disassemble the α-Sutte Indicator formula and integrate it into the smart contract to
provide price recommendations. After the bidding process is tested without errors, the
final step is to conduct cost and safety analysis. Table 1 presents the system environment of
this study.

Table 1. System environment.

Parameter Value

OS Windows 10
CPU 8-Core Intel(R) i7
RAM 32 GB
TEE Intel SGX

Language Solidity
IDE Remix IDE

3.2. Roles

In this section, we define the roles in the environment of online auction bidding.

1. Buyer/Bidder: The role with the capability of bidding on items in an online auction.
2. Bidder of Decision Support: The role with bidding capability and price recommenda-

tions suggested by the system. The price predictions are based on data collected from
past auctions.

3. Seller: The role of publishing product auctions and collecting payments with the
capability of specifying item auction price, auction time, and other information
in detail.

4. Auction Manager: The role of verifying information of the auctioned products or
identities of all the other participating roles.

3.3. Auction Scenario

Figure 1 shows the complete process of online auctions, from the listing of the auc-
tioned item to the receipt of the payment by sellers, and the description is as follows:

1. The seller sends the system a request to list the auctioned item.
2. Upon receipt of the seller’s listing request, the auction manager verifies the product

information and checks if there is any missing information.
3. Each buyer can pay for the registration to access the price recommendations before

the auction starts.
4. Buyers who paid for the registration are converted to the role of “bidders of

price suggestions.”
5. Bidders of price suggestions can request a price recommendation.
6. The price recommendation request is sent to SGX for secure processing.
7. The price recommendation is calculated and returned to the bidder of

price suggestions.
8. The auction manager starts the auction.
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9. The system takes bids from all buyers.
10. The auction manager verifies the auction time and bid counts during the auction. The

auction is closed at the end of auction time or if there exists a winner.
11. The auction manager verifies the winner’s information.
12. The winning buyer submits the payment.
13. The seller verifies the payment.
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3.4. Ethereum Smart Contract

In this study, the smart contract is a program deployed on the Ethereum blockchain
network, which contains pre-defined states, transition rules, execution conditions, and
execution logic. When the conditions are met, the execution logic is automatically exe-
cuted [23]. We designed a smart contract system called the Online Auction Price Suggestion
System (OAPSS). Figure 2 shows the process of calling events for the entire auction. In
the beginning, the auction manager deploys the smart contract and the auction platform
using Deploy(). The seller calls SellerRegister() and the buyer calls BidderRegister() to
register as seller and buyer, respectively. The seller calls the ApplyProduct() function when
listing an item for auction, which executes VerifiedProductInformation() subsequently to
verify the seller’s information about the item. Before the auction starts, the buyer can call
changeToSuggestBidder() to convert into the role of the bidder of the price suggestions.
Buyers with successful conversions can then start RequestToPriceSuggest() to get price
recommendations. To start the auction, the auction manager calls ActiveAuction(). During
the active auction, any buyer can call RequestBid() to bid on the items. At the end of the
auction, the auction manager calls AnnouncementWinner() to announce the winner of the
auction and notify the buyer and the seller of the final price. The buyer calls WinnerPay-
ment() to submit the payment to the seller. Based on smart contracts, the characteristics of
the OAPSS framework are unchangeable, unalterable, and truthful. Table 2 is the overall
OAPSS smart contract functions used in this study. And, Algorithms 1–8 are their detailed
algorithm in smart contracts.
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Table 2. Overall OAPSS smart contract functions.

Function Smart Contract Algorithm

Deploy the contract. Deploy()
Register the seller. SellerRegister()
Register the buyer. BidderRegister()

List an auctioned item. ApplyProduct()
Verify the auctioned item. VerifiedProductInformation()

Register the buyer for a price suggestion. ChangeToSuggestBidder()
The buyer requests a price suggestion. RequestToPriceSuggest()

Start the auction. ActiveAuction()
Bid on an item. RequestToBid()

Announce the winner. AnnoucementWinner()
The winner pays the seller. Winner Payment()

ApplyProduct(): Sellers use this function to put the product information of the auc-
tioned item on the system and wait for the system and auction managers to review it.
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Algorithm 1 ApplyProduct

Input: Ethereumaddress(EA) of SellerAddr
ProductName, AuctionLowPrice, AuctionStartTime, AuctionEndTime
1. if SellerAddr = Seller Address then
2. Add product information to ProductHashtable
3. Setting Auction Time
4. str = Identity verification success
5. else
6. str = Identity verification failed
7. end

VerifiedProductInformation(): The auction manager verifies the product information
and rejects the request with incomplete or incorrect information.

Algorithm 2 VerifiedProductInformation

Input: Ethereumaddress(EA) of AuctionManagerAddr
ProductName, AuctionLowPrice, AuctionTime
1. if AuctionManagerAddr = AuctionManager Address then
2. if Product Information <> null then
3. AuctionReadyState = true;
4. str = Product apply success
5. else
6. AuctionReadyState = false;
7. str = Product apply fail
8. else
9. str = Identity verification failed
10. end

ChangeToSuggestionBidder(): Buyers use this function to apply for conversion to a
bidder of price suggestions. The system checks if the related fee has been collected, and it
either approves or declines the conversion request.

Algorithm 3 ChangeToSuggestionBidder

Input: Ethereumaddress(EA) of BidderAddr
Fee
1. if BidderAddr = Bidder Address then
2. if Fee = true
3. Add Bidder to SuggestionBidderArrayList
4. str = change to Suggestion Bidder is success
5. else
6. str = change to Suggestion Bidder is fail
7. end
8. else
9. str = Identity verification failed
10. end

RequestToPriceSuggest(): Buyers who have converted can use this function to request
a price recommendation for specific auctioned products. The system makes a prediction of
the final price using α-Sutte Indicator, and the result is returned to the buyer.
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Algorithm 4 RequestToPriceSuggest

Input: Ethereumaddress(EA) of BidderPriceSuggestionAddr
ProductName
1. if BidderPriceSuggestionAddr = Bidder of price suggestion Address then
2. EnterSGXenclave
3. collect product information
4. use α-Sutte indicator to predict price
5. return suggest price;
6. else
7. str = Identity verification failed
8. end

ActiveAuction(): The auction manager uses this function to start the auction when
ready. Buyers can then start to place bids on the items.

Algorithm 5 ActiveAuction

Input: Ethereumaddress(EA) of AuctionManagerAddr
ProductName, AuctionTime, AuctionReadyState
1. if AuctionManagerAddr = AuctionManager Address then
2. if AuctionReadyState = true
3. while AuctionActive = false
4. if AuctionStartime = now then
5. AuctionActive = true
6. str = Auction Start
7. else
8. AuctionActive = false
9. str = Auction time is not up yet
10. end
11. else
12. str = Auction not ready, please check product information
13. end
14. else
15. str = Identity verification failed
16. end

RequestToBid(): Both types of buyers can use this function to place a bid on the auc-
tioned item. This function checks whether the bid amount is higher than the current highest
price, update the current highest price if it exceeds it, and keep the bidder’s information.

Algorithm 6 RequestToBid

Input: Ethereumaddress(EA) of BidderAddr
ProductName, BidPrice, AuctionTime
1. if BidderAddr = Bidder Address then
2. if BidPrice ≥ Base standard && BidPrice > CurrentHighestPrice then
3. if now < AuctionEndTime then
4. CurrentHighestPrice = BidPrice
5. CurrentHighestBidder = Bidder
6. str = Bid success
7. else
8. str = Bid fail
9. end
10. else
11. str = Bid fail
12. end
13. else
14. str = Identity verification failed
15.end
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AnnouncementWinner(): The auction manager can use this function to conclude the
auction with the highest bidding price and the winner. This function first checks whether
the auction time exceeds the originally scheduled time. If the time has been exceeded, it
stops the buyer from bidding and announces the current highest bidder and the final price.

Algorithm 7 AnnoucementWinner

Input: Ethereumaddress(EA) of AuctionManagerAddr
1. if AuctionManagerAddr = AuctionManager Address then
2. if now < AuctionEndTime then
3. Get HighestBidder
4. Winner = HighestBidder
5. Add Winner to WinnerNoPayArrayList
6. Notify Winnerto payment
7. str = Auction End
8. else
9. str = Auction time is not up yet
10. end
11. else
12. str = Identity verification failed
13. end

WinnerPayment(): The winner can use this function to make the payment to the seller
after a successful bid.

Algorithm 8 WinnerPayment

Input: Ethereumaddress(EA) of BidderAddr
PaymentAmount
1. if BidderAddr = WinnerNoPayArrayList then
2. if PaymentAmount = CurrentHighestPrice then
3. transfer winner money to smart contract
4. str = wait to seller receive payment
5. else if PaymentAmount > CurrentHighestPrice then
6. return PaymentAmount - CurrentHighestPrice
7. str = wait to seller receive payment
8. else
9. str = Amount is enough
10. end
11. else
12. str = Identity verification failed
13. end

4. Testing and Security Analysis
4.1. Deploy Results

We present the deployment results of our system, OAPSS. First, we set the account
addresses for each role in the auction scenario, as shown in Table 3: buyers (B), buyers
with price prediction (BP), the seller (S), and the auction manager (AM). Then we use the
accounts to test the smart contracts through Remix IDE.

Table 3. Role account address.

Account Address

B 0xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2

BP 0x4B20993Bc481177ec7E8f571ceCaE8A9e22C02db

S 0x78731D3Ca6b7E34aC0F824c42a7cC18A495cabaB

AM 0x5B38Da6a701c568545dCfcB03FcB875f56beddC4
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4.1.1. Deploy Contracts

When creating an OPASS smart contract, the creator will be set as the auction manager
and the smart contract will be deployed. The result of the creation screen as an example is
shown in Figure 3.
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4.1.2. Winner Announcement

The auction manager enters the product name and seller address in the auction to end
the auction, settle the winning bid amount, and announce the winner. The result of the
winner announcement is shown in Figure 4.
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4.2. Experiment on Winner’s Curse

To understand whether the final transaction price prediction function of the OAPSS
system can help the bidder avoid the winner’s curse in a practical auction environment, we
simulate the online auction platform of the eBay environment. The flow chart of experiment
is shown in Figure 5. The purpose of this quasi-experiment evaluation is as follows:

1. Confirm the existence of the winner’s curse.
2. Compare the difference between two scenarios, with and without the final transaction

price prediction.
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4.2.1. Framework and Methods

• Buyer: The buyers are divided into the experimental group (with price prediction)
and the control group (without price prediction) for comparison before the auction
stage. Detailed group descriptions are shown in Table 4.

• Auction Stage: Fifteen items of various types are introduced to each buyer group for
the auctions. The auction procedure includes price recommendation, bidding, product
acquisition, winner announcement, and final payment.

• Data Aggregation: The two sets of 15 final transaction prices and the highest bids
obtained from both buyer groups are collected. There are three groups, which are with
prediction price (PdP) help group, without prediction price (NPdP) help group, and
past prices (PP). Each price in PP is the average of the past four final prices collected
from eBay. Table 3 summarizes the data groups and their definitions.

• Data Analysis: We use analysis of variance (ANOVA) and Tukey’s post-analysis [24]
to evaluate the differences between groups. The goal of this analysis is to verify our
price predictions on the final transaction price and how it impacts the winner’s curse.
The ANOVA analysis of this experiment is shown in Tables 5 and 6.
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Table 4. Definitions of groups.

Groups Abbreviation Definitions

Average of the past four final
prices

PP
(past price)

The past four final transaction
prices for each of the 15

auctioned items from eBay

Experimental group PdP
(with prediction price help)

The final price and highest
biddings with buyers using
price recommendations for

each of the 15 auctioned items

Control group
NPdP

(without prediction price
help)

The final price and highest
biddings without price

recommendations for each of
the 15 auctioned items

Table 5. Descriptive statistics of the transaction prices.

N Avg Std Min Max

PP 15 4699.85 5165.55 634.25 21,301.5

PdP 15 6220.67 3942.58 1690 15,060

NPdP 15 6942 4867.39 1010 15,510

Table 6. Descriptive statistics of the highest bid price.

N Avg Std Min Max

PP 15 4699.85 5165.56 634.25 21,301.5

PdP 15 7468 5266.40 1800 20,000

NPdP 15 10,434.67 5866.46 2700 20,000

4.2.2. Experimental Results

To verify the difference of groups, ANOVA with the clusters as a covariate was
performed to verify the significance [25]. Table 7 summarizes the results from ANOVA.
The probability of a type I error was set to 0.05. We can see that there is no significant
difference in the final transaction prices between different groups in Table 8 as there is no
significant value below 0.05, and Tukey’s post-analysis on the transaction price has shown
similar results in Table 9. The asterisk represents their difference is significant (p < 0.05).

However, judging from the comparison of the highest bids among groups, it can be
seen in Table 9 that there is a significant difference in the highest bids between the PP
and the NPdP groups (p = 0.17 < 0.05). It indicates that without final price prediction (or
recommendation), buyers may overbid in an auction. In addition, there is no significant
difference between PP and PdP groups in the highest bid (p = 0.354 > 0.05) in Table 8. It
means that if giving the final transaction price prediction (or recommendation) can cause
the highest bid to be close to the final transaction price, the buyer may reduce the loss or
escape the winner’s curse.

Table 7. ANOVA.

Sum of Squares F Sig.

Comparison between the
transaction prices 39,302,208.67 0.894 0.417

Comparison between highest bids 246,759,438.67 4.167 0.022 *
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Table 8. Tukey’s test on the transaction price.

(I) Group (J) Group Mean Difference (I–J) Sig.

PP
PdP −1520.82 0.650

NPdP −2242.15 0.398

PdP
PP 1520.82 0.650

NPdP −721.33 0.907

NPdP
PP 2242.15 0.398

PdP 721.33 0.907

Table 9. Tukey’s test on the highest bid.

(I) Group (J) Group Mean Difference (I–J) Sig.

PP
PdP −2768.15 0.354

NPdP −5734.81 * 0.017 *

PdP
PP 2768.15 0.354

NPdP −2966.67 0.304

NPdP
PP 5734.82 * 0.017 *

PdP 2966.67 0.304

4.3. Cost Analysis

Executing a smart contract and calling the functions in the Ethereum environment
will consume gas. The gas consumption is based on the complexity of each function, which
can be considered as a handling fee. The cost of gas consumption is calculated by the
amount of gas consumed times the unit gas price. During the execution of a transaction,
gas consumption could be restricted by the gas limit parameter to avoid malicious users
from attacking the smart contract by executing functions arbitrarily and preventing the
extra consumption caused by executing the wrong process. In this study, we set the gas
limit to 6,000,000 units when testing OAPSS. Table 10 summarizes the costs of each function
call in our proposed OAPSS. Note that the conversions between gas units and US dollars
are according to the data from the CoinGecko website in February 2021, where 1 gas unit of
ETH was equivalent to US$1545.82 for conversion. The amount spent on the smart contract,
excluding deployed contracts, plus the rest of the fees is less than $1.

Table 10. The cost of function gas of the proposed OAPSS system.

Function Name Transaction Cost Execution Cost USD

Deploy Contract 2,982,237 2,220,393 4.61
SellerRegister() 63,787 42,515 0.10

BidderRegister() 45,034 23,762 0.07
ApplyProduct() 195,003 170,787 0.30

VerifiedInformation() 33,802 11,122 0.05
ChangeToSuggestionBidder() 99,075 76,203 0.15

RequestToPriceSuggest() 44,350 21,926 0.07
ActiveAuction() 33,078 40,654 0.05
RequestToBid() 102,525 79,909 0.16

AnnoucementWinner() 104,576 110,744 0.16
WinnerPayment() 38,580 14,556 0.06

4.4. Security Analysis

The research by Luu et al. [26] addressed the security concerns of smart contracts and
proposed solutions for specific attacks. The common vulnerabilities of a smart contract
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are reentrancy vulnerability, replay attack, access restriction, and timestamp dependency.
Many viewpoints, such as confidentiality, data integrity, availability, authorization, and
non-repudiation, have been put forward in the security analysis [27–31].

• Reentrancy Vulnerability

When a user makes function calls in a smart contract, it could involve transferring
remittances, where the reentrancy vulnerability could be caused by the sequence of calls. In
other words, if the remittance is transferred before the states change, an attacker can create a
new contract through the loophole to steal the Ether in the victimized contract. In this study,
our smart contract verifies the identities of each role and related data using the require()
function. Only if verified can a user make function calls. Identity verification prevents
reentrancy vulnerability from causing damages and financial loss to smart contracts.

• Replay Attack

A replay attack is a malicious action that repeats or delays legitimate data transmis-
sions on the network. It can be performed by the initiator or the middleman who intercepts
and retransmits the data as part of a spoofing attack through IP packet replacement. This
attack has been resolved by the subsequent Geth 1.5.3 update on smart contracts, and thus
we do not consider it as a threat to our system in this study.

• Access Restriction

Access restriction, or access control (AC), is to manage and restrict access to certain
spaces or resources. In this study, we implement the modifier() function to restrict the
identities from accessing function calls unless the identity has sufficient rights.

• Timestamp Dependency

In the smart contract design, block.timestamp or now is often used to obtain the
timestamp of a block in blockchain. A malicious miner can obtain a certain degree of
knowledge at the right time. Therefore, any usage of timestamps in calculations should
be carefully reviewed. In this study, we did not use block.timestamp or now for any
calculation of money or sequence, and hence our system is not vulnerable to this attack.

• Confidentiality

The auction participants in this study can register and change their roles through smart
contracts without entering other private information and can watch the corresponding
information during the bidding process. Each stakeholder will be authenticated by their
Ethereum address to protect their identity.

• Data Integrity

Blockchain technology maintains the integrity and immutability of data because the
distributed ledger does not allow modification, addition, and deletion of data [32]. Any
data modifications required are re-entered into the ledger as a new transaction. Therefore,
all participants can view the data history at any point in time.

• Availability

This describes that data can only be accessed by authorized users. It also refers to
the ability of the technology to provide data even in the presence of malicious code or
denial-of-service attacks. This study can only be accessed by registered roles, but it has not
been tested in situations of malicious code.

• Authorization

Authorization is related to the access rights provided by different people in the
network. In the OAPSS system of this study, different roles have relative smart contracts
based on their character. Therefore, it must be authorized.

• Non-repudiation
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Stakeholders in the blockchain network cannot deny the actions or transactions they
perform. The roles involved in this study conduct transactions through Ethereum addresses,
and the relevant results are also presented in the blockchain network. Therefore, members
of OPASS cannot be denied that a specific payment has not been received.

• Sybil Attack

A Sybil attack is a type of attack seen in peer-to-peer networks in which a node in
the network operates multiple identities actively at the same time and undermines the
authority/power in reputation systems.

• Double-Spend Attack

The idea of a double-spend attack is to use the same money for two (or more) dif-
ferent payments, creating conflicting transactions. Double-spending can be thought of as
fraudulently spending the same cryptocurrency, or units of value, more than once.

Integrating relevant results into an IDE environment for presentation is a common
situation in many blockchain studies. For example, [27] built automated healthcare con-
tracts on the blockchain network and implemented them through the Remix IDE. This
study is compared with the safety analysis proposed in [27,28,31], as shown in Table 11.
Refs. [28,31] explain the importance of scalability in security analysis, and [31] adds more
attack methods on the blockchain.

Table 11. Security comparison of different schemes.

[27] [28] [31] Our Study

Confidentiality X X X X

Data integrity X X - X

Availability X - X -

Authorization X X X X

Non-repudiation X X X X

Scalability × X X ×
Sybil attack × × X X

Double-spend attack X X X X

Man in the middle attack X × X X
(X: stands for done. ×: represents not provided or done. -: stands for uncertainty).

5. Conclusions and Future Work

In the current auction environment, it is possible that specific persons or internal
personnel may manipulate the auction process, thereby affecting the final price of the
transaction and the winner. This study aims to provide the transparency of the auction
process and prevent manipulation of the auction by establishing a transparent online
auction system using blockchain technology to store records and auction data in a trusted
execution environment.

In addition, the buyers are prone to the winner’s curse in an auctioning environment.
To mitigate the loss caused by the winner’s curse, this study uses the α-Sutte Indicator
prediction method to provide a system-recommended price on the auctioned item for
registered buyers. We have proposed a systematic framework to provide a better online
auction infrastructure. To the best of our knowledge, this is the first study to provide price
recommendations in the blockchain environment for online auctions. The amount spent on
the smart contract in this study, excluding deployed contracts, plus the rest of the fees is
less than $1.

This study compares other studies that combine the blockchain with online auctions.
From Table 12, it can be seen that although this study does not conduct a follow-up analysis
for scalability, in the experiment with the highest bid, there is a significant difference
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between the actual price group and the recommended price group (p < 0. 05). This study
provides a price recommendation in a smart contract that may mitigate the loss of buyers
caused by the winner’s curse.

Table 12. Comparison with different studies.

[17] [18] [21] Our Study

Environment setup Ethereum
Hybrid

blockchain
architecture

Ethereum Ethereum

Privacy protection X X X X

Decentralization X X X X

Scalability X X × ×
Cost analysis X X X X

Final price
recommendation × × × X

Trusted execution
environment × × × X

(X: stands for done. ×: represents not provided or done).

Due to the limitations of the Solidity language and the Remix IDE compiler, we were
not able to apply deep learning methods to the blockchain systems for price prediction in
our system. In addition, transactions in our system are based on Ethereum, which has a
large fluctuation in the exchange rate to US dollars and it may not be a good and stable
candidate for the trading currency of online auctions. As in the future, we plan to study
and implement other prediction methods using the Solidity language and compare the
performance of different methods.

The advantage of this study is that online auctions are integrated into the blockchain
environment to provide price recommendations and write the time series forecasting
method directly into the smart contract, instead of making predictions outside the blockchain.
It is just that α-Sutte Indicator requires at least four pieces of historical data to make pre-
dictions, and if the historical record of the items to be auctioned in the future is relatively
unpopular, the prediction effect will be limited.

This study chooses to integrate online auctions and time series forecasting into the
blockchain. In the future, more time series research can also be conducted in other fields,
such as renewable energy forecasting [9], COVID-19 confirmed cases, and stock market
prices [33]. With different roles and smart contracts, it is possible to establish a stock price-
related investment platform and an early warning platform for the number of infections.

This study is one of the few that incorporate time series forecasting methods into
the blockchain and provide price recommendations to bidders, helping them reduce the
occurrence of the winner’s curse. In the future, in addition to α-Sutte Indicator, gray
prediction theory can be integrated into the blockchain, providing appropriate decisions
based on different situations.

The source code of our system is shared on Github: https://github.com/kk3329188
/lib/blob/main/OAPSS.
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