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Abstract: Chaotic secure communication schemes encounter a conflict of key space enhancement
between the consistency and complexity of chaotic transceivers. In this paper, we propose a monolith-
ically integrated multi-section semiconductor laser (MIMSL), used as a compact chaotic transceiver
with an enhanced key space. The MIMSL consists of a distributed feedback (DFB) laser section, a semi-
conductor optical amplifier (SOA) section, two phase (P) sections and a passive optical waveguide.
We simulate the dynamics of the MIMSL by applying the time-dependent coupled-wave equations
for traveling-wave optical fields. Further, we numerically demonstrate a security enhancement of
the unidirectional chaotic communication scheme using the MIMSL transceivers with independent
high-speed modulation in the phase sections of the MIMSL. The security of our scheme depends not
only on the difficulty of identifying the MIMSL structural parameters and the bias current of each
section, but also on the phase shifts in two phase sections providing the additional dimension of
security key space. Final simulation results show that a total of 248 key spaces can be achieved with a
data rate of 2.5 Gb/s and an injection strength of 0.36.

Keywords: monolithically integrated multi-section semiconductor laser; key space; chaotic secure
communication; optical feedback

1. Introduction

Chaotic systems are considered good candidates for information security because
of their broadband, large random amplitude, unpredictability and sensitivity to initial
values [1,2]. Chaotic semiconductor lasers have been widely used in secure communica-
tion [3], random number generation [4-7], chaotic lidar [8], distributed fiber sensing [9],
fiber network fault detection [10], and ultra-wide band technology [11].

In particular, secure communication based on a chaotic carrier has attracted much
attention in recent years because of its high security of hardware encryption at the physical
layer. Its security mainly depends on the parameter adaptation range of the transceivers
and the sensitivity of synchronization quality to parameter mismatch [12,13]. However, the
key space enhancement of the chaotic secure communication scheme remains a challenge
now that the structural complexity of the chaotic laser as a transceiver decreases the
synchronization quality.

Common chaotic lasers are composed of discrete components, which lead to bulk and
a lack of long-term stability. This makes it difficult to achieve a relatively high synchroniza-
tion coefficient for the transceivers [14]. Generally, the semiconductor laser is attached to
an optical fiber of several meters, which corresponds to a time-delayed feedback of tens
of nanoseconds. This long feedback cavity causes instability in the feedback phase due to
temperature fluctuations and small external interferences [15]. As a result, its key space is
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limited, because the laser bias current and the feedback delay time are unsuitable as key pa-
rameters due to the exposure risk [16-18]. To enhance the key space, Wang et al. proposed
a semiconductor laser by dispersive feedback from a chirped FBG to conceal the time-delay
signature of the chaotic system [19]. Yi et al., proposed to maximize the security of chaotic
optical communication by multiple G-T etalons [20]. Wang et al. reported another chaotic
system with two delayed interfering branches to enhance the security by electro-optical
feedback phase modulation [21]. However, all of these schemes are very complex and their
operation is unstable and very sensitive to environmental variations in practice.

Integrated chaotic lasers may be promising solutions to the aforementioned issue, be-
cause they possess many unique merits such as compact size, low cost, and stable operation.
For instance, a built-on-chip chaotic laser source-integrated semiconductor laser with optical
feedback system was presented in Ref. [22]. This chaotic laser exhibited diverse dynamics in
the 1 cm short-cavity condition and has been deployed for secure communication [23]. In
Ref. [24], Tronciu et al., reported another integrated semiconductor laser with an air gap
subject to multiple optical feedback loops that could display chaotic behaviors appropriate
for chaos-based communication. In Refs. [25-27], a chaos laser chip with a straight waveg-
uide was presented for physical random bit generation. Furthermore, integrated amplified
feedback lasers were also reported for the microwave and broadband chaos generation with
a short active cavity [28-30]. However, there has been little research on using integrated
chaotic lasers for key space enhancement in secure communication.

In this paper, we propose a monolithically integrated multi-section semiconductor
laser (MIMSL) to enhance the security of chaotic communication. The MIMSL is composed
of a DFB laser section, SOA section, two phase sections, and a passive optical waveguide.
The detailed nonlinear dynamical behaviors of the MIMSL are numerically investigated us-
ing time-dependent coupled-wave equations. We demonstrate that chaos synchronization
can be realized using this kind of MIMSL for unidirectional communication. Furthermore,
we conduct a study to evaluate the impact of the mismatch of MIMSL parameters on
synchronization performance. In particular, we use the independent private key in the
phase sections of the MIMSL as a private key to enhance the physical key space. Our simu-
lation results confirms that the key space can reach 2%8 in a unidirectional chaotic secure
communication with a data rate of 2.5 Gb/s.

2. Methods
2.1. Principle

The structure of MIMSL is shown in Figure 1a, comprising a DFB laser section, a SOA
section, two independent phase sections (P1 and P2), and a passive waveguide (WG). The
DFB laser section is designed as a laser source, operating at a single longitudinal mode.
The WG acts as an external cavity, which provides optical feedback and triggers laser
chaos. The P1, P2 and SOA section are used to control the phase and intensity of the optical
feedback, respectively. Quantitatively, the lengths of the DFB, P1, SOA, P2 and passive WG
are 200, 150, 350, 300 pm and 4 mm, respectively. The left facet of this chip is anti-reflection
(AR)-coated to maximize the output power, while its right facet is cleaved with a reflectivity
ratio of 0.32. The length of the external cavity delimited by the internal facet of the DFB
section and the chip cleaved facet is 4.8 mm, corresponding to a round-trip delay time of
0.118 ns (i.e., an external cavity frequency of 8.47 GHz). The refractive index of WG is 3.7,
which is approximately the same as that of the other sections. In addition, all the facet
reflections between the different sections are negligible.

Figure 1b shows the schematic of the proposed secure chaotic communication system.
At the transmitter terminal, a MIMSL termed as master semiconductor laser (MSL) is
adopted to provide the original chaotic carrier, and a Mach—Zehnder modulator is used to
encrypt the message onto the original chaotic carrier. Different from conventional chaotic
communication systems based on external cavity semiconductor lasers, the MSL contains
two phase modulators that are driven by different secret keys in the P1 and P2 sections,
respectively. With the phase modulation, the spectrum of the modulated chaotic carrier
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is greatly expanded in the optical domain. Then, the modulated chaotic carrier (chaos +
message) is sent to the receiver. At the receiver terminal, the transmitted chaotic carrier is
injected into a receiver MIMSL referred to as slave semiconductor laser (SSL) to achieve
chaos synchronization. The amplitude of the chaotic carrier at SSL is inverted by the IPD
and summed with the signal at the MSL to eliminate the chaotic carrier signal for message
decryption [23]. Meanwhile, to ensure the consistency of the transceiver parameters, the
SSL is driven by phase modulators with the same secret keys as the MSL of the P1 and
P2 sections.

(a) (b)

Input message

MSL S
| WG | P2 |SOAl Pl |DFB|—|:—> '|>
r A ISO MZM EDFA
Key ; n
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Figure 1. (a) The structure of the MIMSL and (b) schematic of the chaotic secure communication sys-
tem. MSL (SSL), master (slave) semiconductor laser; ISO, isolator; MZM, Mach-Zehnder modulator;
EDFA, erbium-doped fiber amplifier; SMF, single-mode fiber; PC, polarization controller; OC, optical
coupler; DL, optical delay line; PD, photodiode; IPD, inverted photodiode.

2.2. Theoretical Model

The MIMSLs as transceivers can be described by modifying the traveling wave model
after taking into account external optical feedback and optical injection. To numerically
demonstrate the proposed system, the simulation method is the split-step time domain
model (SS5-TDM), where the time-dependent coupled wave equations describing the ac-
tive/passive waveguide devices are derived from Maxwell’s equations as follows [31-33]:

1 aEﬁ/s(z,t) OEy 5(z,1)
ve ot dz

. 18 P
= (GM,S — by — %)E&’S(z, B +ikEys(z 1) + &s(z 1), (1)

1 9Eys(zt)  dEys(z )

. & _ . _
—— 2 = (Gus —idus — 5 ) Eus(z:0) +ikEfis(z ) + Eys(z ), ()
g

where the subscripts M and S represent the MSL and the SSL, respectively. ERF/I,S (z,t) and
Eyi s (z t) are the forward and backward slowly varying amplitudes of the traveling optical
fields in Equation (1) and Equation (2). Gys and Jdy s denote the field gain and detuning
factor, respectively. k = k; + jkg is the coupling coefficient, where k; is the index-coupling
coefficient, and k¢ is the gain-coupling coefficient. C;{,LS (z, t) and ‘:1;/1,5 (z, t) represent
spontaneous emission noise generated by a Gaussian distributed random process.

The field gain is given by

~ T'gn(Nms — No)

Gums = 3
MS 2(1+ eSys) ®)

where gy is the differential gain, Ny is the transparency carrier density, ¢ is the gain suppression
coefficient and Sy s is the photon density given by | El\t[ sz bl 24 Eyg (z )1 2,
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The detuning factor that describes the deviation from the Bragg condition is given by

7T

w A
. (neff - ﬁT“HgN(NM,S - No)) N 4)

Sms = —2
M,S c

where 7.4 is the effective index of the waveguide at the Bragg wavelength, A is the period
of the Bragg grating and &y is the linewidth enhancement factor.

In the phase section, the injected carriers do not couple to the lasing fields, but cause a
refractive index change. The detuning factor in the phase section is given by ép = —(¢p +
TV key /V7)/(2Lp), where ¢p is the phase shift controlled by current injected and Lp is the
length of the phase section. The phase shift is treated as a private key by phase modulation
(PM). The PM driving signal is described as Viey (f) = Ag cos(27tfpt), where Ap and fy stand
for the amplitude and the frequency of the secret key signal, respectively.

The photon and carrier densities along the cavity are coupled through the carrier
density equation as follows:

dNwms _ s
dt qVv

— ANwms — BNjps — CNyjs — 0gGmsSwms, (5)

where Ny g is the carrier density, Iy s is the bias current, g is the electron charge, V is the
active cavity volume, and A, B and C are the linear, bimolecular and Auger recombination
coefficients, respectively.

According to the security system for unidirectional communication, the boundary
condition for the forward and backward propagating waves at the facets can be written as:

Eyis(z2=0, t) =1 Eyg(z =0, t) + kinjEyy(z = 0, — T), (6)

Eys(z = L,t) = rrEyg(z = L, t), )

where 1, and rg are the facet reflection coefficient at z = 0 and z = L, respectively. k;,; and
T are the injection coefficient and delay time of the MSL unidirectional to the SSL. The
parameters used in the simulation are set by referring to Ref. [29], except for the lengths of
the different sections, index grating coupling coefficient, etc. All the parameters are listed
in Table 1.

Table 1. Simulation parameters of the MIMSL.

Parameter Value
Central wavelength (Ag) 1550 nm
Length of the DFB section (Lpgp) 200 um
Length of the Phase 1 section (Lp1) 150 um
Length of the SOA section (Lsoa) 300 pm
Length of the Phase 2 section (Lpy) 250 pm
Length of the waveguide (Lyy) 4 mm
Active region thickness (d) 0.15 um
Active region width (w) 3 um
Group refractive index (1) 37
Effective refractive index (1,5) 3.2
Index grating coupling coefficient (k;) 110 ecm 1
Gain grating coupling coefficient (k¢) 11cem !
Linewidth enhancement factor (ay) 4
Transparency carrier density (Np) 1.5 x 10'® cm —3
Confinement factor (I) 0.3
Internal loss (ap) 25 cm™!
Linear recombination coefficient (A) 3 x 108 571
Bimolecular recombination coefficient (B) 1x10710em3s1
Auger recombination coefficient (C) 13 x 1072 ecm® s~1
Nonlinear gain saturation coefficient (¢) 1x 1077 cm®
Differential gain (gn) 3 x 10716 em?
Waveguide loss (aw) 5cm~!

Spontaneous coupling factor () 1x1075
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A reasonable definition of the feedback strength (kf) is

®)

kg = rrexp[—aoLp1 — agLp2 + (Gsoa — ao)Lsoa — awLw],

where Ggoa is taken at the gain of the SOA section. The upper limit for k¢ is set by the onset
of gain saturation [34].

3. Results
3.1. Dynamic States

The MIMSL can work in various dynamic states, depending on the bias currents in
the different sections. We set the bias current of the DFB section (Ipgg) to 2Iy,, where
I, = 14 mA was the laser threshold current, and the phase shifts of phase sections (¢p; and
@p2) were fixed to 0 and 7t/2. The dynamic states were controlled by the bias current of SOA
section (Ispa). Figure 2 shows the temporal waveforms, optical spectra, radio frequency
(RF) spectra and phase portrait of the outputs signal.
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Figure 2. Various dynamic states of the MIMSL, Ippp = 2Iy,, ¢p1 = 0, ¢py = 71/2, when Igpop varies
from top to bottoms as (a) 14 mA (S state); (b) 15 mA (P-1 state); (c) 17 mA (P-2 state); (d) 24 mA
(C state). (a-i)—(d-i) temporal waveforms, (a-ii)—(d-ii) RF spectra, (a-iii)—(d-iii) optical spectra, and
(a-iv)—(d-iv) phase portraits of various dynamic states, respectively.

When Isps = 14 mA, Figure 2a-i-a-iv shows the laser working in the steady (S) state.
The temporal waveform was almost a constant with small ripples due to the spontaneous
radiation noise. The RF spectrum was similar to the noise floor except for a little bulge,
which revealed the relaxation-oscillation frequency of about 6.7 GHz. The optical spectrum
showed a typical single mode shape with a deviation of 0.27 nm, and the wavelength
deviation was caused by the index grating coupling coefficient. When Ispa increased to
15 mA, as shown in Figure 2b, the laser entered into the period-one (P-1) state, the optical
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spectra are displayed as a single mode state and the temporal waveform showed a single
period oscillation trace. The P-1 state was also confirmed from the RF spectrum and the phase
diagram, where a fundamental frequency appeared at around 6.7 GHz and trajectories
of the phase portrait showed a clear limit cycle feature. When Ispa increased to 17 mA,
as shown in Figure 2c, the laser entered the period-two (P-2) state, multiple side modes
appeared in the optical spectra and the temporal waveform showed a double period
oscillation trace. The trajectories of the phase diagram showed a clear limit double cycle
feature. Further increasing Ispa to 24 mA, the device was driven into the chaos (C) state,
which can be confirmed from Figure 2d. The optical spectrum was considerably broadened
and the corresponding power spectrum covered a broad frequency range. Furthermore,
the temporal waveform fluctuated dramatically, and the phase diagram showed a widely
scattered distribution in a large area.

3.2. Chaos Synchronization

To numerically investigate the chaos synchronization performance of the unidirec-
tional communication in Figure 1b, we set the control parameters of MIMSL as follows:
Ipp = 2It, ¢p1 = 0, Ispa = 24 mA, ¢py = /2, which allowed the laser to operate in a
chaotic state. The phase sections were modulated independently by the driving signals
key 1 and key 2. For the key 1 and key 2, the modulation parameters were A; = 0.5 Vo,
f1=10GHz and A; = Vg, f, = 10 GHz, respectively. The SSL is not only equipped with
identical feedback terms, but also suffers from unidirectional injection of the MSL. Here, we
set the injection parameters as k;,; = 0.36 and T = 0 ns, while the information transmission
rate was 2.5 Gb/s and the modulation depth of 0.05. For simplicity, we neglected the
propagation-delay time.

The cross-correlation CC is used to evaluate the synchronization performance of
parameter mismatch, which is defined by

o APu(t) = (Pu()]Ps(8) — (Ps(0)])
V{IPu() = (Pu (D)) ([Ps(t) — (Ps(1))]?)

where Py and Pg are the output intensity waveforms of transmitter MSL and receiver SSL,
respectively. <-> denote the time average.

Figure 3 shows the synchronization state of the transceivers for k;,; = 0.36 and T = 0 ns.
The cross-correlation value of MSL and SSL was 0.965. Figure 3a,c show the temporal
waveforms and the correlation plot. In Figure 3b, the RF spectra of the two lasers were
similar at low frequency. This was due to the injection locking.

, ©)

0 50
40(a) —MSLigg (b) MSL
-~ SSL SSL
201 §40-
£ 201 602 E s
% MWMWW %%-40 T304
=2 ~ )
5 0 lin5 8 s
: 0 02260 £ 20
= =}
= oA %
-20 F20 -80 2 104
-40+ . . . . 0 -100 . . . 0+ . . .
5 6 7 8 9 10 0 20 40 60 80 0 10 20 30 40
Time (ns) Frequency (GHz) MSL Power (mW)

Figure 3. Synchronization diagram for two unidirectionally coupled modules in master/slave
configuration. (a) Temporal waveforms, (b) RF spectra, (c) correlation plot.

Figure 4 shows the message encryption/decryption process for a message modulation
depth of 0.05 and a transmission rate of 2.5 Gb/s. In Figure 4b, the message is completely
hidden in the chaotic carrier wave. In Figure 4c, the temporal waveform of the input original
message corresponds to the output decrypted message.
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Figure 4. Illustration of message encryption/decryption processes. (a) The input original message,
(b) the transmitted signal, and (c) the input original message (dashed) and output recovery message
(solid).

3.3. Physical Key Space Analysis

The mismatch sensitivity of the tunable parameters of MIMSL is an important factor in
determining the security of the system. One kind of parameter is represented by Ipgs, ¢p1,
Isoa, ¢p2. The other is the PM driving-signal parameter of each phase section, represented
by the amplitude A and the frequency f of the signal. Based on the key space analysis
method in [20], the physical key space is determined by the tuning ranges and the mismatch
resolutions of the tunable parameters as follows: Ipr, @p1, Isoa, ¢p2, A1, f1, Az and f>.
According to reference [19], we set the synchronization threshold of CC coefficient to 0.9.

Figure 5 displays the synchronization coefficient as a function of the bias current
mismatch in the DFB and SOA sections. In Figure 5a, the critical mismatch of Ipgp is 4.4 mA.
It can be seen that the SSL achieved good synchronization performance, when the bias
current mismatch value was less than 0. This is because the SSL is in a locked injection state
by increasing the injection strength. As the bias current mismatch value increased, the SSL
was no longer injection locked, resulting in a decrease in the synchronization coefficient.
According to the threshold current of 14 mA for the DFB section and a maximum bias
current of 100 mA, the tunable range of the bias current was 86 mA. The key number of
Ippg was Nprp = 86/4.4 = 19. In Figure 5b, the critical mismatch of Isps was 1.6 mA. As the
Isoa was below the threshold gain current, the SOA section induced absorbing to attenuate
the feedback light. When Ispp is greater than the threshold gain value, the section has an
amplifying effect on the feedback light. Here, Isos was set to the maximum of 100 mA, and
the tunable range of Isps was 100 mA. The key number of Isop was Ngoa = 100/1.6 = 62.

1.0 'Y 1.0

(a) % (b) o%e
[ ‘e / \
-~ 1 _ _ /o _ N\ _______ -~
5 0.9 L \F. 094 - - __ —___®_____
< .’. | | s .;,
.; 0 s./ 1 | \. § ./ | [
g0 Ay =44 mA 3 S |
2 i 1 2 081 ® Al =16mA \
S 0.7 1 e / l——! X
] I I ) [ ] 0.
2 | AN 2 J | | )
g I I ) 07 o I I
O 0.6 | | \ O o I I
o o 1 1
| | [ ® L4
0.5 T T T T T | 0.6+ T — ——
6 -4 -2 0 2 4 6 3 02 a1 0 1 2 3

Mismatch <Ippp s — Ippg > (MA) Mismatch <Igp, g — Isop > (MA)

Figure 5. Influence of the bias current of (a) DFB laser section (Ippp = 2Iy,) and (b) SOA section (Ispa
=24 mA) mismatch on chaotic synchronization coefficients.
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Figure 6 illustrates the synchronization coefficient as a function of the phase shift
of each phase section mismatch. Indicated by the synchronization threshold, the critical
mismatches for the phase shifts of ¢p; and ¢p, were 0.227 and 0.207. As the period of
the phase change was 2, the key number of the phase shift of the Phase 1 section was
Np1 =271/0.22t =9, and for the Phase 2 section was Npp = 27t/0.207 = 10.
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Figure 6. Influence of the phase shift of phase sections mismatch on chaotic synchronization coef-
ficients: (a) the phase shift of Phase 1 section (¢p; = 0) and (b) the phase shift of Phase 2 section
(¢p2 =71/2).

Figures 7 and 8 depict the synchronization coefficient as a function of the parameter
mismatches in the phase sections for the amplitude A and the frequency f of the PM driving
signal. Considering the availability of the common commercial devices, the maximum
tuning range of A was set as 4 V,, and 40 GHz for f. As shown in Figure 7, the critical
mismatches of A; and A, were 0.29 V,r and 0.25 V, respectively. As shown in Figure 8, the
critical mismatches of f1 and f, were as small as about 14 MHz and 7 MHz, respectively.
The difference in the PM driving signal mismatch between the Phase 1 and Phase 2 sections
was caused by the amplitude of the PM driving signal. The key number of the PM driving
signal in phase sections was Nyey = Na1 Na2 Npy Npp = 3.395,578,784 % 10°.
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g | I 8 / I I \
= = °
o I I o |/ I I Ly
I I I I
0.7 —L T —l 0.7T T } T —— T
03 -02 -01 00 01 02 03 03 -02 01 00 01 02 03

Mismatch <4, g — A; > (V) Mismatch <4, g — A, > (V)

Figure 7. Influence of PM driving signal in the phase sections mismatch on chaotic synchronization
coefficients: (a) the amplitude index (A; = 0.5 V) in the Phase 1 section and (b) the amplitude index
(A = V) in the Phase 2 section.
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Figure 8. Influence of PM driving signal in the phase sections mismatch on chaotic synchronization
coefficients: (a) the frequency (f; = 10 GHz) in the Phase 1 section and (b) the frequency (f, = 10 GHz)
in the Phase 2 section.

As a result, the total key space of the MIMSL is calculated as N = Nppp Np; Nsoa Np2
Nyey = 3.6 X 10 (about 2%8) at a data rate of 2.5 Gb/s and an injection strength of 0.36.

4. Discussion

Compared with chaotic secure communication systems composed of discrete devices,
integrated photonic chips are small in size, low in cost, highly functional and highly integrated.
In this work, we propose the MIMSL as a chaotic transceiver to provide a new idea for
enhancing the key space of chaotic secure communication systems. Through theoretical and
numerical studies, we demonstrate that our proposed MIMSL integrates a huge additional key
space. Furthermore, by optimizing the structural parameters and size of the photonic chip,
we have taken another step towards a highly integrated on-chip chaotic transceiver and
transmitter for chaotic secure communication systems. Having solved the security problem
of chaotic optical secure communication, we believe that the application of photonic chips to
key distribution, chaotic lidar, and random number generation will become more important
topics, and related work is currently under investigation. We expect that this research will
provide more guidance for chaotic optical communication in practical applications.

5. Conclusions

In conclusion, we have proposed and numerically demonstrated the security enhance-
ment of a MIMSL-based chaotic communication, which depends not only on the difficulty
of identifying the MIMSL parameters, but also on the phase shifts as keys to encrypt the
phase of the feedback light in the MIMSL. The numerical study shows that the chaotic syn-
chronization of MIMSL is more sensitive to parameter mismatch. Therefore, with 2.5 Gb/s
data transmission, the dimension of the key space is enlarged, the total size of key space
achieved is 2#8, and the security of data transmission is greatly improved.
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