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Abstract: The growing needs for high-speed and secure communications create an increasing chal-
lenge to the contemporary framework of signal processing. The coexistence of multiple high-speed
wireless communication systems generates wideband interference. To protect the security and
especially the privacy of users’ communications requires stealth communication that hides and
recovers private information against eavesdropping attacks. The major problem in interference
management and stealth information recovery is to separate the signal of interest from wideband
interference/noise. However, the increasing signal bandwidth presents a real challenge to existing
capabilities in separating the mixed signal and results in unacceptable latency. The photonic circuit
processes a signal in an analog way with a unanimous frequency response over GHz bandwidth.
The digital processor measures the statistical patterns of the signals with sampling rate orders of
magnitude smaller than the Nyquist frequency. Under-sampling the signals significantly reduces the
workload of the digital processor while providing accurate control of the photonic circuit to perform
the real-time signal separations. The wideband mixed signal separation, based on photonic signal
processing is scalable to multiple stages with the performance of each stage accrued.

Keywords: photonic signal processing; interference management; stealth communication; blind
source separation; hybrid analog and photonic systems

1. Introduction

High-speed communications boost economic growth by supporting a wide range of
applications that are changing the way that Americans live, including the internet of things,
unmanned vehicle systems, radars for transportation, and cyber physical systems, to name
a few. Private communication protects civilians, as well as empowers homeland security,
by preventing confidential information from being exposed and are increasingly important
in a connected world. Therefore, the availability of high-speed communications and
whether the communication is protected from eavesdropping are two key considerations of
building a communication network. Interference management has been widely deployed to
enable the availability of wireless communication channels [1], and stealth communication
hides the existence of the signal and protects users’ privacy in the physical layer [2,3]. Both
interference management and stealth communication require the processing and separation
of the signal of interest (SOI) from interference and noise in real-time, while the growing
needs of communication dramatically increase the bandwidth of the signals and thus create
an increasing challenge to the contemporary framework of signal processing.

This review introduces the current Interference management and stealth communica-
tion systems, the challenges, and the feasibility of hybrid systems that address the growing
needs of wideband real-time signal processing by leveraging the mutual benefits of pho-
tonic signal processing. Optical communication uses light to transfer information, and
photonic signal processing technique uses optical spectrum to analyze, modify, and synthe-
size, which are inherently compatible with fiber-optic communication systems. Photonic
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methods have been demonstrated to directly process the wideband analog the signal with
zero latency [4–6]. By using photonic methods to remove interference, the bandwidth and
dynamic range of the signal are greatly reduced for the digital edge device to process. On
the other hand, the photonic methods require strict matching conditions between physical
parameters to achieve optimized signal separation. Such a matching condition can be
easily identified in a point-to-point stationary link [7], while in a network, the physical
parameters, such as wireless channel coefficients, private keys to recover the stealth signal,
scales up with the number of nodes in the network and is changing over time. Such a
change cannot be tracked simply with the photonic system. By using the edge device to
dynamically measure the statistical pattern of the mixed signal, the change in the physical
parameters can be followed, and the edge device can accurately control the photonic system
to achieve the matching condition and perform signal separation.

The capability of separating wideband signals impact communication availability and
confidentiality through two fundamentals, while not yet solving problems in communica-
tions: interference management and stealth communication. The core of both problems is
to separate the SOI from interference and noise.

Interference management: Separation SOI from unknown signals, also known as
blind source separation (BSS), enables multiple wireless systems to share the same radio
frequency (RF) spectrum at the same time. As a scarce resource, the RF spectrum is
simultaneously being used with multiple wireless communication protocols and thus
interference is generated between systems [8,9]. The bandwidth and the power dynamic
range of the separation system determine whether multiple wireless systems can coexist in
the same band.

Stealth communication: Separation SOI from pre-known signals or intentionally
added noise enables stealth communication. A stealth method, such as spread spectrum
technique, prohibits eavesdropper access by hiding signals in wideband noise, while it also
increases the difficulties of authorized users with the right keys [10,11]. A large amount
of data needs to be processed to separate the signal from the wideband noise. With the
growing need for communication capacities and requirements of privacy, the bandwidth
of the separation system determines the effectiveness of the stealth transmission methods.

To solve the communication problems with an optimized balance between physical
level new methods and software level innovations. The communication network is a
symphony of progressively evolving techniques in both hardware and software levels.
Without knowing the physical background of the hardware tools, the software methods
are limited by the fixed parameters of the hardware, such as channel bandwidth, data rate,
and ADC resolution, and its lack of overall control of the system by using the emerging
techniques of hardware. The future perspectives of a hybrid analog and digital system
pave the way for the long-term goal by breaking the bandwidth limit of high speed and
secure communications to adjust the current background of the migration from 4G to 5G,
and potential application to embrace new generations (6G and more) with unprecedented
challenges. The fundamental idea of collaborative innovations in both hardware and
software will continue shaping the network.

2. Interference Management
2.1. Related Work

The simplest scenario for interference management systems includes a SOI transmitter,
an interference transmitter, and a receiver, all equipped with MIMO transmitting/receiving
antennas (Figure 1), while is scalable to networks with a larger number of transmitting and
receiving nodes. The left MIMO antennas receive x1 and x2, both of which are combinations
of SOI ssoi and interference sint in the same RF band:

X = AS, or
[

x1
x2

]
=

[
a11 a12
a21 a22

][
ssoi
sint

]
(1)
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where A is the mixing matrix and depends on the channel coefficients. To separate the SOI
from the interference is to find the inverse of the mixing matrix, S = A−1X.
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Figure 1. System model of BSS.

The experimental results include an algorithm for the digital edge device to perform
principal component analysis (PCA) and independent component analysis (ICA) with
under-sampled signal and the photonic circuit hardware that separates the wideband
signals in real-time.

2.1.1. Photonic Circuit

The photonic circuit has two major functions [12,13]: (1) it adds an arbitrary complex
weight to each of the received signals xi; (2) the weighted signal is summed and, by
choosing the right weight, the mixed signal is separated as S = A−1X. Figure 2 is the
schematic diagram of the photonic circuit and has been demonstrated with both discrete
components [14,15] and integrated chips [16–18]. In Figure 2, there are two channels, which
correspond to two MIMO inputs (x1 and x2). The number of channels can be scalable to n
(n > 16) by using the WDM technique if the interference source is more than one [18,19].
The mixed RF signals are modulated on optical carriers with center frequency 193 THz.
The bandwidth of the so-called wideband RF signals is extremely narrow, compared with
the optical carriers.
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Figure 2. Experimental setup of the photonic interference cancellation circuit. (AM: optical amplitude modulator,
TD: tunable optical delay, TA: tunable optical attenuator, PD: photon detector).

Experimental results show that the systems process the signals in real-time and reach
a 30 dB cancellation ratio with bandwidth from 500 MHz to 3.5 GHz [12,14,17]. The
cancellation ratio describes the capability of the system to separate the mixed signals and is
measured by the cancellation ratio between the interference separated from the mixed signal
to the interference that remains mixed with the signal. The cancellation ratio is limited by
the non-uniform frequency response of RF devices and digitization error in digital systems.
When the bandwidth of the mixed signal is beyond 1 GHz, the current state-of-the-art ADC
is limited to 4–8 bits resolution, which corresponds to 12–24 dB of cancellation ratio. Using
optical carriers to process the mixed-signal and cancel the interference has a unanimous
frequency response and as an analog method, the cancellation ratio is not limited by the
ADC resolution. Table 1 shows the cancellation ratio at different bandwidths by using the
photonics method [12,14,17]; all works are summarized in Table A2 in Appendix A.
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Table 1. Photonic interference cancellation ratio at different bandwidths.

Interference Bandwidth Cancellation Ratio

200 MHz 60 dB
1 GHz 36 dB
3 GHz 30 dB

The interference source and interference frequency vary in each of the setups. The
interference bandwidth varies from 500 MHz to 3.5 GHz. For the optical encryption
system [12], the interference noise is generated as an RF sine wave with its frequency
changing between 4 GHz to 7 GHz, and applied to a laser frequency of 1550.12 nm, the
bandwidth of the interference is tested from 4 GHz to 7 GHz with an average cancellation
of 26 dB, which is wide enough to encrypt and protect a signal with the data rate of
10 Gb/s. For radio frequency spectrum control [14], the interference signal is set as an
RF sine wave of 1 GHz, applied to a 1544.3 nm laser source. The system is tested to
achieve average cancellation of 26 dB from 500 MHz to 5 GHz via a Keysight E5063A
Network Analyzer. For optical self-interference cancellation [17], the signal of interest
was set as a weak 915 MHz single-tone signal, and the interference was set as a sweeping
0 dBm single-tone interferer across 60 MHz bandwidth cantered at 915 MHz, where the
60 MHz bandwidth is greater than most channel bandwidth, used in common LTE or Wi-Fi
protocols; a 38 dB cancellation is achieved across the 60 MHz bandwidth, and a 56 dB
cancellation is achieved when using a 10 kHz bandwidth interference.

2.1.2. Digital System

The digital system measures the statistical pattern with the under-sampled signal and
controls the photonic circuits with tunable weights and delays (TD and TA in Figure 2)
to perform the separation. Figure 3 shows the mixed signal x1 and x2. Both ssoi and sint
have Gaussian distribution. The BSS is to solve the inverse of the mixing matrix A and
include two steps: PCA and ICA [20–22], symbols used in this section are listed in Table A1
in Appendix A.

A−1 = VUΣU−1 (2)

where UΣU−1 represents the PCA, and V represents the ICA. To perform PCA, the 2nd
order moments of the mixed signal with different weights are calculated. By using the
tunable optical attenuators in the photonic circuit (TA in Figure 2), the following weight is
added to the mixed signal:

xPCA = cos(θ)x1 + sin(θ)x2 (3)

where θ is defined in Figure 3. The second order moment of xPCA is a function of θ (red
curve in Figure 3), and is in the form of:

E
(

x2
PCA

)
= q1 + q2 cos[2(θ − θ0)] (4)

where E
(

x2
PCA

)
is the expectation or time average of x2

PCA,which is referred to as a two-
petal epitrochoid, has a clear relation to the principal components [22]. The first principal
components vector angle (direction) is θ0, and the second is orthogonal. The q and θ
parameters describe all the covariance properties of the joint distribution. q1 + q2 is the
magnitude of the first component, and q1 − q2 is the magnitude of the second principal
component. The second order moment E

(
x2

PCA
)

can be measured with different weights
[cos(θ), sin(θ)] added to the mixed signal x1 and x2, and with three random θ values. The
diagonal elements for Σ should be the principal components of the PCA, q1 + q2 and q1− q2.
After being normalized, the first element is 1 and last element is

√
(q1 + q2)/(q1 − q2).
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With three random θ values, the three unknown parameters q1, q2, and θ0 can be determined.
PCA and whitening are performed with q1, q2, and θ0:

U =

[
cos(θ0) − sin(θ0)
sin(θ0) cos(θ0)

]
(5)

Σ =

[
1 0

0
√

q1+q2
q1−q2

]
(6)
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After whitening, the signal is changed to X′ = [x′1, x′2] = UΣU−1X, where U is the
rotation matrix by angle θ0, Σ is rectangular diagonal matrix, and X the original received
signal, x′1 and x′2 mean the whitened received signal from Receiver 1 and 2, cos(φ) and
sin(φ) are the corresponding weights from each receiver. To perform ICA, fourth-order
moments (kurtosis) of the whitened signal, which take the form of a four-patal epitrochoid,
are needed, with added weight:

xICA = cos(φ)x′1 + sin(φ)x′2 (7)(
x4

ICA

)
= p1 + p2 cos[2(φ− φ0)] + p3 cos[4(φ− φ0)] (8)

The fourth-order moment can be parameterized by weight vector angle using unit
normal weight vectors, φ0 is set as the new principal component vector angle. With four
random φ values, the unknown parameters p1, p2, p3 and φ0 are determined, and ICA can
be performed:

V =

[
cos(φ0) − sin(φ0)
sin(φ0) cos(φ0)

]
(9)

After PCA and ICA, the inverse of the mixing matrix is solved, and the SOI is separated
from the interference.

2.2. Challenges

Blind source separation (BSS) separates interference from SOI without pre-known
information of the interference, such as the channel coefficient, modulation format, band-
width, or frame structure [23–28]. With the recent deployment of MIMO technique [29–34],
the BSS theory has been implemented in wireless communication systems such as Wi-Fi,
LTE, GPS, and others [35–38]. The existing BSS methods enable the coexistence of multiple
wireless systems by separating SOI from interference [39–42], while with the growing
needs of deploying the RF spectrum, the bandwidth and power range of the mixed signals
expand beyond the processing capabilities of current BSS methods:
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Signal bandwidth: the current trend of both high speed and secure wireless communi-
cation spurs the requirement of wide-band operation. The channel bandwidths of wireless
communications are moving from 10–100 MHz to 1–3 GHz [43–47]. The high-speed wire-
less network functions as the fundamental infrastructure for emerging applications, such as
augmented reality, unmanned vehicles, video conferences, etc. Meanwhile, the accessibility
of the wideband spectrum is also the cornerstone of the physical layer wireless network
security. The effectiveness of physical layer encryption and anti-jamming methods, such as
direct-sequence spread spectrum systems, frequency-hopping systems, and Code-Division
Multiple Access (CDMA), relies on the bandwidth that the system can access.

The wideband signal challenges the existing separation methods in two ways: (1) The
computation power needed to process the signal and separate the interference increases
dramatically with the signal bandwidth, while the wireless nodes, such as personal com-
puters, cell phones, and wireless base stations have limited computational power. Latency
in the order of seconds or minutes is introduced when processing wideband signals with
wireless nodes. (2) In a wide RF band (beyond 100 Mz), the frequency responses of RF
components are inconsistent at different ranges of the band, which require different RF
devices for each range of the spectrum. The requirement of different RF devices increases
the volume of the hardware system. The inconsistent frequency responses also lead to
different channel coefficients, which means, in an orthogonal frequency-division multi-
plexing (OFDM) system, the optimization of the filter matrix for each channel needs to be
calculated separately [48–50], which further increases the computational complexity.

Signal power and dynamic range of the wireless system: The coexistence of diverse
wireless systems generate signals under different power levels with different transmission
distances, which requires the separation system to operate in a large power dynamic
range. For example, the interference source can be much closer to the receiver than the SOI
transmitter and generates interference with power orders of magnitude larger than the
power of SOI. Or as another example, the interference is generated from a cellular station,
and the receiver is a radio telescope or a weather radar with an SOI of at least 60 dB lower
than the interference. In both cases, the power difference between the interference and SOI
requires the separation system to achieve both high resolution and large power ranges. The
60 dB difference corresponds to at least 20-bit ADC, and 20-bit ADC at GHz frequencies is
beyond current state-of-the-art ADC techniques [51–53].

With the hybrid system and complementary advantages of photonic signal processing
and digital edge devices, the wideband mixed signals with orders of magnitudes different
from each other can be separated in real-time.

2.3. Future Perspectives

With the mutual benefits of the photonic and digital system, two types of well-known
tough problems in BSS can be solved. (1) The interference changes so fast (1 GHz and
beyond) that the duration of each sample is a very short (10−10 to 10−12 s level), which
is difficult to be achieved by ADC with a low sampling rate (MHz range); (2) the signals
are mixed with a strong interference with a weak SOI, and to separate the signals requires
60–100 dB cancellation ratio, or at least 20–33 bits ADC.

2.3.1. Ultra-Fast Sampling with Pico-Second Laser Pulse

The Photonic and digital hybrid system reduces the workload of digital computing
with under-sampled signals. Instead of digitizing and processing all of the mixed signals,
only statistical information, such as second- and fourth order-moment is digitized to find
A−1. Such a reduction in workload is extremely important when the interference has a
large bandwidth, and the edge computation chip on mobile devices has limited ADC and
computation power. Figure 4 shows the under-sampled signal has the same statistical
information as the original signal. Both received signals x1 and x2 are mixtures of a 16QAM
signal and Gaussian noise (Figure 4a). The symbol rate of the 16QAM signal is 1 GBd.
The Gaussian noise has the same bandwidth as the 16QAM signal. Figure 4b,c show
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the distributions of the sampled signal x1, with a sampling rate of 1 GHz and 1 MHz,
respectively. By using a sampling rate three orders of magnitudes smaller than the symbol
rate, the distribution of the under-sampled signal is the same as the distribution of the
original signal, which means the second and fourth order of moments of the original signal
can be measured correctly with the under-sampled signal.
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When the sampling rate is orders of magnitude smaller than the Nyquist frequency,
the duty cycle τ/Ts needs to be small enough, so the under-sampled signal can repre-
sent the statistical distribution of the original signal. This could also be explained by
E(x2

1) 6= E(x1)
2, the time average of the square does not equal the square of the time

average. In the hybrid system, the sampling frequency (1/Ts) can be higher than the
frequency of the sine function does not need to be synchronized with the sine function,
while the duration of each sample must be small enough. If the duration of each sample
is comparable to Ts, each sample represented an average of the changing signal, and the
sampled signal cannot represent the distribution of the original signals.

An ADC circuit with a small duty cycle can be used when the interference bandwidth
is relatively small. For example, the 1 GHz mixed signal in Figure 4 is sampled at the
1 MHz sample rate (Ts = 1 µs) and 1/2000 duty cycle (τ = 0.5 ns). When interference
bandwidth is larger than 1 GHz, is smaller than 0.5 ns, which is difficult to implement with
ADC chips on mobile devices. To solve this problem, the hybrid system changes the laser
source in Figure 2 from a continuous wave laser to a mode-locked pulse laser.

The mode-locked laser generates a pulse sequence with both pulse widths and inter-
vals tunable. The output of the optical amplitude modulator is a product of the laser pulse
and the RF signal, and the laser pulse width controls the duration of each sample. Even
ADC with a long sampling time τ2 is used afterward, the sampled signal still represents
information from the short sample duration τ1.

2.3.2. Separation of Mixed Signal with Progressive Cancellation

In several widely existing cases, where the mixed signals are difficult to separate, the
interference can be progressively removed. The separability of the mixed signals can be
quantitatively described by mixing matrix A, where the difficulty in separation is positively
correlated to the condition number of matrix A [54], labeled as cond (A). The cases with
large cond (A) are called ill-conditions [55–59]. A widely existing ill-condition is that the
interference source is much closer to the receiver than the SOI, which is known as the near–
far problem [60–65]. Another common condition is that each antenna of a MIMO device
receives similar copies of both the interference and SOI (x1 is similar to x2 in Equation (1)).
This problem happens when the receiving antennas are physically close to each other,
and often exist in mobile devices, where the spatial dimensions between the antennas are
limited. In both cases, the separation system requires a large power dynamic range to
process the interference and high-resolution process the SOI with low amplitude or the tiny
difference between x1 and x2. With the hybrid system, the mixed signals with ill conditions
can be progressively separated.



Telecom 2021, 2 420

The condition numbers in both cases are large (� 1), which results in a challenge
to separate the signals in traditional ways. The capability of a BSS system to separate
the mixed signals is measured by the cancellation ratio (defined in Section 2.1). Based on
equation S = A−1X; the cancellation ratio depends on two factors:

1. ADC resolution: ADC resolution determines the accuracy of X by introducing digi-
tization error. In a completely digital system, the cancellation ratio depends on the
ADC resolution in the first stage. In the ill-condition cases, the SOI amplitudes are
comparable to the ADC resolution, and the signal information is lost in the first at
ADC and cannot be recovered. For example, in an 8-bit ADC system, the digitization
error is 1

29 of the signal peak amplitude. In the first ill-condition case, the received
signal peak amplitude is defined by the interference. If the signal is not pre-separated
in an analog way, the digitization error is comparable to or larger than the amplitude
of the SOI, which causes unsuccessful separation. The analog system is different from
the digital system in a way that the analog system maintains all the signal information,
and the cancellation ratio in a multi-stage system can be progressively improved.

2. Weight tunability: Weight tunability determines the accuracy of A−1. The de-mixing
matrix is implemented by adding weights to the received signal. By applying multiple
stages with coarse and fine adjustment of the weights, the mixed signals can be
progressively separated at each stage with the cancellation ratio from each of the
stages multiplied.

If the cancellation ratio between interference and SOI is less than 30 dB, the wideband
interference (3 GHz) can be separated from SOI with one photonic circuit. Other combina-
tions of bandwidth and cancellation ratio can also be achieved in this case with guidelines
described in Table 1. This applies to the receiver on mobile devices with limited power and
spaces for the integrated photonic chip.

A single photonic circuit corresponds to half of the de-mixing matrix S = A−1X, and
only recovers the SOI. With two photonic circuits, the full version of the de-mixing matrix
is achieved by the photonic hardware, and both interference and SOI are recovered. With
the photonic circuit pre-process the mixed signals, the carrier frequencies of the SOI can
be estimated and a bandpass filter 100 MHz bandwidth is applied to the mixed signals
before ADC, 10 bit ADC at 100 MHz bandwidth can be achieved for another 30 dB digital
cancellation. The hybrid system achieves a total of 60 dB cancellation. This applies to
the receivers at the 4G cellular station, which receives a stronger interference than the
mobile device.

When both the interference and the SOI have large bandwidths (3 GHz), two stages of
analog separation are applied with three photonic circuits. The few SOI samples that are
not in the center are fake points and depend on the distribution of the Gaussian noise. As
for application, the system with two stages of photonic separation applies to the receivers
at 5G stations, which requires both large bandwidth and a high cancellation ratio.

When the cancellation ratio goes further to 85 dB, three stages of separation are
deployed. The two analog stages provide 60 dB separation, and the third digital stage
provides another 25 dB separation with an 8 bit ADC at 3 GHz. This applies to the passive
receivers of radio telescopes. The SOI of a radio telescope coverage a large bandwidth
and is orders of magnitude (>60 dB) weaker than the interference from the cellular net-
work [66–70]. Compared with commercial products, such as mobile devices and cellular
stations, the design of the radio telescope station is less limited by the space, power, and
cost, and therefore, more stages can be applied to achieve a higher cancellation ratio.

In summary, the photonic circuit is scalable to multiple stages with a cancellation ratio
multipliable across stages. Wideband and narrowband signals and can be adjusted to other
bandwidths with a corresponding cancellation ratio based on the experimental results in
Table 1.
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3. Stealth Communication

The hybrid system in Section 2 demonstrated interference management with under-
sampled signals. To recover the hidden signal in a stealth communication system is similar
to interference management in a way that both of them are to separate SOI from the
wideband interference/noise. This means the separation method developed in Section 2
creates both potential threats to the existing stealth system and new skillsets that, if
deployed by the authorized users, the communication privacy can be better protected
with innovative ways to hide and recover the stealth signals. This review section discusses
related work (Section 3.1), methods to address the threats (Section 3.2), and the new skill
sets for stealth communication (Section 3.3).

3.1. Related Work

Experiments have been demonstrated to transmit 500 Mbps–5 Gbps binary signals in
optical noise with bandwidths up to 5000 GHz [3,4,12,71–74]. The noise and signals are
mixed with nonlinear functions, and the signal is recovered with physical level methods
before ADC. The experimental setup is shown in Figure 5. The signal carrier is amplified
spontaneous emission (ASE) noise from optical amplifiers and covers the spectrum range
of 192 THz to 197 THz (Figure 6a), or in terms of wavelength, 1520 nm–1560 nm. The
bandwidth of the noise is 197 THz− 192 THz = 5 THz, which means the phase of the noise
changes 5 trillion times per second. The bandwidth of the fastest receiver that is currently
available is 100 GHz, which is only 1/500 of the bandwidth of the noise. To recover the
signal and cancel the noise by authorized users, a matching condition must be satisfied
between the transmitter and receiver. The cancellation can only be performed in an analog
way because none of the currently available receiving devices can perform ADC at the
sampling frequency of 5 THz. The basic structures of the stealth transmitter and receiver
are two fiber interferometers. The solid lines in Figure 5 are optical fibers. The optical
delays in both interferometers (D1 and D2 in Figure 5) must be precisely matched to cancel
the noise.

The stealth signal s(t) is a binary sequence with a bit rate of 500 Mbps, and noise n(t)
is a random analog signal with bandwidth 5 THz. Both stealth signal and noise are phase
information. ωc = 2π fc is the carrier frequency, where fc = 194.5 THz. At the transmitter,
the noise is split into two paths: one path (Path 1 at the transmitter side of optical delay
is added by introducing an extra length D1 = c× t0, where c is the speed of light. The
stealth signal is modulated onto Path 1 after the delay. The other path (Path 2) only
includes noise terms. The two paths are combined at the transmitter for long-distance
transmission through a fiber link. Fiber length ranges from 25 km to 240 km has been
demonstrated [72,73,75].

At the receiver, the signals are split again for two paths and another delay is introduced
to one of them. The splitter cannot differentiate the signals that went through Paths 1 and 2
at the transmitter, so there are two possible combinations at the receiver. In the first case,
Path 1 goes through the second delay D2. In this case, the noise in both Path 3 (noise with
signal) and Path 4 (only noise) has the same delay t0, and can be canceled at the receiver. In
the second possible combination, where Path 1 goes through the second delay D2 (Path 4).
In this case, the noise in Path 1 goes through doubled delay 2t0, while the noise in Path 2
goes through zero delay. The noise cannot be canceled and affect the signal-to-noise ratio
of the system.

The private key in the stealth system is optical delays in both interferometers. Two
copies of the noise (interference signal) are sent into the stealth system, one copy of the
noise is combined with the signals of interest (Path 1 in Figure 5), the other pure noise goes
through Path 2. They are combined by an optical combiner and sent through an optical
fiber link. At the receiver end, the mixed signal is split by an optical splitter and sent
through Paths 3 and 4. The stealth system can only recover the signal of interest at the
receiver end once the optical delays in Path 1 + 3 matches Path 2 + 4. In this case, the noise
set through the system cancels with the inverse of the noise, and the signal of interest is
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recovered. For any eavesdroppers, if they do not have the correct optical delays (private
key), the noise and the inverse of the noise do not match and cannot be cancelled, so they
will only receive the mixed noise and cannot recover the signal of interest hidden in it. The
stealth system can be designed by changing the optical delays in Path 1, 2, 3, 4 using optical
tuneable delays or adding extra optical fibers.

Telecom 2021, 2, FOR PEER REVIEW 10 
 

optical fiber link. At the receiver end, the mixed signal is split by an optical splitter and 
sent through Paths 3 and 4. The stealth system can only recover the signal of interest at 
the receiver end once the optical delays in Path 1+3 matches Path 2+4. In this case, the 
noise set through the system cancels with the inverse of the noise, and the signal of interest 
is recovered. For any eavesdroppers, if they do not have the correct optical delays (private 
key), the noise and the inverse of the noise do not match and cannot be cancelled, so they 
will only receive the mixed noise and cannot recover the signal of interest hidden in it. 
The stealth system can be designed by changing the optical delays in Path 1, 2, 3, 4 using 
optical tuneable delays or adding extra optical fibers. 

 
Figure 5. Schematic diagram of optical stealth communication [73]. 

 
Figure 6. Experimental results of optical stealth communication: (a) spectrum of the stealth signal 
hidden in noise; (b) recovered stealth signal; (c) stealth signal hidden in noise without matching 
condition; (d) pure noise without stealth signal. 

The reference term that only includes noise cos [𝜔 + 𝑛(𝑡)] and the signal term that 
includes both noise and signal cos [𝜔 + 𝑠(𝑡) + 𝑛(𝑡)]  corresponds to 𝑥  and 𝑥  in 
Section 2.1. The signal 𝑠(𝑡) and noise 𝑛(𝑡) corresponds to 𝑠  and 𝑠  in Section 2.1. 
In this case, 𝑥  and 𝑥  is not a linear combination of 𝑠  and 𝑠 , therefore, the stealth 
method is resistant to the BSS attack. Figure 6a shows the experimentally measured 
spectrum of the stealth signal hidden in a 5 THz bandwidth noise. With the right key 
(D1 = D2), the binary stealth signal is recovered with a clear eye pattern with a bit error 
rate of 1 × 10−6 (Figure 6b) [3,71,76,77]. Without the right key (D1 ≠ D2), only the noise is 
received (Figure 6c), and the signal pattern measured from the oscilloscope is the same as 
pure noise without modulating stealth signal (Figure 6d). 

Figure 5. Schematic diagram of optical stealth communication [73].

Telecom 2021, 2, FOR PEER REVIEW 10 
 

optical fiber link. At the receiver end, the mixed signal is split by an optical splitter and 
sent through Paths 3 and 4. The stealth system can only recover the signal of interest at 
the receiver end once the optical delays in Path 1+3 matches Path 2+4. In this case, the 
noise set through the system cancels with the inverse of the noise, and the signal of interest 
is recovered. For any eavesdroppers, if they do not have the correct optical delays (private 
key), the noise and the inverse of the noise do not match and cannot be cancelled, so they 
will only receive the mixed noise and cannot recover the signal of interest hidden in it. 
The stealth system can be designed by changing the optical delays in Path 1, 2, 3, 4 using 
optical tuneable delays or adding extra optical fibers. 

 
Figure 5. Schematic diagram of optical stealth communication [73]. 

 
Figure 6. Experimental results of optical stealth communication: (a) spectrum of the stealth signal 
hidden in noise; (b) recovered stealth signal; (c) stealth signal hidden in noise without matching 
condition; (d) pure noise without stealth signal. 

The reference term that only includes noise cos [𝜔 + 𝑛(𝑡)] and the signal term that 
includes both noise and signal cos [𝜔 + 𝑠(𝑡) + 𝑛(𝑡)]  corresponds to 𝑥  and 𝑥  in 
Section 2.1. The signal 𝑠(𝑡) and noise 𝑛(𝑡) corresponds to 𝑠  and 𝑠  in Section 2.1. 
In this case, 𝑥  and 𝑥  is not a linear combination of 𝑠  and 𝑠 , therefore, the stealth 
method is resistant to the BSS attack. Figure 6a shows the experimentally measured 
spectrum of the stealth signal hidden in a 5 THz bandwidth noise. With the right key 
(D1 = D2), the binary stealth signal is recovered with a clear eye pattern with a bit error 
rate of 1 × 10−6 (Figure 6b) [3,71,76,77]. Without the right key (D1 ≠ D2), only the noise is 
received (Figure 6c), and the signal pattern measured from the oscilloscope is the same as 
pure noise without modulating stealth signal (Figure 6d). 
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condition; (d) pure noise without stealth signal.

The reference term that only includes noise cos[ωc + n(t)] and the signal term that
includes both noise and signal cos[ωc + s(t) + n(t)] corresponds to x1 and x2 in Section 2.1.
The signal s(t) and noise n(t) corresponds to ssoi and sint in Section 2.1. In this case, x1 and
x2 is not a linear combination of ssoi and sint, therefore, the stealth method is resistant to the
BSS attack. Figure 6a shows the experimentally measured spectrum of the stealth signal
hidden in a 5 THz bandwidth noise. With the right key (D1 = D2), the binary stealth signal
is recovered with a clear eye pattern with a bit error rate of 1× 10−6 (Figure 6b) [3,71,76,77].
Without the right key (D1 6= D2), only the noise is received (Figure 6c), and the signal
pattern measured from the oscilloscope is the same as pure noise without modulating
stealth signal (Figure 6d).

The key space depends on the optical delay applied and the accuracy to match the
delay [78]. The experimental results show that the delay needs to be matched within a
0.3 mm resolution, and the delay (D1 and D2) ranges from 10 m to 25 km has been tested.
The key space can also be increased and experimentally tested with other physical level
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methods, including dispersion as another orthogonal dimension [71,77,79], and phase
mask [73,80].

3.2. Challenges and Threats to the Existing System

The goal of stealth communication is to hide private signals in noise, so the eaves-
dropper cannot detect the existence of the signal [2–4,81–84]. An effective hiding method
maximizes the capability of authorized users to recover the stealth signal with private
keys and minimize the detectability of the stealth signal for eavesdroppers. If the stealth
system is not properly designed, the BSS method discussed in Section 2 can be utilized
by eavesdroppers to separate the stealth signal from noise. The following subsubsection
studies the threat of BSS attack to the stealth communication system and the corresponding
defending mechanism.

Methods to Address the Threats

The design of the asymmetric access to the stealth channel is based on the fact that the
separation process is not completely blind for authorized users with private keys. Therefore,
extreme cases out of the capability of the separation system discussed in Section 2 were
tested to defend the BSS attacks from eavesdroppers. Such cases include:

• Gaussianity and kurtosis of the signal: Most BSS methods, including the one discussed
in Section 2, cannot separate the mixed signals when all the original signals are
Gaussian signals. This is because the last step (ICA) is to rotate the mixed signal
based on the change of kurtosis at different independent component directions. If
both the stealth signal and noise have Gaussian distribution, or Gaussian-like signals
(Equations (8) and (9)), the kurtosis is equal to 3 at all the directions, and the mixed
signals cannot be rotated to separate the mixed signal. Therefore, the system is
immune to BSS attacks when both the stealth signal and noise are Gaussian signals.

• Bandwidth of the signal: The requirement of a Gaussian signal is a strict restriction
to the stealth signal since most digital signals are not Gaussian signals. Another
means of defending against the BSS attack is to expend the bandwidth of the noise
signal. The sampling time must be short enough, so the sampled signal is not a time
average of the mixed signal. By using the mode-locked laser to improve the sampling
time, mixed signals with a bandwidth of up to 50 GHz can be properly sampled.
Bandwidth of 50 GHz is an ultra-wideband for interference management, while for
stealth communication with noise applied intentionally, bandwidth beyond 50 GHz
can be deployed. Experimental results have demonstrated using noise bandwidth of
150 GHz–5000 GHz to hide signals.

• Linear and nonlinear operation: For interference management, the signals are mixed
with linear functions. To hide signals in noise, both linear and nonlinear operations
can be applied to mix the signals and noise. Experimental results show that with
nonlinear operations, the SOI cannot be identified by the statistical properties of the
mixed signals, which means the stealth system with a nonlinear mixing function can
effectively defend the BSS attack.

3.3. Future Perspectives
3.3.1. Wireless Stealth Communication and Hybrid with Interference Management

The related work has demonstrated the stealth system in fiber links and free space
optical communication systems. One of the future perspective stealth methods is photonic
stealth communication with RF signal carriers for wireless communications. Since the
security of the system relies on the bandwidth of the noise, future stealth communication
systems should be tested with RF carrier frequencies beyond 25 GHz, which provides
10 GHz to 100 GHz bandwidth. The interferometer can be scaled to the wireless system
(Figure 7). The RF signal is modulated on optical carriers to generate long-range and
frequency-independent delays (D1 and D2 in Figure 7). Compared with the optical link,
the RF version has the advantage of using MIMO transmitter and receiver to separate the
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reference signal cos[ωc + n(t)] with cos[ωc + s(t) + n(t)], which removes the combination
in Figure 5 and improves the signal to noise ratio. The separation is performed with BSS
methods described in Section 2.1. The BSS process does not affect the security of the system,
since it only separates the linear combination of cos[ωc + n(t)] and cos[ωc + s(t) + n(t)],
and does not separate the nonlinear combination of signal and noise. The noise can only be
cancelled when physical keys, D1 and D2 are matched.
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3.3.2. Coexistence of Stealth Channel and Public Channel

Another future perspective for stealth communication is to hide the stealth channel
in the public channel with noise and recovering the stealth signal by the hybrid system.
Compared with the digital ways of separation, the hybrid system has two major advantages:
(1) The privacy of the public channel is protected. In traditional digital-based method,
to separate the stealth channel from the public channel requires the information from
the public channel to be digitized at the stealth receiver. Since public channel has a
higher data rate than the stealth channel. The digitization process not only introduces a
considerate amount of workload to the stealth receiver but also expose the public channel
data. By using the analog system discussed in Section 3.2, the stealth signal is separated
from the public channel by the analog method without knowing the information from
the public channel. (2) With the hybrid system, the public channel distributes keys in a
secure way between the stealth transmitter and the receiver. Traditional methods share
the public keys for the stealth channel with a public channel. Since the public channel is
not protected, sharing digital keys directly with public channel exposes the existence of
the stealth channel. Instead of sending the digital keys with unprotected public channels,
the public keys are distributed through the statistical information of the public channels.
The statistical information of public channels always exists whether the stealth channel is
turned on or off.

The statistical information is measured by the hybrid system discussed in Section 2
with under-sampled signals. The public keys are shared between the stealth receiver and
the stealth transmitter. By using Rivest–Shamir–Adleman (RSA) algorithm, the stealth
transmitter uses the public key to encrypt the stealth signal, and the stealth use private to
decrypt the stealth signal.

This perspective recovers the stealth signal by using hybrid photonic signal processing
and blind source separation methods. The photonic method can mix and separate signal
with hundreds of GHz to THz bandwidth in real-time, which is far beyond the ADC limit
and enable completely stealth transmission. The blind source separation device measures
the under-sampled pattern of the mixed signal, which is the public key of the stealth
channel, and with the private keys, the signal can be recovered. The private key has two
components (Figure 8): (1) the trained parameters of the neuron network for edge device;
(2) the physical parameter of the photonic system. An eavesdropper can also measure the
statistical pattern of the public channel and find out the public key; however, without the
private key, the existence of the signal cannot be detected.
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4. Conclusions

In this review, the two core elements of wideband mixed signal separation based on
photonic signal processing, which are interference management and stealth communication,
are summarized. We show principles, experimental results for interference management for
photonic stealth communication systems. Additionally, the challenges and future perspec-
tives for hybrid radio frequency and photonic communication systems are explored. The
challenges and related work of interference management are proven. Using under-sampled
signals to perform principal component analysis (PCA) and independent component anal-
ysis (ICA) is explained and theoretically proven. The experimental setup of the photonic
interference circuit for stealth communication is demonstrated and the principle of us-
ing the physical properties of the wide bandwidth of optical carriers to hide the signal
of interest is explained and experimentally demonstrated to transmit 500 Mbps–5 Gbps
binary signals in optical noise with bandwidth up to 5000 GHz. The feasibility and future
perspectives of the seamless integration of analog signal processing with photonic circuits
and digitally processing the statistical patterns of the under-sampled signals is discussed.
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Appendix A

Table A1. Table of symbols and abbreviations.

Symbol Definition

SOI Signal of interest
BSS Blind source separation
RF Radio frequency

CDMA Code-division multiple access
OFDM Orthogonal frequency-division multiplexing
PCA Principal component analysis
ICA Independent component analysis
ASE Amplified spontaneous emission

X Received mixed signal
A Mixing matrix
S Source signal

x1, x2 Signal received by Receiver 1, 2
amn Channel coefficient

xPCA Added weights for PCA to mixed signal



Telecom 2021, 2 426

Table A1. Cont.

Symbol Definition

E
(

x2
PCA

)
The expectation or time average of x2

PCA for PCA
U Rotation matrix by angle θ0 for PCA
Σ Rectangular diagonal matrix for PCA
V Rotation matrix by angle φ0 for ICA

xICA Added weights for ICA to mixed signal(
x4

ICA
)

4th order moments (kurtosis) for ICA
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